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Q:) Do not receive email notification.
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UTIE BEBRO—BITY,

() TechPulse

@ Sure Click Advanced - Threat Isolated

Problem Code 10007

A security threat was isolated on device DESKTOP-BSRVSPM - 00074901G6 on
Microsoft Excel. The resource which triggered the threat was C:\Malware - Do
not copy from Device\bad012 xlsm_

Company: LDK Financial {Premium plan)

Device:

DESKTOP-BSRVSPM

Serial Number: 0007490166

Occurred at:
02/21/2020

See Details

@ 2019 HP Development Company, LP.
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A. Category (777 1)) = Security (ZF 2 1) 7 «)
B. Subcategory (tf 737 1)) = HP Sure Click Advanced Security

C. Default File Type (Z 7 A )L bD T 7 A )LDF&ESE) = EHAL R— S OERLIC IE PDF A
WB (AT TTT 4 TDIHEIEHIML)

D. Preferences (F%5E) = TDLR— bHBERICHBRIZEIZEZRIRL THSICAL

—ZNco
|ICEXE
Reports
Reports > New Report
NEW REPORT
Category 0 Name *
‘ Security ~ ‘ ‘ HP Sure Click Advanced Security 0224201102
Subcategory * e Description *
HP Sure Click Advanced Security v ‘ Displays detalled Information on HP Sure Click
PCs, as well as alist of detected threat events)
Filter Criteria
Field Operator Value
Equal To v ‘ ‘ last 90 days
Default File Type e Preferences Q
Q HTML Show company details
O PDF ¥r Make this a favorite report
(O xsx
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] Require password to open the document e [ Allow email notifications

Document Password

Preview

Note: Report Preview for PDF and XLSX is limited to 10,000 rows

@ HP Sure Click Advanced Security 022420110255 %

Displays detailed information on HP Sure Click Advanced protection enablement status for Windows PCs, as well as a list of detected threat event:

Security HP Sure Click Advanced Security Summary PDF Once a week on Monday at 12:00 Midnight.

SAVE DISCARD

5. LAR—hEXRTLTHERITEZET,
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I you expessence issues, contact your HP Administiator

The HP DAAS Tesm
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Security N
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Count of micro-VMs currently
active, by type
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OVERVIEW COMMENTS

@ COMMENTS

Sure Click Advanced - NOT PROTECTED
) garham masi added a comment - 02/24/2020 at 09:41 AM (PST)

This device has been disabled by the end User with no reason listed.

CREATED OM
02/20/2020 at 03:01 PM (P5T) 7) System changed state - 02/20/2020 at 03:12 PM (PST)
New to Fixed.
STATE ID NUMBER
FIXED #2cdb71
ADD COMMENT
PROBLEM CODE
10006

Sure Click Advanced — Bl FABRD 1 >>7> ~NETX> A~

15 FAG NF-v- - O
IrfiF) AFu3av(0) FFW)
JOER f4-3uR TIUDEBE A5-+7v7 1-¥- 28 ¥-¥R
- 46% 83% 2%
£ i CPU bS] FAA7 | &
AwWindowslpe (32 Evh) 0% 27MB  OME/R
[ 954 T2k == 3251 L TF0ER 0% 1OMB  0MB/F
[&] Tanium Client (32 Eh) 0% 10.0MB 0 MB/F
> g Microsoft Windows Search Indexer 0%  21.7MB  OMB/#
> [mE] HP Sure Click Host Management Service 4.1.8.4601 0% 11.0MB 0.1 MB/E
» “my CrowdStrike Falcon Sensor Service 0% 6.4 MB 0 MB/#$
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Sure Click Advanced - Threat Isolated

Incidents = Incident Details

©

Sure Click Advanced - Threat Isolated
HIGH PRIORITY

CREATED ON
02/21/2020 at 08:40 AM (PST)

STATE 1D NUMBER
NEW #2ce06a
PROBLEM CODE
10007

OVERVIEW COMMENTS

COMMENTS

rham masi added a comment - 02/24/2020 at 09:47 AM (PST)
This is ransomeware and delivered in many ways. Your user was protected. Please see link to VirusTotal for more
informatin. Https://Virustotal.com

) System update - 02/21/2020 at 09:01 AM (PST)

A security threat was isolated on device DESKTOP-P8LINTG - 5CD61171FIR on Micreseft Excel. The resource which
triggered the threat was C:\Malware - Do not copy from Device\bad012 xlsm.

ADD COMMENT
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