Cloud Controls Matrix (CCM) R1.2

Cloud Service

: ; Supplier : -
Architectural Relevance S5 @Y Dig\lgTiLyamﬁ?yel Relationship Scope Applicability
Control Area Control ID Control Specification Control Notes Relevanc —— T
Phys | Network [ Compute| Storage | App Data ¢ SaaS PaaS laas _ ° Y COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Compliance - Audit Audit plans, activities and operational action BERHBEOEER. T AEROTIERGHR, T— |[EAAFEREIRRIGE. ERMEREZROIGES. EREDOEE X X X X X X X X X X X X |ME 2.1 45 CFR 164.312(b) Clause 4.2.3 €) CA-2 NIST SP800-53 R3 CA-20] 2.1.2.b L.1,L.2, L7 L9 L11 10.2.5 Commandment #1
Planning items focusing on data duplication, access, and 2% (boundary) HIfREFILELI-ERIEENL. ¥ |BEBERBEIRIEQIHS. ME 2.2 Clause 4.2.3b CA-7 NIST SP800-53 R3 CA-2 (1)0 Commandment #2
data boundary limitations shall be designed to  |B7AEXDPEIRIER/NRIZHIZ 5L S55RES PO 9.5 Clause 5.1 g PL-6 NIST SP800-53 R3 CA-700 Commandment #3
minimize the risk of business process NEINEELEN, EEEDE. MERREOS PO 9.6 Clause 6 NIST SP800-53 R3 CA-7 (2)00
disruption. Audit activities must be planned and AIERICE DT, AESNE TN EE5EL, A.15.3.1 NIST SP800-53 R3 PL-60]
agreed upon in advance by stakeholders.
Compliance - CO-02 [Independent reviews and assessments shall be |#E#AY. A&HOFIE. H4&. HHWEEREBE (R X X X X X X X X X X X X |DS5.5 45 CFR 164.308 (a)(8) Clause 4.2.3e CA-1 NIST SP800-53 R3 CA-10J 11.2 L.2,L.4,L.7, L9 L11 1.2.5 Commandment #1 CIP-003-3 - R1.3-R4.3
Independent Audits performed at least annually, or at planned B/ 9V EREEE . RREE. RSB R URRI—2a T ME2.5 45 CFR 164.308(a)(1)(ii)(D)  [Clause 5.1 g CA-2 NIST SP800-53 R3 CA-20 11.3 1.2.7 Commandment #2 CIP-004-3 R4 - R4.2
intervals, to ensure the organization is ANGE) ISHEPLL TWHEERILT ST, 34 ME 3.1 Clause 5.2.1 d) CA-6 NIST SP800-53 R3 CA-2 (1)0 (6.6 421 Commandment #3 CIP-005-3a- R1 - R1.1-R1.2
compliant with policies, procedures, standards |ZL7=L'E 1—FHEA DL EIE, HLLEH PO 9.6 Clause 6 RA-5 NIST SP800-53 R3 CA-60  |12.1.2.b 8.2.7
and applicable regulatory requirements (i.e., SHLOEDLNIZHR TR DLDLET Do A.6.1.8 NIST SP800-53 R3 RA-5[1 10.2.3
internal/external audits, certifications, NIST SP800-53 R3 RA-5 (1)O 10.2.5
vulnerability and penetration testing) NIST SP800-53 R3 RA-5 (2)0
NIST SP800-53 R3 RA-5 (3)0
NIST SP800-53 R3 RA-5 (9)0
NIST SP800-53 R3 RA-5 (6)0]
Compliance - Third CO-03 |Third party service providers shall demonstrate [H—EXTRNAF L, ZHIZEENHEHREF2 X X X X X X X X X X X ME 2.6 45 CFR 164.308(b)(1) A.6.2.3 CA-3 NIST SP800-53 R3 CA-30] 2.4 C.2.4,C.2.6,G.4.1,G.4.2,L.2, |C.2 1.2.11 Commandment #1
Party Audits compliance with information security and )T 40N, —EXFEE. SLA(delivery level DS 2.1 45 CFR 164.308 (b)(4) A.10.2.1 SA-9 NIST SP800-53 R3 SA-9[] 12.8.2 L.4,L.7,L11 4.2.3 Commandment #2
confidentiality, service definitions and delivery ~|agreement) ZIESFL7Z TN [E7E57E0Y, SLADIESF DS 2.4 A.10.2.2 SA-12 NIST SP800-53 R3 SA-9 (1)0 [12.8.3 7.2.4 Commandment #3
level agreements included in third party ﬁfﬂ’é%fi'ﬁiﬁﬂ‘éfz&)ll E=FEDME, LK A.10.6.2 SC-7 NIST SP800-53 R3 SA-120 [12.8.4 10.2.3
contracts. Third party reports, records and N ﬂ_Filji‘ ERNICEERVLEA—ERITE NIST SP800-53 R3 SC-700 Appendix A 10.2.4
services shall undergo audit and review, at RIS, NIST SP800-53 R3 SC-7 (1)
planned intervals, to govern and maintain NIST SP800-53 R3 SC-7 (2)0
compliance with the service delivery NIST SP800-53 R3 SC-7 (3)0
agreements. NIST SP800-53 R3 SC-7 (4)O
NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)0
NIST SP800-53 R3 SC-7 (8)0
NIST SP800-53 R3 SC-7
(12)0
NIST SP800-53 R3 SC-7
(13)0
NIST SP800-53 R3 SC-7
(18)0
Compliance - Contact /| CO-04 |Liaisons and points of contact with local BARUBLDEREOX. FECEEFDEREIE X X X X X X X X X X X X [ME 3.1 A.6.1.6 AT-5 NIST SP800-53 R3 AT-50 11.1.e L1 1.2.7 Commandment #1 CIP-001-1a R3 - R4
Authority Maintenance authorities shall be maintained in accordance |- B UEE, FHl. 2 EDERFIRITA-T, # A6.1.7 IR-6 NIST SP800-53 R3 IR-6[] 12.5.3 10.1.1 Commandment #2
with business and customer requirements and  |FFL7& M IE7ZDTE0N B AN DBIATE#E & D EX SI-5 NIST SP800-53 R3 IR-6 (1)0 [12.9 10.2.4 Commandment #3
compliance with legislative, regulatory, and BERRIT2IHIC. T2 ATVIR 7T NIST SP800-53 R3 SI-500
contractual requirements. Data, objects, 77{3’ 'f/ 77 NP HRILERFRY
applications, infrastructure and hardware may RIAISEIYHTONTHELY,
be assigned legislative domain and jurisdiction
to facilitate proper compliance points of contact.
Compliance - CO-05 [Statutory, regulatory, and contractual FHRATLDEERERICOVNT, . REIR X X X X X X X X X X X X |ME3.1 ISO/IEC 27001:2005 AC-1 NIST SP800-53 R3 AC-1[J 3.1.1 L.1,L.2, L4, L7 L9 1.2.2 Commandment #1
Information System requirements shall be defined for all elements of [ EDERBIEAERSNGZITAIELESL, Clause 4.2.1 b) 2) AT-1 NIST SP800-53 R3 AT-10J 3.1 1.2.4 Commandment #2
Regulatory Mapping the information system. The organization's BEOREEEZL. FEHLORFISEES T 51 Clause 4.2.1 c) 1) AU-1 NIST SP800-53 R3 AU-10 1.2.6 Commandment #3
approach to meet known requirements, and @Qfﬁﬂ%ﬁwﬁﬂyr‘ﬁﬂﬁﬁ BT LOERBAE Clause 4.2.1 g) CA-1 NIST SP800-53 R3 CA-10 1.2.11
adapt to new mandates shall be explicitly ileL‘—Q@Tﬁf)'“E‘iﬁéh~_jz%ﬂ:'é*,"* E*ﬁé Clause 4.2.3 d) 6) CM-1 NIST SP800-53 R3 CM-10 3.24
defined, documented, and kept up to date for NIEHRIZTEETILY, 'IH#E"TZT-{\O)\*%E‘Z?%L-(?: Clause 4.3.3 CP-1 NIST SP800-53 R3 CP-10J 5.2.1
each information system element in the N T_?‘ 7]'7“119&\ 77 J7—V?|/~ 4/?7‘ Clause 5.2.1a-f 1A-1 NIST SP800-53 R3 IA-10
o ; N—FII7EEATELN, RERERIL. EM
prganlzat|on. Infprmatlon systgm elements may EREBEQIEFEREST B0, TENBRY Clause 7.3 c) 4) IA-7 NIST SP800-53 R3 IA-70
!nclude data, objects, applications, FLEICEIY B TOENTHELY, A7.2.1 IR-1 NIST SP800-53 R3 IR-10]
infrastructure and hardware. Each element may A.15.1.1 MA-1 NIST SP800-53 R3 MA-10
be assigned a legislative domain and A.15.1.3 MP-1 NIST SP800-53 R3 MP-10
jurisdiction to facilitate proper compliance A.15.1.4 PE-1 NIST SP800-53 R3 PE-10
mapping. A.15.1.6 PL-1 NIST SP800-53 R3 PL-10J
PM-1 NIST SP800-53 R3 PM-10J
PS-1 NIST SP800-53 R3 PS-10
RA-1 NIST SP800-53 R3 RA-10J
RA-2 NIST SP800-53 R3 RA-20
SA-1 NIST SP800-53 R3 SA-10
SA-6 NIST SP800-53 R3 SA-60
SC-1 NIST SP800-53 R3 SC-10
SC-13 NIST SP800-53 R3 SC-1301
SI-1 NIST SP800-53 R3 SC-13
(1)
NIST SP800-53 R3 SI-10
Compliance - CO-06 |Policy, process and procedure shall be MBI EECEFIEROHDIV I I TR OF X X X X X X X X Clause 4.2.1 SA-6 NIST SP800-53 R3 SA-60 L.4 Commandment #1
Intellectual Property established and implemented to safeguard RZERETH-OIC, HBICERINSERRUEZ A6.1.5 SA-7 NIST SP800-53 R3 SA-70] Commandment #2
intellectual property and the use of proprietary ~ [#II<i8>T. J78t. FiE. FIEA IS, BITS A7.1.3 PM-5 NIST SP800-53 R3 PM-50] Commandment #3
software within the legislative jurisdiction and ~ |TVEFNIEEHTELN, A.10.8.2
contractual constraints governing the A.12.4.3
organization. A.15.1.2
Data Governance - DG-01 |All data shall be designated with stewardship  |£f&FRIZDOWT. EEEEENERASINEZTNIEE X X X X X X X X X DS5.1 45 CFR 164.308 (a)(2) A.6.1.3 CA-2 NIST SP800-53 R3 CA-20 C.25.1,C.25.2,D.1.3, L7 6.2.1 Commandment #6 CIP-007-3-R1.1-R1.2
Ownership / with assigned responsibilities defined, SV, BEEEREDERIE. ERSIN . XELS PO 2.3 A7.1.2 PM-5 NIST SP800-53 R3 CA-2 (1)0 Commandment #10
Stewardship documented and communicated. BT BAIET (RN (HEAN=Y AN A.15.1.4 PS-2 NIST SP800-53 R3 PM-50]
RA-2 NIST SP800-53 R3 PS-2[1
SA-2 NIST SP800-53 R3 RA-2[1
NIST SP800-53 R3 SA-20
Data Governance - DG-02 |Data, and objects containing data, shall be T—EAR T—REELF TN RBAISI T X X X X X X X X X X |PO23 A7.2.1 RA-2 NIST SP800-53 R3 RA-200] 9.7.1 D.1.3,D.2.2 1.2.3 Commandment #9 CIP-003-3 - R4 - R5
Classification assigned a classification based on data type,  [LVEWBIRAOBRAZHCEOIZ. T—28147 1 DS 11.6 AC-4 NIST SP800-53 R3 AC-4[] 9.10 1.2.6
jurisdiction of origin, jurisdiction domiciled, O EE MO EIAE, AR, REGHIGIR. MR 12.3 4.1.2
context, legal constraints, contractual fﬁf%'Zt\’310)@@){3%%1?*55%1@:%95~ 8.2.1
constraints, value, sensitivity, criticality to the |~ BB IINIEELEEN, 8.2.5
organization and third party obligation for 8.2.6
retention and prevention of unauthorized
disclosure or misuse.
Data Governance - DG-03 |Polices and procedures shall be established for |[F—%4%, T—42%&LATSIMDSRYL Y B X X X X X X X X X X |P023 A7.2.2 AC-16 NIST SP800-53 R3AC-160 |9.5 D.2.2 G.13 1.1.2 Commandment #8 CIP-003-3 - R4 - R4.1
Handling / Labeling / labeling, handling and security of data and &, X1 T1DI=HD A, FIEAHEILSNAIT DS 11.6 A.10.7.1 MP-1 NIST SP800-53 R3 MP-10 9.6 5.1.0 Commandment #9
Security Policy objects which contain data. Mechanisms for NIFEOE, MBS RALLESNLGERIE, 77— A.10.7.3 MP-3 NIST SP800-53 R3 MP-30 9.7.1 7.1.2 Commandment #10
label inheritance shall be implemented for FNERERELTOF TV IMIRNL TEASNG A.10.8.1 PE-16 NIST SP800-53 R3 PE-1600  [9.7.2 8.1.0
objects that acts as aggregate containers for |/ TAIEFELELY SI-12 NIST SP800-53 R3 SI-120  [9.10 8.2.5
data. SC-9 NIST SP800-53 R3 SC-90J 8.2.6
NIST SP800-53 R3 SC-9 (1)O
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Cloud Controls Matrix (CCM) R1.2

Cloud Service Supplier
Architectural Relevance Delivery Model . . Scope Applicability
Corp Gov Applicability Relationship
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enal
Phys | Network |Compute | Storage | App Data N 505 Paas laas 6 U COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 E e GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Data Governance - DG-04 |(v1.0) Policies and procedures for data retention |7 —2RED =D FH&t. FIBAFEILS N, ;EHI. |Control revision v1.1 rationale: X X X X X X X X X X |DS 4.1 45 CFR 164.308 (a)(7)(i))(A) |Clause 4.3.3 CP-2 NIST SP800-53 R3 CP-200 3.1 D.2.2.9 5.1.0 Commandment #11 CIP-003-3 - R4.1
Retention Policy and storage shall be established and backup or [2#I#, BXMBERBIEZIEFT 5=HOIZ, /Ny DS 4.2 45 CFR 164.310 (d)(2)(iv) A.10.5.1 CP-6 NIST SP800-53 R3 CP-2 (1)0 (3.1.1 5.1.1
redundancy mechanisms implemented to TYTORRIEDAD=ZX LB ASIEIFIIFZE |Removed the specific reference to tape and disk backup DS 4.5 45 CFR 164.308(a)(7)(ii)(D)  |A.10.7.3 CP-7 NIST SP800-53 R3 CP-2 (2)0 |3.2 5.2.2
ensure compliance with regulatory, statutory, |20 /3O 7 YT EDYHN)TRAMIERMIC 55 there are other media types. DS 4.9 45 CFR 164.316(b)(2)(i) (New) CP-8 NIST SP800-53 R3 CP-60  [9.9.1 8.2.6
contractual or business requirements. Testing RESNZTNIEEDEN, DS 11.6 CP-9 NIST SP800-53 R3 CP-6 (1)1 |9.5
the recovery of disk or tape backups must be MDATATRAATEHEID T, T—FTETARIINVIT YT SI-12 NIST SP800-53 R3 CP-6 (3)0 |9.6
implemented at planned intervals. ~DRHEDSHBEHIBRLEL-. AU-11 NIST SP800-53 R3 CP-70 10.7
NIST SP800-53 R3 CP-7 (1)0
(v1.1) Policies and procedures for data retention NIST SP800-53 R3 CP-7 (2)O0
and storage shall be established and backup or NIST SP800-53 R3 CP-7 (3)O
redundancy mechanisms implemented to NIST SP800-53 R3 CP-7 (5)0
ensure compliance with regulatory, statutory, NIST SP800-53 R3 CP-801
contractual or business requirements. Testing NIST SP800-53 R3 CP-8 (1)
the recovery of backups must be implemented NIST SP800-53 R3 CP-8 (2)0
at planned intervals. NIST SP800-53 R3 CP-9
NIST SP800-53 R3 CP-9 (1)0
NIST SP800-53 R3 CP-9 (3)0
NIST SP800-53 R3 SI-1201
NIST SP800-53 R3 AU-110J
Data Governance - DG-05 |Policies and procedures shall be established HEWBARN —VATAT T —RERLITHE X X X X X X X X X DS 11.4 45 CFR 164.310 (d)(2)(i) A.9.2.6 MP-6 NIST SP800-53 R3 MP-60] 3.1.1 D.2.2.10, D.2.2.11, D.2.2.14, 5.1.0 Commandment #11 CIP-007-3 - R7 - R7.1-R7.2
Secure Disposal and mechanisms implemented for the secure  |L. R2IZEET 51D FH &, FIE, AH=X LA 45 CFR 164.310 (d)(2)(ii) A.10.7.2 PE-1 NIST SP800-53 R3 MP-6 (4)0 [9.10 5.2.3 R7.3
disposal and complete removal of data from all |HEILSHL, WAVESTAL U DV FRICE>THT NIST SP800-53 R3 PE-100 9.10.1
storage media, ensuring data is not recoverable |~ # M EE TEENEIILEFNIEELTELN, 9.10.2
by any computer forensic means. 3.1
Data Governance - DG-06 |Production data shall not be replicated or used |[AZFET—42(X. ABRELUNTEDOAIZY, BEE X X X X X X X 45 CFR 164.308(a)(4)(i)(B) |A.7.1.3 SA-11 NIST SP800-53 R3 SA-110  [6.4.3 1.2.18 1.2.6 Commandment #9 CIP-003-3 - R6
Non-Production Data in non-production environments. YL TGS ELY, A.10.14 CM-04 NIST SP800-53 R3 SA-11 Commandment #10
A.12.4.2 (1a Commandment #11
A.125.1 NIST SP800-53 R3 CM-04[
Data Governance - DG-07 |Security mechanisms shall be implemented to |7T—2FAWVWEHCT=OIZ, EFXF )T/ DAH=X X X X X X X X X X DS 11.6 A.10.6.2 AC-2 NIST SP800-53 R3 AC-2[J 1.2 1.2.18 7.2.1 Commandment #4
Information Leakage prevent data leakage. LNEASNEITNIEESELY, A.125.4 AC-3 NIST SP800-53 R3 AC-2 (1)0 [6.5.5 8.1.0 Commandment #5
AC-4 NIST SP800-53 R3 AC-2 (2)00 |11.1 8.1.1 Commandment #6
AC-6 NIST SP800-53 R3 AC-2 (3)0 |11.2 8.2.1 Commandment #7
AC-11 NIST SP800-53 R3 AC-2 (4)0 |11.3 8.2.2 Commandment #8
AU-13 NIST SP800-53 R3 AC-2 (7)0 |11.4 8.25 Commandment #9
PE-19 NIST SP800-53 R3 AC-3[I Al 8.2.6 Commandment #10
SC-28 NIST SP800-53 R3 AC-3 (3)[ Commandment #11
SA-8 NIST SP800-53 R3 AC-40
SI-7 NIST SP800-53 R3 AC-601
NIST SP800-53 R3 AC-6 (1)
NIST SP800-53 R3 AC-6 (2)0
NIST SP800-53 R3 AC-110J
NIST SP800-53 R3 AC-11
1O
NIST SP800-53 R3 AU-130
NIST SP800-53 R3 PE-190J
NIST SP800-53 R3 SC-280
NIST SP800-53 R3 SC-28
1O
NIST SP800-53 R3 SA-80
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)0
Data Governance - DG-08 |[Risk assessments associated with data T—ABEDOERBEICHIODIIRAITERAAVE X X X X X X X X X X [PO9.1 45 CFR 164.308(a)(1)(ii)(A) Clause 4.2.1¢) & g) CA-3 NIST SP800-53 R3 CA-30 12.1 L.4,L.5,L.6, L7 1.2.4 Commandment #1
Risk Assessments governance requirements shall be conducted at |[&. L FEERBICAN ., EEMIZERSNGTAIE PO 9.2 45 CFR 164.308(a)(8) Clause 4.2.3 d) RA-2 NIST SP800-53 R3 RA-200 12.1.2 8.2.1 Commandment #2
planned intervals considering the following: 73'579?L§o . L PO 9.4 Clause 4.3.1 & 4.3.3 RA-3 NIST SP800-53 R3 RA-30 Commandment #3
» Awareness of where sensitive data is stored '%"ﬁ;_gﬁ‘& ;':1%%3*L~ 3—’033:77:;77’U7 DS 5.7 Clause 7.2 & 7.3 MP-8 NIST SP800-53 R3 MP-80 Commandment #6
and transmitted across applications, databases, | ~2 37T —FN—A H—/\, FUbI—H (27 A7.2 PM-9 NIST SP800-53 R3 PM-90 Commandment #7
servers and network infrastructure IRIT «‘o{%géhstéf\@ﬁa&zé}% A15.1.1 SI-12 NIST SP800-53 R3 SI-12[] Commandment #9
» Compliance with defined retention periods ;fﬁijg_i?fﬁb REMIRBTROERD R A.15.1.3 Commandment #10
and end—of—lnfe dls.posal reqwrem.ents F—AQNERUVRASNTOAENMER. 77EX A.15.1.4 Commandment #11
* Data cllassmcatlon and protection from- ik HIE BEASDERE
unauthorized use, access, loss, destruction, and
falsification
Facility Security - FS-01 [Policies and procedures shall be established for [ 74 XOHE. %K. EXF1)T(IZUT7HATOER X X X X X X X |DSb.7 45 CFR 164.310 (a)(1) A5.1.1 CA-2 NIST SP800-53 R3 CA-20 9.1 F.1.1,F.1.2F.1.3,F.1.4,F15, |F.2 8.1.0 Commandment #1
Policy maintaining a safe and secure working LHFEHRBLZHIFTE-ODOAEOFIENFEIL DS 12.1 45 CFR 164.310 (a)(2)(ii) A9.1.3 PE-1 NIST SP800-53 R3 CA-2 (1)0 (9.2 F.1.6, F.1.7, F.1.8, F.1.9, 8.1.1 Commandment #2
environment in offices, rooms, facilities and SNEEIFNIEEBIELN, DS 12.4 45 CFR 164.308(a)(3)(i)(A)  |A.9.1.5 PE-6 NIST SP800-53 R3 PE-10 9.3 F.2.1, F.2.2, F.2.3, F.2.4, 8.2.1 Commandment #3
secure areas. DS 4.9 45 CFR 164.310 (a)(2)(iii) PE-7 NIST SP800-53 R3 PE-60] 9.4 F.2.5, F2.6, F.2.7, F.2.8, Commandment #5
(New) PE-8 NIST SP800-53 R3 PE-6 (1)J F.2.9, F.2.10, F.2.11, F.2.12,
NIST SP800-53 R3 PE-70 F.2.13, F.2.14, F.2.15, F.2.16,
NIST SP800-53 R3 PE-7 (1)0 F.2.17, F.2.18,F.2.19, F.2.20
NIST SP800-53 R3 PE-80
Facility Security - User| FS-02 [Physical access to information assets and A—HRUHYR—bRZYTIZ L DIETRE FE OHERE X X X 45 CFR 164.310(a)(1) A9.1.1 PE-2 NIST SP800-53 R3 PE-20 9.1 F.1.2.3, F.1.2.4, F.1.2.5, H.6 8.2.1 Commandment #1 CIP-006-3c R1.2-R1.3-R1.4
Access functions by users and support personnel shall |[~®D¥EEHLET X EFIRSNZITH TSR 45 CFR 164.310(a)(2)(ii) A9.1.2 PE-3 NIST SP800-53 R3 PE-2 (1)0 F.1.2.6, F.1.2.8, F.1.2. 9, 8.2.2 Commandment #2 R2 - R2.2
be restricted. ° 45 CFR 164.310(b) PE-4 NIST SP800-53 R3 PE-30 F.1.2.10, F.1.2.11, F.1.2.12, 8.2.3 Commandment #3
45 CFR 164.310 ( c) (New) PE-5 NIST SP800-53 R3 PE-40 F.1.2.13, F.1.2.14, F.1.2.15, Commandment #5
PE-6 NIST SP800-53 R3 PE-50 F.1.2.24, F.1.4.2, F1.4.6,
NIST SP800-53 R3 PE-60 F.1.4.7,F.1.7, F.1.8, F.2.13,
NIST SP800-53 R3 PE-6 (1)J F.2.14, F.2.15, F.2.16, F.2.17,
F.2.18
Facility Security - FS-03 |Physical security perimeters (fences, walls, T —SOEMRATLERET D=6, PER X X X X X DS 12.3 A9.11 PE-2 NIST SP800-53 R3 PE-20 9.1 F.1.2.3,F.1.2.4, F.1.2.5, F.2 8.2.3 Commandment #1 CIP-006-3c R1.2-R1.3-R1.4
Controlled Access barriers, guards, gates, electronic surveillance, |EZF¥a1UTAER (FzEA X B, B H—F<, PE-3 NIST SP800-53 R3 PE-2 (1)0 F.1.2.6, F.1.2.8, F.1.2. 9, Commandment #2 R1.6 - R1.6.1 - R2 - R2.2
Points physical authentication mechanisms, reception |7 —k. BEFHGER. MERGRIAN=X L, & PE-6 NIST SP800-53 R3 PE-3] F.1.2.10, F.1.2.11, F.1.2.12, Commandment #3
desks and security patrols) shall be ff. 2F 2T/ -V ERELE TS PE-18 NIST SP800-53 R3 PE-6 F.1.2.13, F.1.2.14, F.1.2.15, Commandment #5
implemented to safeguard sensitive data and Lo NIST SP800-53 R3 PE-6 (1)1 F.1.2.24,F.1.3,F.1.4.2,
information systems. NIST SP800-53 R3 PE-180 F1.4.6, F.1.4.7, F.1.6,
F.1.7,F.1.8, F.2.13, F.2.14,
F.2.15, F.2.16, F.2.17, F.2.18
Facility Security - FS-04 [Ingress and egress to secure areas shall be BRI ESNT=EB L (FICT UV EREH T ZEEEEITT  |Proposed v1.1 control revision redacted until future X X X X X DS 12.2 A9.1.1 PE-2 NIST SP800-53 R3 PE-20J 9.1 F.1.2.3, F.1.2.4, F.1.2.5, F.2 8.2.3 Commandment #1 CIP-006-3c R1.2 - R1.3-R1.4
Secure Area constrained and monitored by physical access [&7=®IZ. EFaUT4TIT~DARZEIL, ¥EH |revision due to potential mapping impact not yet DS 12.3 A9.1.2 PE-3 NIST SP800-53 R3 PE-2 (1)0 |9.1.1 F.1.2.6, F.1.2.8, F.1.2. 9, Commandment #2 R1.6 - R1.6.1 - R2 - R2.2
Authorization control mechanisms to ensure that only BT U AFEAN =X LIZEYFIRSh ., BEREN |considered: PE-6 NIST SP800-53 R3 PE-30  [9.1.2 F.1.2.10, F.1.2.11, F.1.2.12, Commandment #3
authorized personnel are allowed access. FIFNILEDELN, PE-7 NIST SP800-53 R3 PE-60] 9.1.3 F.1.2.13, F.1.2.14, F.1.2.15, Commandment #5
Physical controls and attestation mechanisms shall be PE-8 NIST SP800-53 R3 PE-6 (1) |9.2 F.1.2.24, F.1.3, F.1.4.2,
designed to address the requirements of legislative PE-18 NIST SP800-53 R3 PE-7[] F1.4.6, F.1.4.7, F.1.6,
plurality and their results shared with tenants. NIST SP800-53 R3 PE-7 ()T F.1.7,F.1.8, F.2.13, F.2.14,
MBI FIHE RIS AT LITERDENERERHT-LT NIST SP800-53 R3 PE-80] F.2.15, F.2.16, F.2.17, F.2.18
WOEETTURRERLTHLE, NIST SP800-53 R3 PE-180]
Facility Security - FS-05 [Ingress and egress points such as service areas | —EXTYF7HEEDHAD, RUHFRISN TV [EEOER - FiRFEE. BBRTHOATIOREESE, X X X X X X X X X X DS 12.3 A.9.1.6 PE-7 NIST SP800-53 R3 PE-70] F.1.2.3, F.1.2.4, F.1.2.5, F.2 8.2.3 Commandment #1 CIP-006-3c R1.2 - R1.3 - R1.4
Unauthorized Persons and other points where unauthorized personnel [WVEDWEHIAIZIIE ASIELHAHEFIE, BER. |T—ENDTIERENBNENILL ALAIREENE LS PE-16 NIST SP800-53 R3 PE-7 (1)0 F.1.2.6, F.1.2.8, F.1.2. 9, Commandment #2
Entry may enter the premises shall be monitored, BEL, FARRTHIIE, T—2OLE, BWSA. |G, BRLLIIERFETIE, PE-18 NIST SP800-53 R3 PE-160] F.1.2.10, F.1.2.11, F.1.2.12, Commandment #3
controlled and, if possible, isolated from data ﬁ%fﬁﬁéf:&)‘l TARE - MBS DR ﬁ%ﬂ;ﬁﬁ;ﬁb%é&@«mﬁm . HFRELBERI<ES NIST SP800-53 R3 PE-18[] F.1.2.13, F.1.2.14, F.1.2.15, Commandment #5
storage and processing facilities to percent —Co . T2 F.1.2.24, F.1.3, F.1.4.2,
unautghorizedpdata corr%ption, comp?omise and %}%Jﬁ#ﬁ;gﬁ;&‘ﬁ@{&m%%ﬁw%ﬁg\ ?fﬁi’é:‘ﬁgﬁﬁﬁ F1.4.6, F.1.4.7, F.1.6,
loss. L. BERNASICEDBEDTEETDIAYERDHS, F17F.18 F.2.13 F.2.14,
F.2.15, F.2.16, F.2.17, F.2.18
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

: ; Supplier . -
Architectural Relevance S5 @Y Dig\lgTiLyamﬁ?yel Relationship Scope Applicability
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enal
Phys | Network |Compute | Storage | App Data N 505 Paas laas 6 U COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 E e GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Facility Security - Off- Authorization must be obtained prior to N—RYTT7 YIEYTT . EET—42E. BHIO [/\—K. VYIb, T2 R ORI 2B L. HHY X X X X X X X X 45 CFR 164.310 (d)(1) A9.2.7 MA-1 NIST SP800-53 R3 MA-10 9.8 F.2.18 G.21 8.2.5 Commandment #6
Site Authorization relocation or transfer of hardware, software or  |FF A%<, M BELLG WL, EDLREICLLHERRBERLIE A.10.1.2 MA-2 NIST SP800-53 R3 MA-20 9.9 8.2.6 Commandment #7
data to an offsite premises. TV I3IRD5E . ZFFRREDERESDLETHS, PE-16 NIST SP800-53 R3 MA-2 (1)O
BL. MIRKFKICTEERIED AIZHIHEERIC/\—F-Y Tk NIST SP800-53 R3 PE-160
f—@‘é#ﬁ&?é%ﬁ%ur&é%ém BHDAHTHED
AN
Facility Security - Off- FS-07 [Policies and procedures shall be established for [#B#D#EN TRESN., FHINSEE(ZDULVTIZL |Proposed v1.1 control revision redacted until future X X X X X X X X 45 CFR 164.310 (c) A9.2.5 AC-17 NIST SP800-53 R3AC-170 |9.8 F.2.18, F.2.19, Commandment #4
Site Equipment securing and asset management for the use ERAOEELGLSICETLIEEETEDAEOF |revision due to potential mapping impact not yet 45 CFR 164.310 (d)(1) A.9.2.6 MA-1 NIST SP800-53 R3 AC-17 9.9 Commandment #5
and secure disposal of equipment maintained  [$tEASHEILSNBFHIELRBR, considered: 45 CFR 164.310 (d)(2)(i) PE-1 (10 9.10 Commandment #11
and used outside the organization's premise. PE-16 NIST SP800-53 R3 AC-17
Policies and procedures governing asset management PE-17 (2O
shall be established for secure repurposing of equipment NIST SP800-53 R3 AC-17
and resources prior to tenant assignment or jurisdictional (3)d
transport. NIST SP800-53 R3 AC-17
BBBLUIY—RORLLBBRAETSIHY. TFU @0
~NDEYETEREELEBH)NTHONLEIC. BEE NIST SP800-53 R3 AC-17
EEEHHT EHHBEVFIEEEHTHE, 5)0
NIST SP800-53 R3 AC-17
(Mo
NIST SP800-53 R3 AC-17
(8)d
NIST SP800-53 R3 MA-10J
NIST SP800-53 R3 PE-10
NIST SP800-53 R3 PE-160
NIST SP800-53 R3 PE-170
Facility Security - FS-08 |A complete inventory of critical assets shall be |EELEET RTICTOVWT. MEEEZEEL. XE X X X X X X X X X X X X 45 CFR 164.310 (d)(2)(iii) A7.1.1 CM-8 NIST SP800-53 R3 CM-80] 9.9.1 D.1.1,D.2.1. D.2.2, D.1 Commandment #6
Asset Management maintained with ownership defined and fEL-B8EZ/ERL. #EFI 5L, A7.1.2 NIST SP800-53 R3 CM-8 (1)0 (12.3.3 Commandment #7
documented. NIST SP800-53 R3 CM-8 (3)0 |12.3.4 Commandment #8
NIST SP800-53 R3 CM-8 (5)0
Human Resources HR-01 |Pursuant to local laws, regulations, ethics and |t% 8. ZHWEFRUE=ZFDFREDTRTD X X X X X X X [PO7.6 A.8.1.2 PS-2 NIST SP800-53 R3 PS-2[] 12.7 E.2 E.2 1.2.9 Commandment #2 CIP-004-3 - R2.2
Security - Background contractual constraints all employment RFEZEIZDODVWTOREBELGEDHRIL. BEEDHD PS-3 NIST SP800-53 R3 PS-30 12.8.3 Commandment #3
Screening candidates, contractors and third parties will be | . BRI RUREICHSTTIC L, COREERIE. Commandment #6
subject to background verification proportional Zztﬁéhé?_gQﬁ\%&lﬁ%%@%*%Ii Commandment #9
to the data classification to be accessed, the REARGIRIITELTITOND LS
business requirements and acceptable risk.
Human Resources HR-02 |(v1.0) Prior to granting individuals physical or  [fEE O AT L, F£IET—2~OYWEMET=IEL5H [Control revision v1.1 rationale: X X X X X X X X X X X X |DS21 45 CFR 164.310(a)(1) A.6.1.5 PL-4 NIST SP800-53 R3 PL-40J 12.4 E.3.5 C.1 1.2.9 Commandment #6
Security - Employment logical access to facilities, systems or data, BT OAZHFR T 501, (X8, ZHMEF. 45 CFR 164.308(a)(4)(i) A.8.1.3 PS-6 NIST SP800-53 R3 PS-60] 12.8.2 8.2.6 Commandment #7
Agreements employees, contractors, third party users and ~ [E=EDFAERVEEL, F#MEF2)TI<B |Added "tenant” into scope of control specification. PS-7 NIST SP800-53 R3 PS-70
customers shall contractually agree and sign |9 @+ :hb@%@ﬁ{f’&%mﬁ?(:m@f:@ﬁi%@ﬁ HIEIGRS . ER)EHREOGER)DBREHEICI T %
the terms and conditions of their employment or EULRY—EARMEICABL. BETDHL. B,
service contract, which must explicitly include
the parties responsibility for information
security.
(v1.1) Prior to granting individuals physical or
logical access to facilities, systems or data,
employees, contractors, third party users and
tenants and/or customers shall contractually
agree and sign equivalent terms and conditions
regarding information security responsibilities in
employment or service contract.
Human Resources - HR-03 [Roles and responsibilities for performing ERADETHIIIEAFHEDERIZET 5% E |Proposed v1.1 control revision redacted until future X X X X X X |PO7.8 45 CFR 164.308 (a)(3)(ii)(C) |A.8.3.1 PS-4 NIST SP800-53 R3 PS-4[] E.6 8.2.2 Commandment #6
Employment employment termination or change in BRUEEE, BAREICEY AT, XEIEL., {mESHN  |revision due to potential mapping impact not yet PS-5 NIST SP800-53 R3 PS-50 10.2.5 Commandment #7
Termination employment procedures shall be assigned, B¢, considered:
documented and communicated.
Roles and responsibilities following employment
termination or change in employment procedures must
follow the terms of the master agreement with the
tenant(s).
MEFHMETEDONTVDRBE - EFHFIBBIERIE
TTUMOERMROEHE-—B(ERL TS
Information Security - IS-01  [An Information Security Management Program |&E T —4%#K. 3RA. IS TWEWTH X X X X X X X X X X X X |R2DS5.2 45 CFR 164.308(a)(1)()) Clause 4.2 PM-1 NIST SP800-53 R3 PM-10  [12.1 Al,B.1 8.2.1 Commandment #1 CIP-001-1a- R1 - R2
Management Program (ISMP) has been developed, documented, TR AR HE. BIENCRET H-HIZ. BE R2 DS5.5 45 CFR 164.308(a)(1)(i)(B)  |Clause 5 PM-2 NIST SP800-53 R3 PM-200 12.2 Commandment #2 CIP-003-3-R1-R1.1-R4
approved, and implemented that includes K. BT MENREREEZSUCEREF2)T 45 CFR 164.316(b)(1)(i) A.6.1.1 PM-3 NIST SP800-53 R3 PM-30 CIP-006-3¢ R1
administrative, technical, and physical 42*?‘)‘>I~7’El’7‘ 5L (ISMP) Z fE Rk, XE1EL 45 CFR 164.308(a)(3)(i) (New) |A.6.1.2 PM-4 NIST SP800-53 R3 PM-400
safeguards to protect assets and data from loss, ﬁnijb 2@2&_@’6._&3 t#:.')v-»fj’l:l_b JLIE, Ll;l"F 45 CFR 164.306(a) (New) A6.1.3 PM-5 NIST SP800-53 R3 PM-50
misuse, unauthorized access, disclosure, 53%%3;_&@%2;52’%25{;%&FﬁbéBE )1 A.6.1.4 PM-6 NIST SP800-53 R3 PM-60
alteration, and destruction. The security :'JZO"éﬂh ¢ A.6.1.5 PM-7 NIST SP800-53 R3 PM-700
program ;hould adglress, but not be limited to, )Tt A.6.1.6 PM-8 NIST SP800-53 R3 PM-801
the foIIow'lng areas msofar as they relate to the EER 2T DI A.6.1.7 PM-9 NIST SP800-53 R3 PM-9
characteristics of the business: -BEEE A.6.1.8 PM-10 NIST SP800-53 R3 PM-100
« Risk management N UL PM-11 NIST SP800-53 R3 PM-11[]
* Security policy -WEEN . RBMA X)) T
» Organization of information security - B B{EE (communication) ¥ E A E
+ Asset management - 7 7 A
+ Human resources security B AT LOEG. B, RS
* Physical and environmental security
» Communications and operations
management
» Access control
* Information systems acquisition,
development, and maintenance
Information Security - 1S-02 Executive and line management shall take BEEILMAEEE L. XEIZLIBEELSARDIT X X X X X DS5.1 45 CFR 164.316 (b)(2)(ii) Clause 5 CM-1 NIST SP800-53 R3 CM-10J 12.5 C.1 8.2.1 Commandment #3 CIP-003-3-R1-R1.1
Management Support / formal action to support information security .BonEE. £, BAEGES. EHFOETOR 45 CFR 164.316 (b)(2)(iii) A6.1.1 PM-1 NIST SP800-53 R3 PM-10 Commandment #6
Involvement through clear documented direction, EEBEL T, FHREF L) TAEERITKFHTEHE PM-11 NIST SP800-53 R3 PM-110J
commitment, explicit assignment and °
verification of assignment execution
Information Security - IS-03  [Management shall approve a formal information B EF 1T ERAHXEIL. BEMICEL-ST X X X X X X |DS5.2 45 CFR 164.316 (a) Clause 4.2.1 AC-1 NIST SP800-53 R3 AC-10J 12.1 B.1 8.1.0 Commandment #1 CIP-003-3-R1-R1.1-R1.2 -
Policy security policy document which shall be ERICERBIN ., REEOZNEF. BEET LH5MEB 45 CFR 164.316 (b)(1)(i) Clause 5 AT-1 NIST SP800-53 R3 AT-100 12.2 8.1.1 Commandment #2 R2-R2.1-R2.2-R2.3
communicated and published to employees, BEREICARL. BT SHE, BHREFa)T4E 45 CFR 164.316 (b)(2)(ii) A5.1.1 AU-1 NIST SP800-53 R3 AU-10J Commandment #3
contractors and other relevant external parties. |A77 83, MO EHEEREIL, NXFTS557 4 45 CFR 164.308(a)(2) A.8.2.2 CA-1 NIST SP800-53 R3 CA-10J
The Information Security Policy shall establish z?’ﬁﬁﬁﬂﬁy‘;ﬁﬂ* I;H@;f;ilﬂf%%l:%_ﬁﬁbfb\ CM-1 NIST SP800-53 R3 CM-10
the direction of the organization and align to i?—i;ggﬁ%iiﬂigf%iizl'%{%‘@?f;?gfuip IA-1 NIST SP800-53 R3 IA-10
best practices, regulatory, federal/state and 5 r_t)‘_g_ Z :“ I R IR-1 NIST SP800-53 R3 IR-1[]
international laws where applicable. The ° MA-1 NIST SP800-53 R3 MA-10
Information Security policy shall be supported MP-1 NIST SP800-53 R3 MP-1[1
by a strategic plan and a security program with MP-1 NIST SP800-53 R3 MP-100
well defined roles and responsibilities for PE-1 NIST SP800-53 R3 PE-1[
leadership and officer roles. PL-1 NIST SP800-53 R3 PL-100
PS-1 NIST SP800-53 R3 PS-10
SA-1 NIST SP800-53 R3 SA-10
SC-1 NIST SP800-53 R3 SC-10
SI-1 NIST SP800-53 R3 SI-10
Information Security - IS-04 [Baseline security requirements shall be RELRDEX2)T(BERBEEHEILL. BT | X1V T (ERBHEICE. 7TOEREE, BHEMEEK. BEE X X X X X X X X X X X Al2.1 Al12.1.1 CM-2 NIST SP800-53 R3 CM-2[] 1.1 L.2, L5 L7L.8, L9 L10 L.2 1.2.6 Commandment #2
Baseline Requirements established and applied to the design and FIZBATR) 7TV r—av w7 —4a~R—X > (AR ORE. MENRLEEBE. BENEFEFLTLS Al2.2 A.15.2.2 SA-2 NIST SP800-53 R3 CM-2 (1)0 (1.1.1 8.2.1 Commandment #4
implementation of (developed or purchased) ~ |AT 4. FYRI—Y42T5, BRLEOEE. X (%o AI3.3 SA-4 NIST SP800-53 R3 CM-2 (3)0 [1.1.2 8.2.7 Commandment #5
applications, databases, systems, and network [F=AVIERPIRE, Bl LOBRFEEM-T &5 DS2.3 NIST SP800-53 R3 CM-2 (5)0 [1.1.3 Commandment #11
infrastructure and information processing that !:?—%"—t]jf%%tﬁ%it#l'JT4%*$EQET{ DS11.6 NIST SP800-53 R3 SA-20 1.1.4
comply with policies, standards and applicable g’f;?lﬁ;{%g;ﬁ;}aggsgﬁiii FEIED NIST SP800-53 R3 SA-40] 1.1.5
regulatory requirements. Compliance with - o NIST SP800-53 R3 SA-4 (1)J |1.1.6
security baseline requirements must be NIST SP800-53 R3 SA-4 (4)0 2.2
reassessed at least annually or upon significant NIST SP800-53 R3 SA-4 (7)O |2.2.1
changes. 2.2.2
223
2.2.4
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Cloud Controls Matrix (CCM) R1.2

Cloud Service Supplier
Architectural Relevance Delivery Model . . Scope Applicability
Corp Gov Applicability Relationship
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enal
Phys | Network |Compute | Storage | App Data N 505 Paas laas 6 U COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 E e GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Information Security - IS-05 |Management shall review the information FHREF )T E KRG, HoMLHEDS N |Proposed v1.1 control revision redacted due to potential X X X X X X DS 5.2 45 CFR 164.316 (b)(2)(iii) Clause 4.2.3 ) AC-1 NIST SP800-53 R3 AC-1[0 12.1.3 B.1.33. B.1.34, B.2 121 Commandment #1 CIP-003-3 - R3.2-R3.3-R1.3
Policy Reviews security policy at planned intervals or as a result |8 T, RIFEXGEEAFRLEL-IHFEIZ. N D 5] [mapping impact not yet considered: DS 5.4 45 CFE 164.306€ A5.1.2 AT-1 NIST SP800-53 R3 AT-100 8.2.7 Commandment #2 R3-R3.1-R3.2-R3.3
of changes to the organization to ensure its ShEEY). iél &\U’ﬁﬁl'ﬂi’%;&’ﬂ@%(:?—é AU-1 NIST SP800-53 R3 AU-100 10.2.3 Commandment #3
continuing effectiveness and accuracy. TS BEEALEL—T DL, Security policy changes with material operational impact CA-1 NIST SP800-53 R3 CA-100
must require formal notification of subcontractors, tenants, CMm-1 NIST SP800-53 R3 CM-10
supporting service tiers and employees of the impact and CP-1 NIST SP800-53 R3 CP-100
ramifications. IA-1 NIST SP800-53 R3 IA-100
EROERZHIEXAITAHDEER, TOEEL L IA-5 NIST SP800-53 R3 IA-5]
CREEZZEL.FER. THUM BEUENICEHSY—E IR-1 NIST SP800-53 R3 IA-5 (1)0
REEBLVERBICERICEMSNDE, MA-1 NIST SP800-53 R3 IA-5 (2)0]
MP-1 NIST SP800-53 R3 I1A-5 (3)O
PE-1 NIST SP800-53 R3 IA-5 (6)0
PL-1 NIST SP800-53 R3 IA-5 (7)0
PM-1 NIST SP800-53 R3 IR-100
PS-1 NIST SP800-53 R3 MA-1[J
RA-1 NIST SP800-53 R3 MP-10J
SA-1 NIST SP800-53 R3 PE-10
SC-1 NIST SP800-53 R3 PL-100
SI-1 NIST SP800-53 R3 PM-1[J
NIST SP800-53 R3 PS-10J
NIST SP800-53 R3 RA-10
NIST SP800-53 R3 SA-10
NIST SP800-53 R3 SC-10
NIST SP800-53 R3 SI-10J
Information Security - IS-06  |A formal disciplinary or sanction policy shall be |[t¥a)T4A#HPFIBIERL-HERIZNT S [BERCEBREREEMIEREZIIESIVATLTIE, ZHE X X X X X X |PO7.7 45 CFR 164.308 (a)(1)(ii)(C) |A.8.2.3 PL-4 NIST SP800-53 R3 PL-4[] B.1.5 10.2.4 Commandment #6
Policy Enforcement established for employees who have violated | EERGEHKHLHNEHIFER) L —2HZALIL. 8 |REGELHETITOE PS-1 NIST SP800-53 R3 PS-10 Commandment #7
security policies and procedures. Employees ~ |RLIZIHEICED S IGHENFEE LN EDHICD PS-8 NIST SP800-53 R3 PS-8[]
shall be made aware of what action might be |V CHEPLFIRICHRESN, RERB LTI ERH
taken in the event of a violation and stated as ERCISS
such in the policies and procedures.
Information Security - IS-07  |User access policies and procedures shall be  |FIRE7 VR &HIEAR) S —OFEIX, £ L. X X X X X X X X X X X DS54 45 CFR 164.308 (a)(3)(i) Al1l.1.1 AC-1 NIST SP800-53 R3 AC-10 3.5.1 B.1.8,B.1.21, B.1.28, E.6.2, [B.1 8.1.0 Commandment #6 CIP-007-3 - R5.1 - R5.1.2
User Access Policy documented, approved and implemented for Fal)TqsL EFLE RUSLAOERBIAICED 45 CFR 164.312 (a)(1) Al11.2.1 IA-1 NIST SP800-53 R3 IA-100 8.5.1 H.1.1, K.1.4.5, Commandment #7
granting and revoking normal and privileged WTXEEL. KEBL, BAT D&, HIHIAE TR 45 CFR 164.312 (a)(2)(ii) A.11.2.4 12.5.4 Commandment #8
access to applications, databases, and server |~ 770'J’7j°/39b7_'\_9’{_x~ ﬂ_{\ T f‘_'j 45 CFR 164.308(a)(4)(i)(B) |A.11.4.1
and network infrastructure in accordance with _74:/77?0)_77‘|2Xﬁ(—ﬂ%:SJ:UFﬂfE) DEF 45 CFR 164.308(a)(4)(i)(c) [A.11.5.2
business, security, compliance and service level AIRUEYHELIZDOVWTED ST E, A.11.6.1
agreement (SLA) requirements.
Information Security - 1S-08 Normal and privileged user access to TIVTr—23 00 AT L, T—EAR—X, vk X X X X X X X X X X |DS5.4 45 CFR 164.308 (a)(3)(i) Al11.21 AC-3 NIST SP800-53 R3 AC-3[J 7.1 H.2.4, H.2.5, 8.2.2 Commandment #6 CIP-003-3 - R5.1.1 - R5.3
User Access applications, systems, databases, network — DR BT — 2 OBEEND— IR R UHHER 45 CFR 164.308 (a)(3)(ii)(A) |A.11.2.2 AC-5 NIST SP800-53 R3 AC-3 (3)0 [7.1.1 Commandment #7 CIP-004-3 R2.3
Restriction / configurations, and sensitive data and functions [FAE D7V tR X, FRTIZEEEFICKYRESh, 45 CFR 164.308 (a)(4)(i) Al11.4.1 AC-6 NIST SP800-53 R3 AC-50 7.1.2 Commandment #8 CIP-007-3 R5.1 - R5.1.2
Authorization shall be restricted and approved by HRSNDHIE, 45 CFR 164.308 (a)(4)(i)(B) |A 11.4.2 IA-2 NIST SP800-53 R3AC-600  |7.1.3 Commandment #9
management prior to access granted. 45 CFR 164.308 (a)(4)(i)(C) |[A.11.6.1 IA-4 NIST SP800-53 R3AC-6 (1)0 |7.2.1 Commandment #10
45 CFR 164.312 (a)(1) IA-5 NIST SP800-53 R3AC-6 (2)0 |7.2.2
IA-8 NIST SP800-53 R3 1A-200 8.5.1
MA-5 NIST SP800-53 R3 1A-2 (1)0 |12.5.4
PS-6 NIST SP800-53 R3 1A-2 (2)0
SA-7 NIST SP800-53 R3 IA-2 (3)0
SI-9 NIST SP800-53 R3 1A-2 (8)0
NIST SP800-53 R3 IA-4[1
NIST SP800-53 R3 1A-4 (4)T
NIST SP800-53 R3 IA-50
NIST SP800-53 R3 IA-5 (1)O
NIST SP800-53 R3 IA-5 (2)0
NIST SP800-53 R3 IA-5 (3)0
NIST SP800-53 R3 I1A-5 (6)01
NIST SP800-53 R3 IA-5 (7)O
NIST SP800-53 R3 IA-80
NIST SP800-53 R3 MA-500
NIST SP800-53 R3 PS-60J
NIST SP800-53 R3 SA-70
NIST SP800-53 R3 SI-900
Information Security - IS-09  [Timely deprovisioning, revocation or HBOIRTLPOBEREE. T—INDTIERIE [ERCEERFREBBERE IR ATLTEFAURN X X X X X X X X X X DS 5.4 45 CFR 164.308(a)(3)(ii)(C)  |ISO/IEC 27001:2005 AC-2 NIST SP800-53 R3 AC-2[] 8.5.4 E.6.2, E.6.3 H.2 8.2.1 Commandment #6 CIP-004-3 R2.2.3
User Access modification of user access to the organizations [l&. it & . ZMEF. BE. FFE/\—rF— 3L |[IEESNTL\SFE A.8.3.3 PS-4 NIST SP800-53 R3AC-2 (1)0 (8.5.5 Commandment #7 CIP-007-3 - R5.1.3 -R5.2.1 -
Revocation systems, information assets and data shall be  [XIZFE=FDERALLIIZFIOCEEDRTH., E Al11.1.1 PS-5 NIST SP800-53 R3 AC-2 (2)0 Commandment #8 R5.2.3
implemented upon any change in status of T:'iﬁ‘ﬂ'ﬁmw_iéﬂbgﬁﬁw&kiﬁf:ﬁﬁﬁi~ il A.l11.2.1 NIST SP800-53 R3 AC-2 (3)[
employees, contractors, customers, business B EETHLo A.11.2.2 NIST SP800-53 R3 AC-2 (4)O
partners or third parties. Any change in status is NIST SP800-53 R3 AC-2 (7)O
intended to include termination of employment, NIST SP800-53 R3 PS-40
contract or agreement, change of employment NIST SP800-53 R3 PS-50
or transfer within the organization.
Information Security - IS-10  [All levels of user access shall be reviewed by |BEE(E. FIABEBDT IV EXEEZHOMNLOHEDHS |Proposed v1.1 control revision redacted until future X X X X X X X X X X X |DS5.3 45 CFR 164.308 (a)(3)(i)(B) |[A.11.2.4 AC-2 NIST SP800-53 R3 AC-2[0 H.2.6, H.2.7, H.2.9, 8.2.1 Commandment #6 CIP-004-3 R2.2.2
User Access Reviews management at planned intervals and ni-MfRTLEa—L. BiREHKI &, 7UERHE |revision due to potential mapping impact not yet DS5.4 45 CFR 164.308 (a)(4)(ii)(C) AU-6 NIST SP800-53 R3 AC-2 (1)0 8.2.7 Commandment #7 CIP-007-3-R5-R.1.3
documented. For access violations identified, |[PERZEFERLIHE T XELSNI=7IEZH |considered: PM-10 NIST SP800-53 R3 AC-2 (2)0 Commandment #8
remediation must follow documented access et FIRICHEL, REREZET L. PS-6 NIST SP800-53 R3 AC-2 (3) Commandment #10
control policies and procedures. Periodic attestation of entitlement rights for all system PS-7 NIST SP800-53 R3 AC-2 (4)[1
users is required. Attestation for entitlement rights should NIST SP800-53 R3 AC-2 (7)O
extend to users in supporting service tiers (laaS, Saas, NIST SP800-53 R3 AU-60
PaaS, IDaas....). Automatic or manual remediation shall NIST SP800-53 R3 AU-6 (1)
be implemented for identified NIST SP800-53 R3 AU-6 (3)[
violations. &Y AT LA1—H DIER (B #8)1&. EHARIIZSEER NIST SP800-53 R3 PM-100
(RE)SNhBHIE, ¥R (EHK) NIST SP800-53 R3 PS-60J
DAL, MEMEZIEY —E RE(laaS, SaaS, Paas, NIST SP800-53 R3 PS-70]
IDaaS...) & TITOZ &, ERMFIBALIZIGEICIE. BEIFE:
FFHLEIAKEEATDE,
Information Security - IS-11  |A security awareness training program shall be |[f8#iDI X THOREE. RUZHMEF. F=F®D |Proposed v1.1 control revision redacted until future X X X X X X X X X X X X |PO74 45 CFR 164.308 (a)(5)(i) Clause 5.2.2 AT-1 NIST SP800-53 R3 AT-100 12.6 E.4 E.1 1.2.10 Commandment #3 CIP-004-3-R1-R2-R2.1
Training / Awareness established for all contractors, third party users |FIFZEIZXIL. EF )T+ EHALDOHEBHETO  |revision due to potential mapping impact not yet 45 CFR 164.308 (a)(5)(ii))(A) |A.8.2.2 AT-2 NIST SP800-53 R3 AT-20 12.6.1 8.2.1 Commandment #6
and employees of the organization and TILEBEL. ZATHNILEHMICERS S |considered: AT-3 NIST SP800-53 R3 AT-30 12.6.2
mandated when appropriate. All individuals with éo iﬁﬂ?ﬁ‘é‘!ﬁd)?—@l;??t?@'%x 3—’j—cf)%f3‘~ BBl AT-4 NIST SP800-53 R3 AT-40J
access to organizational data shall receive "g!c‘%E%ﬁﬁﬁzgﬂﬂiﬂﬁ_ﬁ;%%::fl';g_ol A security awareness training program that addresses
appropriate awareness training and regular Jﬁaﬂj’]]ﬁ;n%ﬁ’; = ((_?%)‘_ LfD B AllRERT. S multi-tenant, nationality and cloud delivery model SOD
updates in organizational procedures, process |’ ¢ > = and conflicts of interest shall be established for all
and policies, relating to their function relative to contractors, third party users, tenants and employees of
the organization. the organization. All individuals with access to tenant data
shall receive appropriate awareness training and regular
updates in organizational procedures, process and
policies, relating to their function relative to the
organization.
X ) TAEHALD-HOEETOTILTIE,. TILF
THoMN BR%. 95O TUNIETIV
SOD. FIEF—HLGELMBLTLDE. HRIE, ZHWHE
(WEB). Y—F/I—TFT1DO1—H TFUb BLUTHEBD
HEDETITIZEL, TTHUMDT—RIIT VAL HHELE
M BYLREEZZIT. HROKBGC T HRFIE, 7
AtX, ASICOWCERNICEFH-EEEHERT LS,
Information Security - IS-12  |Industry security knowledge and benchmarking [£% 1) T« ICEATAMBRSPRE. £X1)T/D X X X X X X A.6.1.7 AT-5 NIST SP800-53 R3 AT-50 C.1.8 Commandment #1
Industry Knowledge / through networking, specialist security forums, |EFIRICESHECEHEEDBEUEER AT ZH SI-5 NIST SP800-53 R3 SI-50 Commandment #2
Benchmarking and professional associations shall be bl Commandment #3
maintained.
Information Security - IS-13  |Roles and responsibilities of contractors, EREED XL TAADEDLYIZIEL T, itE X X X X X X X X X X X X |DS5.1 Clause 5.1 ¢) AT-3 NIST SP800-53 R3 AT-30] B.1.5,D.1.1,D.1.3.3, E.1, B.1 1.2.9 Commandment #6
Roles / Responsibilities employees and third party users shall be 8. ZHHEFRUVE=ZFEOIRABEOREILCEEE A6.1.2 PL-4 NIST SP800-53 R3 PL-4[] F.1.1, H.1.1, K.1.2 8.2.1 Commandment #7
documented as they relate to information assets [ XEICEDH D&, A.6.1.3 PM-10 NIST SP800-53 R3 PM-100 Commandment #8
and security. A.8.1.1 PS-1 NIST SP800-53 R3 PS-10
PS-6 NIST SP800-53 R3 PS-60J
PS-7 NIST SP800-53 R3 PS-70

2013/02/28 4 of 13 Copyright © 2010, Cloud Security Alliance



Control Area

Management
Oversight

Information Security -

Control ID

1S-14

Control Specification

Managers are responsible for maintaining
awareness of and complying with security
policies, procedures and standards that are
relevant to their area of responsibility.

EEEX. BoNRRERICEADLIEX )T
£, FIE. REITOWTEREL. IBFI5EELD
%)

Cloud Controls Matrix (CCM) R1.2

Control Notes

Architectural Relevance

Phys

Network

Compute

Storage

App

Data

Cloud Service
Delivery Model

Supplier

Relationship Scope Applicability

Corp Gov
Relevanc SEIVIC |ENdil
e e t/

SaaS PaaS laaS Provid Consu

Applicability

BITS Shared Assessments

FedRAMP SIG V6.0

COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 PCI DSS v2.0

Ar nAr

DS5.3
DS5.4
DS5.5

Clause 5.2.2
A.8.2.1
A.8.2.2
All.2.4
A.15.2.1

AT-2
AT-3
CA-1
CA-5
CA-6
CA-7
PM-10

NIST SP800-53 R3 AT-20]
NIST SP800-53 R3 AT-30]
NIST SP800-53 R3 CA-10]
NIST SP800-53 R3 CA-5[]
NIST SP800-53 R3 CA-6[]
NIST SP800-53 R3 CA-70]
NIST SP800-53 R3 CA-7 (2)0
NIST SP800-53 R3 PM-10C]

12.6.1 E.4
12.6.2

BITS Shared Assessments
AUP v5.0

E.1

1.1.2
8.2.1

GAPP (Aug 2009)

Jericho Forum

NERC CIP

Commandment #6
Commandment #7
Commandment #8

Information Security -
Segregation of Duties

1S-15

Policies, process and procedures shall be
implemented to enforce and assure proper
segregation of duties. In those events where
user-role conflict of interest constraint exist,
technical controls shall be in place to mitigate
any risks arising from unauthorized or
unintentional modification or misuse of the
organization's information assets.

WD DB EHEEICERT S-ODFHE.
FhE, FIEFHEILT AL FIRAERIIZFED
SIMMFETHEE. HEBORBHREEDHFATSN
TWEWERFERLEWERF-IIRAOER
HEERTH-ODBEMNERKEEATSHE,

DS 5.4 A.10.1.3 AC-1
AC-2
AC-5

AC-6

NIST SP800-53 R3 AC-10]
NIST SP800-53 R3 AC-2[]
NIST SP800-53 R3 AC-2 (1)0
NIST SP800-53 R3 AC-2 (2)0
AU-1 NIST SP800-53 R3 AC-2 (3)0
AU-6 NIST SP800-53 R3 AC-2 (4)0
SI-1 NIST SP800-53 R3 AC-2 (7)0
Sl-4 NIST SP800-53 R3 AC-50]
NIST SP800-53 R3 AC-60]
NIST SP800-53 R3 AC-6 (1)0
NIST SP800-53 R3 AC-6 (2)0
NIST SP800-53 R3 AU-10]
NIST SP800-53 R3 AU-60]
NIST SP800-53 R3 AU-6 (1)0
NIST SP800-53 R3 AU-6 (3)0]
NIST SP800-53 R3 SI-100
NIST SP800-53 R3 SI-40
NIST SP800-53 R3 SI-4 (2)0
NIST SP800-53 R3 Si-4 (4)0
NIST SP800-53 R3 SI-4 (5)0
NIST SP800-53 R3 SI-4 (6)0]

45 CFR 164.308 (a)(1)(ii)(D) 6.4.2
45 CFR 164.308 (a)(3)(ii)(A)
45 CFR 164.308(a)(4)(ii)(A)
45 CFR 164.308 (a)(5)(ii)(C)

45 CFR 164.312 (b)

G.2.13. G.3, G.20.1, G.20.2,
G.20.5

8.2.2

Commandment #6
Commandment #7
Commandment #8
Commandment #10

CIP-007-3 R5.1.1

User Responsibility

Information Security -

1S-16

Users shall be made aware of their
responsibilities for:

* Maintaining awareness and compliance with
published security policies, procedures,
standards and applicable regulatory
requirements

 Maintaining a safe and secure working
environment

* Leaving unattended equipment in a secure
manner

FIRBILUTOERZREHET S L,
RRSINFEX VTG E, FIR, FRE BET
BB LEOERBIEERHL. IRFIHE
"RE, RDGBIBIREEMFIHL
BAREICHIZENREREEZHET S

PO 4.6 Clause 5.2.2
A.8.2.2
A.11.3.1

A.11.3.2

AT-2
AT-3
AT-4
PL-4

NIST SP800-53 R3 AT-2[0
NIST SP800-53 R3 AT-30
NIST SP800-53 R3 AT-40
NIST SP800-53 R3 PL-400

8.5.7 E.4
12.6.1

45 CFR 164.308 (a)(5)(ii)(D)

E.1

1.2.10
8.2.1

Commandment #5
Commandment #6
Commandment #7

W orkspace

Information Security -

1S-17

Policies and procedures shall be established for
clearing visible documents containing sensitive
data when a workspace is unattended and
enforcement of workstation session logout for a
period of inactivity.

BADEESFICBVWT. BET—2E2ETXEN
BEINEIENTNESIZ, T EABICIET—
HRT—ar Dy avEREng 7or 585
2. Fét. FIEEREILTH L,

Proposed v1.1 control revision redacted until future
revision due to potential mapping impact not yet
considered:

Policies and procedures shall be established for proper
data management within the provider environment.
Policies and procedures must resolve conflicts of interests
and include a tamper audit function, that trips a tamper
audit to the customer if the integrity of the tenant data has
potentially been compromised. (access not authorized by
tenant or data loss)

TANAEORFICENT, BT —2EEMAICHEOF
IEAEDONTINDE, A POFIRIT, REAEEHAELTE
DAEDF—BGEEBELBRREFETLHE. 7D
T—ADZTEMNREIN TS, I—HITRT HEE(
TTHURDHFRILTWVEWNT —3F AT 2B R)GRELE
B9 5%,

Clause 5.2.2
A.8.2.2
A.9.15
A.11.3.1
A.11.3.2
A.11.3.3

AC-11 NIST SP800-53 R3 AC-110 E.4
MP-2 NIST SP800-53 R3 AC-11
MP-3 1)0

MP-4 NIST SP800-53 R3 MP-2[]
NIST SP800-53 R3 MP-2 (1)0
NIST SP800-53 R3 MP-30]
NIST SP800-53 R3 MP-4[]
NIST SP800-53 R3 MP-4 (1)O

E.1l

8.2.3

Commandment #5
Commandment #6
Commandment #7
Commandment #11

Encryption

Information Security -

1S-18

Policies and procedures shall be established
and mechanisms implemented for encrypting
sensitive data in storage (e.g., file servers,
databases, and end-user workstations) and data
in transmission (e.g., system interfaces, over
public networks, and electronic messaging).

A=Y (BIZIE. F7AINY—IN, T—EAR—=X
IVRA—HFRIDT—HRTF—ay) NDOEET—
BAOEEFOT—F WAL, AT LA T—
A BRIV T—O L BFA—INLGE)EESIE
T5ODAE. FIEEHILTHIL

ESLDEEL. RIETLRBUEARR SN TLELNVDZE
RRAYTS%

DS5.8
DS5.10
DS5.11

A.10.6.1 AC-18 NIST SP800-53 R3AC-180  |2.1.1
A.10.8.3 IA-3 NIST SP800-53 R3AC-18  |3.4
A.10.8.4 IA-7 )0 3.4.1
A.10.9.2 sc-7 NIST SP800-53 R3AC-18  [4.1
A.10.9.3 sc-8 )0 4.1.1
A.12.3.1 Sc-9 NIST SP800-53 R3AC-18  [4.2
A.15.1.3 SC-13 (3)0

A.15.1.4 SC-16 NIST SP800-53 R3 AC-18
sc-23 4)0

SI-8 NIST SP800-53 R3 AC-18
(5)0

NIST SP800-53 R3 IA-30]
NIST SP800-53 R3 IA-70]
NIST SP800-53 R3 SC-70]
NIST SP800-53 R3 SC-7 (1)0
NIST SP800-53 R3 SC-7 (2)01
NIST SP800-53 R3 SC-7 (3)0
NIST SP800-53 R3 SC-7 (4)0]
NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)1
NIST SP800-53 R3 SC-7 (8)
NIST SP800-53 R3 SC-7
(12)0

NIST SP800-53 R3 SC-7
(13)0

NIST SP800-53 R3 SC-7
(18)0

NIST SP800-53 R3 SC-8[]
NIST SP800-53 R3 SC-8 (1)0
NIST SP800-53 R3 SC-9]
NIST SP800-53 R3 SC-9 (1)0
NIST SP800-53 R3 SC-130]

45 CFR 164.312 (a)(2)(iv)
45 CFR 164.312 ()(1)
45 CFR 164.312 (e)(2)(ii)

G.10.4, G.11.1, G.11.2,
G.12.1, G.12.2, G.12.4,
G.12.10, G.14.18, G.14.19,
G.16.2, G.16.18, G.16.19,
G.17.16, G.17.17, G.18.13,
G.18.14, G.19.1.1, G.20.14

G4
G.15
1.3

8.1.1
8.2.1
8.2.5

Commandment #4
Commandment #5
Commandment #9
Commandment #10
Commandment #11

CIP-003-3 - R4.2

Encryption Key
Management

Information Security -

1S-19

Policies and procedures shall be established
and mechanisms implemented for effective key
management to support encryption of data in
storage and in transmission.

A=V HRPEERDT—EDESILERIET S
OIS HRWGREBD-ODHE, FIRZHEL
L.EkTd&,

DS5.8 Clause 4.3.3
A.10.7.3
A.12.3.2

A.15.1.6

SC-12 NIST SP800-53 R3 SC-120  [3.4.1 L.6
Sc-13 NIST SP800-53 R3SC-12  [3.5

SC-17 ()0 3.5.1
sc-28 NIST SP800-53 R3 SC-12  [3.5.2
(5)0 3.6

NIST SP800-53 R3 SC-130  [3.6.1
NIST SP800-53 R3 SC-13  [3.6.2
1)0 3.6.3
NIST SP800-53 R3 SC-170  |3.6.4
NIST SP800-53 R3 SC-280  [3.6.5
NIST SP800-53 R3SC-28  [3.6.6
1)0 3.6.7
3.6.8

45 CFR 164.312 (a)(2)(iv)
45 CFR 164.312(e)(1)

8.1.1
8.2.1
8.2.5

Commandment #9
Commandment #10
Commandment #11

Vulnerability / Patch
Management

Information Security -

1S-20

Policies and procedures shall be established
and mechanism implemented for vulnerability
and patch management, ensuring that
application, system, and network device
vulnerabilities are evaluated and vendor-
supplied security patches applied in a timely
manner taking a risk-based approach for
prioritizing critical patches.

ML/ N\ FEEDAE. FIRZHEIL, B
BTETNITKY, TV r—2av PV RT L F
YD —UHBRDOMEE M EHERICETEL . EEGN
VFEBEMISERT DVRAIR—ADFEIZKY,
NUF—PHIET BT T4/ FERRISER
TEDFIITT DL,

Al6.1
AI3.3
DS5.9

CM-3
CM-4
CP-10

NIST SP800-53 R3 CM-30  [2.2
NIST SP800-53 R3 CM-3 (2)1 |6.1
NIST SP800-53 R3 CM-40 6.2
RA-5 NIST SP800-53 R3 CP-1000  |6.3.2
SA-7 NIST SP800-53 R3CP-10  |6.4.5
SI-1 )0 6.5
SI-2 NIST SP800-53 R3CP-10  [6.6
SI-5 (3)0 11.2
NIST SP800-53 R3 RA-501  [11.2.1
NIST SP800-53 R3 RA-5 (1)0 [11.2.2
NIST SP800-53 R3 RA-5 (2)0 |11.2.3
NIST SP800-53 R3 RA-5 (3)]
NIST SP800-53 R3 RA-5 (9)0]
NIST SP800-53 R3 RA-5 (6)0
NIST SP800-53 R3 SA-7[
NIST SP800-53 R3 SI-1]
NIST SP800-53 R3 SI-20
NIST SP800-53 R3 SI-2 (2)0
NIST SP800-53 R3 SI-50]

45 CFR 164.308 (a)(1)()(i)(A) |A.12.5.1 G.15.2, 1.3
45 CFR 164.308 (a)(1)(i)(i)(B) |A.12.5.2

45 CFR 164.308 (a)(5)(i)(ii)(B) |A.12.6.1

1.2.6
8.2.7

Commandment #4
Commandment #5

CIP-004-3R4-4.1-4.2
CIP-005-3a- R1 - R1.1
CIP-007-3-R3-R3.1-R8.4
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

Architectural Relevance Delivery Model Suppher_ Scope Applicability
Corp Gov Applicability Relationship
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enall

Phys | Network [ Compute| Storage | App Data ¢ SaaS PaaS laas _ ° Y COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0

Information Security - IS-21  [Ensure that all antivirus programs are capable |7YFIAIATATS LN, TRXTHOEMDTIL X X X X X X X X X |DS5.9 45 CFR 164.308 (a)(5)(ii)(B) [A.10.4.1 SA-7 NIST SP800-53 R3 SA-70 5.1 G.7 8.2.2 Commandment #4 CIP-007-3-R4 -R4.1-R4.2
Anti-Virus / Malicious of detecting, removing, and protecting against |77 . HLLLIEFRBAIEN TR IR 7E &5 SC-5 NIST SP800-53 R3 SC-500 5.1.1 Commandment #5
Software all known types of malicious or unauthorized ~ |L+ BREFT HCEMTEHLSIC. FUF IR SI-3 NIST SP800-53 R3 SI-30 5.2

software with antivirus signature updates at T2 FvE LB 12BMABEITTYIT M5 SI-5 NIST SP800-53 R3 SI-3 (1)0

least every 12 hours. & SI-7 NIST SP800-53 R3 SI-3 (2)0

SI-8 NIST SP800-53 R3 SI-3 (3)J

NIST SP800-53 R3 SI-500
NIST SP800-53 R3 SI-700
NIST SP800-53 R3 SI-7 (1)O
NIST SP800-53 R3 SI-80

Information Security - IS-22  [Policies and procedures shall be established to |tZ¥ )T BHEERZEERIL .. QR TFELA 4> |Control revision v1.1 rationale: X X X X X X X X X X X X |DS5.6 45 CFR 164.308 (a)(1)(i) Clause 4.3.3 IR-1 NIST SP800-53 R3 IR-1[ 12.9 J.1.1,J3.1.2 J.1 1.2.4 Commandment #2 CIP-007-3 - R6.1
Incident Management triage security related events and ensure timely |7 MEBEREEICIT>F-ODO A, FIEXHILT 45 CFR 164.308 (a)(6)(i) A.13.1.1 IR-2 NIST SP800-53 R3 IR-2[] 12.9.1 1.2.7 Commandment #6 CIP-008-3 - R1
and thorough incident management. & Minor editorial correction. A.13.2.1 IR-3 NIST SP800-53 R3 IR-300 12.9.2 7.1.2 Commandment #8
IR-4 NIST SP800-53 R3 IR-40 12.9.3 7.2.2
IR-5 NIST SP800-53 R3 IR-4 (1)00 |12.9.4 7.2.4
IR-7 NIST SP800-53 R3 IR-50 12.9.5 10.2.1
IR-8 NIST SP800-53 R3 IR-701 12.9.6 10.2.4

NIST SP800-53 R3 IR-7 (1)0
NIST SP800-53 R3 IR-7 (2)0
NIST SP800-53 R3 IR-80]

Information Security - IS-23  |Contractors, employees and third party users (%8, Z#HBEF. F=FFREIL. HEPLER X X X X X X X X X X X X |[DS5.6 45 CFR 164.312 (a)(6)(ii) Clause 4.3.3 IR-2 NIST SP800-53 R3 IR-2[] 12.5.2 J.1.1,E.4 J.1 1.2.7 Commandment #2 CIP-003-3 - R4.1
Incident Reporting shall be made aware of their responsibility to ~ [ZF 1) T4 EREARICHRET HEENHLHLZE 16 CFR 318.3 (a) Clause 5.2.2 IR-6 NIST SP800-53 R3 IR-60 12.5.3 E.l 1.2.10 Commandment #6 CIP-004-3 R3.3

report all information security events in a timely |Fokd D= &o B EF1UTA BRI, B, R 16 CFR 318.5 (a) A.6.1.3 IR-7 NIST SP800-53 R3 IR-6 (1)0 7.1.2 Commandment #8

manner. Information security events shall be N %%@J:GDE%R%IE’(:@EQ’C: HoMLHRHLN 45 CFR 160.410 (a)(1) A.8.2.1 Sl-4 NIST SP800-53 R3 IR-70 7.2.2

reported through predefined communications | /=22 & EL TREMN DB LN MET S Lo A.8.2.2 SI-5 NIST SP800-53 R3 IR-7 (1) 7.2.4

channels in a prompt and expedient manner in A.13.1.1 NIST SP800-53 R3 IR-7 (2)T 10.2.4

compliance with statutory, regulatory and A.13.1.2 NIST SP800-53 R3 SlI-40

contractual requirements. A.13.2.1 NIST SP800-53 R3 SI-4 (2)d

NIST SP800-53 R3 SI-4 (4)0]
NIST SP800-53 R3 SI-4 (5)0]
NIST SP800-53 R3 SI-4 (6)]
NIST SP800-53 R3 SI-50

Information Security - IS-24  |In the event a follow-up action concerning a BHREX ) TAI0 o TUOMERERIC, BALLIZ X X X X X X X X X X X X |DS5.6 45 CFR 164.308 (a)(6)(ii) Clause 4.3.3 AU-6 NIST SP800-53 R3 AU-60 J.1.1,J.1.2, E4 J.1 1.2.7 CIP-004-3 R3.3
Incident Response person or organization after an information HBICEOHIERBELLTENBEENDEIIL Clause 5.2.2 AU-7 NIST SP800-53 R3 AU-6 (1) E.1
Legal Preparation security incident requires legal action proper BIHEICiRA  AELOINE ., RTF, REE1T5720 A.8.2.2 AU-9 NIST SP800-53 R3 AU-6 (3)0

forensic procedures including chain of custody [P+ ﬁﬂ@%ﬁﬁh"@%éi@tﬂﬁ7tI/‘/’)‘VO?IILE%EEE A.8.2.3 AU-11 NIST SP800-53 R3 AU-70]

shall be required for collection, retention, and IYAHIE, A.13.2.3 IR-5 NIST SP800-53 R3 AU-7 (1)O

presentation of evidence to support potential A.15.1.3 IR-7 NIST SP800-53 R3 AU-90

legal action subject to the relevant jurisdiction. IR-8 NIST SP800-53 R3 AU-9 (2)O1

NIST SP800-53 R3 AU-110
NIST SP800-53 R3 IR-500
NIST SP800-53 R3 IR-70
NIST SP800-53 R3 IR-7 (1)0
NIST SP800-53 R3 IR-7 (2)0
NIST SP800-53 R3 IR-80]

Information Security - IS-25 |Mechanisms shall be put in place to monitor FREXA)TAAVITUMDEAT B X+ X X X X X X X X X X X X |DS 4.9 45 CFR 164.308 (a)(1)(ii)(D) |A.13.2.2 IR-4 NIST SP800-53 R3 IR-40 12.9.6 J.1.2 1.2.7 CIP-008-3 - R1.1
Incident Response and quantify the types, volumes, and costs of |ZBIE-EEILT 5-ODEHEAZEATEHE, IR-5 NIST SP800-53 R3 IR-4 (1)0 1.2.10
Metrics information security incidents. IR-8 NIST SP800-53 R3 IR-50
NIST SP800-53 R3 IR-8[]
Information Security - IS-26  |Policies and procedures shall be established for |{E#¥ & EDFI AN REEEIBEI 54 &, FIEZ |Proposed v1.1 control revision redacted until future X X X X X X X X |DS5.3 45 CFR 164.310 (b) A7.1.3 AC-8 NIST SP800-53 R3 AC-8[ 12.3.5 B.1.7, D.1.3.3,E.3.2,E.3.5.1, (B.3 8.1.0 Commandment #1
Acceptable Use the acceptable use of information assets. HIIdHIE, revision due to potential mapping impact not yet AC-20 NIST SP800-53 R3 AC-200J E.3.5.2 Commandment #2
considered: PL-4 NIST SP800-53 R3 AC-20 Commandment #3
1O
Policies and procedures shall be established for the NIST SP800-53 R3 AC-20
acceptable use of information assets. The policies shall (2)d
address acceptable data mining functionality and Traffic NIST SP800-53 R3 PL-40

pattern analysis. And shall inform the tenant who is
getting access to the data analysis output.
BHREEDOFAICOVT, BYLGAHBLIVFIEEZEDS
B, AHTIE BUET A/ T BLUNST199/84
—URMITOVTERET BF, Ff-. TOT—EDHER
(7 OERARELTFUMIKLTERESMT 528,

Information Security - IS-27  |Employees, contractors and third party users | %8. ZHBEFRUVE=ZFDOFIHAZE(X. EA. |Proposed v1.1 control revision redacted until future X X X X X X X X X X X X 45 CFR 164.308 (a)(3)(ii)(C) [A.7.1.1 PS-4 NIST SP800-53 R3 PS-40 E.6.4 D.1 5.2.3

Asset Returns must return all assets owned by the ZHRIEEDHRTEIC, Bob T 588D |revision due to potential mapping impact not yet A7.1.2 7.2.2
organization within a defined and documented |[BET ~T%. XETEDHONI-FIEDHFEAIZ  |considered: A.8.3.2 8.2.1
time frame once the employment, contract or BEILGE T NIEEBELN, 8.2.6
agreement has been terminated. Controls shall be put in place to insure privacy and

automate tenant breach formal notification upon the
compromise of a tenant's system(s).
THUNDIVRTLNBRESNIZIGE . T34\ —DRE
ZEFML. BBNICTFUrOEREZEXITERMNT S HIE(

BENZEATSHE,
Information Security - IS-28  |Electronic commerce (e-commerce) related | ARV I—2FBALTT — 2 PYRYT 28 X X X X X X X |DS5.105.11 45 CFR 164.312(e)(1) A7.2.1 AC-14 NIST SP800-53 R3AC-140  |2.1.1 G.19.1.1,G.19.1.2, G.19.1.3, |G.4 3.2.4 Commandment #4
eCommerce data traversing public networks shall be FHEEGIE. RIETA. FRISN TULVELDRTROH 45 CFR 164.312(e)(2)(i) A.10.6.1 AC-21 NIST SP800-53 R3 AC-14 4.1 G.10.8, G.9.11, G.14, G.15.1 |G.11 4.2.3 Commandment #5
Transactions appropriately classified and protected from SADFIBITHNLRI EDRFEPT DR A.10.6.2 AC-22 (1)0 41.1 G.16 7.1.2 Commandment #9
fraudulent activity, unauthorized disclosure or  |EBICT=0OIZ  BEISHBShRES NGNS A.10.9.1 IA-8 NIST SP800-53 R3AC-210 4.2 G.18 7.2.1 Commandment #10
madification in such a manner to prevent BIELY A.10.9.2 AU-10 NIST SP800-53 R3 AC-22[] 1.3 7.2.2 Commandment #11
contract dispute and compromise of data. A.15.1.4 SC-4 NIST SP800-53 R3 IA-80 1.4 8.2.1
SC-8 NIST SP800-53 R3 AU-100 8.25
SC-9 NIST SP800-53 R3 AU-10
(5)0
NIST SP800-53 R3 SC-40
NIST SP800-53 R3 SC-801
NIST SP800-53 R3 SC-8 (1)0
NIST SP800-53 R3 SC-901
NIST SP800-53 R3 SC-9 (1)[
Information Security - IS-29  |Access to, and use of, audit tools that interact |AY T—2DERAXILEAZHCTEOIZ, ABOE X X X X X X X X X X DS 5.7 A.15.3.2 AU-9 NIST SP800-53 R3 AU-90J 10.5.5 8.2.1 Commandment #2 CIP-003-3 - R5.2
Audit Tools Access with the organizations information systems shall | i AT LDEEY—ILADT 7 ZA0F AIEH AU-11 NIST SP800-53 R3 AU-9 (2)0J Commandment #5
be appropriately segmented and restricted to ~ |FRSNhdZ &, AU-14 NIST SP800-53 R3 AU-1100 Commandment #11
prevent compromise and misuse of log data. NIST SP800-53 R3 AU-140
Information Security - IS-30 |User access to diagnostic and configuration ZHRARUVRESRERR—r~DO7 XL, FFA] X X X X X X X |DS5.7 A.10.6.1 CM-7 NIST SP800-53 R3 CM-70] 9.1.2 H1.1, H1.2, G.9.15 Commandment #3 CIP-007-3 - R2
Diagnostic / ports shall be restricted to authorized individuals| SN =B AFEIE 7TV r—2avITHIRT 5T &, Al11.1.1 MA-3 NIST SP800-53 R3 CM-7 (1)0 Commandment #4
Configuration Ports and applications. A.l11.44 MA-4 NIST SP800-53 R3 MA-30J Commandment #5
Access A.11.5.4 MA-5 NIST SP800-53 R3 MA-3 (1)O Commandment #6
NIST SP800-53 R3 MA-3 (2)O Commandment #7
NIST SP800-53 R3 MA-3 (3)O Commandment #8
NIST SP800-53 R3 MA-4011
NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0]
NIST SP800-53 R3 MA-501
Information Security - IS-31  [Network and infrastructure service level TIRT—=O 0L TSDH—ERLRLT ) — A X X X X X X X X X X X X |DS5.10 A.6.2.3 SC-20 NIST SP800-53 R3 SC-200 C.2.6,G.9.9 C.2 8.2.2 Commandment #6
Network / agreements (in-house or outsourced) shall UMZIE BN BRI T AL TS A.10.6.2 sc-21 NIST SP800-53 R3 SC-20 8.2.5 Commandment #7
Infrastructure Services clearly document security controls, capacity and|2M<BIH 5, ¥a )T aLbO—LEIR, BE SC-22 (1)0 Commandment #8
service levels, and business or customer PY—EALANL, ERLABBEOERERE sc-23 NIST SP800-53 R3 SC-21[]
requirements. BAREICR AT L. SC-24 NIST SP800-53 R3 SC-221]

NIST SP800-53 R3 SC-230
NIST SP800-53 R3 SC-2401
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

Architectural Relevance c G Delivery Model ReSIZt?(frilser:i
Wlbadd  Applicability P

Control Area Control ID Control Specification Control Notes Relevanc —— T
€ e t/ BITS Shared Assessments  BITS Shared Assessments

Phys Network | Compute | Storage App Data SaaS PaaS laaS Provid Consu COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 SIG V6.0 AUP V5.0 GAPP (Aug 2009) Jericho Forum

Scope Applicability

NERC CIP

Ar nAr

Information Security - 1S-32 Policies and procedures shall be established Sy T OEREEE. PDALLE D eIk B35 1S X X X X X X X X X X X X |DS5.11 45 CFR 164.310 (d)(1) A7.21 AC-17 NIST SP800-53 R3 AC-170 9.7 G.11, G12, G.20.13, G.20.14 1.2.6 All CIP-007-3 - R7.1
Portable / Mobile and measures implemented to strictly limit BEL CIERI R B BRI D FESE N D T R My T DS5.5 A.10.7.1 AC-18 NIST SP800-53 R3 AC-17 9.7.2 3.2.4
Devices access to sensitive data from portable and E)NZLRYRINEL DT, AIREERN DD A.10.7.2 AC-19 (10 9.8 8.2.6
mobile devices, such as laptops, cell phones, | BTRB~NDT I RE@MIEISHIRT 558, FIRE A.10.8.3 MP-2 NIST SP800-53 R3AC-17 9.9
and personal digital assistants (PDASs), which HEML. RIET D& A.11.7.1 MP-4 (2)d 11.1
are generally higher-risk than non-portable A.11.7.2 MP-6 NIST SP800-53 R3 AC-17 12.3
devices (e.g., desktop computers at the A.15.1.4 (3)d

organization’s facilities). NIST SP800-53 R3 AC-17
/O

NIST SP800-53 R3 AC-17
(5)0

NIST SP800-53 R3 AC-17
(7O

NIST SP800-53 R3 AC-17
(8)T

NIST SP800-53 R3 AC-1801
NIST SP800-53 R3 AC-18
(1O

NIST SP800-53 R3 AC-18
(2O

NIST SP800-53 R3 AC-18
(3)0

NIST SP800-53 R3 AC-18
(4O

NIST SP800-53 R3 AC-18
(5)0

NIST SP800-53 R3 AC-1901
NIST SP800-53 R3 AC-19
(1O

NIST SP800-53 R3 AC-19
(2O

NIST SP800-53 R3 AC-19
Information Security - IS-33  |Access to application, program or object source |7 FU)4r—33> TRT S LFEIEA TP )— [Proposed v1.1 control revision redacted until future X X X X X X X X Clause 4.3.3 CM-5 NIST SP800-53 R3 CM-50 6.4.1 1.2.7.2,1.2.9, 1.2.10, 1.2.15 1.2.6 Commandment #6
Source Code Access code shall be restricted to authorized personnel |AA—FAD7 VLR (&, BFRIESN=FIZRE I % |revision due to potential mapping impact not yet A.12.4.3 CM-6 NIST SP800-53 R3 CM-5 (1) |6.4.2 6.2.1 Commandment #7
Restriction on a need to know basis. Records shall be ETIVRALIEZE LTV RADER, RSN =Y [considered: A.15.1.3 NIST SP800-53 R3 CM-5 (5)0 Commandment #9
maintained regarding the individual granted |~ AI—FDA—=T3V[TONTRAEET L. NIST SP800-53 R3 CM-60] Commandment #10
access, reason for access and version of source Access to application, program or object source code shall NIST SP800-53 R3 CM-6 (1)[
code exposed. be restricted to authorized personnel based on cloud NIST SP800-53 R3 CM-6 (3)[
delivery model (PaaS) on a need to know basis.
FTI)r—30, TS LFEREAT OV —Ra—F
ANDTIERIE, PaaS(ZZARTINJETIL)

[CEDOE MR EITGLTHERE M ESNIBEEICRE
SNBE,

Information Security - IS-34  |Utility programs capable of potentially overriding [ AT LR VAT ok, 2yhT—4 KBTS > |Proposed v1.1 control revision redacted until future X X X X X X X X X X |DS5.7 A.11.4.1 AC-5 NIST SP800-53 R3 AC-50 7.1.2 H.2.16 Commandment #1 CIP-007-3 - R2.1 - R2.2 - R2.3
Utility Programs system, object, network, virtual machine and |« 77— a KlHZEEMICTHTEDTESL |revision due to potential mapping impact not yet Al11.4.4 AC-6 NIST SP800-53 R3 AC-6[ Commandment #5
Access application controls shall be restricted. —TA)T4TATSLOFERIE. HIRT DL, considered: A.11.5.4 CM-7 NIST SP800-53 R3 AC-6 (1)0 Commandment #6
SC-3 NIST SP800-53 R3 AC-6 (2)O Commandment #7
Utility programs and privileged management accounts SC-19 NIST SP800-53 R3 CM-70
capable of potentially overriding system, object, network, NIST SP800-53 R3 CM-7 (1)
virtual machine and application controls shall be NIST SP800-53 R3 SC-30
restricted. Ultilities that utilities that can shut down NIST SP800-53 R3 SC-190
virtualized partitions shall be disallowed. Attacks that
target the virtual infrastructure (Shimming, Blue Pill,
Hyperjacking, etc.) shall be identified and remediated with
technical and procedural controls.

DARTL AT Fyh—T—0 RETI U BLUV
TI)r—avkilflEE)NBERA —/\—31R)Ehd
AIREMZEZEL. EROQ—TA4)TA)Y—ILEHEEERD
THOUDERIFIHBEINSGE, FREN—T1a0DIF
INF DU AR —ILDFIAZE AL NE, (R R
23t HMEF & (Shimming, Blue Pill,
HyperjackingZz &)z 2L . T E K HERMGEXT RE
BAYLE,

Legal - Non-Disclosure| LG-01 |Requirements for non-disclosure or FT—ARREOCEEFIBICNTAHEBO=—XER X X X X X X X ISO/IEC 27001:2005 PL-4 NIST SP800-53 R3 PL-40 12.8.2 C.25 1.2.5 Commandment #6
Agreements confidentiality agreements reflecting the MY 5FHEFZNELJIBZRBZNDOHD Annex A.6.1.5 PS-6 NIST SP800-53 R3 PS-6[] 12.8.3 Commandment #7
organization's needs for the protection of data  |ZRZBHEIL, HEL. XFEL. HOMLHEDHLN SA-9 NIST SP800-53 R3 SA-90] 12.8.4 Commandment #8
and operational details shall be identified, FERTLE2—9F 5 &, NIST SP800-53 R3 SA-9 (1)T Commandment #9
documented and reviewed at planned intervals.

Legal - Third Party LG-02 [Third party agreements that directly, or HBOFRBREEF I T —RICEEMNLLIIMEE X X X X X X X X X X X X |DS5.11 45 CFR 164.308 (a)(4)(ii)(A) |A.6.2.3 CA-3 NIST SP800-53 R3 CA-30 2.4 C.2.4,C.2.6,G.4.1, G.16.3 C.2 1.2.5 Commandment #1
Agreements indirectly, impact the organizations information |HICEEZRIFTE=FLDRNIE. B:ET ST 45 CFR 164.308 (b)(1) A10.2.1 MP-5 NIST SP800-53 R3 MP-50 12.8.2 Commandment #4
assets or data are required to include explicit [N TREF 2T+ BERFEEHTHMICERY LTS 45 CFR 164.308 (b)(2)(i) A.10.8.2 PS-7 NIST SP800-53 R3 MP-5 (2)0 Commandment #5
coverage of all relevant security requirements.  |=Eo —AUSIE, MBI RHEEDLE, 7 E, 45 CFR 164.308 (b)(2)(ii) A.11.4.6 SA-6 NIST SP800-53 R3 MP-5 (4)0 Commandment #6
This includes agreements involving processing, BIE RATAVTHLLEE, RISEEFOFER 45 CFR 164.308 (b)(2)(iii) A.11.6.1 SA-7 NIST SP800-53 R3 PS-70 Commandment #7

. ] . E -
accessing, communicating, hosting or g%‘ h\%;i‘gig‘ﬁgﬁgg’égﬁggg(iﬂg% 45 CFR 164.308 (b)(3) A.12.3.1 SA-9 NIST SP800-53 R3 SA-601 Commandment #8
= > . ; 45 CFR 164.308 (b)(4) A.12.5.4 NIST SP800-53 R3 SA-70]

managing the organization's information assets, — S T
or adding or terminating services or products to 2?:27; ggzﬁ?ﬂ a;a]ﬁ;"; Eﬂé’%{é& %%ggg 45 CFR 164.312(e)(2)(i) NIST SP800-53 R3 SA-9[

exist_in_g informat_ion. Assets agreements . REZ B PELMOSE CETALIEES 45 CFR 164.312 (c)(l)__ NIST SP800-53 R3 SA-9 (1)O
provisions shall include security (e.g., LT, 45 CFR 164.312(e)(2)(ii)
encryption, access controls, and leakage 45 CFR 164.314 (a)(1)(i)
prevention) and integrity controls for data 45 CFR 164.314 (a)(1)(i)(A)
exchanged to prevent improper disclosure, 45 CFR 164.314 (a)(2)(i)
alteration or destruction. 45 CFR 164.314 (a)(2)(i)(A)
45 CFR 164.314 (a)(2)(i)(B)
45 CFR 164.314 (a)(2)(i)(C)
45 CFR 164.314 (a)(2)(i)(D)
45 CFR 164.314 (a)(2)(ii)(A)
45 CFR 164.314 (a)(2)(ii)(A)(1)
45 CFR 164.314 (@)(2)(ii)(A)(2)
45 CFR 164.314 (a)(2)(ii)(B)
45 CFR 164.314 (a)(2)(ii)(C)
45 CFR 164.314 (b)(1)

45 CFR 164.314 (b)(2)

45 CFR 164.314 (b)(2)(i)

45 CFR 164.314 (b)(2)(ii)

45 CFR 164.314 (b)(2)(iii)

45 CFR 164.314 (b)(2)(iv)

Operations OP-01 |Policies and procedures shall be established Y—EXHIWTERADKREZT+HXIETH-D X X X X X X X X DS13.1 Clause 5.1 CM-2 NIST SP800-53 R3 CM-20] 12.1 G.1.1 8.2.1 Commandment #1
Management - Policy and made available for all personnel to 2. FEOFIEE. TRTOREEITHLTERS A8.1.1 CM-3 NIST SP800-53 R3 CM-2 (1)0 [12.2 Commandment #2
adequately support services operations role. NFIRFIREL T D&, A8.2.1 CM-4 NIST SP800-53 R3 CM-2 (3)0 [12.3 Commandment #3
A 8.2.2 CM-5 NIST SP800-53 R3 CM-2 (5)00 |12.4 Commandment #6
A.10.1.1 CM-6 NIST SP800-53 R3 CM-301 Commandment #7
CM-9 NIST SP800-53 R3 CM-3 (2)0]
MA-4 NIST SP800-53 R3 CM-4[]
SA-3 NIST SP800-53 R3 CM-5[1
SA-4 NIST SP800-53 R3 CM-5 (1)[
SA-5 NIST SP800-53 R3 CM-5 (5)]
SA-8 NIST SP800-53 R3 CM-601
SA-10 NIST SP800-53 R3 CM-6 (1)
SA-11 NIST SP800-53 R3 CM-6 (3)0]
SA-12 NIST SP800-53 R3 CM-901
NIST SP800-53 R3 MA-4[]
NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0]
NIST SP800-53 R3 SA-3[1
NIST SP800-53 R3 SA-411
NIST SP800-53 R3 SA-4 (1)0]
NIST SP800-53 R3 SA-4 (4)0J
NIST SP800-53 R3 SA-4 (7)0
NIST SP800-53 R3 SA-5[1
NIST SP800-53 R3 SA-5 (1)0
NIST SP800-53 R3 SA-5 (3)
NIST SP800-53 R3 SA-801
NIST SP800-53 R3 SA-100
NIST SP800-53 R3 SA-1101
NIST SP800-53 R3 SA-11
L0

NIST SP800-53 R3 SA-12[]
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

Architectural Relevance Delivery Model Suppher_ Scope Applicability
Corp Gov Applicability Relationship
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enall

e
Phys | Network [ Compute| Storage | App Data SaaS PaaS laas _ °© t/ COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum

Biovid| Const SIG v6.0 AUP v5.0 NERC CIP

Ar nAr

Operations OP-02 [Information system documentation (e.g., BHRCATLXEBIZIL. EBERVUIAEAA X X X X X X X X X X DS 9 Clause 4.3.3 CP-9 NIST SP800-53 R3 CP-90 12.1 G.1.1 1.2.6 Commandment #1 CIP-005-3a - R1.3
Management - administrator and user guides, architecture F.REERAGE) F. LTEHEEICITIHIC, 328 DS 13.1 A.10.7.4 CP-10 NIST SP800-53 R3 CP-9 (1) [12.2 Commandment #2 CIP-007-3 - R9
Documentation diagrams, etc.) shall be made available to SNRERISHLTHARIRRET D&, SA-5 NIST SP800-53 R3 CP-9 (3)0 |12.3 Commandment #4

authorized personnel to ensure the following: | TR AT ADFE. A2 Rh—)L. R1IF SA-10 NIST SP800-53 R3 CP-100  [12.4 Commandment #5

« Configuring, installing, and operating the VAT LOER ) TARREDHRIEH A SA-11 NIST SP800-53 R3 CP-10 Commandment #11

information system 20O

« Effectively using the system’s security NIST SP800-53 R3 CP-10

features (3)O

NIST SP800-53 R3 SA-50
NIST SP800-53 R3 SA-5 (1)
NIST SP800-53 R3 SA-5 (3)
NIST SP800-53 R3 SA-1001
NIST SP800-53 R3 SA-110
NIST SP800-53 R3 SA-11

(DO
Operations OP-03 [The availability, quality, and adequate capacity |3E#]. 2. BX LD ERBEICEDOE, ERSh X X X X X X X X X |DS3 A.10.3.1 SA-4 NIST SP800-53 R3 SA-4[] G.5 1.2.4 Commandment #1
Management - and resources shall be planned, prepared, and |f=> AT LMEEZERIRT H1-HIC. ATAK. RE. NIST SP800-53 R3 SA-4 (1)0 Commandment #2
Capacity / Resource measured to deliver the required system THBBREVCERICOVTEHE. &FE. AIEZETS NIST SP800-53 R3 SA-4 (4)0 Commandment #3
Planning performance in accordance with regulatory, &, if; ?Z?A@;@SHQUZ@E{E;’J&T%E NIST SP800-53 R3 SA-4 (7)O
contractual and business requirements. DIZHRLBBRLETHEEEFAUT DL,
Projections of future capacity requirements shall
be made to mitigate the risk of system overload.
Operations OP-04 |Policies and procedures shall be established for & D #K 4R O] REERET DD DD X X X X X X X X X X X A13.3 45 CFR 164.310 (a)(2)(iv) A.9.2.4 MA-2 NIST SP800-53 R3 MA-20 F.2.19 5.2.3 Commandment #2 CIP-007-3 - R6.1 - R6.2 - R6.3
Management - equipment maintenance ensuring continuity and (A>T 2 XAD1=HIZ, AR RV FIREFEIL T HE MA-3 NIST SP800-53 R3 MA-2 (1)0 8.2.2 Commandment #5 -R6.4
Equipment availability of operations. ° MA-4 NIST SP800-53 R3 MA-3[ 8.2.3 Commandment #11
Maintenance MA-5 NIST SP800-53 R3 MA-3 (1) 8.2.4
MA-6 NIST SP800-53 R3 MA-3 (2)0 8.2.5
NIST SP800-53 R3 MA-3 (3)0 8.2.6
NIST SP800-53 R3 MA-401 8.2.7

NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0
NIST SP800-53 R3 MA-50]
NIST SP800-53 R3 MA-60]

Risk Management - RI-01  |Organizations shall develop and maintain an L, UROEZEAEELELANILITHIZ 51-6 D |Proposed v1.1 control revision redacted until future X X X X X X X X X X X X [PO9.1 45 CFR 164.308 (a)(8) Clause 4.2.1 c) through g) AC-4 NIST SP800-53 R3 AC-40 12.1.2 Al L1 L.2 1.2.4 CIP-009-3 - R4
Program enterprise risk management framework to EFRVRVEBEORHEAEERL, HFFS S E, [revision due to potential mapping impact not yet 45 CFR 164.308(a)(1)(ii))(B)  |Clause 4.2.2 b) CA-2 NIST SP800-53 R3 CA-20
manage risk to an acceptable level. considered: Clause 5.1 f) CA-6 NIST SP800-53 R3 CA-2 (1)
Clause 7.2 & 7.3 PM-9 NIST SP800-53 R3 CA-60
Organizations shall develop and maintain a cloud oriented A.6.2.1 RA-1 NIST SP800-53 R3 PM-90J
risk management framework to manage risk as defined in A.12.6.1 NIST SP800-53 R3 RA-100
the master agreement or industry best-practices and A.14.1.2
standards. A.15.2.1
FEZHNTEDONSEFERRNRNTSIVTAABELUR A.152.2

BUE =RV, ISVRERDYRIEEIL—LT—Y
ZUERLHEREL. VRVEET HE,

Risk Management - RI-02 |Aligned with the enterprise-wide framework, BEL2ROREALEEL, 2KXDURITHEAA |Proposed v1.1 control revision redacted until future X X X X X X X X X X X X [PO9.4 45 CFR 164.308 (a)(1)(i)(A) [Clause 4.2.1 c) through g) PL-5 NIST SP800-53 R3 PL-50] 12.1.2 C.2.1,1.4.1,15,G.15.1.3,1.3 [I.1 1.2.4 CIP-002-3-R1.1-R1.2
Assessments formal risk assessments shall be performed at |~ FEDECELEITIERIEHOMNLHEH SN [revision due to potential mapping impact not yet Clause 4.2.3 d) RA-2 NIST SP800-53 R3 RA-200 1.4 1.2.5 CIP-005-3a - R1 - R1.2
least annually, or at planned intervals, FRTERBL. HELLZI N TOIRIDERME® [considered: Clause 5.1 f) RA-3 NIST SP800-53 R3 RA-30 CIP-009-3 - R.1.1
determining the likelihood and impact of all EERETEMEN, EENFEEAVTAET DL Clause 7.2 & 7.3
identified risks, using qualitative and o BRURIRUERIAYDERIELCHEEID, Service Providers shall implement and communicate A.6.2.1

FRTOIVRIDEBIZL, EEKER. BE- 5

guantitative methods. The likelihood and impact B SRS DIBSE A E) £ ML 37T LCHl

disaster recovery, business continuity, capacity overflow A.12.5.2

associated with inherent and residual risk ey e and operational redundancy plans to all dependant service A.12.6.1
should be determined independently, ¢ tiers. Service Providers shall perform failure impact A.14.1.2
considering all risk categories (e.g., audit analysis studies and communicate potential service A.15.1.1
results, threat and vulnerability analysis, and impacts and reduced capacity projections to tenants. A.15.2.1
regulatory compliance). Tenants shall be afforded access to operational A.15.2.2

redundancy and continuity summaries which shall include
dependant service tier oriented impact analysis. Security
mechanisms and redundancies (at a minimum of N+2 at
all times) shall be implemented to protect physical and
virtual machines, networks, service providers and
hardware from service outages (e.g., power failures,
network disruptions, etc.). Tenants shall access to a
tenant triggered failover control.
H—ERTONAFEEY—EREBIZENT, KEEIH. B
Fitin, raE6e. EANKRILHEZEALEETSE,
Y—ERTANAF & BEICLIEEESTEERL., Y
—EXANDEEBSLUVEEROBEODBELTT UM HEE
$5F, THUMEI Y—ERFDEEESTESTERT
RBELUEERGHEOBMENTTRETHLIE, FE. vt
J—OBELEIHKZ. EXa) T OEMAB LU TRAL(
B BE2Z0ALTDH)EEAL. MESLTHEREY Y
CAIRT =Y H—ERTAONAE BKUN—FOT7EE
AT BE, THUMI. THUCB AN REIAIGEG T —ILA
—N—IZTVERTEDE,

Risk Management - RI-03 [Risks shall be mitigated to an acceptable level. |VAZ(X, FBEARELLANILIIERTHIE, URY X X X X X X X X X X X X [PO95 45 CFR 164.308 (a)(1)(ii)(B) |Clause 4.2.1 c) through g) CA-5 NIST SP800-53 R3 CA-50 1.3, L.9, L.10 1.4 CIP-009-3 - R1.2
Mitigation / Acceptance levels based on risk criteria shall be [EZEICEDRBL AL, B BLRE D FFEAS Clause 4.2.2 b) CM-4 NIST SP800-53 R3 CM-40 L.2
Acceptance established and documented in accordance RERORRICH-THIL. XELT DL, Clause 4.3.1
with reasonable resolution time frames and Clause 5.1 f)
executive approval. Clause 7.3
A.6.2.1
A.12.5.2
A.12.6.1
A.15.1.1
A.15.2.1
A.15.2.2
Risk Management - RI-04 [Risk assessment results shall include updates |JVRAIT7ERAVEDFERN BN DOEMTHY Kl X X X X X X X X X X X X [PO9.6 Clause 4.2.3 CP-2 NIST SP800-53 R3 CP-200 12.1.3 B.1.1,B.1.2,B.1.6,B.1.7.2, |B.2 CIP-009-3 - R2
Business / Policy to security policies, procedures, standards and |®&3 (2 YRI T EAAVD#FEREEF ) T4 £ Clause 4.2.4 RA-2 NIST SP800-53 R3 CP-2 (1)0 G.2,L.9,L.10 G.21
Change Impacts controls to ensure they remain relevant and AAE, FIE, FE, EHEKRICRRT DL, Clause 4.3.1 RA-3 NIST SP800-53 R3 CP-2 (2)0] L.2
effective. Clause 5 NIST SP800-53 R3 RA-2[
Clause 7 NIST SP800-53 R3 RA-30
A5.1.2
A.10.1.2
A.10.2.3
A.14.1.2
A.15.2.1
A.15.2.2
Risk Management - RI-05 |The identification, assessment, and prioritization[#B# D& AT LOT—E~DE=ZFEDTHI+ER X X X X X X X X X X X X |DS 2.3 A.6.2.1 CA-3 NIST SP800-53 R3 CA-30] 12.8.1 B.1.1,B.1.2,D.1.1, E.1, F.1.1, [B.1 7.1.1
Third Party Access of risks posed by business processes requiring |ZZEYTAECHRATOERIZKDIRIDIFE ., 5T A.8.3.3 MA-4 NIST SP800-53 R3 MA-40J 12.8.2 H.1.1,K.1.1, E.6.2, E.6.3 H.2 7.1.2
third party access to the organization's BERIBRDFEToEIC, BRI SN TLVELX A11.1.1 RA-3 NIST SP800-53 R3 MA-4 (1)0 |12.8.3 7.2.1
information systems and data shall be followed ||STEUET 7 LADZAMELEEEZAE. & A11.2.1 NIST SP800-53 R3 MA-4 (2)0] |12.8.4 7.2.2
by coordinated application of resources to R B/METEEODERDESABEITICE, Al11.2.4 NIST SP800-53 R3 RA-30 7.2.3

TORRERBS B, URI DN LBEHSN 7.24

minimize, monitor, and measure likelihood and A SRR A E S B &

impact of unauthorized or inappropriate access.
Compensating controls derived from the risk
analysis shall be implemented prior to
provisioning access.
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Cloud Controls Matrix (CCM) R1.2

Cloud Service Supplier
Architectural Relevance Delivery Model . . Scope Applicability
Corp Gov Applicability Relationship
Control Area Control ID Control Specification Control Notes Relevanc SEIVIC 1enal
Phys | Network |Compute | Storage | App Data N 505 Paas laas 6 U COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 E e GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Release Management -| RM-01 |Policies and procedures shall be established for |FiLWN7 T Ur—iay S RTFL, T—ER—X A X X X X X X X X X X X Al12 A.6.1.4 CA-1 NIST SP800-53 R3 CA-10 6.3.2 .1.1,1.1.2,1.2. 7.2, 1.2.8, 1.2.9, [1.2 1.2.6 Commandment #1
New Development / management authorization for development or |~ 77, H—E X ER. HEDOBHEXILEAIZD Al16.1 A6.2.1 CM-1 NIST SP800-53 R3 CM-10J 1.2.10, 1.2.13, 1.2.14, 1.2.15, Commandment #2
Acquisition acquisition of new applications, systems, WTORERORRICEI S CFIEEMHILY A12.1.1 CM-9 NIST SP800-53 R3 CM-90] 1.2.18, 1.2.22.6, L.5 Commandment #3
databases, infrastructure, services, operations, Gt A.12.4.1 PL-1 NIST SP800-53 R3 PL-100
and facilities. A.12.4.2 PL-2 NIST SP800-53 R3 PL-20]
A.12.4.3 SA-1 NIST SP800-53 R3 PL-2 (2)O
A.12.55 SA-3 NIST SP800-53 R3 SA-10
A.15.1.3 SA-4 NIST SP800-53 R3 SA-30
A.15.1.4 NIST SP800-53 R3 SA-40
NIST SP800-53 R3 SA-4 (1)0
NIST SP800-53 R3 SA-4 (4)0
NIST SP800-53 R3 SA-4 (7)0
Release Management -| RM-02 [Changes to the production environment shall be | AFREDEF (X, EFERTICXEL, REEL. & X X X X X X X X X X X |Ale.l1 45 CFR 164.308 (a)(5)(i)(C) |A.10.1.4 CA-1 NIST SP800-53 R3 CA-10 1.11 1.2.17, 1.2.20, 1.2.22 1.2.6 Commandment #1 CIP-003-3 - R6
Production Changes documented, tested and approved prior to RENGTNEESLEN KEYITRON—FOER A17.6 45 CFR 164.312 (b) A.125.1 CA-6 NIST SP800-53 R3 CA-60 6.3.2 Commandment #2
implementation. Production software and [SIE, Ry FOY—ER/vT . E DD EH LS A.125.2 CA-7 NIST SP800-53 R3 CA-70] 6.4 Commandment #3
hardware changes may include applications, I";E"Z‘Etj_é7jw7_:{3>~ VATL TR CM-2 NIST SP800-53 R3 CA-7 (2)0 |6.1 Commandment #11
systems, databases and network devices RN—R, RYFT—OHBHEFEND, CM-3 NIST SP800-53 R3 CM-20
requiring patches, service packs, and other CM-5 NIST SP800-53 R3 CM-2 (1)
updates and modifications. CM-6 NIST SP800-53 R3 CM-2 (3)[
CM-9 NIST SP800-53 R3 CM-2 (5)00
PL-2 NIST SP800-53 R3 CM-3[1
PL-5 NIST SP800-53 R3 CM-3 (2)0
SI-2 NIST SP800-53 R3 CM-50
SI-6 NIST SP800-53 R3 CM-5 (1)0
SI-7 NIST SP800-53 R3 CM-5 (5)0
NIST SP800-53 R3 CM-60
NIST SP800-53 R3 CM-6 (1)0
NIST SP800-53 R3 CM-6 (3)[
NIST SP800-53 R3 CM-901
NIST SP800-53 R3 PL-2[J
NIST SP800-53 R3 PL-2 (2)O
NIST SP800-53 R3 PL-50
NIST SP800-53 R3 SI-20
NIST SP800-53 R3 SI-2 (2)0
NIST SP800-53 R3 SI-600
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)U
Release Management -| RM-03 |A program for the systematic monitoring and  |[#8#ABERL TS TRTOY I+ 7THNREERE X X X X X X X X X X PO 8.1 A6.1.3 CMm-1 NIST SP800-53 R3 CM-10J 1.1.1 C.1.7,G.1, G.6, I.1, 1.4.5, 9.1.0 Commandment #1
Quiality Testing evaluation to ensure that standards of quality — [#Z#E=L TSN EHEE T - DIRRINLZER A.10.1.1 CM-2 NIST SP800-53 R3 CM-200 6.1 1.2.18, 1.22.1, 1.22.3, 1.22.6, 9.1.1 Commandment #2
are being met shall be established for all PEHEDILMAEHILT DL, BRI AT LPT A.10.1.4 SA-3 NIST SP800-53 R3 CM-2 (1)0 (6.4 1.2.23,1.2.22.2,1.2.22.4, 9.2.1 Commandment #3
software developed by the organization. Quality [¥77L—F. #1/\—Ya> OmEFHECZANE A.10.3.2 SA-4 NIST SP800-53 R3 CM-2 (3)0] 1.2.22.7.1.2.22.8, 1.2.22.9, 9.2.2
evaluation and acceptance criteria for RERIL. XBLTHL. &=, U712 # A12.1.1 SA5 NIST SP800-53 R3 CM-2 (5)0] 1.2.22.10, 1.2.22.11, 1.2.22.12,
information systems, upgrades, and new ?Z?ﬁﬁilﬁtﬁ?‘/gj;\gz;é%l}f'fﬂﬁ%;:leﬁ%; A.12.2.1 SA-8 NIST SP800-53 R3 SA-3[ 1.2.22.13, 1.2.22.14,1.2.20,
versions shall be established, documented and I:ﬁb\{ﬁﬂﬁ&@%*ﬁﬁﬁojjgféﬁé f;%nﬁﬁjz%%b\riﬁ A.12.2.2 SA-10 NIST SP800-53 R3 SA-40] 1.2.17,1.2.7.1, 1.3, J.2.10, L.9
tests of the system(s) shall be carried out both | an - A (12| (ﬁﬁ%#@b“% L= BIZ@ELT A.12.2.3 SA-11 NIST SP800-53 R3 SA-4 (1)
during development and prior to acceptance to f(\z)=4& zLTYy—R =M EbE CH2 & (EiE A.12.2.4 SA-13 NIST SP800-53 R3 SA-4 (4)U0
maintain security. Management shall have a AREINTIND) |ICEEIERTELRFNIEESA Al12.4.1 NIST SP800-53 R3 SA-4 (7)0
clear oversight capacity in the quality testing LY, A.12.4.2 NIST SP800-53 R3 SA-50
process with the final product being certified as A.12.4.3 NIST SP800-53 R3 SA-5 ()T
"fit for purpose" (the product should be suitable A.12.5.1 NIST SP800-53 R3 SA-5 (3)0
for the intended purpose) and "right first time" A.12.5.2 NIST SP800-53 R3 SA-80
(mistakes should be eliminated) prior to release. A.12.5.3 NIST SP800-53 R3 SA-1001
A.12.6.1 NIST SP800-53 R3 SA-110
A.13.1.2 NIST SP800-53 R3 SA-11
A.15.2.1 (1)0
A.15.2.2 NIST SP800-53 R3 SA-130
Release Management -| RM-04 [A program for the systematic monitoring and  |NEREFEIZK>THRELE=V I DI THAMERES X X X X X X X X X X X A.6.1.8 SA-4 NIST SP800-53 R3 SA-40J 3.6.7 C.2.4,G.4,G6, 1.1, 1.4.4,1.4.5,|C.2 Commandment #1
Outsourced evaluation to ensure that standards of quality  [#@7=L TL\S M EHEE T BT DR RGBT R AT A6.2.1 SA-5 NIST SP800-53 R3 SA-4 (1)0 [6.4.5.2 1.2.7.2,1.2.8,1.2.9, 1.2.15, 1.1 Commandment #2
Development are being met shall be established for all O AEHEILT D&, SNAEPRFEICEDTRT A.6.2.3 SA-8 NIST SP800-53 R3 SA-4 (4)0 |7.1.3 1.2.18, 1.2.22.6, 1.2.7.1, 1.2.13, |[1.2 Commandment #3
outsourced software development. The DVIEIITRREDEE . BERETL. X2 UT4 A.10.1.4 SA-9 NIST SP800-53 R3 SA-4 (7)0 [8.5.1 1.2.14, 1.2.17, 1.2.20, 1.2.22.2, |1.4
development of all outsourced software shall be | =R EBADIER. HidH HF (<& OIFMRERLD A10.2.1 SA-10 NIST SP800-53 R3 SA-50  [9.1 1.2.22.4,1.2.22.7,1.2.22.8,
supervised and monitored by the organization F”—ﬁﬁ??/oé’%‘tﬁff—ig’ié ﬁ%_jg*éiﬁ A.10.2.2 SA-11 NIST SP800-53 R3 SA-5 (1)1 [9.1.2 1.2.22.9, 1.2.22.10, 1.2.22.11,
and must include security requirements, %;—FO;\IJ'E‘J—EE%%BE;é:& iabf’%ﬁﬁ A.10.2.3 SA-12 NIST SP800-53 R3 SA-5 (3)d |9.2b 1.2.22.12, 1.2.22.13, 1.2.22.14,
independent security review of the outsourced D EMIL. ISO/IEC ° - A.10.3.2 SA-13 NIST SP800-53 R3 SA-80 9.3.1 1.3,J.1.2.10, L.7, L.9, L.10
environment by a certified individual, certified 17024 WD R R (L2 M 2B SNF-2T . F1- A.12.1.1 NIST SP800-53 R3 SA-9[ 10.5.2
security training for outsourced software (FEARENEBIEL TR BB OAREIZE T2 Al1221 NIST SP800-53 R3 SA-9 (1)0 [11.5
developers, and code reviews. Certification for |ZBEI (- k->THEINBZE, A12.2.2 NIST SP800-53 R3 SA-100 |12.3.1
the purposes of this control shall be defined as A.12.2.3 NIST SP800-53 R3 SA-1100 12.3.3
either a ISO/IEC 17024 accredited certification A.12.2.4 NIST SP800-53 R3 SA-11
or a legally recognized license or certification in A.12.4.1 (1o
the legislative jurisdiction the organization A.12.4.2 NIST SP800-53 R3 SA-120
outsourcing the development has chosen as its A.12.4.3 NIST SP800-53 R3 SA-130
domicile. A.12.5.1
A.12.5.2
A.12.5.3
A.12.5.5
A.12.6.1
A.13.1.2
A.15.2.1
A.15.2.2
Release Management -| RM-05 |Policies and procedures shall be established BRI TWVEW IR IT T DEAFZZEILT S0 X X X X X X X X X A.10.1.3 CMm-1 NIST SP800-53 R3 CM-10J G.2.13, G.20.2,G.20.4, G.1 3.2.4 Commandment #1
Unauthorized Software and mechanisms implemented to restrict the [P OFIREFEIIL. EfET 5, A.10.4.1 CM-2 NIST SP800-53 R3 CM-20] G.20.5,G.7,G.7.1, G.12.11, |I.2 8.2.2 Commandment #2
Installations installation of unauthorized software. A.11.5.4 CM-3 NIST SP800-53 R3 CM-2 (1) H.2.16, 1.2.22.1, 1.2.22.3, Commandment #3
A.116.1 CM-5 NIST SP800-53 R3 CM-2 (3) 1.2.22.6, 1.2.23 Commandment #5
Al124.1 CM-7 NIST SP800-53 R3 CM-2 (5)0 Commandment #11
A.12.5.3 CM-8 NIST SP800-53 R3 CM-3[1
CM-9 NIST SP800-53 R3 CM-3 (2)0
SA-6 NIST SP800-53 R3 CM-50
SA-7 NIST SP800-53 R3 CM-5 (1)
SI-1 NIST SP800-53 R3 CM-5 (5)0
SI-3 NIST SP800-53 R3 CM-70
Sl-4 NIST SP800-53 R3 CM-7 (1)
SI-7 NIST SP800-53 R3 CM-80
NIST SP800-53 R3 CM-8 (1)U
NIST SP800-53 R3 CM-8 (3)J
NIST SP800-53 R3 CM-8 (5)[
NIST SP800-53 R3 CM-900
NIST SP800-53 R3 SA-60J
NIST SP800-53 R3 SA-70
NIST SP800-53 R3 SI-10
NIST SP800-53 R3 SI-30
NIST SP800-53 R3 SI-3 (1)0
NIST SP800-53 R3 SI-3 (2)0
NIST SP800-53 R3 SI-3 (3)0
NIST SP800-53 R3 SlI-40
NIST SP800-53 R3 SlI-4 (2)0
NIST SP800-53 R3 SI-4 (4)0
NIST SP800-53 R3 SlI-4 (5)0
NIST SP800-53 R3 SlI-4 (6)01
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)0
Resiliency - RS-01 |Policy, process and procedures defining HHSNTLBDIRIZRDEERZZIRARELGLA X X X X X X X X X X X X |PO9.1 45 CFR 164.308 (a)(7)(i) Clause 4.3.2 CP-1 NIST SP800-53 R3 CP-100 12.9.1 K.1.2.9, K.1.2.10, K.3.1 Commandment #1
Management Program business continuity and disaster recovery shall [JLICETRAMET 1=, BFEHRRIEOKEL PO 9.2 45 CFR 164.308 (a)(7)(ii)(C) |A.14.1.1 CP-2 NIST SP800-53 R3 CP-20] Commandment #2
be put in place to minimize the impact of a IBEMRET 578, TOLR FIREHILL. B DS 4.2 Al14.1.4 NIST SP800-53 R3 CP-2 (1)0 Commandment #3
realized risk event on the organization to an e $¥O)§3§$I§(Z£’j%~ FHEREEIC NIST SP800-53 R3 CP-2 (2)0
acceptable level and facilitate recovery of BILT-F Bﬁi‘iﬁ;&ﬁ = ?’éﬂﬁ’é%ﬁé’zéf‘ﬂ'f (&
information assets (which may be the result of, Ald. a,g‘k*ﬁ‘b%& %EE&B > ',E‘E,‘Jﬁf-rk'?
. : HBR.EEEZT)FREEDOREZRET HC
for example, natural disasters, accidents, L. COEEEE N EEE L. AT AE B0
equipment failures, and deliberate actions) E@%é%ﬂﬁﬁﬁ@éﬁt%é!:ﬁ;ﬁ& NE BE. R
through a combination of preventive and Bl AV FURKRERIZ TR TELFNIE
recovery controls, in accordance with SENVEMDIERICEHT EoE,
regulatory, statutory, contractual, and business
requirements and consistent with industry
standards. This Resiliency management
program shall be communicated to all
organizational participants with a need to know
basis prior to adoption and shall also be
published, hosted, stored, recorded and
disseminated to multiple facilities which must
be accessible in the event of an incident.
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

: ; Supplier : -
Architectural Relevance S5 @Y Dig\lgTiLyamﬁ?yel Relationship Scope Applicability
Control Area Control ID Control Specification Control Notes Relevanc —— T
Phys | Network [ Compute| Storage | App Data ¢ SaaS PaaS laas _ ° Y COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Resiliency - Impact There shall be a defined and documented HoWHAHMDEEEZATET 5-DDHEEH X X X X X X X X X X X X 45 CFR 164.308 (a)(7)(ii)(E) |ISO/IEC 27001:2005 RA-3 NIST SP800-53 R3 RA-30 K.2 Commandment #1 CIP-007-3 - R8-R8.1 - R8.2 -
Analysis method for determining the impact of any SMLEHIREL. XEIELTHELZE, TDAEICIF A.14.1.2 Commandment #2 R8.3
disruption to the organization which must UTFAEFENGTNIELESEN, Al14.1.4 Commandment #3
incorporate the following: ) %fg%i";ﬁ;txwﬁf? 2
« Identify critical products and services s NS TTTAL B AT
. Identig all dependencies, including %E%g%_t ATANAFEELT R TOEH
e, SopEns DTS TS N | gy RHORE
o ETEIL-FRE X EEESNDOFERISERT S22,
. Uljderstand threats to critical products and BRUZESLI- s ABEE I EDESIZTILT S
services MO EIE
* Determine impacts resulting from planned or |. B LS32RREABDOHRTE
unplanned disruptions and how these vary over |-{§|BDESIEHRDERTE
time -RRTPHHEHENICHLIEEHR - —EXD
« Establish the maximum tolerable period for  |BEIZ[AIF7-1E 0 B RERE DT
disruption -BHICAIT-EROREDY
« Establish priorities for recovery
» Establish recovery time objectives for
resumption of critical products and services
within their maximum tolerable period of
disruption
« Estimate the resources required for
resumption
Resiliency - Business RS-03 |A consistent unified framework for business TRTOEERFITENRE. RTFBLVIERE X X X X X X X X X X X X 45 CFR 164.308 (a)(7)()) Clause 5.1 CP-1 NIST SP800-53 R3 CP-100 12.9.1 K.1.2.3. K.1.2.4, K.1.2.5, Commandment #1
Continuity Planning continuity planning and plan development shall |FaT/DERFEIZDVWTORBEIRGZEFEL 45 CFR 164.308 (a)(7)(i)(B) |A.6.1.2 CP-2 NIST SP800-53 R3 CP-20J 12.9.3 K.1.2.6, K.1.2.7, K.1.2.11, Commandment #2
be established, documented and adopted to BOKIIC, BXEMGHTELERVGEREICET 45 CFR 164.308 (a)(7)(ii)(C) |A.14.1.3 CP-3 NIST SP800-53 R3 CP-2 (1)0 (12.9.4 K.1.2.13, K.1.2.15 Commandment #3
ensure all business continuity plans are %)fﬁﬁw_ﬁ)éﬁ_aqfiﬁbﬁﬁiﬁﬁV )i(%{l:,[, 45 CFR 164.308 (a)(7)(i)(E) [|A.14.1.4 CP-4 NIST SP800-53 R3 CP-2 (2)00 112.9.6
consistent in addressing priorities for testing h\*%m;i%;to EXBBETEOERSEHEICETLT 45 CFR 164.310 (a)(2)(i) CP-6 NIST SP800-53 R3 CP-30
and maintenance and information security - ° = < e = 45 CFR 164.312 (a)(2)(ii) CP-7 NIST SP800-53 R3 CP-40
requirements. Requirements for business %ﬁb@émﬁ%%&&}%bt‘ HERUBEDE CP-8 NIST SP800-53 R3 CP-4 (1)
continuity plans include the following: .5 #B —IHAZ S 5= CP-9 NIST SP800-53 R3 CP-601
- Defined purpose and scope, aligned with ;EE:?'“‘E*W BIEESN. FATESLI CP-10 NIST SP800-53 R3 CP-6 (1)0
relevant dependencies HEOLE 21—, Bl ABEOSEEEOELS PE-17 NIST SP800-53 R3 CP-6 (3)
» Accessible to and understood by those who | 1= A Ik BFF#% NIST SP800-53 R3 CP-70
will use them -CERR. RERUVEEOERMTIT NIST SP800-53 R3 CP-7 (1)0
+ Owned by a named person(s) who is -HMSEIBFIE. FROEBKRRUSERR NIST SP800-53 R3 CP-7 (2)0
responsible for their review, update and ETEHEBDAE NIST SP800-53 R3 CP-7 (3)0
approval NIST SP800-53 R3 CP-7 (5)00
* Defined lines of communication, roles and NIST SP800-53 R3 CP-80
responsibilities NIST SP800-53 R3 CP-8 (1)
* Detailed recovery procedures, manual work- NIST SP800-53 R3 CP-8 (2)0
around and reference information NIST SP800-53 R3 CP-90
* Method for plan invocation NIST SP800-53 R3 CP-9 (1)O
NIST SP800-53 R3 CP-9 (3)0
NIST SP800-53 R3 CP-100J
NIST SP800-53 R3 CP-10
(2O
NIST SP800-53 R3 CP-10
(3)0
NIST SP800-53 R3 PE-1701
Resiliency - Business RS-04 [Business continuity plans shall be subject to EFMEATEIL. MENMELCEZRIT 501 X X X X X X X X X X X X 45 CFR 164.308 (a)(7)(i)(D) [A.14.1.5 CP-2 NIST SP800-53 R3 CP-20 12.9.2 K.1.3, K.1.4.3, K.1.4.6, Commandment #1
Continuity Testing test at planned intervals or upon significant GHEEN R, BLISABIcEELGEE S0 CP-3 NIST SP800-53 R3 CP-2 (1)0 K.1.4.7, K.1.4.8, K.1.4.9, Commandment #2
organizational or environmental changes to IF. BERGABRFIVREOEICHLTTRALE CP-4 NIST SP800-53 R3 CP-2 (2)0 K.1.4.10, K.1.4.11, K.1.4.12 Commandment #3
ensure continuing effectiveness. RITETNEEDELN, NIST SP800-53 R3 CP-30
NIST SP800-53 R3 CP-40
NIST SP800-53 R3 CP-4 (1)0
Resiliency - RS-05 [Physical protection against damage from BAREEZTPLKEEFIELEAA. KF HK XSHFD X X X X X X 45 CFR 164.308 (a)(7)(i) A9.1.4 PE-1 NIST SP800-53 R3 PE-10 F.2.9,F.1.2.21, F.5.1, F.1.5.2, [F.1 8.2.4 Commandment #1 CIP-004-3 R3.2
Environmental Risks natural causes and disasters as well as WE. KEICHFRSN-HERE. B, E. 2K 45 CFR 164.310(a)(2)(ii) A9.2.1 PE-13 NIST SP800-53 R3 PE-130 F.2.1,F.2.7, F.2.8 Commandment #2
deliberate attacks including fire, flood, RFERF ABEBLNEB, N NP —R PE-14 NIST SP800-53 R3 PE-13 Commandment #3
atmospheric electrical discharge, solar induced 5. j:—@ﬁaﬁ~ i@%ﬁ%@]iﬁij}\ 333:01“—’-0)%9*5’3 PE-15 (1)O
geomagnetic storm, wind, earthquake, tsunami, %]?‘Pa)* = E‘f@ﬁf]?ﬂ?fr&b")f:%%ﬁ‘bd)@ PE-18 NIST SP800-53 R3 PE-13
explosion, nuclear mishap, volcanic activity, }_Z'iﬁd—%’%ﬁ@;‘fﬁﬁ%%%’ﬁﬁL" L. (2
biological hazard, civil unrest, mudslide, REBLEITNIBTLLN, NIST SP800-53 R3 PE-13
tectonic activity, and other forms of natural or 3)d
man-made disaster shall be anticipated, NIST SP800-53 R3 PE-140
designed and countermeasures applied. NIST SP800-53 R3 PE-14
(1O
NIST SP800-53 R3 PE-150
NIST SP800-53 R3 PE-180J
Resiliency - RS-06 |To reduce the risks from environmental threats, [E& (L. BELDBEIIVKENMOD RIS X X X X X X 45 CFR 164.310 (c) A9.2.1 PE-1 NIST SP800-53 R3 PE-1[] 9.1.3 F.2.9, F.1.2.21, F.5.1, F.1.5.2, [F.1 Commandment #1
Equipment Location hazards and opportunities for unauthorized YLIZRRAISNTWVEVWT 7 RADBRERIBIE D PE-5 NIST SP800-53 R3 PE-5[ 9.5 F.2.1,F.2.7, F.2.8 Commandment #2
access equipment shall be located away from  |T=®IZ RIEEDUR I BHRTHEEYS HL5 PE-14 NIST SP800-53 R3 PE-140 |9.6 Commandment #3
locations subject to high probability MOILES T, Ffz, RETIEMICAELZREIH PE-15 NIST SP800-53 R3 PE-14 9.9
environmental risks and supplemented by BICE-THIbN G T NIFESEL, PE-18 ()0 9.9.1
redundant equipment located a reasonable NIST SP800-53 R3 PE-150
distance. NIST SP800-53 R3 PE-1801
Resiliency - RS-07 [Security mechanisms and redundancies shall |tZ¥alTs—®EREREERIE. 2—FT1)T0Y—E X X X X X X X A.9.2.2 CP-8 NIST SP800-53 R3 CP-80 F.1.6, F.1.6.1, F.1.6.2, F.1.9.2,|F.1 Commandment #1
Equipment Power be implemented to protect equipment from ADHIEELEBIZIL, FEB. RvLT—IF1E%E) A.9.2.3 PE-1 NIST SP800-53 R3 CP-8 (1)0 F.2.10, F.2.11, F.2.12 Commandment #2
Failures utility service outages (e.g., power failures, Mo EERETHLOICEEINGITNIELSA A9.2.4 PE-9 NIST SP800-53 R3 CP-8 (2)0 Commandment #3
network disruptions, etc.). LY, PE-10 NIST SP800-53 R3 PE-10J
PE-11 NIST SP800-53 R3 PE-90J
PE-12 NIST SP800-53 R3 PE-100
PE-13 NIST SP800-53 R3 PE-1101
PE-14 NIST SP800-53 R3 PE-11
(1O
NIST SP800-53 R3 PE-1200
NIST SP800-53 R3 PE-130
NIST SP800-53 R3 PE-13
1O
NIST SP800-53 R3 PE-13
(2O
NIST SP800-53 R3 PE-13
(3)0
NIST SP800-53 R3 PE-140
NIST SP800-53 R3 PE-14
(1O
Resiliency - Power / RS-08 [Telecommunications equipment, cabling and |7—3ZmET 5. £EZEH—EXFHHR—F |Proposed v1.1 control revision redacted until future X X X X X X A.9.2.2 PE-1 NIST SP800-53 R3 PE-10 F.1.6, F.1.6.1, F.1.6.2, F.1.9.2,|F.1 Commandment #1
Telecommunications relays transceving data or supporting services |9 47—V T LU L—FDEIEHSER L. £ |revision due to potential mapping impact not yet A9.2.3 PE-4 NIST SP800-53 R3 PE-4[] F.2.10, F.2.11, F.2.12 Commandment #2
shall be protected from interception or damage |RF/[FBENRESIN. REEN KIUKE |considered: PE-13 NIST SP800-53 R3 PE-13[] Commandment #3
and designed with redundancies, alternative {L_7_'4>7 TRRMEEF > TEREISNE NI NIST SP800-53 R3 PE-13 Commandment #4
power source and alternative routing. BIELY Telecommunications equipment, cabling and relays (1a Commandment #9
tranceving data or supporting services shall be protected NIST SP800-53 R3 PE-13 Commandment #11
from interception unless legally required (wire taps, etc.). (2
These systems shall be designed with redundancies, NIST SP800-53 R3 PE-13
alternative power source and alternative routing. Tenants (3)0
shall have informed consent over jurisdiction of transport.
BIERE. 7—J L. T—2EE BLUXEY—ERL,
EMICHELESNG VO (ERGE)RY., BZEINLNELIITR
EINTWEE, LDV RATLRFRRIESh REER
BEUORBIL—T1UTEEBRBLEEIN TSR, TFUH
F. EBLRICHLTENESNRET SE,
Security Architecture - |  SA-01  |Prior to granting customers access to data, T3 EE. BRVATLNDT IV RRERBERIC X X X X X X X X X X X X A6.2.1 CA-1 NIST SP800-53 R3 CA-10 C.2.1,C.2.3,C.2.4, C.2.6.1, 1.2.2 Commandment #6
Customer Access assets and information systems, all identified  |[FFRI 9 4RI, BBE7 VX IZET AR/ ESNT=T A6.2.2 CA-2 NIST SP800-53 R3 CA-200 H.1 1.2.6 Commandment #7
Requirements security, contractual and regulatory NTDEF2)T4, R REBRFEEZELD. B Al11.1.1 CA-5 NIST SP800-53 R3 CA-2 (1)0 6.2.1 Commandment #8
requirements for customer access shall be ELGHNIF7E57E0 CA-6 NIST SP800-53 R3 CA-501 6.2.2
addressed and remediated. NIST SP800-53 R3 CA-60
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

: ; Supplier : -
Architectural Relevance S5 @Y Dig\lgTiLyamﬁ?yel Relationship Scope Applicability
Control Area Control ID Control Specification Control Notes Relevanc —— T
Phys | Network [ Compute| Storage | App Data ¢ SaaS PaaS laas _ ° Y COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Security Architecture - SA-02 [Implement and enforce (through automation) TIVr—230  T—ER—=X H—/\ LUy X X X X X X X X X |DS5.3 45 CFR 164.308(a)(5)(ii)(c) A.8.3.3 AC-1 NIST SP800-53 R3 AC-1[0 8.1 E.6.2, E.6.3, H.1.1, H.1.2, H.2,|B.1 Commandment #6 CIP-004-3 R2.2.3
User ID Credentials user credential and password controls for FI—=940 75D =0DA—HILToov)LENR DS5.4 45 CFR 164.308 (a)(5)(i)(D) [A.11.1.1 AC-2 NIST SP800-53 R3 AC-20 8.2, H.3.2, H.4, H.4.1, H.4.5, H.4.8 |[H.5 Commandment #7 CIP-007-3 - R5.2 - R5.3.1 -
applications, databases and server and network [R7—FIZATICERSN-RIEEEZ(BEEL 45 CFR 164.312 (a)(2)(i) A11.2.1 AC-3 NIST SP800-53 R3AC-2 (1)0 (8.3 Commandment #8 R5.3.2 - R5.3.3
infrastructure, requiring the following minimum QELELGTNIEESEL, 45 CFR 164.312 (a)(2)(iii) A.11.2.3 AC-11 NIST SP800-53 R3 AC-2 (2)0 |8.4 Commandment #9
standards: AT =RV RTD 1—45 BT, 45 CFR 164.312 (d) A.11.2.4 AU-2 NIST SP800-53 R3 AC-2 (3)0 |8.5
« User identity verification prior to password ~ |* T~ FESAD ARG HEHSL BEE)ILOT/IR A1155 AU-11 NIST SP800-53 R3 AC-2 (4)0 |10.1,
resets. T—RUEIRSNIIGE . I —FIER O R A IA-1 NIST SP800-53 R3AC-2 (7)0 [12.2,
« If password reset initiated by personnel other 2;_1‘1‘\1'7—}%%53'60 o IA-2 NIST SP800-53 R3 AC-3[] 12.3.8
than user (i.e., administrator), password must 'J‘ZJIJ <113(§T§|Eﬁ%ﬂ—|]cﬁj:7§§;;_¢4;7 AU E IA-5 NIST SP800-53 R3 AC-3 (3)
be immediately changed by user upon first use. H{U[ﬁ%(?ﬁ‘ if’liﬂﬁl:/?'éo IA-6 NIST SP800-53 R3 AC-11[1
u-s'lt;lrgwely access revocation for terminated A —HF—IDlEa=—H(=L. T J—TFE. HET IéAC-z_Blo ZI)SDT SP800-53 R3 AC-11
el Nk, #ESRT—REZILET B,
» Remove/disable inactive user accounts at 1 EE00 B RIEIC/ SR T —RE LIS H 5., NIST SP800-53 R3 AU-20
least every 90 days. BIINDISRT—RDESEDAREESTE, NIST SP800-53 R3 AU-2 (3)0
. Uniqug user IDs and disallow group, shared, LR DEAESDHELY ST —K, NIST SP800-53 R3 AU-2 (4)0
or generic accounts and passwords. CEIEODADD /SR T—R LS L/ SRT—RDOE NIST SP800-53 R3 AU-110
» Password expiration at least every 90 days. FELHET S, NIST SP800-53 R3 IA-10
* Minimum password length of at least seven  |.gEO4& /L 4B L-51—HIDEOYHIT YR, NIST SP800-53 R3 1A-200
(7) characters. - A—HIDAYST Y M EHERR Z BRI N EIE NIST SP800-53 R3 1A-2 (1)0
« Strong passwords containing both numeric & a4z 2% T, NIST SP800-53 R3 I1A-2 (2)J
and alphabetic characters. -1I5AEU LDy a3 T ARILERT/ART—F NIST SP800-53 R3 IA-2 (3)0
* Allow password re-use after the last four (4) |#B A A, NIST SP800-53 R3 |A-2 (8)0
passwords used. BEETHER OB T —EA~NDT IR T1—Y NIST SP800-53 R3 IA-50
« User ID lockout after not more than six (6) DEBERLHET D, NIST SP800-53 R3 IA-5 (1)0
attempts. NIST SP800-53 R3 IA-5 (2)0
* User ID lockout duration to a minimum of 30 NIST SP800-53 R3 IA-5 (3)O
minutes or until administrator enables the user NIST SP800-53 R3 IA-5 (6)1
ID. NIST SP800-53 R3 IA-5 (7)0
» Re-enter password to reactivate terminal after NIST SP800-53 R3 IA-6L1
session idle time for more than 15 minutes. NIST SP800-53 R3 IA-80
* Maintain user activity logs for privileged NIST SP800-53 R3 SC-100
access or access to sensitive data.
Security Architecture - SA-03 [Pdlicies and procedures shall be established RIV—EFIEIE. EF2)T1@E B, 7UERH X X X X X X X X X X DS5.11 A.10.8.1 AC-1 NIST SP800-53 R3 AC-10 2.3 G.8.2.0.2,G.8.2.0.3,G.12.1, |B.1 1.1.0 All
Data Security / and mechanisms implemented to ensure ., BLUWREMHIEF)EZHEERICT H5-DICEES A.10.8.2 AC-4 NIST SP800-53 R3 AC-4[] 3.4.1 G.12.4, G.12.9, G.12.10, 1.2.2
Integrity security (e.g., encryption, access controls, and |z AN=X L& 1DUEDV AT LAV ETT— Al11.11 SC-1 NIST SP800-53 R3 SC-10 4.1 G.16.2, G.19.2.1, G.19.3.2, 1.2.6
leakage prevention) and integrity of data ADETRBEIN TS T —IDTLHEICKYHER A.11.6.1 SC-16 NIST SP800-53 R3 SC-1600  |4.1.1 G.9.4,G.17.2,G.17.3, G.17.4, 4.2.3
exchanged between one or more system SN FE Y FNA—TAORFY—ERBEEN A.11.4.6 6.1 G.20.1 5.2.1
interfaces, jurisdictions, or with a third party TEYLGARM. EREIIHIREETHILEFILE A.12.3.1 6.3.2a 7.1.2
shared services provider to prevent improper L. HEL. ;’éz’a@{:d)%#l:ﬁz‘tofﬂﬁ(“ctlzézt)ﬁﬁ A.12.5.4 6.5¢ 7.2.1
disclosure, alteration or destruction complying RENGITFNIEESLEN, A.15.1.4 8.3 7.2.2
with legislative, regulatory, and contractual 10.5.5 7.2.3
requirements. 115 7.2.4
8.2.1
8.2.2
8.2.3
8.25
9.2.1
Security Architecture - |  SA-04  |Applications shall be designed in accordance [ECRADEBERPT T —a By, - E%E X X X X X X X X X Al2.4 45 CFR 164.312(e)(2)(i) A.11.5.6 SC-2 NIST SP800-53 R3 SC-200 6.5 G.16.3, 1.3 1.4 1.2.6 Commandment #1 CIP-007-3 - R5.1
Application Security with industry accepted security standards (i.e., |[[C&URIFANLONIztEF21)TAFEBIZEVT A.11.6.1 SC-3 NIST SP800-53 R3 SC-30J Commandment #2
OWASP for web applications) and complies |7 777 =3~ AOOWASP) IZ#>T. 77’7 A12.2.1 SC-4 NIST SP800-53 R3 SC-40 Commandment #4
with applicable regulatory and business —LAVEEEENETNIEESE, A12.2.2 sSc-5 NIST SP800-53 R3 SC-50] Commandment #5
requirements. A.12.2.3 SC-6 NIST SP800-53 R3 SC-6[1 Commandment #11
Al12.2.4 SC-7 NIST SP800-53 R3 SC-70
A.12.5.2 SC-8 NIST SP800-53 R3 SC-7 (1)
A.12.5.4 SC-9 NIST SP800-53 R3 SC-7 (2)0
A.12.55 SC-10 NIST SP800-53 R3 SC-7 (3)0
A12.6.1 SC-11 NIST SP800-53 R3 SC-7 (4)0
A.15.2.1 SC-12 NIST SP800-53 R3 SC-7 (5)0
SC-13 NIST SP800-53 R3 SC-7 (7)0
SC-14 NIST SP800-53 R3 SC-7 (8)O
SC-17 NIST SP800-53 R3 SC-7
SC-18 (12)0
Security Architecture - | SA-05 |Data input and output integrity routines (i.e., FHOLRATLIZEDNEBOIS—, T—2DKIE X X X X X X X X X X 45 CFR 164.312 (c)(1) A.10.9.2 SI-10 NIST SP800-53 R3 SI-100  [6.3.1 G.16.3, 1.3 .4 1.2.6 Commandment #1 CIP-003-3 - R4.2
Data Integrity reconciliation and edit checks) shall be EHCESIC. TIVr—2ar Ao 3—TJ1—RE & 45 CFR 164.312 (c)(2) A.10.9.3 SI-11 NIST SP800-53 R3 SI-110 6.3.2 Commandment #9
implemented for application interfaces and UT—BR—=RIZEVWT, T—E2DAHNREIL— 45 CFR 164.312(€)(2)(i) A12.2.1 SI-2 NIST SP800-53 R3 SI-20 Commandment #11
databases to prevent manual or systematic FUHLTOSD . RESNTLELAEREL A.12.2.2 SI-3 NIST SP800-53 R3 SI-2 (2)0
processing errors or corruption of data. AR R R TN A.12.2.3 Sl-4 NIST SP800-53 R3 SI-30
A.12.2.4 SI-6 NIST SP800-53 R3 SI-3 (1)0]
A12.6.1 SI-7 NIST SP800-53 R3 SI-3 (2)0
A.15.2.1 SI-9 NIST SP800-53 R3 SI-3 (3)0
NIST SP800-53 R3 SI-4[1
NIST SP800-53 R3 SlI-4 (2)(1
Security Architecture - |  SA-06  |Production and non-production environments (B IRIELIEFRARIRE (X, FET7IERAOERE X X X X X X X X X X DS5.7 A.10.1.4 SC-2 NIST SP800-53 R3 SC-200 6.4.1 1.2.7.1, 1.2.20, 1.2.17, 1.2.22.2, |B.1 1.2.6 Commandment #1
Production / Non- shall be separated to prevent unauthorized ENDOEFLEHCT=OICOYEShZ T NIERSA A.10.3.2 6.4.2 1.2.22.4,1.2.22.10-14, H.1.1 Commandment #10
Production access or changes to information assets. LY, All.1.1 Commandment #11
Environments A.125.1
A.12.5.2
A.12.5.3
Security Architecture - SA-07 [Multi-factor authentication is required for all SERZBIANTRTOD)E—b2—HF—TF -+ XIZ |Proposed v1.1 control revision redacted until future X X X X X X X X X X Al1l1.1.1 AC-17 NIST SP800-53 R3 AC-170 8.3 H.1.1, G.9.13, G.9.20, G.9.21 (B.1 8.2.2 Commandment #6 CIP-004-3 R3.1
Remote User Multi- remote user access. BEREINGZITNITESIRN, revision due to potential mapping impact not yet Al11.4.1 AC-20 NIST SP800-53 R3 AC-17 Commandment #7
Factor Authentication considered: A.11.4.2 IA-1 1O Commandment #8
A.11.4.6 1A-2 NIST SP800-53 R3 AC-17
Tenant authentication requirements must be met for all A11.7.1 MA-4 (2O
data access. NIST SP800-53 R3 AC-17
(3)0
ETOT—E7VERIZHLT, THUDORAEHE T NIST SP800-53 R3 AC-17
IE, (4)0
NIST SP800-53 R3 AC-17
(5)0
NIST SP800-53 R3 AC-17
(MO
NIST SP800-53 R3 AC-17
(8)0
NIST SP800-53 R3 AC-200J
NIST SP800-53 R3 AC-20
(1O
NIST SP800-53 R3 AC-20
(2O
NIST SP800-53 R3 IA-1[1
NIST SP800-53 R3 1A-2[]
NIST SP800-53 R3 IA-2 (1)0
NIST SP800-53 R3 I1A-2 (2)0
NIST SP800-53 R3 1A-2 (3)0
NIST SP800-53 R3 IA-2 (8)0
NIST SP800-53 R3 MA-401
NIST SP800-53 R3 MA-4 (1)O
NIST SP800-53 R3 MA-4 (2)0
Security Architecture - SA-08 [Network environments shall be designed and FYRI—VRERF. ERESN TS RYET—0 & X X X X X X X X X X X A.10.6.1 SC-7 NIST SP800-53 R3 SC-70 1.1 G.9.17, G.9.7, G.10, G.9.11, (G.2 8.25 Commandment #1 CIP-004-3 R2.2.4
Network Security configured to restrict connections between EEINTOVEVRYNTI—I DR O EHEEHIRT A.10.6.2 NIST SP800-53 R3 SC-7 (1)0 [1.1.2 G.14.1, G.15.1,G.9.2,G.9.3, [G.4 Commandment #2
trusted and untrusted networks and reviewed at [®7=8I<8E. HESNDLDLL . EHRIISFHES A.10.9.1 NIST SP800-53 R3 SC-7 (2)0 [1.1.3 G.9.13 G.15 Commandment #3
planned intervals, documenting the business *LT:FHEI[‘E'GDET-L—E*LU(:J'*L@U%@L\O EDRX A.10.10.2 NIST SP800-53 R3 SC-7 (3)0 |1.1.5 G.16 Commandment #9
justification for use of all services, protocols, |2 XRISEOTREDRUATHEANLLNDLEDT, Al114.1 NIST SP800-53 R3 SC-7 (4)0 [1.1.6 G.17 Commandment #10
and ports allowed, including rationale or ?I__:'C‘D_ﬁﬁ—d;??m—';}fjl? haL. BFEIE N A.11.4.5 NIST SP800-53 R3 SC-7 (5)0 [1.2 G.18 Commandment #11
compensating controls implemented for those ,;?:‘yFI\';éiE;L;/—&;i-ba’-i%?—\:’j‘ﬁA(i‘ifﬁfﬁu(‘ A.11.4.6 NIST SP800-53 R3 SC-7 (7)0 |1.2.1 1.3
protocols considered to be insecure. Network E’@éhéﬁlﬁ"'l‘ia)abé'é"uxbigfﬁtv_-“l—’;‘ljtr A.11.4.7 NIST SP800-53 R3 SC-7 (8)0 |2.2.2
architecture diagrams must clearly identify high- ’Z;Eﬂﬁ,_ﬁi# ~= i = A.15.1.4 NIST SP800-53 R3 SC-7 2.2.3
: . HE THb
risk environments and data flows that may have (12)0
regulatory compliance impacts. NIST SP800-53 R3 SC-7
(13)0
NIST SP800-53 R3 SC-7
(18)0
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Cloud Controls Matrix (CCM) R1.2

Cloud Service

: ; Supplier : -
Architectural Relevance S5 @Y Dig\lgTiLyamﬁ?yel Relationship Scope Applicability
Control Area Control ID Control Specification Control Notes Relevanc —— T
Phys | Network [ Compute| Storage | App Data ¢ SaaS PaaS laas _ ° Y COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 R3 FedRAMP PCI DSS v2.0 B (R GAPP (Aug 2009) Jericho Forum NERC CIP
Provid Consu SIG v6.0 AUP v5.0
Security Architecture - SA-09 [System and network environments are DATLERYNT—IBRERIET7AT7 04— ILIZE X X X X X X X X X X X |DS5.10 45 CFR 164.308 (a)(4)(ii)(A) |A.11.45 AC-4 NIST SP800-53 R3 AC-4[0 11 G.9.2,G.9.3, G.9.13 G.17 Commandment #1 CIP-004-3 R3
Segmentation separated by firewalls to ensure the following [ CHIVEESh . LT OEHMELKFoNSI LR A.11.6.1 sc-2 NIST SP800-53 R3 SC-20 1.2 Commandment #2
requirements are adhered to: HIRANpE (HE S YA RN A.11.6.2 sSc-3 NIST SP800-53 R3 SC-30 1.2.1 Commandment #3
« Business and customer requirements "ESKRREBEDER A.15.1.4 SC-7 NIST SP800-53 R3 SC-70 1.3 Commandment #9
« Security requirements xR TAEH NIST SP800-53 R3 SC-7 (1)0 |1.4 Commandment #10
- Compliance with legislative, regulatory, and | 3Li&L. BRE L R L DBEHEADEH NIST SP800-53 R3 SC-7 (2)0] Commandment #11
contractual requirements FARRFEEFFARIRE D 3 NIST SP800-53 R3 SC-7 (3)00
* Separation of production and non-production RET —SOREEDMOMET NIST SP800-53 R3 SC-7 (4)0
environments NIST SP800-53 R3 SC-7 (5)0
* Preserve protection and isolation of sensitive NIST SP800-53 R3 SC-7 (7)O
data NIST SP800-53 R3 SC-7 (8)0
NIST SP800-53 R3 SC-7
(12)0]
NIST SP800-53 R3 SC-7
(13)0
NIST SP800-53 R3 SC-7
(18)0
Security Architecture - |  SA-10 |Policies and procedures shall be established RV —EFIBFRELSNGZTNIELGSE, ZLT X X X X X X X X X X X X |DS5.5 45 CFR 164.312 (e)®(2)(ii) |A.7.1.1 AC-1 NIST SP800-53 R3 AC-1[J 1.2.3 E.3.1, F.1.2.4,F.1.2.5, D.1 8.2.5 Commandment #1 CIP-004-3 R3
Wireless Security and mechanisms implemented to protect ERAVNI—VRRERET HOICLUTESR DS5.7 45 CFR 164.308(a)(5)(i)(D)  |A.7.1.2 AC-18 NIST SP800-53 R3AC-180 (2.1.1 F.1.2.6, F.1.2.8, F.1.2. 9, B.3 Commandment #2 CIP-007-3 - R6.1
wireless network environments, including the — |ATZAN=XLERELZTNIEGEDEL, DS5.8 45 CFR 164.312(e)(1) A7.1.3 CM-6 NIST SP800-53 R3 AC-18 4.1 F.1.2.10, F.1.2.11, F.1.2.12, [F.1 Commandment #3
following: RRITFAT A —IVEREL ERDOLGWNST DS5.10 45 CFR 164.312(e)(2)(ii) A9.2.1 PE-4 (10 4.1.1 F.1.2.13, F.1.2.14, F.1.2.15, |G.4 Commandment #4
* Perimeter firewalls implemented and “/7’5'*!”‘&75 ) A9.2.4 SC-3 NIST SP800-53 R3 AC-18 111 F.1.2.24,F.1.3, F.1.4.2, G.15 Commandment #5
configured to restrict unauthorized traffic AT —BREDERGE (IS EF—. /SRT—F, SN A.10.6.1 sc-7 ()0 9.1.3 F1.4.6, F.1.4.7, F.1.6, G.17 Commandment #9
« Security settings enabled with strong MPIS2=FAXFINGE) NS, BB PIEEE A.10.6.2 NIST SP800-53 R3 AC-18 F.1.7,F.1.8, F.2.13, F.2.14, G.18 Commandment #10
encryption for authentication and transmission, ET5EFT—RE. A.10.8.1 (3)d F.2.15, F.2.16, F.2.17, F.2.18 Commandment #11
replacing vendor default settings (e.qg., o . . _ A.10.8.3 NIST SP800-53 R3 AC-18 G.9.17, G.9.7, G.10, G.9.11,
encryption keys, passwords, SNMP community |3 SV /=38 LS DRERF O R — 57/ A (<3 A.10.85 4)0 G.14.1, G.15.1, G.9.2, G.9.3,
strings, etc.). 9 DEIEH, Wifﬂ—’;f CADHIR, A.10.10.2 NIST SP800-53 R3 AC-18 G.9.13
* Logical and physical user access to wireless RGN IR c;),.“ﬁii*‘yFU—bT\/\ffZ@# Al11.2.1 (5)0
: : , EEBREL. FML)—IZRIET—IDB R BT S
network devices restricted to authorized proge A.11.4.3 NIST SP800-53 R3 CM-601
personnel Ae /e A.11.4.5 NIST SP800-53 R3 CM-6 (1)0]
» The capability to detect the presence of A.11.4.6 NIST SP800-53 R3 CM-6 (3)[
unauthorized (rogue) wireless network devices A.11.4.7 NIST SP800-53 R3 PE-40
for a timely disconnect from the network A.12.3.1 NIST SP800-53 R3 SC-30
A.12.3.2 NIST SP800-53 R3 SC-70
NIST SP800-53 R3 SC-7 (1)O
NIST SP800-53 R3 SC-7 (2)0
NIST SP800-53 R3 SC-7 (3)00
NIST SP800-53 R3 SC-7 (4)0]
NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)0
NIST SP800-53 R3 SC-7 (8)0
NIST SP800-53 R3 SC-7
(12)0
NIST SP800-53 R3 SC-7
(13)0]
NIST SP800-53 R3 SC-7
(18)0
Security Architecture - SA-11 |Access to systems with shared network HARINT =DM TSV RTLADTIERIE, X X X X X X X X X X X X 45 CFR 164.312 (a)(1) A.10.8.1 PE-4 NIST SP800-53 R3 PE-40 1.35 D.1.1,E.1,F1.1,H.1.1 B.1 8.2.5 Commandment #5 CIP-004-3 R3 - R3.2
Shared Networks infrastructure shall be restricted to authorized — [EZFaUTA R —, FlE, BIUVREICR-TER A11.1.1 SC-4 NIST SP800-53 R3 SC-40 2.4 Commandment #6
personnel in accordance with security policies, |FISH=FIZHIRSNZIFNIEESELY, A.11.6.2 SC-7 NIST SP800-53 R3 SC-70 Commandment #7
procedures and standards. Networks shared NEBDTUTAT1EH AN VET—I1F, # A.11.4.6 NIST SP800-53 R3 SC-7 (1)0 Commandment #9
with external entities shall have a documented %ﬁl’aﬁd)}‘ﬂ;@:bF?J{ﬂb’éU}U_ﬁﬁ'd‘f:&)(:ﬁﬁﬁ NIST SP800-53 R3 SC-7 (2)0 Commandment #10
plan detailing the compensating controls used L,T:BHJ&II@@#%L(EE%&'E#LT:?&D EFOTLVE NIST SP800-53 R3 SC-7 (3)0 Commandment #11
to separate network traffic between FRIEELTLN, NIST SP800-53 R3 SC-7 (4)(]
organizations. NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)0
NIST SP800-53 R3 SC-7 (8)0
NIST SP800-53 R3 SC-7
(12)01
NIST SP800-53 R3 SC-7
(13)0
NIST SP800-53 R3 SC-7
(18)0
Security Architecture - | SA-12  |An external accurate, externally agreed upon,  |9MERIC L CIERET., SN EREESEL TLDEEZIRIE X X X X X X X DS5.7 A.10.10.1 AU-1 NIST SP800-53 R3 AU-1[J 10.4 G.13, G.14.8, G.15.5, G.16.8, |G.7
Clock Synchronization time source shall be used to synchronize the |\ #iCHLMNCER SN -tEF2)T+—FEED A.10.10.6 AU-8 NIST SP800-53 R3 AU-80] G.17.6, G.18.3, G.19.2.6, G.8
system clocks of all relevant information PTTNTOREY HRMULEL T LOBLZE NIST SP800-53 R3 AU-8 (1)0 G.19.3.1
processing systems within the organization or  |EFSE H7=OIMEAL . FELTVEFI LTIV
explicitly defined security domain to facilitate g;_/_Xtﬁ%ﬁki’ﬁ%
tracing and reconstitution of activity timelines.  [/=%" . .
Note: gipecific legal jurisdictions an):j orbital 4’%%9)5%%‘%%1 7J'—|:’5ULZ[~I/—~/~ B‘J.:U‘Ul/
—7S5ykik— L (US GPSEEUAHY) L 7 Satellite
storage and relay platforms (US GPS & EU Network)ld, SHADEEELTREATH S, L
Galileo Satellite Netwprk) may mandatg a (% 4R DIz H S BRI RT3 LB
reference clock that differs in synchronization | sk #20\ME TSV IA—LNBERHIZES S
with the organizations domicile time reference, |fn -t 1) Fc4EIELT/RHONBZEIZHD,
in this event the jurisdiction or platform is
treated as an explicitly defined security domain.
Security Architecture - | SA-13  |Automated equipment identification shall be BHEMESN R EH A (T EGRED A EELTE X X X X X DS5.7 A.11.4.3 IA-3 NIST SP800-53 R3 IA-30] D.1.1, D.1.3 D.1 Commandment #1
Equipment used as a method of connection authentication. |FASNAZITHIEASARLY, IA-4 NIST SP800-53 R3 IA-40 Commandment #2
Identification Location-aware technologies may be used to ~ |[{LEZ &AL THEE E X HHEI(E. o TS NIST SP800-53 R3 I1A-4 (4)0 Commandment #3
validate connection authentication integrity KEMECE SRR ETINICERASNGT Commandment #5
based on known equipment location. RN H D, Commandment #8
Security Architecture - | SA-14 |Audit logs recording privileged user access HIEL—FOT7 I ERER. RIS TV HBL X X X X X X X X X X X DS5.5 45 CFR 164.308 (a)(1)(i)(D) |A.10.10.1 AU-1 NIST SP800-53 R3AU-10  |10.1 G.14.7, G.14.8, G.14.9, G.7 8.2.1 Commandment #6 CIP-007-3 - R6.5
Audit Logging / activities, authorized and unauthorized access |[EERRIENTLVGEWT I ADEA . AT LDHI DS5.6 45 CFR 164.312 (b) A.10.10.2 AU-2 NIST SP800-53 R3 AU-20J 10.2 G.14.10,G.14.11, G.14.12, G.8 8.2.2 Commandment #7
Intrusion Detection attempts, system exceptions, and information ~ |FMLE, [FHEF 2T ANV EREXT HEED DS9.2 45 CFR 164.308(a)(5)(ii)© A.10.10.3 AU-3 NIST SP800-53 R3 AU-2 (3)0 [10.3 G.15.5, G.15.7, G.15.8, G.9 Commandment #11
security events shall be retained, complying |7 &+ BYGRY L —ERMIHE > TREFLEE 7 A.10.10.4 AU-4 NIST SP800-53 R3 AU-2 (4)0 |10.5 G.16.8, G.16.9, G.16.10, J1
with applicable policies and regulations. Audit || TAEELEL, T7 A LR E (R EXVET—H A.10.105 AU-5 NIST SP800-53 R3AU-30  [10.6 G.15.9, G.17.5, G.17.7, L2
logs shall be reviewed at least daily and file ~ |RARF(IDS)Y—ILIL, B  ARARE AT Al11.2.2 AU-6 NIST SP800-53 R3 AU-3 (1)1 [10.7 G.17.8, G.17.6, G.17.9,
integrity (host) and network intrusion detection '_;%téﬁﬁﬁ BEUAVITUMMDGEERBIC A.11.5.4 AU-7 NIST SP800-53 R3AU-40  |11.4 G.18.2, G.18.3, G.18.5,
(IDS) tools implemented to help facilitate timely n . . A.11.6.1 AU-9 NIST SP800-53 R3 AU-501 12.5.2 G.18.6, G.19.2.6, G.19.3.1,
detection, investigation by root cause analysis E,]g EEE—;_%_%'IEM—G;TEWQ;I:;?TO‘EXli A.13.1.1 AU-11 NIST SP800-53 R3 AU-60J 12.95 G.9.6.2, G.9.6.3, G.9.6.4,
and response to incidents. Physical and logical RESNIAISHIRSHEIT NG LETL, A.13.2.3 AU-12 NIST SP800-53 R3 AU-6 (1)0 G.9.19, H.2.16, H.3.3, J.1, J.2,
user access to audit logs shall be restricted to A.15.2.2 AU-14 NIST SP800-53 R3 AU-6 (3)C L.5,L.9, L.10
authorized personnel. A.15.1.3 Sl-4 NIST SP800-53 R3 AU-70
NIST SP800-53 R3 AU-7 (1)0
NIST SP800-53 R3 AU-90I
NIST SP800-53 R3 AU-9 (2)[1
NIST SP800-53 R3 AU-11[1
NIST SP800-53 R3 AU-12[]
NIST SP800-53 R3 AU-14[]
NIST SP800-53 R3 SI-4[1
NIST SP800-53 R3 Sl-4 (2)0]
NIST SP800-53 R3 Sl-4 (4)0]
NIST SP800-53 R3 SI-4 (5)0
NIST SP800-53 R3 SI-4 (6)[]
Security Architecture - SA-15 [Mobile code shall be authorized before its ENMNLA—FIF AR —IILLERT HRIIZEER X X X X X X X X X A.10.4.2 SC-18 NIST SP800-53 R3 SC-180 G.20.12,1.2.5 Commandment #1
Mobile Code installation and use, and the configuration shall |ShzITHIFEBA, Fi-, Ba[Ehi=E/ (/L A12.2.2 NIST SP800-53 R3 SC-18 Commandment #2
ensure that the authorized mobile code operates|—FD\BAREICE Do NT=EF 2 T4 EHITH>THE (4)0 Commandment #3
according to a clearly defined security policy. All| B 9= CERERIST DREEATHEITNILELH Commandment #5
unauthorized mobile code shall be prevented E‘_‘° T;“N’CO)E_EEIé*L’CL\@L\fE/\/r)l/:|—l~Ii~ = Commandment #11
from executing. TTELRVKIICLAIT NG DALY,
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HIPAA / HITECH Act

ISO/IEC 27001-2005

NIST SP800-53 R3

FedRAMP

Scope Applicability
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AUP v5.0
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