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STFTBEHEMEFIES & NIST DFRE(L (30min-1h)
Regev @ LWE > SIVP MDf##a (1h-1.5h)
(BESZ=FIEk I D& 30min)
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YRt ED—E
eg., AGTTaY— b RICKLDIRIGEBOFE. =AEE

> 2008 FELEN'S D-Wave HO'EF TV -5 —ZEL\EDHS
> BIREEMIBRECYYESTUT, 9o<DBLTI22IM

HEziE<
ERE
> 2011 — 128 qubits
» 2013 — 512 qubits
» 2017 — 2000 qubits
D-Wave machine vs CIM vs GPGPU

» 2018/05 CIM vs D-Wave 2000Q [https://arxiv.org/abs/1805.05217]
> 2018/06 Beating CIM by GPU [https://arxiv.org/abs/1806.08422]
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STETEH

> BRIRERSENDD (5LW)

> STEOJEEN: S TM =8F TM

> STEDHE: 29 exp. BF TV INHS

» Raz and Tal: BQP & PH DA S D) UATE 35k
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4w NTT (©)
STETEH

> BLIREESENDD (50LL)
> STEREE: HE TM = =F TM
> STEDOMR: 29 exp. BT VvV IHHD
» Raz and Tal: BQP & PH DA S I) LA S8k
» IRIK
> SOTA is 72 qubits? 53 qubits?
> O0—RIwF: RIE > 100 qubits 'REHENHESD (50ULY)
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FILTUZ L o

Grover's Alg. (1996)
» Find xe [V s.t. F(x)=1
> =7 O(NY/?) Kl (RBEF(C(F 2(NV2))
> B REEF(C(E Q(N) B

Shor's Alg. (1994)
> NZZRRZBDEE K (FEHEETEEEZ AT
» E=F: poly(log) BfE
> B sub-exp. —exp. B¥fHE]

Quantum Random Walk

> HHESIAHNTA—DERIDDIEEFHZEIT D
— DS REZF> TREBEZRITDC EN'HD




85 ¢ BT EMOBMIR o

HIBHES
Grover's Alg Y2 ZDIGA (BHT Alg. 35) AV
> JOvUES: #E% 5923 (AES128—AES256)
> J\w B8 BH%ZE 3/2189 D (e.g., SHA256—SHA384)
NFHBEIES
Shor's Alg. HYfELY
> RSABES /ER: RRBDHENDIDOT, EimH(CIIAESS

> BEBOIEN—XDIES /ER: BEITSEEN @I DOT, HiR
B9 (C (FRES5
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Post-Quantum Cryptography

> KSR TEEM - RRBDROBECISMRIEN RS
> MEFESHLE
SEFTHWHNR, HETHETRRES

3]

> \wSa - EEREA—X

> FAR—R

> FEAR—2Z

> BEMBIERNR—R

> ABSHNR—X

> it
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NIST PQC EZB#E{L X > a1 —)L

2015/04: PQC Workshop
2016/02: FIEDER] © PQCrypto 2016
2016/12: Call for Submission
2017/11/30: $&f5 /)]
2017/12/23: Round 1 FtA
2018/04: E—OIEELEEHE
2019/01: Round 2 BYA
2019/08 %_@t—ﬁ—%’fbﬁuﬁ
2020/06 tE: Round 3 BgA

+ 2 £7: Draft Standards Ready
2022-2024: RN E T

U\ aAR—-IEBRAEIEENZWNEDZET, FKIEDTSPIC
IRBFIE

VVVVVVVYVYVY

v
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NIST PQC Round 1 Candidates

19I5 82— EFFF T W U T 69 =M (C

BIG QUAKE, BIKE, CFPKM, Classic McEliece, Compact LWE,
CRYSTALS-Dilithium, CRYSTALS-Kyber, DAGS, Ding Key Exchange,
DME, DRS, DualModeMS, Edon-K, EMBLEM and R.EMBLEM, Falcon,
FrodoKEM, GeMSS, Giophantus, Gravity-SPHINCS, GuessAgain, Gui,
Hila5, HiIMQ-3, HK17, HQC, KCL, KINDI, LAC, LAKE, LEDAkem,
LEDApkc, Lepton, Lima, Lizard, LOCKER, LOTUS, LUOV, McNie,
Mersenne-756839, MQDSS, NewHope, NTRUEncrypt, pgNTRUsign,
NTRU-HRSS-KEM, NTRU Prime, NTS-KEM, Odd Manhattan,
Ouroboros-R, Picnic, Post-Quantum RSA-Encryption, Post-Quantum
RSA-Signature, pgsigRM, QC-MDPC KEM, qTESLA, RaCoSS, Rainbow,
Ramstake, RankSign, RLCE-KEM, Round2, RQC, RVB, SABER, SIKE,
SPHINCS+, SRTPI, Three Bears, Titanium, WalnutDSA
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NIST PQC Round 1: S & EZ

(DME & SRTPI (JBES & BLOWEAERELTND)

&5 49: BIG QUAKE, BIKE, CFPKM, Classic McEliece, Compact LWE,
CRYSTALS-Kyber, DAGS, Ding Key Exchange, DME, Edon-K, EMBLEM
and R.EMBLEM, FrodoKEM, Giophantus, GuessAgain, Hila5, HK17,
HQC, KCL, KINDI, LAC, LAKE, LEDAkem, LEDApkc, Lepton, Lima,
Lizard, LOCKER, LOTUS, McNie, Mersenne-756839, NewHope,
NTRUEncrypt, NTRU-HRSS-KEM, NTRU Prime, NTS-KEM, Odd
Manhattan, Ouroboros-R, Post-Quantum RSA-Encryption, QC-MDPC
KEM, Ramstake, RLCE-KEM, Round2, RQC, RVB, SABER, SIKE,
SRTPI, Three Bears, Titanium

E44 22: CRYSTALS-Dilithium, DME, DRS, DualModeMS, Falcon,
GeMSS, Gravity-SPHINCS, Gui, HIMQ-3, LUOV, MQDSS, pgNTRUsign,
Picnic, Post-Quantum RSA-Signature, pgsigRM, qTESLA, RaCoSS,
Rainbow, RankSign, SPHINCS+, SRTPI, WalnutDSA
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NIST PQC Round 1: B&&

5SS 49:

> FB/R—2X 17: BIG QUAKE, BIKE, Classic McEliece, DAGS,

vVVvVvYvYyYy

Eden-ik, HQC, LAKE, LEDAkem, LEDApkc, Lepton, LOCKER,
McNie, NTS-KEM, Ouroboros-R, QC-MDPC KEM, RLCE-KEM, RQC
F&FNR—2R 22: Compact LWE, CRYSTALS-Kyber, Ding Key
Exchange, EMBLEM and R.EMBLEM, FrodoKEM, Giophantus,
Hila5, KCL, KINDI, LAC, Lima, Lizard, LOTUS, NewHope,
NTRUEncrypt, NTRU-HRSS-KEM, NTRU Prime, Odd Manhattan,
Round?2, SABER, Titanium, Three Bears

LEZIENN—R 3: CFPKM, DME, SRTR}

BESHNR—X 1: SIKE

AL AZRER— R 2: Mersenne-756839, Ramstake,

ZDAE 4: Post-Quantum RSA-Encryption, RV¥B, GuessAgain, HKL7
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NIST PQC Round 1: %

E% 22:

> FFS5R—2 3: pgsigRM, RaCoSS, RanrkSign
» }EF/X—2 5: CRYSTALS-Dilithium, DRS, Falcon, pqNTRUsign,
qTESLA

> SEHZIERR—R 8 DME, DualModeMS, GeMSS, Gui, HIMQ-3,
LUQOV, MQDSS, Rainbow

> J\w=a/R—X 2: Gravity-SPHINCS, SPHINCS+
HiBHRX— X 2: Picnic,
» ZOAt 2: Post-Quantum RSA-Signature, WalnutDSA

v
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Post-Quantum RSA-Enc/Sig

N DY ZXH 240 )N+ MRS, Shor's Alg. TH 2190 step inE

J\SA—4:. K=2kand B.
BRAERY: KIEIDRTED B-bit 3=EX P, ..., Px Z5ERK
N=I[P,e=3ET3

pgrsa-n, N is 2"-bytes

pqrsals, K =22 B=2°

pqrsa20, K =2 B =2

pqrsa25, K =218 B =210

pqrsa30, K =223, B = 210 ~ hard as SHA256 (Category Il)

VVYVVYYVY VVY
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» Learning with Errors (LWE): LA FZ #5192 D (FFEEE
> (A SA+X) (A Zg*™, S Zg, X< X™)

> (A b) (A Zg*™, b« Z7)

1

] —

—

x DB BRI DDA
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Regev PKE [Reg05,Reg09]

A
| b | +Miq/2]

ek = (A, b), dk = (5,%), ct = (4, c+ M[q/2])

(c+Mq/2])—5-i" =Mq/2] +b-&" —3- A&"
= M[g/2] + (3A+X)-&" —5-Ag"
= M[q/2] +X- &" ~ M[q/?]
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First Goal

Enc 22: Compact LWE, CRYSTALS-Kyber, Ding Key Exchange,
EMBLEM and R.EMBLEM, FrodoKEM, Giophantus, Hilab5, KCL, KINDI,
LAC, Lima, Lizard, LOTUS, NewHope, NTRUEncrypt, NTRU-HRSS-KEM,
NTRU Prime, Odd Manhattan, Round2, SABER, Titanium, Three Bears

Sig 5: CRYSTALS-Dilithium, DRS, Falcon, pgNTRUsign, qTESLA,
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Gentry-Peiekrt-Vaikuntanathan (GPV) PKE

The Dual of Regev

ek= (A, i), dk = & ct = (b, c+ M[q/2])

(c+Mq/2]) —b-&" =M[q/2] +5- i +x—(BA+X)-&

= M[q/2] +5-A-i" +x—(GA+X)-&"
— MIAOT Ly .21 ~~ Ml~/D] 23/64
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Lindner-Peikert PKE

Let 5 < x"

ek = (A, 1), dk = (£.3), ct = (b, c+ M[q/2])
(c+Mg/2])—b-T =M[g/2]+5-0" +x— (BA+R) -t
=Mq/2] +5- (At +7")+x—(GA+R) -t
— Ma/ol 2.9 v 2. 7 ~ Mla/ol 24/64
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Lyubashevsky-Peikert-Regev (LPR) PKE

Compress A € Z7*" into a € Zg[X]/(X" + 1) (Let 5, f < x")

b +Mlq/2]

ek = (a,u),dk = (t,y), ct = (b, c+ M[q/2])

(c+ M[q/2]) — bt = M[q/2] + su+ X — (sa+ x)t
= M(q/2] + s(at+y) + X — (sa+ x)t
= M[q/2] + sy + X — xtr Mlq/2] 25/64
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Module-LWE PKE ©

Compress A € Zg*" into a1, ..., a33 € Zo[X]/ (X3 1) (Let 5 F + x")

b +Mq/2]

ek = (A, 1), dk = (£ y), ct = (b, c+ M[q/2])

(c+M[q/2]) —b-T" =M[g/2] +5- 4" +x— (BA+X)-T"
=M[g/2] +5- (AT +7 ) +x—(BA+X) - T

Y P - TV 1 P Y P L | 26/64
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Lyubashevsky-Peikert-Regev (LPR) PKE

Compress A € Z7*" into a € Zg[X]/(X" + 1) (Let 5, f < x")

b +Mlq/2]

ek = (a,u),dk = (t,y), ct = (b, c+ M[q/2])

(c+ M[q/2]) — bt = M[q/2] + su+ X — (sa+ x)t
= M(q/2] + s(at+y) + X — (sa+ x)t
= M[q/2] + sy + X — xtr Mlq/2] 27/64
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NTRU PKE

Fixu=0—a-t+y=0

ek=a,dk=(t y),ct=bor pp+ M

b=sa+x=b-t=(sa+ x)t=sat+ xt=s(—y) +xt~0
c=pb+ M
ct = p(sa+ x)t+ Mt over Z.
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NIST PQC Round 1: 1 &F~X—X

B&§5S 22: Compact LWE, CRYSTALS-Kyber, Ding Key Exchange,
EMBLEM and R.EMBLEM, FrodoKEM, Giophantus, Hilab5, KCL, KINDI,
LAC, Lima, Lizard, LOTUS, NewHope, NTRUEncrypt, NTRU-HRSS-KEM,
NTRU Prime, Odd Manhattan, Round2, SABER, Titanium

E4 5: CRYSTALS-Dilithium, DRS, Falcon, pgNTRUsign, qTESLA,

29/64



HimRD -1

33333



HIZRD - 2

33333



X)L AREHNN—X

33333



5 NTT ©
NIST PQC Round 1: X)L ARENR—X

» Mersenne 2: Mersenne-756839, Ramstake,
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Lyubashevsky-Peikert-Regev (LPR) PKE

Compress A € Z7*" into a € Zg[X]/(X" + 1) (Let 5, f < x")

b +Mlq/2]

ek = (a,u),dk = (t,y), ct = (b, c+ M[q/2])

(c+ M[q/2]) — bt = M[q/2] + su+ X — (sa+ x)t
= M(q/2] + s(at+y) + X — (sa+ x)t
= M[q/2] + sy + X — xtr Mlq/2] 34/64



AT o

x=27%ZA:
X1 P=2"-1
a=ap X" 14+ 43— ac [0, P] ~{0,1}"
Z[X/(x"— 1) DRDDIC Z/PLZEZD
Theorem

P=2"-1&9%. H:)I\Z2D&EH
For all A, B € {0,1}":

> H(A+ Bmod P) < H(A) + H(B)
> H(A- Bmod P) < H(A) - H(B)
> H(—Amod P) = n— H(A) if A#0
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Mersenne-based PKE a la LPR

F, G,A, Bl, B2 < Bn,h-

ek= (R, T),dk = (F, G), ct = (C1, G + E(M))

(G + E(M)) — GGF = E(M) + (AT + By) — (AR + B1)F
= E(M) + A(RF+ G) + B, — ARF + B1F
= E(M) + AG+ B, — BiF =~ E(M) 36/64
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LPN F5RE /AR E

NTT ©

» Learning with Parity Noises (LPN): LU Z 5! 9D D (X &
> (AsA+x) (A« F™*M s F", x <+ x™)

> (A b) (A F*™ b« F™)

—1

+|—|

—

x OB N)LRX—A 7340
Prix=1] =1/4 and Pr[x=0] =3/4
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Regev PKE

A
| b | +Miq/2]

ek = (A, b), dk = (5,%), ct = (4, c+ M[q/2])

(c+Mq/2])—5-i" =Mq/2] +b-&" —3- A&"
= M[g/2] + (3A+X)-&" —5-Ag"
= M[q/2] +X- &" ~ M[q/?]
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McEliece PKE [McE78]

A= SGP: S+ GLy(F), G & [n, N-BEUFEDERFTEI, P S,

| b |

ek=A dk= (S, G P),ct=b=sA+x
bPt = (sA+x)P~! = s5G+ xP~!
— sS because H(xP~1) = H(x) < t
—s
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Niederreiter B§= [Nie86]

A= SHP: S < GL,_((F), H& [n, K-#REEFFS D/ U+ 1&E1T5,
P+ S,.

ek=A dk= (S HP), ct=u

Stu=H-Pe
— Pe because H(Pe) = H(e) < t
— €
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NIST PQC Round 1: FER—XIFS

B§S 17: BIG QUAKE, BIKE, Classic McEliece, DAGS, Edon-K, HQC,
LAKE, LEDAkem, LEDApkc, Lepton, LOCKER, McNie, NTS-KEM,
Ouroboros-R, QC-MDPC KEM, RLCE-KEM, RQC,

B4 3: pgsigRM, RaCoSS, RankSign
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NIST PQC Round 1: B&&

5SS 49:

» Code 17: BIG QUAKE, BIKE, Classic McEliece, DAGS, Eden-k,
HQC, LAKE, LEDAkem, LEDApkc, Lepton, LOCKER, McNie,
NTS-KEM, Ouroboros-R, QC-MDPC KEM, RLCE-KEM, RQC

P Lattice 22: Compact LWE, CRYSTALS-Kyber, Ding Key Exchange,

EMBLEM and R.EMBLEM, FrodoKEM, Giophantus, Hila5, KCL,

KINDI, LAC, Lima, Lizard, LOTUS, NewHope, NTRUEncrypt,

NTRU-HRSS-KEM, NTRU Prime, Odd Manhattan, Round2, SABER,

Titanium Three Bears

MQ 3: CFPKM, DME, SRR+

Isogeny 1: SIKE

Mersenne 2: Mersenne-756839, Ramstake,

Others 4: Post-Quantum RSA-Encryption, R¥B, GuessAgain, HKI#

vVVvVvYvYyYy
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NIST PQC Round 2: B§5

eSS 49-17:

» Code 17—7: BIKE, Classic McEliece, HQC,
LEDAcrypt(=LEDAkem-+LEDApkc), NTS-KEM,
ROLLO(=LAKE+LOCKER+Ouroboros-R), RQC

P Lattice 22—9: CRYSTALS-Kyber, FrodoKEM, LAC, NewHope,

NTRU(=NTRUEncrypt+NTRU-HRSS-KEM), NTRU Prime,

Round5(=HILA5+Round2), SABER, Three Bears

MQ 3—0:

Isogeny 1—1: SIKE

Mersenne 2—0:

Others 4—0:

VVYyYVYY
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NIST PQC Round 1: %

E4 22:

» Code 3: pgsigRM, RaCoSS, RarkSign
Lattice 5: CRYSTALS-Dilithium, DRS, Falcon, pgNTRUsign, gTESLA

» MQ 8: DME, DualModeMS, GeMSS, Gui, HIMQ-3, LUOV, MQDSS,
Rainbow

Hash 2: Gravity-SPHINCS, SPHINCS+
B 1: Picnic,
> ZDAh 2: Post-Quantum RSA-Signature, WalnutDSA

v

vy
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NIST PQC Round 2: %

B 22-9:

VVvVvYvYyVvVYyYyyYy

Code 3—0:

Lattice 5—3: CRYSTALS-Dilithium, Falcon, qTESLA
MQ 8—4: GeMSS, LUOV, MQDSS, Rainbow

Hash 2—1: SPHINCS+

HEHE 1—-1: Picnic

Others 2—0:

NTT (©)
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LWE

NTT ©

» Learning with Errors (LWE): LA FZ #5192 D (FFEEE
> (A SA+X) (A Zg*™, S Zg, X< X™)

> (A b) (A Zg*™, b« Z7)

1

] —

—

x DB BRI DDA
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Regev Bg§5 [Reg05,Reg09]

A
| b | +Miq/2]

ek = (A, b), dk = (5,%), ct = (4, c+ M[q/2])

(c+Mq/2])—5-i" =Mq/2] +b-&" —3- A&"
= M[g/2] + (3A+X)-&" —5-Ag"
= M[q/2] +X- &" ~ M[q/?]

51/64



e o

> B=[by,..., by € Z"™"
> Bb@ﬁ%*ﬁ? L(B) = {E,a,-b,- | aj € Z}

52/64
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» Succive minimum:

(L) :=inf{r: LN B(r) ¥ i EIODFREURIINRD BLZED}
> \i(L): RFRANT NLDES
> M\, (L): RFIRIINRD NLESHDEENADT NLDOES

. ", Ao (L) A°2(,L)' .

53/64
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> SVP: AJI B HAIIEE v e L(B) with ||v] = Mi(L(B))

> SVP,: A1 B: tBH3EE v e L(B) with ||v]| <~y (L(B))

> GapSVP.: AJJ B & d> 0: I YES if ||v]| < d, NO if |[v]| > vd
> SIVP,: AN B: BIEIZIIEARD NLEE V with ||V < v a(L(B))

54/64



FFRIZE S LWE o

> (Regev 2005) If n-dim. LWE is quantumly solved,
then n-dim GapSVP, is quantumly solved.

55/64


https://arxiv.org/abs/1611.06999

IR TRIE & LWE o

» (Regev 2005) If n-dim. LWE is quantumly solved,
then n-dim GapSVP, is quantumly solved.

» (Peikert 2009) If n-dim. LWE is classically solved,
then n-dim GapSVP, is classically solved (with g = 2").

55/64


https://arxiv.org/abs/1611.06999

R T RISE & LWE o

» (Regev 2005) If n-dim. LWE is quantumly solved,
then n-dim GapSVP, is quantumly solved.

» (Peikert 2009) If n-dim. LWE is classically solved,
then n-dim GapSVP, is classically solved (with g = 2").

» (Brakeski et al. 2013) If n-dim. LWE is classically solved,
then /n-dim GapSVP,, is classically solved.

55/64


https://arxiv.org/abs/1611.06999

R T RISE & LWE o

» (Regev 2005) If n-dim. LWE is quantumly solved,
then n-dim GapSVP, is quantumly solved.

» (Peikert 2009) If n-dim. LWE is classically solved,
then n-dim GapSVP, is classically solved (with g = 2").
» (Brakeski et al. 2013) If n-dim. LWE is classically solved,
then /n-dim GapSVP,, is classically solved.

» Eldar and Shor (2016/11/21): The proposal of quantum PT alg. for
LWE with thin
arXiv:1611.06999 [quant-ph]

55/64


https://arxiv.org/abs/1611.06999

R T RISE & LWE o

» (Regev 2005) If n-dim. LWE is quantumly solved,
then n-dim GapSVP, is quantumly solved.

» (Peikert 2009) If n-dim. LWE is classically solved,
then n-dim GapSVP, is classically solved (with g = 2").
» (Brakeski et al. 2013) If n-dim. LWE is classically solved,
then /n-dim GapSVP,, is classically solved.

» Eldar and Shor (2016/11/21): The proposal of quantum PT alg. for
LWE with thin
arXiv:1611.06999 [quant-ph]

— (2016/11/24) Withdrawn

55/64


https://arxiv.org/abs/1611.06999

NTT (©)
LWE DIt

NHABEES

E4

LN TVES

ID N—XBFS

BHENR—ES

—EBDEFTL (Lockable Obf. 7 &)
AIEEIEH [GoyKopWat18 /& &]
ES A TNOERIROTEEED D EE [GoyKopWatl7 /8 &E]
FBDA oI DEILRA

NIZK for NP [PeiShi19]
SFETEOLHIREE [Mah18]

etc...

VVYVVVVVVVYVYYVY
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T ST o
> B=[by,..., by € Z"™"

> Bb@Eé*ﬁ? L(B) = {Z,a;b,- | o € Z}
> BAEF: ¥ :={ycZ"|Vxec Ly -x" €7}

> [*DEK: B*=B""
7. ° © ,.blr. ° ® 7. ° ° ,. 7. ° ©
° o..bl b;. o.°
e« ¢ S A ’ -

59/64



F 2 AT e

> ps(x) = exp(—]x/s||?)

> DL,s(X) = Zipesf);)s(y)
1 RTA&F LD DX

i,
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NTT (©)

> SIVP.: AF3 B HIMIIIAARY NLES Vwith | V] < vAa(L(B))

> DGS¢Z AN B B DL(B),d) NS> I

> BDDs: A7 B, twith d(t,L(B)) < d: B ve L(B)sit. |lv—t| <4

61/64
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Regev DEIE

> LWE,: B> TILIN
(a,(a,s)/q+ emod 1)

C. a<Zg e+ Dy

aq>2y/n, v > V2n\,(L)/a £EFB.
DGS, W5 LWEq, (DFIES) NOZERKEETRENFIET D

> 0. Regev (STOC 2005, J. ACM 2009)
» C. Peikert, O. Regev, N. Stephens-Davidowitz (STOC 2017)

62/64
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AE

> Part 1: D, Y2 TS +1WEqq YIL/U=BDD,. /(3 VIV

» (1/r, k)-OCP (Oracle Comparison Problem) (& poly(x) B CTHEITD
» (exp(—k), exp(—k))-OHCP (Oracle Hidden Centre Problem) ©
poly(r, k) B CTHEITD
> ASTIL O(z, t) DFERK (x 7Y hidden center [CTRD KD ICIED)
1. BDD DRIREIE x+ v & L.
2. Dpep(yr PH>TIVE x— z+ v&fED T LWE BIEZFD
3. LWE YJLJ\HY YES—1 ZHi1, NO—0 ZH
> Part 2: BDD,. ,01(v5) VIV =D miag B2 TS

> RALEIR: Y, p(x) |x) 24D TRIE
> HRIZZE: RKT, 3 ch jxi<va P(X) [x mod P(RL))
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