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[FLoIS

24 # 1:Cisco Threat Response D4 —49 X JL—

NRAIAR ATay
LF1)7F 1 TlE, Threat Response DAV 2—TxA ADMEETLELT—av L, DAV A—TARATRITTESREHIRIZELD
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http://www.cisco.com/go/threatresponse

Cisco dCloud

[FL&HIZ

T T—arDwIIC
Cisco dCloud Tl&, EOFMEBEDRITILELTF—2avETIHIIS. TOT47 vl arvEFRALT. ZORF 1AV RDEIR %
EHLTHCEEBHBELET . F59HET FFa AU MOV TUOYDERICIENSZENTEET,

BEICE>TIX, BEETOERIC) YRS 510, COAARITHSERITHLLEYY IV ERTD1—LTE2BEAHYET,
Threat Response [Z###ERIICEFHINET . ZOH AR TIE. Threat Response /A—3> 1.12 R/ RICLTVET,

Tt T—avEBUEER I RAREERLFARTT,

ROFIBIZH-TIALToYDEYAVERTa—)LL, TLELT—avBEBERELET,
1. [Hh#%O% (Catalog)] £2'vILT, MK R—HD [12 ALk TE(Instant Demo)] #BIRLET

2. Threat Response 8% LET,

'::l||s'cllc;' iCloud Dashboard Catalog Support News Admin o o

Content Producers A Cata | Og

[[] dCloud ublished Date - 9

Content Categories 2 19 results in Instant Demo €

[C] Demonstration

Cisco Umbrella v1 nstant :j'”l'i""

] Lab ID: 139 Published Date: 13-Apr-2017 04:57 Instant Demo  Security

Proof of Value
Demonstrate how Cisco Umbrella is a cloud security platform that provides the first line of defense against threats on the internet wherever users go.

Proposal -
* Favorite Related Content { View

Sandbox

Solutions ? Cisco Identity Services Engine 2.2 v1.1 - Instant Demc

ID: 138 Published Date: 13-Apr-2017 04:57 Instant Demo Enterprise Networks Security

Access Level

Demonstration how the Cisco Identity Services Engine (ISE) simplifies the delivery of consistent secure access control across wired and wireless
multivendor networks as well as remote VPN connections

* Favorite Related Content  View

3. UTD420TENHYET,

Cisco Threat Response vl — {1V A2k TE
Cisco Threat Response — AMP for Endpoints — {1 > X422k TF
Cisco Threat Response — Umbrella — 1> X822k TF

Cisco Threat Response — Threat Grid - 1> X4k TE

4. BTEVARLL =230 [RK(View)] REVEI)vILET,

5. TCisco Threat Responsel&EWVSTRILDZTTUFUA 1 #BELET,
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Cisco dCloud

F 1A 1: Cisco Threat Response A —2XJL—

FIIE

twykTvT

1. EYb7vIT [RR(View)] &0yl CORTICOT A VBEEARTENET A, ZOERAM VDA E—TARITBEHLET,

[l Threat Response stiga Snapshots  Inteligence  Modules threatresponse us
Investigation

2. LORDOFECTHARTINTOETIRAN RYIRICUTOTFFRANEIAE—LET, ChIZK> T ERSNFASTvITRERTS
RBENTEVAR—YavIBZZoNFET , ERICIE. ZOEDIERIE Talos FIEFDMDY—AMSIBLET,

Win.Trojan.Mikey-6735890-0
INDICATORS OF COMPROMISE

Registry Keys

N/A

Mutexes

gazwsxedc

IP Addresses contacted by malware. Does not indicate maliciousness
52[.]1[.]22[.]171

Domain Names contacted by malware. Does not indicate maliciousness
www[.]Jeasycounter[.Jcom

Files and or directories created

%WinDir%\cer61A0.tmp

%TEMP%\adminpak.msi

%SystemDrive%\Documents and Settings\Administrator\Local Settings\Temporary Internet Files\Content.IES\C5MZMU22\adminpak[1].exe
%WinDir%\cluster\clcfgsrv.inf

%WinDir%\cluster\cluadmin.exe

File Hashes
04a44c6f9ee4b5f944038452d2669a9915e493f3d4aedd8603af6bchbfofb157d
075ef3a40de2c10d52140c02fc604654€60eb1231659122640d93884a8f639d8
led4lccdce4f7c67dbeb57873ed69a0b53bd8c509a66f391fb4838cd26d32f88
4e8da970321ee8e38f2fe918ce8755ce504d0c54ad579c7a2d388ed65aceca3f
63562fa34ca55cbbc1f007ed6a199b625f277f02487d18c6a9a8e24354af6eal
72b02849c7cde8ba42dfe04edf18b0ede900c66187a9e38f5d16eaf84ddfbfbe
764947d95583d3a134fc96d6ce06ce4175261d3b9b48d224238367054e187d93
77515fa3f7bea9043e954ac8ch13917edd930d0e5d87f2chc9fa4d44bd281161
7ea545f0dd17684011d7bbdde7c004faccacd8edb6d011c4e023f2780279aelf
92e4863e96df84117¢c1288ceb692823a6d86c0b3a09f29a5chc4af6a83a03415
9d267ed7cc3efe21afd96a3717cf920376048528e7094c54defb915afbe96a80
a36d16238efb3b5f2ba5e9c23dd1db26a6b08fce8fald824e3006bc05f12a75f
b63310bff942d0fe4f131fbb777737b110ab630876e784ac843e0c4dcdebdesd4
bdc574d0160c6566738b039122d702a47aa10080b096cc3ca2729a2a5ca5f6f6
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cf7236e1d8783d00cd54d9d821a1067a2c08cd7cb67b0c091f5826784403f67a
d7096f8904ebef796193afcal737f99e65c07ac7cf3c999aa46b5e60428ca006
dba090f098676f7f4d5bd9e71a5b24cbldfc71edb6b8a0dc06082a60730a81d0
ed2893a0c58fbfaf73acdd4d7a7c9d8626e8609573739e8f0bf11c88d4b07303
fode2da81894bbde4f6baf5909c3f3f6a5d5fc61a8df97836fb8db14fbdb6006

Cisco dCloud

3. LIEBKF 3L, UTORD&SIZERMENTLITRENRETT IV —LavBRYVET , D1V RODIENEYBLEE .
[BEA4 LS54 (Sightings Timeline)] & [E=#8 3t % (Observables)] XA A [B{%4'S57 (Relations Graph)] D FIZR TSI 515

ERBYET . EROBLEELHS RLATHMNEFREC BEO LBICRRELET.

? threatresponse.us

Threat Response Snapshots  Intelligence  Modules
New Investigation  Take Snapshot
82 ofe 22 ® 2 &1 B 20 = 1
Targets Observable: ndicator Domair File Hashes P Addresses
Investigation Sightings Timeline
Win, Trojan.Mikey-6735890-0 LMy Erronment
104 Sightings in My Environment
INDICATORS OF COMPROMISE s First: Nov 8, 2018
Redistry Keys t Nov 11,2018
Observables
Relations Graph Showing 27 nodes v v
. www.easycount... bdc574d0160c6...
197600° Mslicious Domain Malicious SHA256

Tt Sightings

Malicious SHA256 Malicious SHA258

1. [8—%7vb(Targets)] DIEIZHAIKRNEI)VITHE F—TIMNDT—IRT—2a0 DFMERRTEET . COBRICKY. AE

ed2893a0c58fbf... || b63310bff942d...

f9de2dag81894b... || 77515fa3f7beag...”

764947d95583d...

Malicious SHA256

a36d16238efb3...

Malicious SHA250

04a44c6f9eedb...

(5

]

EHEFF, ERFARICODVTED 21— IO BENBESNTVSHE—T I EEEZ T TSI EEICITIBIETEEY,

‘Icllls‘é[o“ Threat Response Investigate Snapshots Intelligenc

New Investigation Take Snapshot

@2 ¥ g 22 i

Targeis v Observables Indic

1 Windows 10, SP 0.0 + 1
g wkst1
64.100.12.5

wkst1
Windows 10, SP 0.0

00:50:56:a9:8f:4e
198.18.133.36
c489b364-70dd-4f0e-9fb5-bbc74d6179a3

Relations Graph Showing 27 nodes
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Cisco dCloud

2. HBROWTNIOEIVITDHE TDTIZHS [ERY 57 (Relations Graph)] DB X T LIZHBEILET,

Relations Graph Showing 27 nodes

Target — Q

Windows 10, SP 0.0 E

Targeted by 1 unique threat, 4 times
in the last 2 days
Hostname
wkstl |V
AMP Computer GUID
c489b364-70dd-4f0e-9fb5-... WV
IP Address
E 198.18.133.36 v
MAC Address
00:50:56:29:8f:4e VvV

o

02

3. [BE&RI 57 (Relations Graph)] DW\TF MDD TAALEIIVILTRSVI T 5L FRoDBERMNBEREIZRINET,

Relations Graph Showing 27 nodes

B

Malicious SHA256

a36d162 v

Malicious SHA256

d7096f8 v

@ R
target enapoint

Malicious domgin Unknown OS v
SHA256 www.easycountey. VvV
587db05 v y

& =0

Suspicious IP

Susbicious IP 198.18.133.36 v

52.1.22.171 v

Windows 10, SP 0.0 v

SHA256

bOccOdf v

075ef3a v

Q /;«get endooint
@ Unknown OS v
Malicious domain

www.easycounte... V'

Target 4
Windows 10, SP 0.0 Malicious SHA256
7ea545f v
O\ SHA256
587db05 v

Q
B

Malicious SHA256

O\ a36d162 v
Malicious SHA256
92e4863 v
3 SHA256
0284 v
targetendpoint
)\ Windows 10, SP 0.0 v
A256 B

g
=

Suspkious IP
52.1.22.171 v

=

Suspicious IP

O\ 198.18.133.36 \
Malicious SHA256

075ef3a v
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Cisco dCloud

4. FAAVDBEICHLE=ZAMREIIVITEE TIT7DEEE DE#MERARTEINET,

Suspicious |V +

E IP Address
@

52.1.22.171
domain

www.easycounte... V'

r - =

P
198.18.133.36 v

target endpoint
Windows 10, SP 0.0 v

52,1.22.171%¢

52.1.22.171

=m Suspicious IP

Copy to Clipboard

Add to Current Casebook

Add to New Casebook

Talos Intelligence
Search this IP

US - AMP for Endpoints - RW
Search for this IP

US - Threat Grid
Browse 52.1.22.171
Search 52.1.22.171

US - Umbrella Reporting, Platform and
Investigate

IP view for 52.1.22.171

5 BLHRIRR7 VOV FEENERNRT, BEO LAEIE EERXIR (Observables)] RAVITRENET,

6. BICHLIEITILENHYFETS.

RIEIEEOHSIEBRTY,
FLoOBIFEHLNERT,
ROEBFS—TINERLET,

TL—E. CORRTEFATT,

IP 7RLRZET Y L—DHIL, RFC1918 PRLAZRLTLET,
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Cisco dCloud
___________________________________________________________________________________________________________________________________________________________________|

7. [EERxR (Observables)] RAVERDE REDI—7TINELIFEENHEERFRERERDITHIENTEEY .

Observables =

leddlccdcedf7... || 72002849c7cde... || 4e8da970321ee...

Malicious SHA256 Malicious SHA256 Malicious SHA256

52.1.22.171

Suspicious IP Address

1 4 s

Target Sightings
o
8. RYYRIZTXIREEHLESHE. TDEBE DFMNRTINES,
Observables = —

led4lccdcedf7... || 72p02849c7cde... || 4e8da970321ee...

Malicious SHA256 Malicious SHA256 Malicious SHA256

92.1.22.171

Suspicious IP Address

Seen within My Environment on 1
Target:

Nov 8, 2018 to Nov 8, 2018

Seen Globally on 1 Target
Nov 8, 2018 to Nov 8, 2018
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Cisco dCloud

9. RRIC.RYIREVIVITHE BERHMRBBICEHT ST RN TOFHMERARTINET,

Ikbservables

@ www.easycount...

Malicious Domain
Last seen on Nov 11, 2018, in
My Environment

B bdc574d0160c...

Malicious SHA256 : - 9
No Sightings My Environment Global 2

o2, 1,22, 17 >

Suspicious IP Address

4 Sightings in My Environment I

— Malicious
- Suspicious
— Unknown
- Clean

B 764947d95583... 24\
Malicious SHA256 First: Nov 8, 2018 \
No Sightings Last: Nov 8, 2018 4
B ed2893a0c58fb... Judgements (2) Verdict(1)  Sightings (4
Malicious SHA256
No Sightings
Module Disposition Reason
B b63310bffo42d...
Malicious SHA256 Talos Intellig... Suspicious Low Talos
No Sightings Intelligence
reputation
B a36d16238efb... =
Malicious SHA256
No Sightings "
S US - Umbrell... Unknown Neutral Cisco

| Imhrella

T
Nov 09, 2018

- ® Targets

Source Sev. Conf.
Talos (& Medium High
Umbrella Unknown  High

Investinate API

Tl

10. [B8& % 57 (Relations Graph)](Ftzl& [2—4 vk (Targets)] YRR IZE%E. AMP for Endpoints DEHwRMN L. ZOEEH
Windows 10 ¥ > THD &, F1z Umbrella Reporting APl DIFIRIZEKY. £5 1 DOEENFBELZARL—T105 S RTLE
FRALTWAIEABEREICOMNET RG-S IDTAAVEI) VI TEE VAT LIZT TIZHLERERDIENTEET,

Relations Graph Showing 27 nodes

@ Target —

Targeted by 1 unigue threat, 100
times in the last 3 hours
Odns_identity

E\«
Malicious SHA256
7ea545f v

197995488 v SHA258 Maligious domain

Odns_identity_label Razdulio v

wkstl WV

5 IP Address ~ &

198.18.133.36 Vv E =
:< IP Address @
02

64.100.125 Vv target endpoint

Susplcious IP
Hostname Windows 10, SP 0.0
)\ v

52.1.22.171 v
wkstl WV

A256 Q
-

Malicious SHA256

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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P o
Unknown OS v

A

Suspicious IP
198.18.133.36 v

aO\
Malicious SHA256 +
075ef3a v
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Cisco dCloud

11. BEKH2EEELRDIF, RV T —VCHEBENTVASFHARBIEB SOV THMZIEET 52LTT,

Relations Graph Showing 27 nodes

\J\
SHA256 V- B
B 587db0574040c0af0df7 ... Malicious SHA256

7ea545f v

Nov 8, 2018
Q target endpoint
SHA256: 587db057... @ @ inknown 08 v

SHA256 Maligious domain

connectedto  IP:52.1.22.171 Vv

587db05 v www.easycounte... V'

AN — Connégted To
a Malicious SHA256
a36d162 v

q W= &
- - - =

; SHA256 , of
0284 v SumpcoURE: Suspicious P

targ T ORaPOInt 52122971 v 198.18.133.36 v
)\ Windows 10, SP 0.0 v EO\

m

12. ZOEEOHMIEREBDICE. ZOLTDOBICHIZAHESYvIL. A=1—h5 [FEITEM (Add to Investigation)] %3
RLET,

i Showing 27 nod -
Reftions Graph; Stiowig 21 nedes 587db0574040c0af0df7bb950d72963c5b75bc...

& B SHA-256
SHA256 V- .
B 587db0574040c0af0df7... Melicious SHazpEiRRI0 Clipboard
7ea54f V[I Add to Investigation {
Nov 8, 2018 @
Add to New Casebook L
SHA256: 587db057... WV . v
US - AMP for Endpoints - RW -
connected to  IP:52.1.22.171 W

siasss \,  File trajectory
587db0S ¥ gearch for this SHA256

= k==
a Maficiom SHAZS0 Add SHA256 to custom detections File Blac...
Q 236d162 v

a Malicious SHA236 US - Threat Grid

G Browse 587db0574040c0af0df7bb950d729...
; SHA256
0284 vo Search 587db0574040c0af0df7bb950d729...

target n . v
Windows 10, sp 00+ US - Umbrella Reporting, Platform and
X Investigate
Q Sample view for 587db0574040c0afodf7bb... . 3

A256 A E [N 075ef3a v
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Cisco dCloud

13. I7AIN DNy EEREKIZ, BERFT RO 1 DT DRI TWDBDbMET, Tf-. [B%EY' 57 (Relations Graph)] £ &
FShTWBILITERL TS,

Lelations Graph Showing 29 nodes

N

B
SHA256 V| -
a 587db0574040c0af0df7... -~

Malicious SHA256 e
B 075ef3a v

Malicious SHA256

Last targeted wkst1 on Nov 8, 2018 e
First Seen Nov 8, 2018 —

arget enopont @
HOSTNAME: wkst1l Vv

Unknown OS v B Melcious *'-'“N
(1 Www.easycounte... V'
Last Seen Nov 8, 2018 — e stk = =
HOSTNAME: wkst1 e

bOcc@df v
Malicious SHA258 File Nams
bdc574d v PacketSen'tl!er 6... V
File hq‘r'a of

DFC.CnC.Host. MediumRisk B e G o

Malicious SHA256

458da07 v

Suepicious IP

188.18.133.36 v
Indicators:

i

E 6d2893a v/ \_/‘\ o O
A O\ 587db05 \¢ :C;:%NE:V To
felicious SHA258 N L |
63562fa v Tn)\;,:ex \\‘ q
\
f

Melicious SHA256 ‘"\ —E—
leddlicc v

Y Suspicious IP
52.1.22.171 v .
Malicious SHA256 19rgst eNopoINT

~
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Cisco dCloud
___________________________________________________________________________________________________________________________________________________________________|

24

1. ZOI77MVICEATEHLWVEREE>T MELENBEXELLTIEEIHYET . TOFHICE RFIC. BEO LED
[RFYy T avbDERK (Take Snapshot)] RELEIUYILET, T, I7MILERBAMNETA—HILIZRETEET,

Save Snhapshot

Name

Snapshot @ 20181111 05:27:10

Description
[ Add description... ]

[fRT7 (Save)] &VUv I ¥ &, FEHEHZETESD URL NRSNET,

Snapshot Saved

Snapshot URL - Copy to Clipboard

https://dcloud-threatresponse-rtp.cisco.com/#/investigate?i

Close
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Cisco dCloud

2. FEEBEDAVITUIMETTRTOIMNERT S —RAI7AIEERTEIENTEET, COBREE D1 FODOETRO
B [7—RI71ILDYER (Create Casefile)] RAFT=I& [BR4 57 (Relations Graph)] DWWFNADIEEMSRITTEET,

Relations Graph Showing 29 nodes = l ‘ ‘ | l ‘ i

_ 198.18.133.36

== Suspicious IP

72b02849<:7cde..,V 4e8da970321ee...v

SHA256 v
a 587db0574040c0af0df7

Malicious SHA256 Malicious SHA256
smaz=4  Copy to Clipboard
lrd 5t r;i geted wkst1 on Nov 8, 2018 Add to Investigation
First Seen Nov 8, 2018 — S ludilacn s
HOSTNAME: wkstl Vv
Last Seen Nov 8, 2018 —
Search this IP
HOSTNAME: wkstl Vv
US - AMP for Endpoints - RW v
Indicators Search for this IP 587db0574040c...
DFC.CNC.Host MediumRisk US - Threat Grid SHA256
Browse 198.18.133.36
E Search 198.18.133.36 1 1 OO
2002 US - Umbrella Reporting, Platform and
Investigate Target Sightings
IP view for 198.18.133.36 1'_“:7‘
!

()

e

3. H—RI7ANERAIZEEEIZ, [3E# (Details) ] 273y THRELDAA ML EGRBAEERTEET,

[ Casebook =Cases +NewCase ) ## X

Problem 99 Investigate ...
Details A
Title Problem 9% /]

Description Malicious files and domains found /
Created November 10, 2018 11:42 PM

Observables A

Enter logs, IPs, domains, etc. (max length: 2000) ?

Add observables using pivot menus or drag &
drop.

Notes A

|Add notes...
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Cisco dCloud

4. [B1&Y'57 (Relations Graph)] =1 [E5 8 %1% (Observables)] RAVIZHIEEDWLWTIADRKAYTEHY AZa1—hb
[B5#R %% (Observables)] £ avIZIHBEZEMLET,

Relations Graph Showing 29 nodes b0cc9df649da0806bbc580061667b8b725373... —
~ b SHA-256 T
SHA256 bl e & Copy to Clipboard 1
587db0574040c0af0df7 ... & ) Sk
a _Add to Investigation
Malicious SHA256 @
tlasi tSargetid v;kzto 11 8on Nov 8, 2018 e \J Add to Current Casebook @
kil = zarget enopont Add to New Casebook
HOSTNAME: wkst1 Unknown OS v/
Q US - AMP for Endpoints - RW -
Last Seen Nov 8, 2018 — | B ;;c-;:jw File trajectory =
HOSTNAME: wkst1 W P Molicious SHA256 Zie Ngme
bcs7dd v i, (OO Search for this SHA256
-—
Indicators: . Q e Remove SHA256 from custom detections Fil... 2
DFC.CnC.Host.MediumRisk a Q / P US - Threat Grid s
036 e 3 101.200.81.187
v Mojcious 5HA258 Browse b0cc9df649da0806bbc580061667b...
E 8d2803a v 52258
Lol S Q 5870b05 Search bOcc9df649da0806bbc580061667b...
aicIous SHAZD0 A ]
odnoze Y a - US - Umbrella Reporting, Platform and
s 'c-c-‘ & = Investigate L
B P ' ¥ Sample view for bOcc9df649da0806bbcs80...
Malicious SHA256 torgst enopoint ~ 4

5. LBMEALERFTYTLavk® URL 28D AEET—RTVIDTERIZHS [AE(Notes)] RAVIZEBMTEET,

6. FDE.FDT—RTVIZEMEE. ¥—RAT VoD LEEIZHS [FAZE... (Investigate...)] #41) v~ LT, Threat Response TE2ENT
WBTRTDERNREF-ITRETEES,

) Casebook —cCases +NewCase () %% X

Problem 99 Investigate - -
Details A
Title Problem 99

Description Malicious files and domains found
Created November 10, 2018 11:42 PM

Observables A

Enter logs, IPs, domains, etc. (max length: 2000) 2

52.1.22171
~ Suspicious IP

a b0cc9df649da0806bbc580061667b8b725. . v
SHA-256

Notes A

Screenshot at: http://...]

FEUOEDIVITRE. TEVAN—avBENOHNTSATDERBTRLRIZEEHT 5120, COTEV AN —3Y
THEREL KR YE T,
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Cisco dCloud

EZEonIovy

1. KREFEEL. XEELEZOT. RISHEDEREITVET, [B%RY 57 (Relations Graph)] F7zI% [B2#Rxt& (Observables)]
RAVT. HEDOBICHIKRNED)ILTEDT T3y YRMNELS—ERBLET,

Relations Graph Showing 29 nodes —
SHA256 v E %
e s s e Bu 587db0574040c0af0df7bb950d72963c5b75bc...
B SHA-256

q Copy to Clipboard

s SHA256

e P - ~ Q tsliciou
Last targeted wkst1 on Nov 8, 2018 sy
First Seen Nov 8, 2018 —

. Add to Current Casebook
HOSTNAME: wkstl W/

X Add to New Casebook
Last Seen Nov 8, 2018 — B
i US - AMP for Endpoints - RW
HOSTNAME: wkst1 W )

Fis

Peckerseniers.. v | File trajectory
Search for this SHA256

Indicators p Q

= 2 . -
BRCCOE-Fost MEcmEick 1258 a au" Add SHA256 to custom detections File Blac...

& , sozsa | US - Threat Grid
B‘ saeete Browse 587db0574040c0af0df7bb950d729...

o
R Search 587db0574040c0af0df7bb950d729...
led&lce v Q US - Umbrella Reporting, Platform and
a Investigate

AR BHAZEE Sample view for 587db0574040c0af0df7bb....

2. BARTINTLAIYZIZIE FALTNDHDYIFIIT T APl #FoTEITTEIABNTINTULET, LEEDOHITIX, TV
FRA>r& AMP for Endpoints @J Av9 YRANMIEBIMTEET, LLTIX. Umbrella TRASLETOVITEAEZERTHITT,

Relations Graph Showing 29 nodes —

: www.easycounter.com
0O
@ Malicious Domain

Malicious Domain v
@ WWW.easycounter.com Copy to Clipboard
Melicious SHA256
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