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Security Management Server Virtual

Hardware
The recommended disk space for Security Management Server Virtual is 80 GB.
Virtualized Environment

Security Management Server Virtual v10.2.3 has been validated with the following virtualized environments.


http://www.dell.com/support/home/us/en/04/products/software/dell_data_security
http://www.dell.com/support/article/us/en/19/SLN302833

Dell currently supports hosting the Dell Security Management Server or Dell Security Management Server Virtual within a Cloud-hosted
Infrastructure as a Service (laaS) environment, such as Amazon Web Services, Azure, and several other vendors. Support for these
environments will only be limited to the functionality of the application server hosted within these Virtual Machines, the administration and
security of these Virtual Machines will be up to the administrator of the laaS solution.

Additional infrastructure requirements (Active Directory, as well as SQL Server for the Dell Security Management Server) are still required
for proper functionality.

Virtualized Environments

*  VMware Workstation 12.5

—  64-bit CPU required

— 8GB RAM required

— 80 GB Hard Drive Space

— Host computer with at least two cores

— See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information

« VMware Workstation 14.0

—  64-bit CPU required

- 8 GB RAM required

— 80 GB Hard Drive Space

— Host computer with at least two cores

— See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information

« VMware Workstation 14.1

— 64-bit CPU required

— 8 GB RAM required

— 80 GB Hard Drive Space

— Host computer with at least two cores

— See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information

*  VMware ESXi 6.5

—  64-bit x86 CPU required

— Host computer with at least two cores
— 8 GB RAM minimum required

— 80 GB Hard Drive Space

— An Operating System is not required

— See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information


http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17
https://kb.vmware.com/s/article/1003746
http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17
https://kb.vmware.com/s/article/1003746
http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17
https://kb.vmware.com/s/article/1003746
http://www.vmware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17
https://kb.vmware.com/s/article/1003746

Virtualized Environments

«  VMware ESXi 6.0

— 64-bit x86 CPU required

— Host computer with at least two cores
— 8 GB RAM minimum required

— 80 GB Hard Drive Space

— An Operating System is not required

- See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information

e VMware ESXi 5.5

— 64-bit x86 CPU required

— Host computer with at least two cores
- 8 GB RAM minimum required

— 80 GB Hard Drive Space

— An Operating System is not required

— See http://www.ymware.com/resources/compatibility/search.php?deviceCategory=software&testConfig=17 for a complete list of
supported Host Operating Systems

— Hardware must conform to minimum VMware requirements
— See https://kb.vmware.com/s/article/1003746 for more information

e Hyper-V Server (Full or Core installation)

— 64-bit x86 CPU required

— Host computer with at least two cores

— 8 GB RAM minimum required

— 80 GB Hard Drive Space

— An operating system is not required

— Hardware must conform to minimum Hyper-V requirements
— Must be run as a Generation 1 Virtual Machine

(O | NOTE: For information on setting up Hyper-V, follow instructions for Endpoint Operating Systems: https://
docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v or for Server Operating Systems:
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-
server.
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*  Windows Server 2019
- Standard Edition

- Datacenter Edition

*  Windows Server 2016
- Standard Edition

- Datacenter Edition

* Windows Server 2012 R2
- Standard Edition

- Datacenter Edition

« LDAPURI MY
- Active Directory 2008 R2
- Active Directory 2012 R2

- Active Directory 2016
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Update Security Management Server Virtual

For information about a specific update, see Security Management Server Virtual Technical Advisories, located at dell.com/support. To see
the version and installation date of an update that is already applied, check the System Dashboard.


http://www.dell.com/support/home/us/en/04/products/software/dell_data_security

To receive email notifications when Dell Server updates are available, see Configure SMTP Settings.

If policy changes have been made but not committed in the Management Console, commit the policy changes before updating the Dell
Server:

As a Dell administrator, log in to the Management Console.

In the left menu, click Management > Commit.

Enter a description of the change in the Comment field.

Click Commit Policies.

When the commit is complete, log off the Management Console.

g DN NN -

Update Security Management Server Virtual (Connected Mode)

1 Dell recommends performing a regular backup. Before updating, ensure that the backup process has been functioning properly. See
Backup and Restore.

2 From the Basic Configuration menu, select Update Dell Security Management Server Virtual.

Dell Security Management Server Virtual v10.0.6.29
Administration Console

To restore this ins

Main Menu >

Main Menu

Basic Configuration

r
Update Dell Security Management Server Virtual
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Use <Up> and <Down> arrow keys 1o navigate beiween iltems, <Esc> key to move one level up and <Ali-g> to quit at any level.

®| NOTE: The version number may differ from the attached screen capture.
3 Select the desired action:

» Set Proxy Settings - Select this option to set the proxy settings for downloading updates.

In the Configure Proxy Settings screen, press the space bar to enter an X in Use Proxy. Enter the HTTPS, and HTTP. If firewall
authentication is required, press the space bar to enter an X in Authentication Required. Enter the user name and password, and
select OK.

®| NOTE: This Set Proxy option also now updates the proxy settings for the various java-based applications for
pulling On-The-Box licenses as well as communication to the Endpoint Security Suite Enterprise SaaS and the
Dell/Credant back-end infrastructure.

+ When selecting Install Updates, the Security Management Server Virtual queries the built-in, default Ubuntu repositories and
dist.ddspproduction.com, Dell's custom repository containing application updates.



®| NOTE: Dell queries dist.ddspproduction.com through port 443 and port 80 for all Ubuntu updates. Any available
updates are downloaded. The proxy settings defined in Set Proxy are used for port 443 and port 80 connections
for download.

Update Security Management Server Virtual (Disconnected Mode)

1

6

Dell recommends performing a regular backup. Before updating, ensure that the backup process has been functioning properly. See
Backup and Restore.

Obtain the .deb file that contains the latest Dell Server update from Dell ProSupport.

Store the .deb file in the /updates folder on the secure FTP server of the Dell Server.

Ensure that the FTP client supports SFTP on port 22, and an FTP user is set up. See Set up File Transfer (FTP) Users.
From the Basic Configuration menu, select Update Security Management Server Virtual.

Select Intall Updates and press Enter.

Dell Security Management Server Virtual v9.11.0.11
Administration Console

Main Menu

Basic Configuration

Update Dell Security Management Server Virtual

Use <Up> and <Down> arrow keys to navigate between ltems, <Esc> key to move one level up and <Alt-g= to quit at

any level.

®| NOTE: The version number may differ from the attached screen capture.

If the .deb file does not display, ensure that the .deb file is stored in the proper location.
Select the .deb update file you want to install and press Enter.



Dell Security Management Server Virtual v9.11.0.9
Install Updates

®| NOTE: The version number may differ from the attached screen capture.
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