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ActiveServer leverages the latest improvements from the EMVCo ActiveSDK allows merchants to support the rise of eCommerce by
3DS2 protocol (such as risk-based, multi-factor and non-payment natively supporting 3DS2 in mobile apps, offering a seamless and
authentication, biometrics) to give merchants greater security and secure cardholder experience while facilitating the rich data
flexibility during eCommerce transactions. exchange required for risk-based authentication
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RNR—2ZAMEAEINET, ABUVADTRAE « T—HIR—-RZFHUTAFREICBITISZC
EIETCEFT T A, AIRERMEIL. mysql. oracle. E7zld sqlserver T9,

as.db.url=
T—IR=ZANDEFEHIFERINZ T — Y X —R$EHRURL, URLIL DBCER TH 3 HEH
HYFT,

as.db.username=
T—HIR=—RA—Y—Z, T—HIR—RAEBEZICL>TREIN LIV —-RZEZAAHLE
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as.db.password=

INRAD—R, T—I9R-—REBEICL>TREINENRD—REAAHLET,
as.db.password-plain=
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MySQL / Amazon Aurora MySQL

MySQLF— S R—Z & ERAT 3 lE. MUFOFO/NT « ABETT,

MySQL F—4~R—2 « F0/8F 1 —(#l)

as.db.vendor=mysql

as.db.url=jdbc:mysql://<SQL DB "RR h&% AS1>:3306/<DB& % AS1>?
useUnicode=true&characterEncoding=utf8&useSSL=false
as.db.username=<1—#—%>

as.db.password=</Y27— K>

as.db.password-plain=true
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Oracle

F—HR—RRE

A MySQL ® max_allowed_packet

MySQLZ{FFR U T\ 31%E. Packet for query is too large WHAET ZHEMENHY FT, BEDER
{£Tld. max_allowed_packet fEIC100ME{FRT 32 HEMBHLET,

OracleT— 9% RN—XX AT 3. UTFo7ONT 1 RARETT,

Oracle 7—49R—2 - F7O/IXF 1 —(H)

as
as
as
as
as

.db.
.db.
.db.
.db.
.db.

vendor=oracle

url=jdbc:oracle:thin:@//<0Oracle DBRR &% AF>:1521/<0racle DB& % A/1>
username=<1—#—%&>

password=</N2 7 — K>

password-plain=true

Microsoft SQL Server

MS SQLT— ¥ R—R&fEAT 3 ICE. UTFo7ONT 1 RARETT,

MS SQL F—4~R—2 - ZF0/F 1 —(fl)

as.db.vendor=sqglserver

as.db.url=jdbc:sqlserver://<MS SQL DBRR h&%& AS>:<iR— M &ES>;databaseName=<DB%
> F/l& jdbc:sqlserver://<MS SQL DBRA &% ASI>\<A VR H¥ > 24> ;databaseName=<DB
2>
as.db.username=<1—H%—%>
as.db.password=</\Z27— K>
as.db.password-plain=true

A Microsoft SQL Server®DBE&

Microsoft SQL Serverx FH T 3158 (1d. AXNFE/IN\XFEXFIULBEWT 73D —N—BREIEF%
HIFLTLLIESTW, 774N FDBEEFERAULBWVWIGEIFA VAN =LK UE T, SQL ServerfB&
IEFOFERESBLTLLIETWV,
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PostgreSQL

PostgreSQLT— 7 AX—X&FERAT 3 Ciz. UToFONRT1 BNRETT,

PostgreSQL F—#%~R—2 + ZFO/F 1 —(fl)

as
as
as
as
as

IBM

.db.
.db.
.db.
.db.
.db.

Db2

vendor=postgresql

url=jdbc:postgresql://<PostgreSQLKR R b &% AJ1>:5432/<DB& %= A /1>
username=<i1—H—%&>

password=</N2 7 — K>

password-plain=true

DB27— 9 RN—R&FEHT3ICIE. ATFo7O/NT74 NRETT,

DB2 F—#R—2X - ZOINT 1 —(#)

as
as
as
as
as

.db.
.db.
.db.
.db.
.db.

vendor=db2

url=jdbc:db2://<DB27KE X h£& % A71>:50000/<DB%&>
username=<1—H—%&>

password=</N2 7 — K>

password-plain=true

AWS Secrets Manager % FUF

ActiveServerid. Z0O/IXT 14 7 7 1 IO Y ICAWS Secrets Manager D7 — % X — X &85
BHRORFELEYR—BLTVWET, V=V LY EIR—TV v —ILT—IR—-XDRELER = R
BIBCELT. SA7YAM VNV EBLUTY—I Ly hEBRICO—T—Y3 Y., BB, $&LU
BRETEZET,
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AWS Secrets Manager Properties ()

as.db.url=<JDBC URL. [%s] ZEALTKRANZGER—NEZBIH]XIET fHi:
jdbc:postgresql://%s:%s/<Your DB name>

as.db.asm.region=<4 7> 3> —I 3RS A—F— RBEINTVWAWNGET 7+ NT
AWSEREEIBIRD ) —2 a3 Y AMERINE T, fl: us-west-1>
as.db.asm.secret-name=<AWS>—7 L v I X—Y v —D¥—J L v h&>

2. RDF—/ETAWSY — I LY hIIR—Iv—&1ERKT B
password - T—HAR—XD/\XD—K
username - T—YR—XADI1—H——LA

host - JDBC URLDRRA %, as.db.url CRMICHIETS [%s] FCDEICESE

WmZonFd,
port - JDBC URLDR—K&EBDs as.db.url T2HEBICHIRT S [ %s | ECDIEICE
SHWmAONFT,

Secret key/value Plaintext
host YOUR_DB_HOST
password YOUR_DB_PASSWORD
port YOUR_DB_PORT
username YOUR_DB_USERNAME l | Remove |

+ Add row

O IR

AWSY—I LY hIIR—Iv—%FHT S & T, as.db.username . as.db.password. H &
as.db.password-plain 7O/NT 1 & TEET,

T I RER

FAUTWHWBIAMMER LIEY =Ly EADBRARYIERNH D 2HERBL TSIV, &
BIEROEROEEMICOWVTIE. AWSEREFIBSREBRBL TS,
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Webt —/\—EX7E

WebH — /\—EXTE

Webt —NN—ERETIE. TI7AIW DY —N— - R—EPEDMBORY FD— VB EDEZE
ECEET, RYBD—V - Y RT7YTICEL->TE, HTTPZFERT 3 MHTTPSZERT 3
HNeBIRTEE T, HTTP2EAT3HE. TVRU— - RAV NIV -V ST I+&
AARETHIRDENH B, HTTPSE ST 4V IPSSLY—IR—2a Ve VBT BZHIC
O—ENXSVH—FREFEIVN-RTOFIRBETT,

TI7AIETIE. $—n—R—h (F BNV IR—IELUTEERBUIAVY—T T —RD
VDIOIZAREEVIRTDVITR=IJVIIAMIH/IELET,

P——R—k. ZFOL3JV, SSLEE

## H—/N—R—F~ TOMII, SSLEE

## protocol http|https|both

as.server.protocol=http

as.server.http.port=80860

as.server.https.port=8443
as.server.https.key-store=<¥—2X 77 74 JL/X 2% AF1>
## ¥—AKNT7 - 947, pkes12Fidjks
as.server.https.key-store-type=pkcs12
as.server.https.key-store-password=<¥—ZX N7 7 74 IJLD/NRAT— K% Af1>
#itruellty N2 2&TCaARIY—%FERLET

# as.server.enabled=false

as.server.https.key-store=

F—XE7 - 7704 IVIRR, HTTPSDIHBE., F—RXAT7HRUETT, F—ALT7ICTIE. 18
ESNHTTPSOAR I 5 —D Y —N—FFAELNEIN TV I RENHY T T, FAFRED
1YV RYVADHBEF. Y—N—EAENCAIC L > THENICBEZIN TV ILENH S
CEIEBLTLLRE T W,

as.server.https.key-store-type=

F—XK7 - ¥147, ActiveServerCid, 2BEDOF—XAK7HYR—hENTVWET, A
BEMEIX. pkes12 . FTEl jks TT . CABRITULEENICER SINZERAE L. BE
[pkes12] e THY . 7 7 1IVIERFIE .p12 F2lE .pfx TT,

as.server.enabled=
Y—N— - ARV Y—EEBEMLFRIIEMELE T, T—/N— - ORI 5—ZFMMLT BIC
(. true EAALET, b—N— - ORIV Y—FE ML T BICIE. false EAALFT,
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Directory Server’R— N EXTE

RYBD—UBEICL>TE, BROR-~TEE7 IV EReLY 7V TTBEC e 2H8MD
LET, TDHICIE. UMTORELBERATI2HENBYET, 772 bTE>. BER—K
BEENEMESNTVWET, BT ZIHE. UTTRELLR—FEENMBOR-EFESL
HEULBVLSICLTLLREW,

COERTEEBMICTIE, IRTDEBEEHUIMIVY—T 1AM TavIbEESINZAR—K
ICHEPRENET, H—N—FR—Kr (ZFWEEI—IVINY IR—JICOATHIELFE T,

BEEAR— (B)

# BEAR—bM, JOMIJL, SSLERE

# BEBR—PMDREDT 74N MEY—N—R—KMDEREICRYZET
# truellty N§22&TCaARIY—%5ERLET
as.admin.enabled=false

as.admin.http.port=9090

as.admin.https.port=9443

#7770 b 3J)L http|https|both

as.admin.protocol=http
as.admin.https.key-store=<¥—X N7 7 7 A4 JL/XZX % A 1>
#X—2AKM7 - 947, pkesl12Fidjks
as.admin.https.key-store-type=pkcsi12
as.admin.https.key-store-password=<¥—XX 77 74 ILD/NZXT— K% AH>

EREE D L UBEEAPIDR— b, BEEREFOHTTPSTOAFIATCEE T, CDR— NI,
ActiveServer® V2RIV AR T VT 47U SNd BBV ET, COR—FEFRNELTSIC
. ¥ —N—D0BEHNVLETT,

EBREAPIZR—  (f1)

#ZREEAPIR— K, HTTPSOHERETAE
as.api.port=7443

Directory Server’R— ~EXE

UTFo7F4LO8) « —)NN— - ORI H—EFE (L. ActiveServerMEEEREECT AL I KV -
#—)0—& J&Z T2 (RReq/RRes) £ RZFETZLHDENTT, CNONDIRY H—TIIHE
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s

Directory Server’R— ~&X%E

ICHTTPSHE®TY, TA4L IR - Y—NR—DY—N—-B LU IS+ 7 2 ~EtFAE &, DSEE
FAEDEETHATINTWVWBE L DIC. BTRETEFTT,

i

EEZFUICOMAZEORENETLES. Y—N—DBEHILETT,

BETALIRY - =N—(CiF. REAELRUTO—EDOTOANT A HBHYFT,

- BT SV RDDSA#ERET S ICIE as.<Card Scheme>.port= Z&XE. GPayments TestlLabs
DSIC#E#% 9 5 T3 as.testlab.<Card Scheme>.port= ZEREL TLREILY,
LFERISVRDTFT4L IR - Y—NR—ICHULTIVRVTZIR-—LFEETT, T74/L b
EELUTICHY FT,

/s E

R R EEMOA— FBEEBALAVESICLT LRI,

O EE

O—RNRSVT—2FEAL TR~ 28X T 355 (E. ActiveServerldF v L Y7 O—HIIDSH
RV I ITRN%%(ETSRReq URL%E https//<API URLZ 7= (3 4HEBURL> (<K — hEE> DR ICERTE
TZ2DTRIUR—FBSEHETIVHDENDHY T, AFRIEDSDIHBE. RReq URLIFZ3IDSHY —/\U—
URLAWSEECTEZH. 7ONT A —THEEUVLLER—KEIEESR—NERETEET,

- BT S R DDSIE as.<Card Scheme>.enabled=false . GPayments TestLabs DSl
as.testlab.<Card Scheme>.enabled=false ZERFECZF 7,

CONSGA=HFT7FIVETCOAVMMEENTVWET, TaLIKY - B—N—+Ox7Y
H—DRT—HR (EXHFRIZEN ZRELET,

TA4LIK) - B—N— - ORI H—EFMMET BICIE. false EAALFET, £€5TH
WIEEIE. OAVRMMEULEFFICLET,
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Directory Server/R— ~EX7E

American Express

FERBP)  TestLabs(fl)

as.amex.port=9600

## falsellty NgB2ETDSDY) A=V JR—KNEAFTITHRY £9
# as.amex.enabled=false

China UnionPay

FEBRB(B)

as.chinaunionpay.port=9601

## falsellty hT2ZETDSDY A=V T R—MNEFTICRY ET
# as.chinaunionpay.enabled=false

Discover / Diners Club International

AEBRBBI)  TestLabs(fl)

as.discover.port=9602

## falsellty N2 ETDSDY A=V IR—KMNEIFTICHRY £9
# as.discover.enabled=false

JcB

AEBR(BU)  TestLabs(fl)

as.jcb.port=9603

## falsellty NTBZETDSDY R=V T R—MNEFTICRY ET
# as.jcb.enabled=false
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Mastercard

AREBRBE@BI)  TestLabs(fl)

as.mastercard.port=9604

## falselltty hBZETDSDYR=ZVITR—RMNEATICRY FT
# as.mastercard.enabled=false

Visa

AEBBBBI)  TestLabs(fl)

as.visa.port=9605

## falsellty B2 ETDSDY R=ZVIJR—NMNEATICRY EFT
# as.visa.enabled=false

F—-ANTEE
ActiveServer ClIIBESILF —DRIMD AT a3 V&3 DRELTWVE T,

- O—AH - F—
- Amazon S3F—

A7 (Sun]CE)
A7
« PKCS11 HSM
UFo7ONXT71 &EFRULTF—RLT - 917 E2BELET,

as.keystore.type=<¥—2 N7 - ¥4 THAS>

as.keystore.type=
F—AK7 - #4147 - OJRELfEIL. local. s3. pkesll T,

O—AJb - #—X 7 (SunJCE)

A=A - F—R7 - 2710V EFERTZICE. MTFTo7ONT1&2FRALET,
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A—AJb - F—2 & k7 (Sun)CE) ()

as.keystore.local.path=S{AS_HOME}/security/keystores/

as.keystore.local.path=
F—RE7 771V R; F—=AKT - 774NV DT7A1IVIRZ2AALET, ChiE.
F—RET7 77NV EBC 7 A NI EBRUTVIRERHY FT,

wE

WindowsR—Z2DIX Y VA FRULTW3BBE. F—XAN7 735 —ADIIIRERETDEEICT
AT—TXF (\) "BESKDEICRBZICEITEELTLEITWL,

BBl : WindowsHEHE T # JLFH/CR \\ActiveServer\keystores TERAINTWVWBIHE. F—XK7/X
ERDESICERESINE T, as.keystore.local.path=\\\\ActiveServer\\keystores o
Amazon S3*¥—X ~7

ActiveServerCld. ¥F— X7 & UTDAmazon S3DERANYR—rEhTWET, Amazon
S3F—R KT EFERET 3IC1d. AWS Bucket. AWS Region. AWS Credentialss%E % 8E T %
DENHY FT,

AWS/t Sy <
PUToZ70/I87 4« TAWSKAT Y RIS EERELF T,
Amazon S3F—X k7 ()

as.keystore.s3.bucket-name=<Amazon S3/3X47 Y &% AH1>

AWSDY—I3Y

AWS RegionldW <K DD AETRECEE I, U—TYay - O—FDJRMIUTORD
RegionF|Icd Y £9 : Amazon AWS - Regions and Availability Zones.

1. U Fo7ONXT 1« TAWSO Y —I 3V A—REBRELET,
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https://docs.aws.amazon.com/general/latest/gr/rande.html#s3_region

Amazon S3F— X k7 (1)

as.keystore.s3.region=<Amazon S3®D')—< 31— K% AAf1>

2. H3WE. O—AI - Y RTLDAWSERE D 7 TIVTCAWSD ) —I 3V EsRELE T,
EZ7TIVEATDBATICH Y 9 : Linux. macOS. UnixDIFE & ~/ . aws/config «

WindowsDIFE (& C:\Users\USERNAME\ .aws\config, <D 4 —J)bRICIE. UTOERT
TzEDIDENHYET,

=n
AX

[default]
region = <S3MY)—<arI1—R>

7O XiER

EELERADY —RELUSA MERNHZIAMI—F —TH3 C & & SRR LS, 3Bl
ISR ICET 38 L VBBRIZAWSRELIEHR £ CBB AL,

UTDOAWSEREHESHEZ 7 O/NT 1« —Hh SBR T 2EMNTETT, (FEHELE)
Amazon S3 keystore (fl)

as.keystore.s3.credentials.access-key-id=<Your Amazon S3 access key ID>
as.keystore.s3.credentials.secret-access-key=<Your Amazon S3 secret access key>

wE

C DIERR(Z ActiveServer v1.3.0& W EWNN—Y 3 V& FERT 3 EEHRDHICE| EHmE TN LU F T H
WETETEETA, TEEDMDORIBERREAEEFRIT I aMCHELT T,

AWS Key Management Service (KMS)
BE

1.AWSDORF 2 AV M- T KMSICHIMAR IR —Y R T —F—(CMK) ZERRLE T,
2. F—ARNZAWSSY Y 27 R— K5 properties 77 7IbAIE—-ULE T,
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https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/create-keys.html

AWS KMS (#1)

as.keystore.kms.key-arn=<Your AWS Key ARN> e.g. arn:aws:kms:us-
east-1:123456789012 :key/19c7b3dc-c49d-401f-bb97-f10bf3e116¢c9

7o XiER

BEULRAD)—RBELUSA MERVPHZIAMI—Y —THB3 L e CHERSIET WV, FREE
BERDERTEICEAT 58 ULWIBRISAWSTRELIEE &2 CER<LET W,

wE

AWS KMSIZAPI V2D H IS T B C & ICCTEBLRZETWV, APIVITEB|£XT9% &I 5—a—F
102712 YW F9,

PKCS11 HSM

ActiveServerCld., ¥F—X k7 & UTOHSMOFERN Y R—KENTWET, HSMIZPKCS11
APIZYR— T 3RNENRDY FT, PKCST1 HSMT/\—R Dz 7EES{EFRT 3 (CiE. UTF
DZ7ANT 1A HPNETT :

PKCS11 HSM (1)

as.keystore.pkcs11.library=<pkcs11 RS A N—DZ4 T3> ) —% AH>
as.keystore.pkcs11.slot=<20v N&E S % AS>

as.keystore.pkcs11.library=

HSMRS A/ ST 3, LinuxDBE. CNIEEE .so 771V TT, WindowsD#5
B, CNIZBE d11 771V TT, FRTILENDZS1TSUDEFEMICOVWTIE.
HSMO RF a2 AV EBBLTLRETL,

as.keystore.pkcs11.slot=
HSMOZX Oy hEB, FRATZILENHZ X0y CEFEBSOFHMIC OV TIE. HSMO FF2
AVEEBRBULTLRZ,
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AWS ZBEIER

0 Info

HSMO Y R 7Y FTERFEIZICORF I AV NDORBATH D CEITEFELTLETW, ActiveServer
TERET BHIIC. HSMINZEEICHEREL TWB CEEREAB LTIV,

© HSMh—4 Y071 ViRRATT

F—BE(CHSMZER T 2HBA. ASIZHSMD ITEICk—2 > 071 2 B E (Always require Token
Login) ) DBREEBMICLTVIRENHY ET T, BE. COBREIFFEALDHSMTEEMICH VI
BEINFTTH. SafeNetREDHSMTIE. COREIFT 72 I THAVICRSBWBERHY FT,
FIBIZOWTIE. HSMORF 2 AV R EBBLTLREEW,

SafeNet HSMDIZE. Nl /87 v 2BES4 L (No Public Crypto) BFa VT4 ISTEBRET D&
TERITTEETT, EEEEL. RHSNZIAI VRSV I—FT 14U T 1 cteonf 2 A LTI ST 2 RTE
TEFET,

AWS ﬁlb\ nE'l #E

ActiveServerPAWSH —EZANT7 VR TEZ LS ICAWSRELIEREBRET 2 DENH Y F
9o, AWSEREEIEERIC (& access_key_id & secret_access_key Md Y F£9, AWSEREEIBERIZIAT
DEY . WO DBREAENRHY 7,

1. TECEBYAWSEREEIBH ZRE L TR\,

AWSEBEEI®R (41)

as.aws.credentials.access-key-id=<Your AWS access key ID>
as.aws.credentials.secret-access-key=<Your AWS secret access key>

2. 0—AI - Y RTLADAWSEREIEHR A7 7 1)L - 77 1)V CAWSERELIBEHR ZE8E L TL
23V, BREIERTOT7 71+ 77 AT IIEATDIFBARICH Y £ Linux. macOS. Unix
DIFEL ~/.aws/credentials . WindowsDIFE 1L C:\Users\USERNAME\ . aws\credentials
o AWSEREEIBEHR 7O 7 1)+ 27 1IICiE. UTOHEATITZEDHIHENHY FT,

[default]
aws_access_key_id = <Your Amazon S3 access key ID>
aws_secret_access_key = <Your Amazon S3 secret access key>
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EX—ILT—N—8FE

CDAEEFERT B3%BE. ActiveServer properties 7 71 JLD
as.aws.credentials.access-key-id & as.aws.credentials.secret-access-key /NS5 A —

H—EFHTICEHDFTFICTDIENTEFT,

3. AWS EC21 VR % X EICActiveServerz B 7 %358, IAMO—I)LZEELTHSED
O—JVICEC2A VY REY VR« PO ERIEZ(FETEF T, CDIFE. Amazon AWS - Using
IAM Roles to Grant Access to AWS Resources on Amazon EC2H 1 RICRES DENH Y F

ERS

CDAEEFERT B3%BE. ActiveServer properties 7 71 JLD
as.aws.credentials.access-key-id & as.aws.credentials.secret-access-key /NS5 A —

H—E=FHTICEHDFTFICTDICENTEFT,

EX—)VY—/N—E7E

ActiveSeverCld. 1 ——ICEFA—IVEHERETCEET, EFA—IVEHNZ. 79747
{FURLE 22—V — (@MUY . STV RERMEDVWEES - —(ICUIIr VR ULEY
TBIDICFERTEET,

BFA-I@HMzEY b7y T T30, BEABEREEENLTOSNTVWBIEFA-INTADY
b et —N—FFlI’BETT,

Emailt—/8—20/8F 1 — ()

as.
as.
as.
as.
as.
as.

as

mail.
mail.
mail.
mail.
mail.
mail.
.mail.

host=<SMTPH#—/N\—7/KR X & A 1>

port=<SMTPH#—/N\—R— N & A 1>

user-name=<EX —)LH—N—D1—H—F—LA>

password=<EX —J)LH—/IN—D/INZXT7— K>

auth=true

start-tls=true

from=<EETDA—IT7 KL X, e.g. admin@activeserver.com>

as.mail.host=

BFA—IY—/IN\—DSMTPE A1,

as.mail.port=

BI ALY —N—DK—EE,

as.mail.user-name=

BF AN —N—D21—T—X—LA,
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mig 1o

as.mail.password=
BFA—IVT—/I—D/XRD—k,

+ as.mail.auth=
BFA—IVT7 AV MISMTPREENRENE S D, BFA—IVTHD Y MMIERENDHER
e true EAAULET, £5TRWVWGRIE. false EAAULET, <L WVFE

| == RN

E. FEICOVWTEFA-NT—N—DEEBHFEMERL TKEITW,

as.mail.start-tls=

SMTPY —/N\—I[CTLSHRHENE S H, SMTPY —/NN—ICTLSHARELIFE. true EAAL
FT, EO2TRVIHEIE. false EAAULIE T, L<hhoRWVWHEIE, FMICOVWTE
FA=IWY—N—DEBELHEHRL LTV,

as.mail.from=

BFA-IDRETDTHIVEDEBFA-IT LR,

0 Info

BFA—NY—N—DtY rT7YTERFZCODRFIAVRDORBEHATHBICEITFELTLRES
W ActiveServerCEXE T 3HIIC. BFA—NWT—/NN—NRRICKEL TWVWBR L EREIBLTLIET WV,

O #&m%

T4V TlE. ActiveServerld I ARTHDOY 771 )b%& {AS_HOME}/logs/ 7 # V5 —ICHA
LEJ, BLU. 7245 —DPEELEVBESZEFHNICERINE T, Blond 72+ )05 —0D
BAEIEET 2B, JAVRENALT, ROBREEOQATEZTAHAULEVWIRICIRELEF T,

# as.logging.path=<Your log file path>

RIVF/ Ry 7y TDHBE. 77 Ibo@mERNoHKICLY., /- E @D
24T —NRBETT,

e
CHOEEZEBULEBA. By 7Y TTIS—ARETZE. Q77 M IAEULLKERSINLBWVBE

NHBEITTFELTLREETVL, NKABRELWC E. &L ActiveServerT VR IV IS T VR T
E. BEINENRDHGEHEY /EEZAAERNH D ZHRBLTLREIWD,
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Trans-type L& & &7E

O—AT7 7 IbAOOTHAEESDICTS

O—ANZ771IVADOTHEANRELRIZE. ActiveServer!ZlZC DEEBEEEMICT 2 AT 3
vhhY F9,

ActiveServer0 7 77U — 3 VA7 &#O0—A 7 71 IVICRET D202 EMICT DT, 7
TV — 3V &REIT BEIIC. startup.sh (Linux) F72ld startup.bat (Windows) 27 7
1 JUD AS_PROFILES NEFZICOAY Y K disableFileLogs #BMULF . HIRIL

startup.sh  startup.bat

export AS_PROFILES=prod,disableFilelogs

TF2VTA—BLCT7TVT—23 VD7 ZAVYR—EDEHEIS, COEREICERR
<. OJEBlEmEFEDOIVY —IVHAICRKETNE T,

Trans-type 28 & §7E

trans-type /NS A—%—I(Z. DSTO7 77 )LZFIE U T. Production Directory Server&
TestLabsZz W BZAZHICFERINET, APIFUHUTIEETZIHENDWVLSIC,
trans-type /NS A—5 DEEREZ K IRAVIC EEZ T 3F8E. RDNSA—=PYDIAAVKEHL
T. BNDETRERETZ2DENHY T,

# as.auth.allowed-trans-type=all

as.auth.allowed-trans-type = testlab MMEE SN TWVBHE. TestLabsh > /P U2 3
VOHDNHFRIEIN, TRTDAPIV VTR MMNTestLabs DSTO T 7 TV ICEESINFE T,
APIEUTH UMD trans-type /NTA—%E, BRINTEEERINT T,

as.auth.allowed-trans-type = prod MBEINTWVWBRFE. AFELSZ VYTV a VDR
DNEFAIEI N, IRTODAPIV VTR ARBEDST O 71V ICERESINE T, APIFUH L
D trans-type NS A—HE, ’RINTHERINITT,

as.auth.allowed-trans-type BMRBRINTWVRWVA, EH null / all DIFE. F—/\N—3
1 RFEBHIEINEEA, DSTOT777IVHA RTHBASINTWBR LSS, 251077 A
i& ltrans-type | ZERATEF T,
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TLSN—=2 3V DEFE
E.ﬂ:
=

as.auth.allowed-tans-type l&. APIFEUPHH U D trans-type /NS A—49— & L BETBCEITIEWLT
<BEBEW,

TLS/N\—3 3V DEXE
B

java.security 77 TV &#RETI L. Y—/—LEDITRCDJava7 TV Ir—yaVICHEBT B LI
EEUTLRZETV, GPaymentsid, COEENSEUCIHEEOHIMBIC OV THIEERAVWERA,

BEDNTONIIEEMICTSICIE. <jdk directory>/jre/lib/security (L3

java.security 7 7 TV &EH#RE L. jdk.tls.disabledAlgorithms TV MU ZEHULET., Tt
DIVERVIERDELSITHRYFT,

jdk.tls.disabledAlgorithms=SSLv3, RC4, DES, MD5withRSA, DH keySize < 1024, \
EC keySize < 224, 3DES_EDE_CBC, anon, NULL

SSLv2Hello. TLSv1. TLSv1.1 DL DI, TN ETREFTNTVWARWVEHEE RALIn3 70O
RO EEMICTTSICIE. CNOSDEEZEUTOLSICIVRNUICEMULET,

jdk.tls.disabledAlgorithms=SSLv3, RC4, DES, MD5withRSA, DH keySize < 1024, \

EC keySize < 224, 3DES_EDE_CBC, anon, NULL,SSLv2Hello, TLSv1, TLSv1.1

Y E=E

EMCTZHBEBTONIIIZEDRZIRETT, ActiveServerO 21U 5T 1B ERTETIMRICIZ. &
FaUTFaF—LITHEKELTLLIET W,

java.security Z 7 TILERELE S, ETHDActiveServer1 VX7V R & BEEEHLT. &
BEEAMILET, LNuxXEmRTRDIOANV RERITTBZCEIICLY ., BRHCR->TWwW3 7O
OV ERERTETT,
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IDSY—N—BRBEBSDLEE

nmap --script +ssl-enum-ciphers -p 7443 127.0.0.1

3IDSH—N—BREEDLESE

THREBREDZHIC. T2 )V TldActiveServeridV2.1.0BER ICEMVColC L > THRITI N
Z3DSY—N—BBEEL2FEALET, TI74INEDEBBESIIV2.1.0BRDEEICOHAENT
HY. BEISVYRDTAL IRV —N—ZCDEBREEEFRALTCV2.2.0EK%E LIEBEES
IEETZEENDY £, AReqTCEEINIDSY—N—BBESEZEH I 3H5E. 2D
DAENHDY F9,

1. B 7SV RBICIDSH—N\N—SRESE LEE,

2. TRTCHOERTSY RD3IDSH—N—BRBEFEH—N—% LEFZ,
WINHhDAZEEFERAL T, v2.2.07 0N J)VDERERIAT 2 E E N TS5, 3DSTH—/\—
SIREF S Z GPaymentsHITDEMVCov2.2.0E# D BERE S 3DS_LOA_SER_GPPL_020200_00351 (T

BRE LTSIV, FTLLWBBEE(ZV2.2.0£V21.00MAD I VTR MDREEEYR—KU
TVWET,

AVISATIVRATAMBICOAERLTLEZTL

ZERISYRDOAVISAIT7VRATFRANERT UIEBICOHIDSYH—/IN—SBEBEFHLTLL ATV
o ERLL TULWVRWIES . DSIZV2.2.03DST—/\—BRBRESAEFTIAEENAHY T,

BT S REic3pst—/\—SRES 2 LR

ROBRZITRTCDT TV I— 3V ./ —RDapplication-prod.properties~ 7 7 )V ITIBINT
CElc&Y., BEERT SV RICREINZIDSY—N—SRESELEETEET,

TRTCODFPFVIT—2aVvIART 47271V eBEHITIDENHYEFT

CNODERER/—RTETHZIROH. EVVBREENRETNZILSICTBICIE. TRTOERE
BEHT2RENHYITT,
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PReqAYEZ—YDN—-Y 3V EBELEETS

AMEX  Discover  JCB  Mastercard  Union Pay  Visa

## AmericanExpressiCERINZ3DSH—N—SRBESZ LESLET
as.prod.server-ref-number.amex=Reference Number

O AVFSATPYRFARROF—/—51R

—mOEKRT SV Tk, TONM YN T IASBENTRITUBEDIDSY —N—SBESEATS
RERDBRD. COF—N—=->1 HEERx. BRI SV 02V TSA 7V RTAMRICEFERTE
EJERS

3DSY—N—BREBE/O—/NVICLBETS

CnIO—IN\IVA—INN—S1RiZ. TIRTCOERT SV ROBREEERICEF UL BRWVWEES
ICIBICIBEFET, IEET 3L, IRNCOERTS Y RBENLEZINET,

# IRTCOERTZY RICHERAINZ3DSY —N—SRESEZLEZLET
as.prod.server-ref-number-overriding=Reference Number

Pz ¢

TJO—INNWA—N=51 ReEATZHEE. TRTCOERIT SV RDAVTISATVRATANYET
LTWBCEZzRRBLTIKETV, BTLTWARWESE, — 80T« LI U —N—HEREZIEET
DAREMENHY T T,

PReqgAY—IDN—-V 3 VEBELESZT S

ActiveServerv2.0.0(%. Visa. Mastercard. American ExpressD AY £—3I/)\—3/322.2.0T
PReq& =XELET, CNOSDT AL IRV —N=lF. TT7FIFTV2.2.00\N—=V 3 &0
B3 EMNARERLZHTY, JCBEDiscoverTld. 2.2.0 PReqZzXET 3HIIC. BT >V K
DAVTISAT VAT AL EDSY—N—SREEDERETTI2VENDHIZH. ChdD
EfT' SV RT3V b T2.1.0PReqEEELE T,

BT SV RaAVTSATYRTARRIC, 21.0F72132.2.0PReg Ay E—J DV A &%
EIRENBIBENBYET, Fo. AVFSITPYVRATRANMRUIIAE IV RAI VAT
2.2.00PReqZ AT B LS ICTRTDERI SV R EEHIT2LENBYITTA Ched
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ActiveServer® f2&f

R—KT37HIC. PReqArAYvEZz—I D EEZETEN application-prod.properties 7 7 1 J)DIC
BmMmEnFzF Lk,

as.prod.preg-message-version-overriding.<card scheme>=<message version>

- Message version: 2.2.0 F7cid 2.1.0

. Card scheme: amex . discover. jcb. mastercard. unionpay F/Zl& visa

E.g. as.prod.preq-message-version-overriding.jcb=2.1.0

TRTCODFPIVIT—2aVvIART 1271V eBHITIDENHYET

CNEDREIR/ —RTETHBSD. PRegAYE—IDN—=I 3V EEULKREETNDLSICTBIC
. IRTCD/—FD7TVT—2aViBReEEHITILENHY T T,

ActiveServer D {2 &)

IARTCOTONTAHDNEULERESTN., ActiveServerD 1 VR Y/ R &fENCEZLSICRY F
L7z,

Linux2{FRA LU TW3BEIE. ¥y9—IFIV52HEF T, Windows:FRLTWBHBEIZ. AV
ROV 2EZE9,

RY—kT7YT - RVTK (.shZEFElE bat 770)) REFNTWVWBRT7F T ICHEET «
LOKVUEZTELET,

MUToaRy REFERU TActiveServer2 B2E1 ¢33 LS5 F U,

Linux Windows

./startup.sh
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ActiveServer® f2&f

X as.jar 7P AIMRRY—b7Yv T - ROVTSRERUCTFALINVAICHBZI L ERBLTL2S
W

as.jar 77 1IN RS—b7vF - ROVTFRERUTFA LI RVICRWVWE, RY—LT7vF - OV
RIEEMHEL B A

—SFIFELFARVRIOVIRIUTOEANRREINZ LT TT, RORTY T T
B(CR37=%. AdministrationURLEZ AEULZE T,
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=TT - RVVT K

ActiveServerf VX 7V A DIEH

S | o __ Y (O /oo o _____  _______
N /- ____ ] __ | [ /- _ \_____ \ - _\__ ___/__ |/ /- _
\__ ___/
-\ S N ] __/_ ] 77 __/
_
/- |_I\___/ \__/ /_] _____ [ N___/ [____/ \___/ /_/  _____ [ \N___/ /_/
ActiveServer by GPayments is up and running.
Version: 1.0.0
Git Commit Id: da369ec
Activation: NOT ACTIVATED, please contact GPayments
Authentication API Port: 7443
Server: http://10.0.75.1:8081
Administration: http://10.06.75.1:8081
Key Store Type: SUNJCE
Profile(s): [prod]

P Al AV S/ AVl

RI—b7YT - RVVTETlE. RIEBELZE AS_HOME A, application-prod.properties H'7F
HEIT23T4LIVRVICEREINTWVWET, ActiveServerld. AS_HOME LT, BREZ 71
ERULEY., F—XXET7EEEBLEY., OJEHALRY LET, IOBARESBTZ LS
AS_HOME 28XE T 2 & . R U —/\—THEED ActiveServer1 VX PV A &EITTEFET,
&, DT LIRVICNYT—TI20E—F23M., BIORY—LT7Vv T - RV )T~ &ERK
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ActiveServerZ7O 7 7 1)U

LT, TENSDRIVVTETRIDIBAAEEIBT 2 L SIC AS_HOME 2ERET D & TRITTEE
ERR

i

BOY—N—ICBBDA VATV ANHSHBE. application-prod.properties 7 7 T ILDWVWTNHT
R—KRBEEIFELRVESICLTLREE Y,

JVMAEY —ER®E

ActiveServer® /N7 + —X VR z@E LT E3HIC. VMICBIVHTOSNTZAEI DL AR =25
BIZDENHIBEN’HYE T, JVMATUDREBIICOHAT RDEREINTTN, UToO
RV EZFERALUT. JVMAYActiveServere RT3 3 12HICERATIAETVDIERGEZIBECE
FT, Xmx"XEY—H4 X" IV K %ZActiveServeriBBIR VU7 M ICEMTEF T,

java -Xmx3600m -cp . -Djava.security.egd=file:/dev/./urandom -jar ls *.jar

FROBETIE. FRATRESATYDUDOT I A RDEIY ETTIEER <. 3600MBDAE U A
FRINZELSICEYVYETONET,
ActiveServerZ70O 7 7 1)U

AS_HOME DEXFEICIA T, RY—K7wv T - RO VUT L. REBEZEAS_PROFILES LERE LU F
T, CNE. 7OT77MIR—RDBEEIBET 2 1=HDEFLGHLIEATT,

T2#4IETIE. TOT77AI)ViE prod ICERESNTVET,

ActiveServer|&/\% — > application-<profile>.properties A LT, 707 7 TIVDEE
T77AIWETRARAATVWET, EDEH. 772D prod AT 7 1 ILTIE.
application-prod.properties WMERARAFENET T, 2L, FHILWITOT71Ib (test RE)
Z{ERR LT, ActiveServerDERZ|EE LY TV T TEFT,

FLWIOZ7 71TV EERRT 3212

B
i
\J
N

application-test.properties E WS ZRIDFULWEREZ 7 TV ZER L. prod
TIVERUCTF A LI RVICBRYSITFET,

c =K7Y T - ROV T~ERE. AS_PROFILES DIE% test ICEREULE T,
ActiveServerld. E\WV prod ZANXT A DOV ICHLWITAT7 7 1INV EFHEMHAHFT T,
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Ty LTV UK

ActiveServerlIRRFICERDO IO 7 M IV EHmAALCEETEET, CDEHITIE.
AS_PROFILES D{E% prod, test ICERTET 5 C & T. ActiveServerH® prod & test DEAD
ZO770IbSTANT A - D71V EFTMHRARAF T,

NSDATY a3V NFIBETRERIGE. EBID .properties 7 7 1V THIL ICREL EE
TEET,

6 Tip

ITRTDT—HRN—REXE% application-db.properties T, WebP —/N—ERFE % application-
web.properties CEIEY 2155, AS_PROFILES DfE% db,web ICERET D& . SETIFLEEENEE
T3 DActiveServeriE X IRERTEF T,

Yy cT7YT D4 —R
ActiveServerh'E#{& 9 3 & . Administration URLH) S BEEBEZEUIICT7 VX TEFET,

& T ActiveServer& 179 2Ba. tyv b7y - 4P -—RMRKRRIN, tyvbkT7vT -7
At HIrRENE9,

Yy 7Y T - D4 -RICiE. UTOFENRESENET,
- EULAZZH

- F—RAKT7 Y ETYVS

- EEELYLNTYS

- EEENNRD—R -y r7v S

- YRTL2ERFBERTE

- Y RT LWL
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EULAZZHY

EULAZZHY

Version: dey

Setup Wizard

EULA agreement Keystore setup Administrator setup Administrator password setup System two-factor authentication setting System initialisation

Please read the following license agreement carefully.

GPayments

ACTIVESERVER AND ACTIVESDK LICENSE AGREEMENT

IMPORTANT--READ CAREFULLY: THIS END-USER LICENSE AGREEMENT ("EULA") IS A LEGALAGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AND
GPAYMENTS PTY LTD ABN 72 091 020 129 ("GPAYMENTS") FOR THE GPAYMENTS SOFTWARE PRODUCTS IDENTIFIED ABOVE (EACH A "PRODUCT"), AND ANY ASSOCIATED MEDIA,
PRINTED MATERIALS, AND "ONLINE" OR ELECTRONIC DOCUMENTATION MADE AVAILABLE TO YOU ("DOCUMENTATION"). AN AMENDMENT OR ADDENDUM TO THIS EULA MAY
ACCOMPANY THE PRODUCTS OR DOCUMENTATION ("ADDENDUM"). YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA (WHICH INCORPORATES ANY ADDENDUM) BY
INSTALLING, COPYING, OR OTHERWISE USING A PRODUCT.

If you have agreed to this EULA on behalf of your employer or other entity, you represent and warrant that you have ful legal authority to bind your employer or such entity to the EULA. If you do not
have the requisite authority, you may not accept the EULA or use the Products on behalf of your employer or other entity.

1. GRANT OF LICENCE
GPayments grants you the following non-transferable, non-exclusive licances to use our Products as set out below provided you comply with all terms and conditions of this EULA

(a) ActiveServer
A If you have a multi-merchant licence, you may install an unlimited number of copies of ActiveServer for use by any number of merchants. A “merchant” is an online shop or other

e above agreement

EULAZMZHEER L T 9, FIAEZMNICERY 3%5 (2. | accept the above agreement. 7= v ¥
MY UV REBIRUTEHATLESTL,

F—XRK7 YR TYVS
o

EULA agreement Keystore setup Administrator setup Administrator password setup System two-factor authentication setting System initialisation

You have chosen the following keystore type for data encryption keys.

Keystore type [}

ware (JCE)

&3

- Keystore typez :&iRLZF T,
v k7 v FHICSoftware MEIRI N7zHBE. SUNJCEWMERINF T,

application-prod.properties 7 7 -1 JVICEUIREMZ AT 5 C & T, PKCS#11 HSM
EERIZATVaVEFETEET, PKCS#11 HSMD Y k7Y TAZEICDOWVWTIE., B
BIbEY2-IVEBRBRLTLLEIW,

- BT BICIE. ZRYVEFBIRLVLE T,
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FEELY N7V

EBELYLNTYVS
(o Lo O

EULA agreement Keystore setup Administrator setup Administrator password setup System two-factor authentication setting System initialisation

Please enter user details.

Username * Usemame
First name * First name
Last name * Last name
Email * Email
Time zone * Select from the list

Create
i

EEBETAHO RO —EMEAALTT,
- Createh? V%8RI 2. 7HOVDVEIEHRSINE T,
cEBTT3ICE. XRYVEBIRUET,

BEEENXD—KR - -yk7vS

o O O o

EULA agreement Keystore setup Administrator setup Administrator password setup System two-factor authentication setting System initialisation

Please choose a password for user.

Password *

Re-enter password *

Frevious

- BEET7HOVEDNKRD—RZEAALET,

« NAD—RZ2BAADULTHERBLET,

- SavelRY UV EBIRT 2. NRD—FHIMERTNIET,
- MATTBICIE. AR &FIRLE T,
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Y RT L2ERREETE

VAT L2 % % l:uL.\
o o o o o

EULA agreement Keystore setup Administrator setup Administrator password setup System two-factor authentication setting

ActiveServer supports the use of Two Factor Authentication for user login utilising Google Authenticator. Google Authenticator can be installed and setup for mobile here

You can set whether 2FA should be force enabled for all users below. This setting can be changed later from the System Settings in the administration page
If 2FA is force enabled now, you will be required to set it up for this account before proceeding

Force 2FA for all users Enabled l
Coer ]

ActiveServerCld. BIEZUINDOY 1 V1 VAIEBERDBIENMY R—LIThTVWET,

7/ E
COMEEEFERT 3iE. BN - 7N RICGoogleFREEY R T LN VY R R =)L EN TV B HEN
bYFET,

Google Authenticator® vy k7w FFIEIC DWW T, Google Authenticatorz 1 A~ —)L &SR LT
<I2EW,

F 2 # )V TlE. ActiveServerid 1 —H — [C2BERERDERAEZBRE L E B A

INTDI—Y—(C2BEFHFAL & AT B0 :

- Force 2FA for all users|C[#i29 3 =% )% Enablelc U 9,
 FRITTBICE. RSV EBEIRLE T,

Y AT LAIHME
o © © O ©

Administrator setup Administrator password setup System two-factor authentication setting System initialisation

EULA agreement Keystore setup

System initialisation completed.

Success! System has finished initialising, you will now be re-directed to the login page ..

Go to login now

TYRTYT D4V —RiE. YRTLOHEMENTET Ui & 2 @A L. ActiveServerd 04
TIR=IJICVFAILIRLET,
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https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en

RDOFIE

Welcome to
ActiveServer administration

Login

Lost your pass

ActiveServer

<
> ActiveServer dev.2343.66f4561

wDFIE
CO®IE. UTESFTEET,

. ActiveServer® 7 257 14 71t
« YRTLAREDER

. ActiveServerDAPI &2 #5793
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../guides/activate_instance/
../guides/administration-ui/configure_system_settings/
../guides/integration/integration_overview/

TestLabs

TestLabs

GPayments TestLabsid. GPayments®Directory Server# & U°Access Control Server C1&r &
NTWVWET, 75107 M ActiveServer1 VR 5 XA THBEET AN EEITT3ODTFIE
BRA—RKREDYFIVANEY L7V TINTVET, ActiveServer¢ U R—kIhTWn3 IR
THOEKT SV Fi&. TesttabsCYR—bENTVET,

© ActiveServer& O#ES

ActiveServerE & UC T R NERBI £ER T 2 AEIC DWW TR, MEA7 REBBL TSIV,

O ActiveServerdY 7L I XD HEHWDH

ActiveServerA V7L X X1 —Y—nDd+. DSTOAZ 7 AIVEERT 2. B—D1 VX5V IATEKT

>~ K DProduction Directory Server& GPayments TestLabsD A [Tt ¢ & FJ, TestLabs&FIAT
I, EYRTYTERTIBZRENHY TT, REDFHMICOWVWTIX, DSTOT 7 1IVAT &S
BBLTLIEEW,

TestLabstzwy k7w

I ARTCDTestLabsEXB| Tld. T 74 EDY—F ¥/ & (Test Merchant. ¥X—F+ > ~ID
123456789012345) *FH I3 MNENHY FT, Chicid. TomEEEZTO D 7 7 IV THIETR
BRIV S T7 Y NIRREDFERNEENE T,

5| 2RTTBEER. ROT71—IVEEERTIHERBY TS,

« H—RELB4A - [ElE Test Card FTZIZEZDETHIDERHY EFT
- BXEPR (YYMM) - {ElE 2508 F/2 3T DETHIDENHY FT

wE

LEEDEZELLERELRVE., BBINKEBLET,
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../ds_profiles/

TestLabs> 7+ ) 7

TestLabs> U 7

GPayments TestLabs T (2T DT X S MNEREAIRET T, EXB| 2 EITT BMRICIEZ. EEESI N
A—REBSEFERAL TS,

EREERNIh - 7V o3V LR
- BB - BGBlIZACSH S DF v LYY B ULTRETLET,
- AResfi§R:
o Transaction Status = Y
o ECI =05 or 02 (Mastercard)

o Authentication Valued V)
- h—REB:

Visa Mastercard JjcB American Express Discover

4100000000000100 5100000000000107 3528000000000106 340000000000108 644000000C
360000000C

BORLRY N - Fv L VY
- B - BRE|[3EVNR O —REFALEF v LY VICBITLET, /IRD—R"123456"&
AAUTEBIZZET LTLIEE,
- AResiiR:
o Transaction Status = C
- RReqg#tR:
o Transaction Status = Y
o ECI =05 or 02 (Mastercard)
o Authentication Valued Y
- H—REB:
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EAEmE N

\EE] Mastercard JCB American Express Discover

4100000000005000 5100000000005007 3528000000005006 340000000005008 644000000C
360000000C

EREEMERES Nz
. BB - EXBIIEREI 2 EML L S ULE T, Attemptsin B2 RULE T,
- ARes#E®R:

o Transaction Status = A
o ECI =06 or 01 (Mastercard)
o Authentication Valued ")

- h—REEB:

\EE] Mastercard JCB American Express Discover

4100000000100009 5100000000100006 3528000000100005 340000000100007 644000000C
360000001C

ERSIF R BY
. A - BNl BEMCR D — REFBALEF v LY IIBITLET, KRD—R"111111"%
ABUL., h—RESBEBDREEFRBLET,
- ARes#H:

o Transaction Status = C
- RReqg#ER:
o Transaction Status = N
o ECI =00
o Authentication Value’s: U

- h—R&EE:
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RELEERfTTERNOIZ

\EE] Mastercard JCB American Express Discover

4100000000300005 5100000000300002 3528000000300001 340000000300003 644000000C
360000003C

R = NG =RA I oY
BB - Va2l —YavVaNEACSEDTF I AN IS —ICL>TEREIICA VTR 2=
ToERN ST,
- ARes#E8:

o Transaction Status = U

o ECIZ2 U

o Authentication ValueZa U
- h—REE:

\EE] Mastercard JCB American Express Discover

4100000000400003 5100000000400000 3528000000400009 340000000400001 644000000C
360000004C

EREEIESR
. BNBA - BXBlIZACSIC & > CEREINNEET S NEF 7,
- ARes#ZH:

o Transaction Status = R
o ECZA—RTSVY REBOEH RS,
o Authentication Value”® U

- h—REE:

Visa Mastercard JcB American Express Discover

4100000000500000 5100000000500007 3528000000500006 340000000500008 644000000C
360000005C
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WEEFEdH

BT & O

MFE21—Y— 49— 114 ADWEEET ActiveServerO I XN T DEBREDHIETT, &
o avVDTICIE. YRIVDETICRIUDBEEATRADU VY INRDY T,

w3 ah—RK

Dashboard(C (. BREEDHMETY S 7 NRTREINIT T, Ch o5 DHEHIERIZ. BiEEHRYI 1K
LRI B CeNTE, YRATLEEDMEtERTLEY . MBECEICDEILZY T5C
eNcEFTd,

w2 R— RIGHINEEDEERA 55T S /=0 —)U(Business Admin. Merchant Admin.
Merchant 2D 11— —[CDHRRINE T,

BHICOWTIE, TR >BEUI> YV Yah—RDEVWAEBRBLTLIEZTWD,

sz210

ANERNE

MerchantsiC (22D Eo a3V RH Y £ : Merchants® & U Acquirers.
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../guides/administration-ui/using_the_dashboard/

TALIKY - Y—N—

Merchants’X— (. ActiveServerDMEBEEL Y T4 T« 2 BB I 2 DICFERINF T, MBS
% (ERE. B, Fn. RE. BfcEFEd, Chid. 3IDSUYIRY— 954147V NEIEA®R
O VO—-RI2ZBATCEHY . MBENESIF—420—F7T—a3V/TCEIHEATEHY
F9,

AcquirersX— L. ActiveServerD 7 VDA 75— ITUT AT BB ITZDICFERINF
9, 3DS2EREEV VTR NRICHEREZT O 4« —)VEEIY YT BRIIC. 7047 >—% EAk.
#®E. &£, WE. HilFceE T,

HNEAIEAR — T (3 MNERIE D EERA (CERET S /=0 — )L ( Business Admin. Merchant Admin.
MerchantD — /LR YD 21—V —ICDOARRINFE T,

BEMICOWVWTIE. 7R > BEURTZZRULTKEZET WV

- BRI =R
- NBE=EE
- TUODATSEEE

747K - H—)\U—

Directory Servers’X— (3. ActiveServerO s T FRERI SV T4 LK - —N—&
GPayments TestLabsT«4 L2 kY - B —N—Z2BEITIDICEATNE T, YT A2 -5
EES5DTALIKY - B—N—-2BEBITINERIRTEZFT,

T, ENETNDOT SV RBOITRHYITT, sIAE LIV aVvh 5. T35V FEE OB
HMEAALRY . FTLTVREREZRBLLY ., SSLiERzEETEIT,

BHAICOWTIE. 1R > BHEULITEEBRBLTLLRESTV ;

- DSEREDEE

- DSEEEAEDEE

HY5|

Transactions’X— < (d. ActiveServerlC &> TUEBINZIARTOEEI DL A—FADT7I7EX
ICERINET, BB FIFERT4—IVRTCOD 4PV VT &, BERB|E5E3DSAY —
JOMAEEBSRBRIZEHICTIERTEFET,
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../guides/administration-ui/search_merchants/
../guides/administration-ui/manage_merchants/
../guides/administration-ui/manage_acquirers/
../guides/administration-ui/manage_DS_settings/
../guides/administration-ui/manage_DS_certificates/

F7O4
COAZ21—EBER—VIIINBEDOEER ICERET S /=0 — )V ( Business Admin. Merchant

Admin. MerchantO—/)V &2 &) &F 21— —ICOAKRRINE T,

B OWTIE. A7k > BEUI>BIE| 2R3 E8RBUTKEZT L,

7700

DeploymentX— 3. IMEF VSV DNode (/—F) EEETE3HMTI, . TVR
BVRADTITAR=Y3AVDRAT—YR BRI BHFACEDHY . 1V RYVIADRANCT
9747 ENBHFACEHYFTT,

COAZ1—HBER—JBYRTLT7—FTI7FvDEERAICERETTN/cO— )l (System
AdminO— /LB EEF>21—HY—ICORARTINTE T,

EEMCOWVWTIE. UTE2BBLTLIETWV

« H1r KR >&EUI> / —RDEE
- Guides> TV RIVADT VT 14714

a2—H5 518

User ManagementX—J1d, BEE A VY- 1M1 ANDI—Y -7 IR &{FE5H L UEE
CTERHCT, IV —% fERf . BE. Fn . mE. HRTEFTT, IS, CCFa—
PRI FIELVRATLMEBEICT VR T2H0 O—ILMTETEZHBATT,

COAZ21—HEHEER—JVPFIVRATLAEERD I - —DEERICERETSIN/ZO—)U(User Admin
A=) &F 22—V —ICOARTINE T,

BEHRICOWTIE. AR > BHEUILTEBRBLTLLETV

1Y —-EE
O—)b & ¥R

EENY

Audit LogsR—JF. Y RTLARY LB LUEENSRAICERRINZIBATY,
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Xa
it

COAZ2—EHRER—JEFYRTLAT7—F7T7F v DEERICEREFT SN0 —)L(System
AdminOd— LB EFO>1—H—([COARTRINFET,

ST O\WT (. AR > BEU> OV EBRULT RS,
O
SXTE

SettingsR—J(Z. 21—V NI VRV RADYRATAL. EF21VT«. 3DEF 2 T72EEDER
EEBEBTEZHBMTY,

COAZ1—HBER—JVBIYRTLT7—FTI7F v DEERAICERETTNIcO— )l (System
AdminO— )V EEF>1—HY—ICORARTRINTET,

BT OWTIE. TR > BHEUI> VRATARTENDEEEEBRBLTLEZTV,

> AT LB

About R—Jd. 1V R IV XADFMERNRTRSNBIZATY, CCld. GPaymentstR—
M F—LICEMYR—FEBVEDEIRICI—Y — TR DIEHRTT,

COAZ2—HBER—JEFVRTLT7 —F 77 F v OEERICERFT S NcO—)L(System
AdminO0— LB EHFO>1I—H—([COARRINFET,

I OWTIE. H17 R > BEUI > ActiveServerDEE8 = B2 &2BBL TRV,

A

Notificationst 7> 3V id. BEELRY R TLABMEZ 11—V —([CERT2BAACT ., BAIIEET
V=TI ADELED S T7AAVDTICRRINTT,

BRI OWTE. AT R > BHEUI> BRESRLTLRETV,

22— —O02740—)

User profileX—id. MEDI—F—R7HOV MNCETMERELLY . XRD—KR%
EBULRZYTEZHATT, EBAVY—T 1 ADETD Profile7 1 AV &RFIRTZ LT
TIORRATEET,
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B OWVWTE. AR > BEUI> 12— —-—T074—-ILeBRL TS,

O72741)b

ActiveServerld. BHOY 7 71 IV &E{ERK L. as_home/logs T4 L ZMVICIRELE T, OY
7 7 1V DEHIE "as.yyyy-mm-dd.log"F T3 (Bl : 2019F11A23B ICER S NizO7 7 7

1IV% as.2019-11-23.logE G s NFE T ),

=

A7 2 71)biCiZ. ActiveServeraV Y =IO 4V RDICRRSINEZEDERBUAYE—I,
&g, IS—NEEFNET,

ActiveServerz 7/\v ¥+ T— R TCETHRDIFE. OV 7 71 IVICIZERE| ICEET 2 55l 1BRA
EFN37H. YA IMNIEBICKELRZIAEENDY T, HTOTERBICHP BT 4R
VBRERBBICEERABLTLLET WV, 37AZEICHVWOT 277V EHIR (F/zE7—hHo
7)) §R3CEFEDHLET,

A7 2771 IVDEMEIL. Y RATATCRETCEET, BEMIcOVWTIE. H7r K> FHEUI> VR
TLRENDEEEBBLTLLEIV,
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1TVRIVADT VT 1471

A IVRIVADT 771471

POT1TEHBRBERTY

¥R D ActiveServer1 V A7V AN SR Z1T5FRIT7 VT 1 TN BETT,

ActiveServer®™ VXV R &7 07147131212

1.GPaymentsh 5 > 1 2/ X &BAT S

A VRIVRET VT 1471 T 32 DMyAccountigEIC 7 VRT3 (ClE. GPaymentsh S
SAEVAEBATILERHY F9, FMICDOWVTIE. sales@gpayments.co.jplc HEVED
ELIZEW,

2AVRIVADEY KTV

D4V IR —KIC> T, ActiveServer1f VRZ 2Ry h7yFancTcnwad e e, B8
AVI—TIARICT IR TCEBZCEEEIBLTLLEETL,

3.9MEBURL S & UPEREEAPI URLDERTE

BBV H—7 11 RT. Settings > System(C#BE)L . External URLH & U'API URLDEE A
HALET, Saveh 5V 28IRULE T,

- External URL - ActiveServerf X%V AMWNEI{THT. as.server.https.port TURVT
B2EIICRELR. NTVUwOIC7U9EXTZE3URL, TEA: MBURLIZO—F /NS
P—DEYRT7YFICES>TIR—EEFEBERLBEEUVEEA, Bl hitps://

admin.myserverinstance.com,

- APl URL - 8836 L UBEBAPIFEUH UDZEICFERAEINBURL, COURLO R AL VE
l&. APl (x.509) DOFREEAD V>4 7V NEEAZDERICEFERAINE T, RHI NG
N> 1E3BE . ActiveServerld 77 # )V TE IS4 7 MEEBAZ D E RN ICHEBURLD K A1
VEEFRULET, COURLIANEINS 7V ERARECHZNEITHY FtHA., URLOFE
RIMBURLERIU T, R—+EES&IBETEFT,
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LY —N—%FEBL. 7T 17IDAEERER

A —N—2BBRUL. 77T 17D AEZZER
1. MyAccountiCOZ 1V UE T, GPaymentsi' 5>V R ZzBALTWVW3HBEIE. TTIC
ActiveServert2 3 VIC7 VA TEZIETTT,
2. 1 B A= 2 —DActiveServer > My Instancesz3#R U F 7,

3. ADD NEW SERVEREZBIRULZE T, UTD LS LBEHENKRRINT T, COEMICIE.

Server NameD A7 1 — IV ENRKRREINE T,
0 MyAccount (1)

¢ sack  Register Server

[ YOUR SERVER INFORMATION

4. REGISTER*Z#BIRUEF 9, AA LY —/N\—IEE,E Activation State’"R RSN Fd, BE
ATCLEWV, TOTVRIVRAZHIRT 2BEE. REMOVEZERULE T,

5. ACTIVATE 3DS SERVEREZFEIRUE T, UTDT7 VT 1 THAEN VI NN EEIRT S
LDITKROENFT,

F7vav vy aveEERLETY VT 471

CDAFEEERT ZIHE. 51D ATV T TIEE U External URL WX\T Uy 7 IC7 91X
TEBCEEHRLTLLETL,

StV R - —/N—F. CDExternal URLICY) 7 TR~ %&3%{E L. #EE LU ZExternal
URLTA VRYVANEITHTCHZ L EHRL. TV RIVRETIVT1474LET,
F7av2 :DNSEFERLET7 V9T 171

T7OT147TOERTIE. GPaymentsD SV R - U—/NN—ICL>TERI N
CNAME L O— R %#REE9 3 C & C. ActiveServer¥ VY RAY VA&7 97474 LET,

DNSL O—FIUTDOLSICRRESNFTT ¢
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DNS Record A

Add the following CNAME record to the DNS configuration for your domain to verify the domain ownership. The procedure
for adding CNAME records depends on your DNS service Provider.

Name _n4xi8anlpzdopxhps0yhutxov3av75xv [EXTERNAL_URL]
Type CNAME
Value _c03ocacrxizwqd2hk1vvczk3anppiwbf.41bhl6zhct.gp-

validations.myaccount.

DNSL J—R&{Efd 3(C(2 :
(1). RAL Y ODNSL O—RICBEILF T,
(2).DNSEREICLO—FR%&8ML,. LO—RDY17E& UCCNAMEEEIRULE T,

(3). Name®DfE (LEEDX VU - 3w kD _naxi8anlpzdopxhpslyhutxov3av75xy ) % 1
E— U T. DNSL d—k DLabel/Host/NamellBa W (FI7E T, CHNIER ALY - IRR T
J: 2 ZE@ U 35‘3—0

(4). ValueDfE (EEDRIVVJ -2 3w bk?D _co3ocacrxizwqd2hkivvezk3anppiwbf.
41bhl6zhct.gp-validations.myaccount. ) & Jt— U T. Destination/Target/ValuelZ B
DIFTET, CRIEIRALY - TRAKICE>TERDZFT,

(5). LO—FRE2RELE T, CNAMEL O— R DZEENERICL B ICIFRKT2E-EHNHN 215
ERHYFETH, @BIEFLVEVEECRMEINET,

/s EE

RALY - IRZABMIEERE. RATCVRZDEAITTTT (AWS Route 53, GoDaddy®. Enom®,
Name.com’2 &")

6. INTDT—HERERETIN, RELETHYBERZHRIRAATINEEIRTSC
ET. SAEVR - Y—N—ITREETNZT-FYERZBIRLIET,

Transaction data (core) : FERDEHICHERIFERTHY . FEETILHICHE (FiFF
BT ENE) TT,
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ADEO001 T14LIb Y a FREL') ¥ T 2 ~ AProduction & 7z (GPayments TestLabs
) - Y- 7 DTF4LIRY) - H—NR—ITRESNTEHESHEBIT
N— "+ 51 BDICFERINET,
7

ADE002 3DSH— Y | 3DSH—/N—HYERS|(ICBIY HT7zID, SERDIMFIFEL
JN—ER5|ID 7 EBEIICEE| 2 HESRT3DICFERINE T,

ADEO003 SDKER5|ID C | R E)IE : SDKERBI T LT DAEIY KT o5h, EN

7 BEITZIHBEICIEETZINLELN’HY T, BROMFNH

EURIBEICHEI £HESBRI SO ICEREINE T,

ADE004 ACSHXB|ID Y | ACSHERB|(CEIY) K TID, EEROMFNFEELBEIC
7 HEBBITIDICFEHINET,
ADE005 BB RTFT— Y 3 BB ZTF—FXZ (“Y” . “A” . “N” &¥) ., chit.
22 7 ERDODEODEMKEB|IRT—HYRERETZDICFERIN
FT (TAbhE, BEIRICIS—HIEE) .
ADEQ06 BB R T — C 3 ST ENE BB NEBRUIZERTHY . BROLZDIC
2 2 DIERA 7 L UERGCERERETZDICRIIEE T, ENEE

(TRHBLEBINER) TIHBRIEET IHLENHY F
ERS

ADE007 HY5 | Frsaks Y 3 S| FteRsE, BRY 1 VI ERET DL EITHETT,
L]

N

ADE008 HY5|#& T Bf C - ST E A ERBIFR TR, EX5IAYKRK LTz Y BERICH
& TURZY LEBEEnIERY, FIFAERBRENHAT
ER

N

Transaction data (extended) : FEKEBITEREITENEDBEERE . EFEDIBFBHR T,
CDBEREAT N1/ T3E. GPaymentshNEZDERDREE. BIMT39>517 Vb
EHEITBZCLEHFALECEICRYEFT,
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ADE009 RAAY N EIN EBIICERASTNBERAI AV S« XY bDT—72 (American
kexRy iR Express. China UnionPay. Discover. JCB. Mastercard.
kD=2 VisaZ &) o FRDEAEA L DIBERNMDBELIBEEIRE.

V317V ML BRHEIERETT,

ADE010 FINA N i EB|ICfFER S N3 FT/N1 R (BRW. APP. 3RIRE) , 5K
2 Fx R DEHEA EC DIBRNDERIGEERE., V517V MICE
=3 ZIRHFEETT,

ADEO011 EREE 5 1 N i ERBIICFER I NIRRT 1T (NPA GERF) . PA GR
v iR ) R, BROGHEALC DIBHRINERIBESERE. ¥

SAT7 VML BRBEBERTT,

ADE012 HOEEIEID C EA AERINEEIEID (7O DA 7> —hEI) ETEIDTIRHY FH
iR A) o BEROMEHEA LS DIBBRNDERIFEE. 7517V

ML BIREHIFRHTENETT, ChiE. STEVR .
P—N—=h (ERDIMBEEDDEEIC L - T) RERTTEH

DEBELEFMTTZDICERINET,
ADE013 HOERIE 7 C ik MEEIEDT V047 > —MABIEDD TV Ty IV RES, #EK
9047 iR DA EC DBV ERIFEIX. 7517V MILBR
S>—ID1 HIFFEFENEATT, NE. STEVR - =)=
VFEYY (AR DHNEAEIDDEEIC L - T) RFRITEHMOBIEEH
2 W3 DICEREINET,

Tech support data (core) : GPayments® N~ 7)Y a—FT4 V7B LTSV VT EHB
THERATIERTCT, TVRAIVR - U—N\TREFEZTHRETERWVIZEERE . XEN
%\ET\TO

ADO001 ActiveServer/\— 3V Y a7 ActiveServer®/\— 3V (v1.0%: ")
AD002 0S%& C a7 OSD&#ET (Ubuntuz &)
ADO003 OSN—Y gV C a7 OSD/N— 3V (16.04.5LTSH L)
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AD004  F—HR—2% C a7 F—HR—ZDEHT (MySQLA L)

ADO005 FT—HIR—- - =3 C a7 T—=HIR=RDN\N—=T 3V (5.7%2&)
M

AD006 JavaIF142avHE LT C a7 RN TV JavaD/\—=I 3 VDI T«
N—=y3v 23V (Open)DK 1.8.1207%2 &)

ADOO07 J—R# C a7 TVRIVAD /) =D (27 E)

T HEEUVEREEDR L. 1V AY VR 2707474 0LET., ZENDRERIFEEE BACK
Z. TOTRWIFRIE FINISHEZEIRULZF T,

5.7 71471k
UTDESB8HET7 VT 1474F— (PAK) BRRSNBZIETTT,
1.CDEFERTZEH. CoEEzIs7VyIA—-—RICaAE—-LET,
Product Activation Key (PAK) A

Copy and paste the following product activation key in the 3DS server administration page.

eyJraWQiOilyMDE3MTEyNSIsImFsZyl61kVTMjU2In0.eyJ2ZXJzaW9uljoiMS4wliwicGFrljoiVGwyeWpNUJAOOURNRj
Q2Sju2MVpBdkitKakFoSII3Rjh00UtXaURDWUSLSTc2QmxubHBJNWxBWmJyTGZvVkROaUF4ANFI4AMnRvS2RsODJa
UUs2VIIPMTIIRUx4cjVgMTRvemtNWVZCYKRLelIRVVHFOTk9sWjZwVmhWNnFYZDVZT]EILCJhY3RVemwiOiJodHR
wOi8vbG9)YWxob3N0OjcwNzAvYXBpL3YxL2FjdGI2YXRpb24vZGZjb2duaTc3MWpmZ2tiMXdpcTNoc2xpMjduY2Z

gancvc2VydmVyliwicHViVXJsljoiaHROcDovlL 2xvY2FsaG9zdDo3MDcwlL 2FwaS92MS9hY3RpdmF0aW9uL3B1Ymtl
eT92PTIwWMTcxMTI1liwic3RhZ2UiOm51bGwsIimV4cGlyZVRpbWUIiOilyMDESLTA1LTAZVDExOjUyOjlyIn0.18tRQywB_
Isiuxlhzw9gpcmphKkyUSRn_geM_stH2no-38VmEvCnBRYGRD 1bly3I-0zB8PaGcXb2wD05Bg_xA

2. ActiveServer¥w ¥ 2 7R— K ICEY . Deployment > Activation Status(C#&h L T.
MyAccounth 5 EflliEER = AH L F T,

MyAccount LoginName : T VXYV R &7 0T 47U LETAD Y MCERINTY
BFA-ILT7 LR,

PAK: 7)Yy JiR—RICOE—UREELT7 VT 1 T+ —,
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3 ACTIVATE RV ZBIRUET, M7 3 &. Activation Statush Waiting to restartiCZE R
INF9,

A ZEBEEMEL. 70747470 CRERETTBICE. TV RYVA2BEEILET,
MUTDROV—=ryavhid, POTA4R=aVRT—9RADFI2RLTWET, Bt
BICEEBUIOEY> 3 Deployment -> Activation status & CHEERLS T2\,

== Deployment

Nodes Activation status

Product details

Activation Status  Activated
MyAccount Login Name  admin@gpayments.com

Main contact Admin GPayments

v R

FOHTESTIVET ! ActiveServerD 7 V7 4« FLIFAETRTTY,
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1TVRI VR 2TV TIL—F

7YTITL—R

ActiveServer® 7Y 77 L—RiZ. as.jar EFLWN—=I g VICBERAZ TV )i
JOtvX7T9,

BE7Z D ActiveServer1 VR 5V R BFIN—Ia V7V T L —RTBICE

1. ActiveServer7 VRV A/ —R&EILLEFT,

2. ActiveServerm 4 L7 bV 2R E. O—IL Ny IR ELIZEE. BtV as.jar 77 7L %
Ny o7y> (BfilcOE—d3h., 7—hH17TRE) LET,

3. ActiveServer7 — IR —R &= N\v 27V FULEYT (Nwo7y T - FOREF—HIR—-R
BEOEHICOWVWCIE, T—IR—RXADRF2AVREBBLTLLRETY) |

4. 51U\ ActiveServer/\y 7 —J 25 o v0—R U, —B7F4 L2 KUICERUL. as.jar
2 71 )%&ActiveServer« L7 kU ICOE—-ULE T,

5. ActiveServer X% R/ —R %@L F 9, ActiveServerid. f2&H. HEICHUT
F—IR—REGFNICTYTIL—RULET, 7TV L —R7OIPAETLET,

O 4525V IBECDTYIIL—R

B D ActiveServer/ — R DREICTF—HIR—ATCEBRATNTWVWBR ISR YV VITRETIE. T—9R—-2X
DT7YFTITL—RTORBRDELSICBYETS, —EILIDD/ —FOHANT—HIR—-EeBITTES
ESICEENICEINE T, VSRYANDEY D/ —RoBEITOERIZ. BHID./—RIZE>T
T—IR—RAOBIMNRTITZFTCTAVIEINET,

VI33UBEADTYTI L —k

v1.3.3M 5. ActiveServeridDSTO7 71 IVEUR—KLET, CNICEY ., B—D1VRYY
ANERT SV ROARBRET ¢ LV KUY —/\—&GPayments TestLabs7 1 L7 kU —
N—DEAICIERTEET, 220, ActiveServerzvi1.33LURICT7Y I L —RT 3 & &I(CHE
RBUTWERLKDERHZ200EELEFHIHY T,

« 3DSU IV ITRHZ—HSDAPIYU Y T X IT trans-type=prod ([CIBHINT %,
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- GPayments TestLabsh* 7 VX T2 BIMDR—~ & BHRT 3,

ActiveServer&v1.33IC 7Y I L—RT3&. TI74IWET, IRTORIAPIV VI RN
7 AN BN HNDGPayments TestLabs7 « L7 U —N\—[CRESTNF T, AFBRBEICBIT
TBREEIT, APIVVIRNZ2EBRTSVRDT4 LI MUY —/N—(TXETSITIE. trans-
type ZTUJ8S A—&%API URLICENT 2 REAHY EF,

BRELV VIR ZEBRTSVROEREBETA LIV KNV T —N—ICRETIHBE. CD/INSA—
% —Id InitAuth. Auth & Enrol 7OV RICHETT, CONSA—F—2IBELAI>IH
&ld. BEEY ¥ T X ~ZGPayments TestLabsIZEEINF T,

BBl : InitAuth (& https//api.testlab.3dsecure.cloud/api/v2/auth/brw/init?trans-
type=prod CHUHINE T,

O 3DSUIIRI—%FTRFYIF—RLTLIEETL

HE I CICATBREICBITUCVWRBRIEE. 77/ L —RI7OLELRZAL—XICEDZZHIC. TV
jﬁ‘b—F@ﬁﬁtiﬁE§@3DS'J7IZQ O—RIZ trans-type=prod IN\S A=Y —%&T7vTFJ L —RH]
ICEBMLTLETY, Chick TYTTL—RMThN3ET<CIC, BEDTARNTHEREN, BRIC
*%ﬁxéh—cu\%>$§DSL_AP|U/JIXI\EL{E@*%;?L@U?ﬂ*o

v1.33IC7Yv I L —R 9 BH1IC3DSY U TR —IC Ttrans-type=prod| &BIMUARE-IHGE. 7V
T L —REBICTRTNDY U TR K HTestLabs Directory ServerlCEEINF T,

HETestLabsDAHZFIA UL TWBHBE. APIVI IR MET7 VST L —REE TestLabsIZiE(E
INRIFBEH. COFBIEFZNHNEHY T A,

GPayments TestLabs DR A%

TestLabs N DHR#FAVR T 7 C AN ELIHE (L. TestLabs DSEER ICEMOR— 2 DHE
RHYET, ChickY ., BEFOEMRT S KDDirectory Server& RT3 D& AITL T
TestLabsTT7 R TEF T, BIMNDR—KI&. GPayments TestLabs Directory Serverh* 5 F+&R
NET7ICITEZRENHY 9, RTEIE application-prod.properties (JIBINT 2 HEH
HYFET, ATICTANRT 1 DPIERLET ¢
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e e e e e e
## GPayments TestLabs®DDSKR— hi#nK

##

## GPayments TestLabsT 4 L 7 MU H—N—D05DEMICHERAINSBDSHKR— K

e e e e e T

## Visa TestlLabs

as.testlab.visa.port=98600

## DS HTTPSY R=V JR— M2 EMICT H1C1E, falselldRELEXT
# as.testlab.visa.enabled=false

## Mastercard TestlLabs

as.testlab.mastercard.port=9801
## DS HTTPSY RZV JR— M ZEMICT B ITIE, falsell®RELEY
# as.testlab.jcb.enabled=false

## American Express TestlLabs

as.testlab.amex.port=9862

## DS HTTPSY R=V JR— M2 EMICT B1C1E, falselldRELET
# as.testlab.amex.enabled=false

## Discover TestlLabs

as.testlab.discover.port=9803

## DS HTTPSY A=V UV R— M2 \EWICT 5 ICIE, falsells&RELEXY
# as.testlab.discover.enabled=false

## JCB TestlLabs

as.testlab.jcb.port=98604

## DS HTTPSYUR=V U R— hZEWICT B ITIE, falsell®RELEY
# as.testlab.jcb.enabled=false

application-prod.properties DEREDFHFMICOWVWTIE. 747V IRY—FAHTREBRULT
EETW,

O R

v1.3.3IC7 v 7 L — R, GPayments TestLabs|CREEY 29 N T DDSERE L SIFAZE 5 RLICHIFRT &
F9, T BRI SVRICE - TREINZFAAZEZBESHEAZ L EIC. COFIEERLICETT
3CLHTEFT,
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mE WANE

O—JL/\w o
BIDIN—3 3 D ActiveServerlc O —/L/Vw 0§ 3 HENH BBS

1. ActiveServerT VA9V R/ —R%&ELLET,

2. ActiveServer7 4 L7 bV ZBE. BRERCIHEUT,. W as.jar 7277 ENY I 7V
(Bffiicar—93h. 7—Hh17THEE) LET,

3. ActiveServer7 4 L Z R U ICLAFID as.jar s U X7 ULE T,
4, LIETINY 2 7 v 7 UTzActiveServerm7 — Y X—X&= U X7 ULE T,
5. ActiveServerz 281 L ¥ 7,
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DSFOZ 71

DS7O7 71

ActiveServerldBE—nD 1 > X 5V XA TEMET S~ & DProduction Directory Server & GPayments
TestLabsii /5 ICEfE ¢ & BDSTAT 71V Ee Y R—ELTWVWET,

- Production Directory Servers : Directory ServersR—Y TERESNLEERIT SV R
(American Express, Discover, |CB, Mastercard, UnionPay(8RE#) and Visa) 7«4 L 2 K~V
Y—/—,

- TestLabs : GPayments TestLabs(d. Directory Server& Access Control Server C1#&R = 11
FT, 7517V hh ActiveServer1 VA5V A THET AN EETTBILHOIIITFR
H—FREBYFUFANRESINTVE T, ActiveServerCHR—b2NTVWBTARTOE
BR7' >V RiZ. TesttabsTHR—haNTWVWE T,

TestLabstzy K7V

TestLabsA\ Dff#RAYR 7 7 2 AN ERIFE (X, TestLabs DSBIER ICEMDR— b EFH<HE
NRbYFET, Chicky ., EBREERRT > RDDirectory ServerZ T2 D EHITLT
TestLabs 7R TEE T, BIMMDAR—KIL. GPayments TestLabs Directory Serverh 5 #4828
N7 ORI TEZINENHY FT, BREIL application-prod.properties [CIBINT D HEN
HY. UFICFONRT1OBlERULET @
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## GPayments TestlLabs DS ports
##
## GPayments TestlLabs directory se

## Visa TestlLabs
as.testlab.visa.port=9800

Trans-type/\S A —% —

rvers®DSR— k

## falselcty T BT ETDSDY R=ZVTR—MNEA TICHRY FT

# as.testlab.visa.enabled=false

## Mastercard TestlLabs
as.testlab.mastercard.port=9801

## falsellty BT ETDSOYR=ZVIR—NEIATITHRY FT

# as.testlab.jcb.enabled=false

## American Express TestlLabs
as.testlab.amex.port=9802

## falselcty T BT ETDSDY R=ZVTR—NEAF TICHRY FT

# as.testlab.amex.enabled=false

## Discover TestlLabs
as.testlab.discover.port=9803

## falsellty N2 ETDSDY A=V I R—KMNEFTICHRY £9
# as.testlab.discover.enabled=false

## JCB TestlLabs
as.testlab.jcb.port=9804

## falselcty T BT ETDSDY R=ZVTR—MNEA TICHRY FT

# as.testlab.jcb.enabled=false

application-prod.properties DEXTE D

KIZEW,

Trans-type/\S A —% —

BICOWVWTIE, VTV IRY—RHAIREBRBULT

DSZO7 7 1)L &ERAT % ICiE. Production Directory Server& TestLabsz Y BA 372D
ERREURLIC trans-type ZTVUNSA—HDRNRETT, T7+4)IETiE. TXARBENT, IRT
DEREEY ¥V T X bk (ZGPayments TestLabs7 ¢« LV kU P —N—ICRETNIT T, AFREICR
792 EIC. APIVIIRM2EBRITSVRDOTF 4 L7 MUY —NN—ITRIET B ITIE.
trans-type=prod Z TV /NS A—% % API URLIZENMNT Z2HENHY T,
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Trans-type/\S A —% —

/" B¥ trans-type=prod Z TV /{5 A—SRUELDH ?

APl URLIC/INS A—% — Ttrans-type ] £EBIT 3 & T. TRAMNET T 3 F TldGPayments
TestLabsZFERA L. FREBRRIEB>TCEBI SV RTFa LI MUY —N—IRETNQVELSICULE

ED

RV IV IRNERBET A LIV —N—(IIXETZHEIE. UMTOIYRRTI VNI
trans-type=prod N\ A—%ZBINTZ3HENHY T,

- BRWhS VY923 VD%BE. InitAuth 7O
- AppB LUBRINZ VYU 3D auth 7OER
- EnrolTY RR1 YV

e ZE, InitAuth BARBTZT ALV MU —N—0DIFE. )RDURL https//api.testlab.
3dsecure.cloud/api/v2/auth/brw/init?trans-type=prod THUHINET,

EFERDEHBY ., TONSTA=F—PEEINTVRWVIFE. FBELY ¥ T X ~dEGPayments
TestLabsITEEINFT T, APIOEHRDEHMICDOWVWTIZ. APIRF 2 AV ERRLTLLES
W

trans-type /NS A—SBAFES Y ICBBELEV DB ETTTH?

B —/N—BIDERFE as.auth.allowed-trans-type MAPINSA—5%& EEZTILSICREINTLAW
CEERBRBLTILKETW, MV 7v I RIY—bHA1 RTTRERBLLIETL,
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https://docs.activeserver.cloud/en/api/auth/#/ThreeDS%20Authentication/Initialise%20Authentication

O—Jb & &R

O—Jb & 1R

O—JLEMERIZ. EFO—JVICBEAET B IFIFRIVRTLAEEANDBY) R 7V EE 11—
P— I HE5ET3EHICERINTET, 21— —3@ERoN -V &2F > ehcEFd,
ActiveServer(Zld. U TFTOERIEERFAD1—T—0O—ILAHY FT,

- System admin - B SV XEREE. TA L7 bY - b —N—EHEE. Y XTLERE
B, YRTLBROEREEST., 1 VR YV ADEMPGHIFERZERI S LHOO—
WTd,

o R—Y « PYU®R . Directory servers. Deployment, Audit logs. Settings. About,
Profile. System notifications

- Useradmin- O—J)VDEIVHTEE., 1 VRS VRADA—Y—2zFBI3H00O0—-)
TY, COO—-IIFE. YRTLADITRCONMAEERRTCE, B—XJ—7 - 2—Y—
ANDMERENE|Y) BTEAREICLET, BIcCoO—IEF 21— -MAIEETS
DHENRHY FT,

o R—Y « PYUER : Merchants. User Management

- Business admin - v ¥ 2 /h— R#fEt DRI, MEBIEEEENEE, B5|IBEOXRLES
. A VRIVZALEDITRCONMEEDEE S QLR =BEITZH0O0—-IVTT,

o R—Y « PR : Dashboard. Merchants. Transactions. Profile

- Merchant admin - v ¥ 2 /h— R#Et DRI, MEBIEEFHOERE, BS5IBERORLES
V. AT VRV R LOB—ONEENDEE O R=BEITZLH0O0—-IVTT,

o R—Y « 7Y€ X : Dashboard., Merchants. Transactions. Profile

- Merchant - 7'V ¥ 2/ h— R#ETDRR. MNEEEFMORT. BEIBEBORREED. TV
RV A EDBE—DINBENDHFHFERYVER7 7NN ELI - —HoO—-ILTT,

o R—I « PU+¥ R : Dashboard. Merchants. Transactions. Profile

ERXJ—7

£1——0O—JVIClE. Useradmin1— —NIXFLARADI YV T4 T« I T 2@ ET7 5
TRURIEFEHETEZLDICTIEHICHAETNEZROA—TDLRILEHY 9,
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MEBER -7

MEBER -7

MerchantsiC DWW Tld. XOA— 32— —NITRTCOMBIEE ZDIEHR (B : #HEHIBEHR. 5%
. BEXBl) (70X TEZINESH. FRIGB—DINBEEDIBRICT VR TEZINE S H
#FRULET,

- AlIR 3—7 - Business adminQ— )V C (3T RTDMBETDERIEHY FT, Chick-
T, YV YV aR— T ORTRFICTRTOMBIEZBRLZY . TRTOINBEERE/
RE/MER/HBRULEEY . Y RTLARADITARTOMBIENDEE| 2R RLIEY TEF T, User
adminl<ig. B—XO—7 - 2—P—(ChBEEEBEI) H T3, NBEDHMERTT S
TOCRENRHY FT,

- Single 2 21— - Merchant admin® & U'Merchant0 — )V 1C (3. Bi—®DH0EEIE D &+ T DIER
BRHYFET, MBEENTOT771IVICEIVETONZ L. EOMEEDY Y Y 27 R— Rif
BT, MNERIEEEM. S LUEBIICHLTDH, PIERTEFT,

- No 23— - System admind — )V IC(ZHIBEIE D EIRICRA Y S H#ER M2\ 2 dh . INERIER
BBOXR—=IJIIT7IVERTEFEA,

CDREDDEC LT, FERITEUBEDISAT Y MMIBE—Y 2T LA CHEBDINEE%
EEL, DECHCCERNOMBEESHMIcHETEZ LS ICRY FT,
Y EE

2—Y—(CANESingleDEAAD R I—TE&HOO—ILAEIN HTENTVBRHE. AIRI—TNEES
hij-o

hnEErEDE Y T

2—Y—DEEEICETZRO—T - LRIV - 7 U2 HSingleDBE . User adminid €N S
ETTIEREADMBIEICE|Y BT TEETEE Y,

A—Y-—NITICMBEZE|YHTTWVWBRFEE., JO7 77 CnNeLEZTCEFFTH, —
BICERBOMNBEE.IF > EidcEEzE A,
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ERU X DR

MR X ~DX

UTFoRIZ, 21— —0O0—IVITFESTNTWVWBIEEDERDEMETRLTCWVWET, ROA—FF)iZ. REICIHEUCTRAO—THIREL TWL B IER
znrUET,

/" User Note

CORFa2AVIEBEUT, BFEDI—T —O—)VTHIBARBELEEREEZ R T User Notelhy 7 ANKRRINF T,

Business Merchant Merchant
Admin Admin
Dashboard T RTDMEBEHE DR IARTOH v
BRIE
INERIEREET DRI BE—nhnsE v v
I&
Merchants Search T RTDMEBEEHMD TR ITRTOM v v
IS
HERIEEEM D KRR BE—nnes v v
I&
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Business

Admin

Merchant
Admin

ERU X DR

Merchant

Merchant
Settings
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EE D RIS DVERY

EE D RIS D HIFR

I RTOMEREEFM DR

PNERIEEFM D =R

T ANTOMEREFMOMRE

PNERIEEFM D iR

TARTDOMEEEAEDRT

T RTDMNEIEAE DHRSE
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Business

Admin

Merchant
Admin

ERU X DR

Merchant

Acquirer
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TRTCOMEBEDEIHR
F—HADIRE

TARTCOMEBEERAEZE D
oya—k

MERIERERAE DY v O —
=

TARTOMEREIRE DK
W

HNERIERERAE D K%

TRTCOMEBERES{bF—
nA—7—>3v

eEEES{b+F—nn—
T—av

TOOAT S —DRR

TOOAT > —DIER
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Directory

Servers

Transactions

Deployment Nodes

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

TOOAT S —DiRE

TOO47S—DHIER

FALIRY - H—N—F
EOETR

FALIRY - -8
DML

FALORY - H— RN~
BRENRT

FALIRY - Y—R—FE

BREDIRE

I RTDOMEREERE| DR

PNERIEENS| DFRR

RFERDORTR
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Business
Admin

Merchant

Admin

ERU X DR

Merchant



User

Admin

Business
Admin

Merchant
Admin

ERU X DR

Merchant

Activation

Status
User Search
Management

Details
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7T 14 TEMORT
BRT VT 1 TLIBERDIR
ES
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R
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ERU X DR

Business Merchant Merchant
Admin Admin
Audit Logs TRTCOEEFENY DRR v
Settings System Y AT LEREDRT v
VR T LREDIRE v
Security tFa2UTFABREDRRK v
TF21UT 4 REDRE v
3D Secure 2 3DEF 1 T2RENKT v
3Dt F 1 72REDRE v
About Sl DRI v v v
User profile Za77 1 21— —FORT B—n1-— v v v v v
DimE Y-
1 -Vl DiRE B—pI1-— v v v v v
H_
Notifications Y RT LBHDRR v
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ERU X DR

Business Merchant Merchant
Admin Admin
21— —@MDRIRR v v v v v
Reset INRAD—RKRDUtw k~ v v v v v

Password
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ActiveMerchanth 517

ActiveMerchanth & #217

ActiveMerchant - 'L —3 3 VBEEEIC & V) . BusinessBEE 1 —Y — (3 GPayments
ActiveMerchant(3DS1 MP)N\SHNERIEE 7V D14 7S5 —D 4 ViR—hHa[gE& Y . 3DST1H S
IDS2ABHBICBIT(RIIL—YaV)TeEFET, < DEEEEIZ Administration interface >
Settings > ActiveMerchant Migration 7 757 7 X $3CeNTcEF T,

ActiveServer = settings M R administrator +

24
% DEBUG.156al1bb

”~ System Security ActiveMerchant Migration
ActiveMerchant Migration
Acquirer

Import merchants

Merchant name Merchant ID C Status v Import status

PR—k TN T3 ActiveMerchant® /N\— 3

ActiveMerchant v5.1. 12BN Y R—KINTVE T,

MEEDR 17— 3y

ITRTCOMEBEICIE. MBIEZT VR—ETEZINEINERTAVR—MXTF—HINEY
BTonzkzd, . ActiveMerchant7 — % X — X TEnabled 7z |d DisabledT & > 7= h & 5 H
ERTRAT—HRERRINET, ChoDATavVomAEFRLT. REBERZ 7 1)
SIVVITTEET,
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TIIATS—DIAI -3V

TYVR—FRT—52R
TYVR—EAT—H R UTOEOVTNNIRYET :

- Already imported - MEA/EE T TICA VR—hENTWVWET, INBEER & MNBAEIDD X7 (&
TCTICVRTALAICEELE T, CORT—HROMBEDF v IRy U RISEMEINT
WFETd,

. Unavailable - 1IEB[E% B&8MNICT VR— bk TCERWeH., FETAVR—FTI3DENH
VET, FECMEBEET VAR—r&ECEBBILEIV, COXRT—YRDMBEDF TV Y
Ry I RSEMELEINTVET,

- Warning - MNEBIEIZER. £ UL<EF7F I BEROENHY FEADT, TT7+ILEDIE
TAVR—KREINFET, 772 NDEEFOA VR— RO RY 77y TEEICTIEE
TEFET, TVR—MIEY ., COMBEDEZL UK EF 73 I ERDEIFEEEZSN
F9,

- Available - MBS BEDETEEMICA VR—bTEFTT,
FEICHBEEE 1V R— b

FEOMBEEDNITE VYOI U, RAAFREFFAERTBICEEZEIY YT, HBIVITEFDOMD
S5W3WERET DT, FEETCMBEDT VR—rETS5CENTEEFT, RT—HYR
HUnavailableDHNEEIEIC DWW Tld. COAENT VR—bDE—DA T3V T,

TIIOATS—DIATL—3Y

TRTDT VD47 >—ICidImport statusHE| W HTHN, 7IDO4T7S5—DAVR—bhA[E
NRRINZTT,

TYVR—FRT—HR
TYVR=—RRXT—=5RF. UTOEOVINNMCRYFT :

- Already imported - CD7 701475 —d T TILA VIR—KBEATT, 79017 >5—D%
AL T CICVRTLARICEELET, CORT—IRDT7IDATS—DFIVIRY IR
FEMEINTVWET,

- Available - CO7 7047 >—d. BEDETEENICT VR—ET B EHARETT,
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RATL—YavVoFE(FVFLIR)

RATL—avVDFIE (FVTLIR)

BITFIC. ActiveMerchanth 5 ActiveServer (VL3I R) 41 VRV ZANDERMENLGRITT
OtXDWMEETRUE T, ActiveServer SaaSANDRITTOLIADFIEICOWTIE L= 2R
LTLEEW,

MBEET V04T S5—DIATL—3y7OLRFETERTVET, UTIC. MEED
RATL—YaV7OERDFIBZ@WHLET,

1. ActiveMerchantD 7 — % X — X DE¥Mi % application-prod.properties 7 7 1 JUICHERR U
TSV,

as.migration.db.vendor=<ActiveMerchant7—4 X—XDO~XRV4¥—> e.g. mysql,
oracle, mssql, db2 or postgres

as.migration.db.url=<ActiveMerchant7—#% ~X—2XDJDBCURL> e.g. jdbc:mysql://
<Your My SQL DB Host>:3306/<Your DB Name>
as.migration.db.username=<ActiveMerchant7—4 X—22 D1 —H—FR—L>
as.migration.db.password=<ActiveMerchant7—4% X—2Z2MD/NX 7 — K>

2. application-prod.properties 7 7 TJVICEENINA SNEIFEICIE. ActiveServer1
AV R eHBEEBTI2DENRHYET,
3. Administration interface > Settings > ActiveMerchant Migration> 7' ([Ci+. Connect Z3&

JRU. ActiveServert ActiveMerchantT™— Y X—XX & DEHREHEILE T, EHRCELH-
EHBEICE. TS—PRREINFET,

A MEBIE - 7V IDAT7S5—DAVR—EIR>T. X—F v/ bETIDAT7S5—DA VIR—
hERBLE T,

I1YL—> 3V DFIE (SaaS)

ActiveMerchantN¥—3F v/ k& 7 2 D« 7 5 —%& ActiveServer SaaSICB1T 9 3 72dIC.
ActiveMerchant 7 — Y RX—XADY—F vV NET VDA T7S5—2T7—9 771 )b&e LTIV
AR=KT2AT7SA2A—TFT14VT71V—IVERHLTWVWET, EDE. T—5T7 71L&
ActiveServer’ R XA R 323 —EX 7y 7O—F UL, fEINTVWBRUIZFERLTT VR—K
TEET,

1. 2221402 —7T14 )74 —Y—)VeBET 3 IC(ZGPaymentsiICBEEHET I,
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RATL—> 3V DFIE (SaaS)

) I=FAUTAY—VEAFLES, ENERRALT. 745 —HOD
am.migrator.jar jar7 7 1)U & ActiveMerchant 7 — ¥ X — X [C 7 VR T Z 3 REICRE)
LET,

3. 40514 v2—T14 U714V —=)LEFIA L TActiveMerchanth 5 —F vV /700417
S—ZIJRAR—bLT3ITIE, RDJavadIV RRRBRETT,

- dburl - ActiveMerchant7—#% ~X—2X® JDBC URL, f:
jdbc:mysql://<Your My SQL DB Host>:3306/<Your DB Name>

- dbPassword - ActiveMerchant7—4% ~X—XD/\X D — I,

- dbUsername - ActiveMerchant7—4%~X—XD1—H%—2,

-outputdir - TV RR—KSINET—9T7 71V EeEATZ3TAL IR )ADIBRT 71
JVIN R,

- dgnId - CMiE. Discover/Diners Club~—F + (T threeDSRequestorID % B EIAYICE
YDYUTBRBRICIEETCEZZ A3 VDN A—9—TTF, DGNYZ > 7 ~IDI&. HiE8
[EEEE UIEIYT4T7 4 —ICDS& Y RITINB3EMEIDTT,

T, jaro 7 MILEEIFTT3IRV RDBITT,

java -jar am.migrator.jar -dbPassword <DB_PASSWORD> -dbUrl <DB_URL> -
dbUsername <DB_USERNAME> -outputDir <OUTPUT_DIR>

F250Y—=VICiE. RODIV—=IVIZHRE> T, ZHT 3FEIEGPayments T E LRI+
EFEHALUT. B—RRXF—ALTEIT threeDSRequestorName & threeDSRequestorID * BHEf
EICEIY HTRIHWENEFTNTVET,

VISA MASTERCARD  AMERICANEXPRESS  DISCOVER JjcB

3DSYY UV T A4 —ID = BID (DSHAEFEL73DSHY—/N\—DIEEFH) + * + N—F vV NFIIA7F
S5—1ID
3DSYI TR —% = X—Fv > g

4. merchants_export_<yyyyMMddHHmmss>_<i>.data (. $8%E U 7Z outputDir D FIT{ERR T 1
F9, CNiE. ActiveServerBEBUIZN L7y O—RIZ3MHEBEDHZ 771 T,
HEURE> ActiveMerchant Migration|C#E1L. 7Y FO—RRYVEBIRLTT—%
274N ET7yv7O—RULET, I—=F v /LT I90A4T75—DTF—I9R=XDY 1 X
£o7Tid. 7y7O—-R7OLRICE—NIIHIZHBENHY £F, ActiveMerchantd ¥ —
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ERIE - 7O OA 7S5 —D+ ViR—~FIE

Fe I/ RETIDAT7S—DEUCEL>TIF. EROIIVRR—b D771 IVDBERINZ5E
NPHVET, —EICI120T7 70N E7yvO—RU, 71 VR—E7ORZELTLTRID

27N ET7Y7O-RLTLRESTW,
5. 7y 7O—RMRNRTULRES. X—Fv U/ bET VAT 5D VR—KIRE>T. X—
FyvobETIOAT 7—0)’(/7J\Q—I\’éﬁyﬁ§é‘b$’§'o

WEBIE - 7004 75—DA4 Vih—kFIE

L{yﬁ—hbthEE/ﬁﬁv{ﬁE—w?Ivﬁﬁvﬁxt?:vﬁ&khiToT
RCOMEBEETVR—FULIEWEBEICIE. T—T WAV ST —DF TV IRYIRICF TV
JEANET, CnIck )\T—7wW®T&ZI/hU—ﬁ%ﬁéniTo

© 25 —4% ZHUnavailabled IIEEHE

1 VIR— Kk X7 —4% XA HUnavailableD INER/E L. HDEBMDOWITNHANEKRAAFTLIZESHER>TWV
378, BENICT ViR—hETS5CCECEFEREA, CNOMEBEDT VR—KICDOWTIE, ¥
—aT7ITVR—bEIY 3V ETELRSIW,

2. AVR—bRSVEBIRTDIE. UTOLSRFr7OVNRYT7YTIULET,
Import merchants

Summary

« 23 merchants will be imported
« 11 merch. complete data fields and can be imported without changes.

ssing Country and will be overridden with the value below.
e missing Default currency and will be overridden with the value below.

Country * Select from the list

Default currency * Select from the list

1Y R—bE X7 —4% XD WarningDMEEEEFIR L TV BHFRICIE. COYr7OTT. T
TAIMMEEBIRUTAY VR—MICERT2 L S5ROSNE T, RALBNH 2 MEBEHLE
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S<HBZEM

HEEL. ACT 74 NEBEFREBEZROAANDETHBIHFEIC. C DOHEEEIIEFT
ERS

3. Import’R Y VEBIRLC., 1 VAR—FTOVRERBRLET, TOLIMNMRT LT, RS
AT7A7PRREINZIETH/FELLRTV, BERY A T7OTBPKRRINBIENAR—I D SR
N3QEDERT. JOLANHMUTLESRBE. TTICA VIR—MEADIEEIET
RTCREFFAHEGY  REBRD TV R— b &EETTIHRICIE. Import Statush® Already
imported& > TWE T,

<< H3ERM
ActiveMerchanti3S={THRICUTH K DERBY ETTH?

T L—3 VDR, ActiveMerchantZ=1T7HICU TH K DHEIIH Y T8 A, ActiveServer
FleldAT7S514 Y=L, ActiveMerchantm — Y RX—XX L7 VR TcENER1IL— 3
VERITTEET,

IT1T7L—y3vic&>T. ActiveMerchant7— 9 R— X ZKEBERITETTH?

WWZR, XT7L—ary 7O Tld. BrlEHF D ActiveMerchantT— 4 X — X h 5 57 A4 HY
Y EITSEIT . BEDActiveMerchantD 7 — 9 X —X DT —FITREINF B A,

MBEFERIET VD475 —F, TIRTIEDEY Y3V PAVR—ETIRERBYETH?

WWR, YT L= a3y O EEREIEMT DN TEET, ActiveServerh®
ActiveMerchant™ — Y X — R ICIEHT 320N, MMBIEEZIE 7701 7S —DIEHROEEN
BRI NEHBEICIEZ. BEIRYICImport Statush*Already importedICERESNF T,
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MEFEH

Y= )
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Initialise Authentication®Z &

"acctID": "ActiveServer 3DS Test Account 000000001",
"acctInfo": {
- "chAccAgeInd": "03",
- "chAccChange": "20160712",
- "chAccChangeInd": "@04",
- "chAccDate": "20140328",
- "chAccPwChange": "20176328",
- "chAccPwChangeInd": "02",
- “nbPurchaseAccount"”: "11",
= "paymentAccAge": "20160917",
- "paymentAccInd": "04",
= "provisionAttemptsDay": "3",
- "shipAddressUsage": "20160714",
= "shipAddressUsageInd": "04",
- "shipNameIndicator": "02",
= "suspiciousAccActivity": "@1",
= "txnActivityDay": "1",
= "txnActivityYear": "21"
=
"acctNumber": "7654310438720050",
- "acctType": "03",
- "authenticationInd": "©1",
- "authenticationInfo": {
= "threeDSReqAuthData": "validlogin at UL TS BV",
- "threeDSRegAuthMethod": "02",
= "threeDSReqAuthTimestamp": "2017110713067"
=
- '"cardExpiryDate": 19180,
- "cardHolderInfo": {
= "billAddrCity": "Bill City Name",
- "billAddrCountry": 840,
- "billAddrLine1": "Bill Address Line 1",
- "billAddrLine2": "Bill Address Line 2",
- "billAddrLine3": "Bill Address Line 3",
- "billAddrPostCode”: "Bill Post Code",
- "billAddrState": "CO",

- “cardholderName": "Cardholder Name",
= "email": "example@example.com",

- "homePhone" : {

- "cc": "123",

- "subscriber": "123456789"

- H

- "mobilePhone" : {

- "cc": "123",

- "subscriber": "123456789"

- H

- "shipAddrCity": "Ship City Name",
- "shipAddrCountry": "8486",
= "shipAddrLinel1": "Ship Address Line 1",
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= "shipAddrLine2": "Ship Address Line 2",

- "shipAddrLine3": "Ship Address Line 3",

= "shipAddrPostCode": "Ship Post Code",

- "shipAddrState": "CO",

- "workPhone": {

- "cc": "123",

= "subscriber": "123456789"

- }

-

- "challengeInd": "02",
"eventCallbackUrl": "https://example.requestor.com/3ds-notify",
"merchantId": "1234567890123456789012345678901234",

- "merchantName": "string",

- "merchantRiskIndicator": {

- "deliveryEmailAddress": "deliver@email.com",
- "deliveryTimeframe": "01",

- "giftCardAmount": "337",
= "giftCardCount": "02",
- "giftCardCurr": "8486",
- "preOrderDate": "20170519",
- "preOrderPurchaseInd": "02",
- "reorderItemsInd": "01",
= "shipIndicator": "@2"
=
- "payTokenInd": true,
- ‘"priorTransID": "59ae264e-b0f4-43c7-870e-4d14bd52806e",
- "purchaseAmount": "12345",
- "purchaseCurrency": "978",
- ‘"purchaseDate": "20180122153045",
- "purchaseInstalData": "624",
- "recurringExpiry": "20180131",
- ‘"recurringFrequency": "2",
"threeDSRequestorTransID": "2409a5df-b777-4ebc-ad59-2a61091187f1",
- "transType": "03"
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LRRV R

AT 7api/vi/auth/brw/init/{messageCategory} & /api/v2/auth/brw/init D L ARV XK
XOEREELET,

“errorCode": "1005",
"errorComponent”: "A",
"errorDescription”: "Data element not in the required format. Not numeric or
wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",
- "errorMessageType": "AReq",
+ "authUrl": "https://demo.3dsserver.com/api/v2/auth/brw?
t=dbb2702a890028817afe58fda659526e",

"monUrl": "https://demo.3dsserver.com/brw/init/mon?
t=6afa6072-9412-446b-9673-2f98b3ee98a2",

"threeDSServerCallbackUrl": "https://demo.3dsserver.com/brw/callback?
transId=6afa6072-9412-446b-9673-2f98b3ee98a2",
"threeDSServerTransID": "6afa6072-9412-446b-9673-21f98b3ee98a2"

}

6 Important

API v2IZH T, Execute Authentication ZLIE (3 ActiveServerh M Emk LU 7z818Y (¥ 13w o) URL (
authurl) ZERATBICENMWEERYET, 3DSYUIITRY—IECDURLEFER UL E T, LIATAPI VI
DHARGLEFEBAIDSYVIIRY— BV 7)) - A—REF/N—RI—REh7ZURLERHY T, €D
URLIZEA L FE A,

Execute Authentication DZEHE
. Execute Authentication (/api/v2/auth/brw) DIV kU —R+1 Y ~E. Initialise
authentication L ARV AAD authUurl NEEINF UL,

. Initialise Authentication 'SHIREIN/ZA—RFEEIBHREBBIIBHRD/INSA—5—F
DOIRMAXABITENE U,

- threeDSRequestorTransID & threeDSServerTransID D7 4 —J)L R IZRE(CR > Tz7z8. HI
fRENF LI,

.« acctNumber 7 4« —JU R BIMEINF LT,
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browserInfo 7 4 —JVRMNBMEINF UL, COT 1 —ILRIFET SO —IEHRINENIE(C

Lo TINESINERTT, 5¥#MIL3DS Requestor changesE SR 2\,

« APIV1ICH Y F UJZ Initialise Authentication {messageCategory} /NS> A—% —I|IAPI

vi URLOSHIFRE N, LRRY ZAEAXABITEINZFE U,
* 7 4 —J)U Rl& cardHolderInfo JSONFA 7Yz b Ll.ﬂl]éﬂ? L

-—}'In—'-|

addrMatch 77> 3V
nRIE

fzo BEREIEFIEISBEITEFEMERBUDIFEIL Y 28E. BICTRWVWIFEIEIN %
T, sAKLIEFTE BETLIEFRITIAHEBRTY
threeDSRequestorTransID 7 4 — )V RIZREICL>T27zd. HIFRESNF L,

c IS—O—RDT74—IVRIZHRIUEEBIRIAD L RIRV R « AvE—IhSHIREINF L
zo

DO ITRAERX
MATFIZ 7api/vi/auth/brw & /api/v2/auth/brw DY I T ASEAXDHEESREELET,
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"acctInfo": {
"chAccAgeInd": "©3",
"chAccChange": "20160712",
"chAccChangeInd": "04",
"chAccDate": "20140328",
"chAccPwChange": "20170328",
"chAccPwChangeInd": "02",
"nbPurchaseAccount”: "11",
"paymentAccAge": "20160917",
"paymentAccInd": "04",
"provisionAttemptsDay": "3",
"shipAddressUsage": "20160714",
"shipAddressUsageInd": "04",
"shipNameIndicator": "02",
"suspiciousAccActivity": "@©1",
"txnActivityDay": "1",
"txnActivityYear": "21"
H
"acctNumber": "7654310438720050",
"acctType": "03",
"authenticationInd": "©1",
"authenticationInfo": {

"threeDSRegAuthMethod": "02",
"threeDSReqAuthTimestamp": "2017110713067"

SO T S R S S T T T T G T T S R S S S S S S S S S S A,

i
"browserInfo": "Base64 encoded browser informaction",
V2
+ ‘"cardExpiryDate": "19180",
+ ‘"cardHolderInfo": {
+ "addrMatch": "N",
+ "billAddrCity": "Bill City Name",
+ "billAddrCountry”: 840,
+ "billAddrLinel1": "Bill Address Line 1",
+ "billAddrLine2": "Bill Address Line 2",
+ "billAddrLine3": "Bill Address Line 3",
+ "billAddrPostCode"”: "Bill Post Code",
+ "billAddrState": "CO",
+ "cardholderName": "Cardholder Name",
+ "email”: "example@example.com",
+ "homePhone" : {
+ "cc": "123",
+ "subscriber": "123456789"
+ i
+ "mobilePhone" : {
+ "cc": "123",
+ "subscriber": "123456789"
+ i
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--New field added from
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"shipAddrCity": "Sh"ip" City Name",
"shipAddrCountry": 840,
"shipAddrLinel1": "Ship Address Line 1",
"shipAddrLine2": "Ship Address Line 2",
"shipAddrLine3": "Ship Address Line 3",
"shipAddrPostCode": "Ship Post Code",
"shipAddrState": "CO0",
"workPhone" : {
"cc": "123",
"subscriber": "123456789"
}
)
"challengeInd": "02",
"merchantName": "Test Merchant",
"merchantRiskIndicator": {
"deliveryEmailAddress": "deliver@email.com",
"deliveryTimeframe": "@01",
"giftCardAmount”: "337",
"giftCardCount": "02",
"giftCardCurr": "840",
"preOrderDate": "20170519",
"preOrderPurchaseInd": "02",
"reorderItemsInd”: "61",
"shipIndicator": "@2"
i
"messageCategory”": "pa",
"payTokenInd": true,
"priorTransID": "59ae264e-b0f4-43c7-870e-4d14bd52806e",
"purchaseAmount"”: "12345",
"purchaseCurrency": "978",
"purchaseDate": "20180122153045",
"purchaseInstalData": "024",
"recurringExpiry": "20180131",
"recurringFrequency": "2",
"threeDSRequestorTransID" : "2409a5df-b777-4ebc-ad59-2a61091187f1",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"transType": "03"

+ + + + + F F + F A+ F A+ F A+ F A A+ F A+ A+
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ResultDZ &

LRRV R

AT 7api/vi/auth/brw & /api/v2/auth/brw DL ARV AAXDHEES L EF T,

"acsChallengeMandated": "Y",

"acsReferenceNumber": "3DS_GP_ACS_201_13579",

"acsTransID": "375d96ad-3873-498b-9133-380cbbc8d99d",

"authenticationType": "02",

"authenticationValue": "MTIzNDU2Nzg5MDA50Dc2NTQzMjE=",

"cardholderInfo”: "For example, Additional authentication is needed for this
transaction, please contact (Issuer Name) at xxx-xxx-xxxx. \n Length: Maximum
128 characters\n Optional”,

“challengeUrl": "https://demo.acs.com/challenge",

"dsReferenceNumber": "string",
"dsTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"eci": "02",
- "errorCode": "1005",
- "errorComponent": "A",
- "errorDescription”: "Data element not in the required format. Not numeric or

wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",

- "errorMessageType": "AReq",
"messageVersion": "string",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"transStatus": "Y",

"transStatusReason": 11

Result DZEH

. authenticationType & interactionCounter 7 4« —JUR&BMULFE Lz, CNiFHh—KRS
BADFvLVIICEAULTERZE D ERHETZEHTT,

- acsReferenceNumber & dsReferenceNumber 7 4 —J)U RIFHIBRESNnF U, Chid
Execute Authentication QUIBICT CICRHETNhTWBA3HNSTT,

s IS—O—FDT7 14—V R UIEEBIFREED L ARV R - Ay E—IhSHIFRENE L
Zo

DOIRK

VO IRAMAEARNANDEREEEIHY TE A,
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APIDZRE - APPEREEAPI v2ADI 1Y L—> 3V

LRRV R

AT Z 7api/vi/auth/brw/result & /api/v2/auth/brw/result DL ARV AEXXDIBER % &L
LET,

{
- "acsReferenceNumber": "3DS_GP_ACS_201_13579",
"acsTransID": "375d96ad-3873-498b-9133-380cbbc8d99d",
+ "authenticationType": "02",
"authenticationValue": "MTIzNDU2Nzg5MDA50Dc2NTQzMjE=",
- "dsReferenceNumber": "string",
"dsTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
"eci": "@2",
+ "interactionCounter": "02",
- "errorCode": "1005",
- "errorComponent": "A",
- "errorDescription": "Data element not in the required format. Not numeric or

wrong length.",
- "errorDetail": "billAddrCountry,billAddrPostCode, dsURL",
- "errorMessageType": "AReq",
"messageVersion": "string",
"threeDSServerTransID": "6afa6072-9412-446b-9673-2f98b3ee98a2",
“transStatus": "Y",
"transStatusReason": 11

APIDZEE - APPEREEAPI v2ADR A L— 3V

« /api/v1/auth/app/{messageCategory} D /VRI(Z /api/v2/auth/app NEEINZF LT,
{messageCategory} 7 4 —JVRIFURLMNS VIV TR M AXABITEINZ LT,

- addrMatch 7733 * 7 4 —)U R l& cardHolderInfo JSONA T Yz ¥k LCLjJﬂé*li L
feo BEREFEFAIZHBEIEFFRERUDBEI Y 28RE. AL THWVWHEIIN ZEREL
9, saKELEFTE KBTI EIEFRITAHEBRTY

- interactionCounter 7 4 —JU R {& /api/v2/auth/app/result D L ARV AABIMINF L
o COEIRD—FREMNRULEREIRRZ RTZH. ACSHERINZFIENHY T,
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APIDZERE - 3RIFREIAPI v2ADR AT L— 3V

APIDZ T - 3RIEREEAPI V2ADI 1T L— 3V

/api/v1/auth/3ri/{messageCategory} D /VR(Z /api/v2/auth/3ri NEBEEINZF U,
{messageCategory} 7 41 —JU RIFURLMNS U IV TR hAXABITEINE LT,

3DSUYIRIY—DERE

« 3DSVIITRZ—DNY I TR - O—KiE, RSN Tz authuRL EWebB —/V\— - v < 3
VD initAuth LARV RAITREFELE T, #&IC. authURL (IBRWEREEF v/ RILD
Execute Authentication RLIBICHFEHLNF T,

- 3DSY U T R % —IF eventCallbackUrl |[CT 3DSMethodFinished ® U < (&
3DSMethodSkipped MeventZ ST BBR. param /NS A—% —DH(C(EActiveServerhlR
KURET SOV 188K Baseb4d T A—FARNTEENTVET, TDzd. ¥ D3DS
DOTIRZ— BT - A—RICIZF UWVAPI v2XF S D 3ds-web-adapter HVBEIT N F
L7z, 3DSU Y ITRXH—IL. Execute Authentication J U LXK IZd 3 browserInfo
74—JVRAIC, LEEDBasebdTY I—RENT SO —BRERXELE T,

- 3DSU Y TR % —(ZPAN% —[B]ActiveServerN3ZE(EUF T, /api/v2/auth/brw/init & /
api/v2/auth/brw DAPIO—)LZ B U TPANZZXEELE T, Chid. ActiveServerlZfEE1t
INEPANZREZELRLL G- TT,
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EMVCoV2.2.0 %17

EMVCoV2.2.0 21T

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /N\—=23:V2.04 | RF2 AV~ N—=T3V:Vv2.0.4:1



FE

MEATRORFa2 AV NI, TUFIVONMBET ~2HAWVWT, DSR2 O0—2#HET S
TORE—HmSERALET, CNIF3DSYIIRY—L3IDSYSIFPY L%, 3DSUYITR

S—BEE P ENZ3MBEF v I 7oNTOLRIC, EMV 3DEF 21 72.00EHKEEET S
rHDOEDTT,

COMEHT RiF. #FESNZIDSUIIRS—FTEOTOAI IV MICEDVWTHY ., =20
N—hTEBHRINTHWET:

HTML/JavaScript DOV KRIVR - FEDFVSA 3y e, BRW. 3RI. APP.
Enrol DAPIFUH LD EHDTFAKR—T

c NNV IIVR-DJAOVEIVRR=IEDY—-RADKRR L, Tz, R—IEEDRITE
x509 EB&E I & 2 ActiveServersRsEAPIOFEUH L 217WVWE T,

20V KIYVRWebXR—I & JavaScriptDEEZEZUTDO I L —LD =2, AVR—RV ~&ER
LET,

- Bootstrap 4.1.3

- Font Awesome 5.2.0

- Moment.js

+ JQuery 3.3.1

O Javascripth ML E Wi T S o — OIS

ActiveServerid. X7V TR UDREE Y R—FULTWVWET, javascripthMEMMEEINZAh—RKED
TSP —ICRIBULIEWBE. javascripthMEM LS N7 SO —D3DSU VIR —DTFEICDWVT
CHEoEBRLTLES,

ElE=ES s
COHA REGAT 3 LD OMRRHEFATOEY T

- Web7 OV IV RODORAEMB (HTML. CSS. JavaScript)
- GtV S17V
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https://getbootstrap.com/
https://fontawesome.com/
https://momentjs.com/
https://jquery.com/

YUIWIA-ROFzvIT7UL

« VUOTa47kT N, EITHDActiveServer1 VXYV R
. Java. PHP £ L< 2 C#D 7O S Vv DEENH

BTN I—-bDFVvIT O
3DSUVIRS—FTEDID—RIFGitHUbIZARRA ENTHEY . UTOLRIKUMNSERTS
ENHEKFTT:

https://github.com/gpayments/gp-3ds-requestor-demo.git

BTN IA—ReFzvI7UET3ICE. UMTOARVEEO-ANEETRITLTIKRES
(-

git clone https://github.com/gpayments/gp-3ds-requestor-demo.git

LARIVKRUNERINZE, COFa—hKRIUTZINDOETCORELRTEI—RMUTOFT ALY
KURICREOHMY FT:

$ cd gp-3ds-requestor-demo
gp-3ds-requestor-demo $§ 1s
dotnet go java php README.md

GPaymentsidiiftJava. PHP . C# . GoAllTONY VTV DYV T ) aA—R R HELTVWE
¥, MEAIFERLT. Ny VIV DOEEBRMTHANELR BB TR, TDOEEDYT =
20Uy 9 B TERIDHANKRRINE T,

ITRCONY IV DYV TFIVIE. JavaScriptz £ U TCEMN TV 7L — ~EICMustache
EFAUEERAERICL>TVET,

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /\—33:V2.04 | RFa2 AV K N—=T3:V2.0.4:1


https://github.com/gpayments/gp-3ds-requestor-demo.git
https://mustache.github.io/
https://mustache.github.io/

Y —N—flDkREFHE

O ER

BRI TEDEMND A, 3DSUYVIRSY—FENI—RIE. WebZ7OV IV RODO—-RAICKFEDT
AERER=IDOA=IN\yo0OYY INREINTVWET, NI IV RDO—RIFEMLY—
IN—{AlD R — JER3% & ActiveServersBaEAPIIC#E#E T 2 HDXS5098B8E 07 51 7V MMZR>TWVWE T, EE
NERETIF. BAZ7A0VMIVRENY I IV RDO-RBEEZE 2. HREOBEDOFIVIT
DRT7O€RED—=IT7O0-ILEHEBZIRIC. BRBEHDIDSYIVIRY—A—FReTFrv L, EET
3 ENERETT,

P — \—{H|DIkEFHE

H—N—fID3DSV VIR Y —FTENI—FE. FRBICLYVERYITTH, UTOKRERE ST
TSV ETEDIDSV VIR —ERITITBHICAVRAM—ILT2RERHY T

kEEEY -

Java JDK 1.8 Apache Maven - https://maven.apache.org/install.html

C# ASP.NET & WebFH D — 2 0 — k£ & &/ Visual Studio 2013F Windows system required
i ENLIE
Nuget%z 7~ X b —)b, BB& : https://docs.microsoft.com/en-
us/nuget/install-nuget-client-tools#visual-studio

PHP PHP 7.2& cURL (Client URL Library)
Composer - https://getcomposer.org
Guzzle - http://docs.guzzlephp.org
OpenSSL

Go gin-gonic& Go 1.120 &£ Go BIN—VaveEl VA r—
JU https://golang.org/

7247V A DES

I\ o T KhActiveServersRsIAPI [ FUH UB B & REE 9 dHiIC. 7517 NIFAE %
LY RT7YVTITIRENRDYET, COYSA TV NEIAZEICL )\Avﬁl/#u
ActiveServer CHHE ICEREE S NETLSEHRE Y 7Yy TSI 3ENMHET T,
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https://maven.apache.org/install.html
https://docs.microsoft.com/en-us/nuget/install-nuget-client-tools#visual-studio
https://docs.microsoft.com/en-us/nuget/install-nuget-client-tools#visual-studio
https://getcomposer.org
http://docs.guzzlephp.org
https://golang.org/

3DSUYVIRY—TEDEE

9547V NEAEERB T3 ICE. CE5EBBRULTLKIETV, ActiveServerf VA5V XA
D7V ERAEF>TH ST . GPayments TestLabsz AT 35S (2.
techsupport@gpayments.com38 TICA—JL &%), SERAZEZERIBEL TLET LY,

9547V REAEF X777 MIVORABIHERES . HDT LI RVICENED
E—U. EDT777IVNRENY I IV RICTIEL TS,

RERAEIZ3DSY VIR Y —TETFOAVI VT4 LIV VAICIE—TIREEHY TEAD.
9S4 F7VRERAEE OV IV MAIRETZIET. BELYPILQVFT,

TOVIODTAL IR IBEEHR TSI, TALI M UBETHMESRL TS
W,

3DSUYITRHY—TEDETE
IDSYIUIRS—FTEERITTBZEHIC. YRTLAERBEBTZRNCUTOREZITO>OLENH Y
FI:

1.3DSU U T X% —I%. ActiveServericBEEDIT VYU —RA1 Y &2 3—)V/)\WYURLE LT
EIETINENHY FT, I5IC. FRELAPIZETITT B 28 (T ActiveServer DEREEAPI URL
EERETI2DHENRDYET,
AsAuthUrl&BaseUrlz /\w 7 TV R Y =X 774V TCERELTLRETV, TNS5DEER
7=y guhiEiicnBRE LSV ETEHFRSWVEICEICFERINE T

- AsAuthUrl - ActiveServer VX% XD API URLZETE U F T, GPayments
TestLabsZFIH T 2B BIET 74 I RDEZHFENLIZT W,

- BaseUrl- 77V —avhiEdhasnr7o7XEN3URLICRY FT,

Java C# PHP Go

//application.yml

gpayments:
asAuthUrl: https://api.as.testlab.3dsecure.cloud:7443
baseUrl: http://localhost:8082
certFileName: # Client Certificate file (.p12 or .pfx) path
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mailto:techsupport@gpayments.com
../directory_tree/
../directory_tree/

3DSUYIRY—TEDRE

O R

HFUYVTIVATERASINIREDR—MRFERAINTVIHBERI IS —IRETIENHY F
T, TDFEIF port & baseUrl ZFUIRMEICEREL TLRETW,

2. NV ITVRUY—=RT7A4)UD certFileName &% DV O—k UZEEBAEICRELE T,
- EEIEY S 7V hEIEAE 2 FIA Y 355!
o certFileName &7 51 7V hEEFAEBDZTEM T 7 1 )L & & /IVRITERTE,
o groupAuth % false |[CEXRE,
o merchantToken ZZEHICEXE,
- BRLAPIN A5 —7U >4 7V MEEFAE:
o certFileName &7 51 7V hEEFABDZTEM T 7 1 )L & & /VRITERTE,
o groupAuth % true [ZEX*Eo

o merchantToken ZERE T Do X—F ¥ /b h—oVIlDOWVWTECESEERBLTL
23U,

A mE

groupAuth = true DIFE. NV IV TV RIGHTTPY 2 T X~ DHTTPAYW 5 —I[Z AS-Merchant-
Token 27 4 —JU R ZiBH0 UmerchantTokenDEZERET 2 MENRHY F9, NV oIV REE
DEFMZRERT ZI1CIE. CBESEBBLTLLETWV,

Java C# PHP Go

//application.yml
gpayments:

certFileName: # <V 54 7Y NIFAEDTRAT7 74 LA E/NR>(.p12F fid . pfx)
certFilePassword: # <7 54 7> NEFAED/A AT — K>

groupAuth: false

merchantToken: # groupAuth = true®iz&®dmerchantToken
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../directory_tree/

3DSUYIRY—WebY 1 hzRET S

/s E

9S54 7 Y NIFREIMEEDIFRICIRET D CENHEKF T, FIRIE. V517V NERRER ¢/
Downloads 74 L2 kU (WindowsD3IF&)IZ client_certificate.p12 D7 7 T IV EZ THRELLHE
l&. certFileName % C:/Downloads/client_certificate.p12 ICEBELTLIEZTW,

3. Terminal(Linux) 722X Y ROV 7R (Windows) ZBE U T AR Y RS 5270
JxI9DIV—bTF4LI7RVTERITLTLETV, CTNIEIWIEIERTEICIZINTONER
KEEZY O VO—RT23BICHDIDNIBENHY T,

Java C# PHP Go

S cd java
$ mvn spring-boot:run

JavaRry D=9 7 9RRAICL D771 7—0+— IV &E

Windows T JavaD XY b D=9 7 9 RICEW D747 —04—=)bEF21 V71 7>—bHRE
THAEENHY FT, TOHBEIE. TIVEREHFTL TUHRITTLEET W,

3DSUYVITRY—Webt 1 ~&FEET 3

72547V MERAZ L URLDBELICERE SN, RY—L7yv 7OV RERETFENBZ L. 3DSY
VIRY—TENERICEE#HEINZIETTT, 3DSU VI RY—X—JlFhttp://localhost:
8082(H UK (F EEETIBE UzBaseURL) IC7 V ER T2 ECHE I 3EN/MHKF T,

Qp 3DS Requestor  Online shop  Test pages ~

3DS Requestor

Welcome to GP: sample 3DS Req website. Check the online shop to see a sample merchant integration, or use
the test pages to test ActiveServer's authentication APIs.

Online shop Test pages
Sample shop to show how a 3DS Requestor is integrated. Test pages for Browser (BRW), 3DS Requestor Initiated (3RI), App
authentications, as well as the 3DS2 enrol check.
Launch » BRW test » 3Rl test » App test » Enrol test »

© GPayments Pty Ltd 2020
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http://localhost:8082
http://localhost:8082
../../../../images/requestor-index.png
../../../../images/requestor-index.png

3DSUYIRY—WebY 1 hzRET S

Y3y FR—=I &< ICIE0nline ShopW@Launchﬂ'W/’&:%#Rb‘C LRIV, WOhERE
A—KIZEMLU, 774 EDA—FRREDBEREFEALTFIVIT7IORLTHTLKES
(A

@ 3DS Requestor Online shop  Test pages ~ API Document

Your cart

\ Banana

Ny 300

% Continue to checkout

Apple Pineapple Banana

Freshly picked Cavendish Apple. Delivery Freshly picked Cavendish Pineapple. Freshly picked Cavendish Banana. Delivery
next day. Delivery next day. next day.

Price $2.00 Price $5.00 Price $3.00

Quantity Quantity 4 Quantity

Add to cart Add to cart Add to cart

TBEDSYIVIRY—TERFRFIVITORR=—IZRRLET:

@ 3DS Requestor Online shop Test pages ~ oo
Cardholder Information vourcart —
Payment v mo

W s
Name on card Test Card
Card Number 4100000000000100 CisEEmiE)
Expiry Date (YYMM) 2508
Currency 036
Billing details
Address Line 1 Unit 1
Address Line 2 123 Street
Address Line 3 123 Suburb
city Sydney
State NSW
pld 2000
Country Code 036

Is this address also your shipping address?
® Yes
No

Continue to Checkout’R %~ C#ifT79d & . 3DSU IV IR —TFTEIZEBERRERTLUET:
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3DSUYIRY—WebY 1 hzRET S

@ 3DS Requestor  Online shop Test pages ~ B API Document t

Back to Shop

—
VISA

EUTRBICRERR-—IDPRRTNITERALLEA-—RESICLY., £F2 U7« EBEEH
RATNBZIEBENHYFTT, F#EME TV TII—FEEEEIE L TKRETV):

Test Results Back to Shop

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

dsTransID 822046a7-ea77-4332-9f12-eb295a38087a
eci 05

messageVersion 2.1.0

authenticationValue AGMBAYVNCUQQAAAAAWCIAAAAAAA=
transStatus Y

threeDSServerTransID d4236aec-f619-440c-9ddc-2e97895b44a9

Show results in separate page »

HHTESTTVET | IO TDIDSY IV IR —DTEEO—HINRETERICEITLTTR
FUE U,

A w&

3DSU YIRS —HHTTPSTIZ AR KHTTPLTRITINTVET, CNIZRLBZTEDBMNORT. FF
BETIRHTTPS ORIV EFERASTNZDANLEF LWV T L& S,
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HR—k

CONEICODWICHEDH3HBEIE. FKEICEEEHET IV,
techsupport@gpayments.co.jplCEX =)Lz HFHFELTHEYW FT,

7 ROF S y—

IRARYVEBEIRLT, 3DSUYVIRY—D7AYVERI YV REEICODVWTIELREITL,
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mailto:techsupport@gpayments.co.jp

70V hIYVREEWV2)

vV E IV REE(V2)

CoEI/vavelR. BTN I-FEFRALCNBEZ SV yr—avordor0v b
VRORERFERLET,

YW I—ENRYT—IADUTOTZ 7 1ILiET70OY TV RAD3IDS2EREEICHEAET T,
BEOBBRTALIRI)Y ) —CHMEREERL TKRE,

W

v2/process.html - IRTCDWELY—T V REERELTWVWET,
v2/3ds-web-adapter.js -3DS27—%#Z 20V RIVRMSNY IV RAEL, O=)
Ny JURLDBICKHER iframe ZEMT 33DSYVSA 7V RDEELRIAVR—RV KT

ER
- notify_3ds_events.html - ActiveServerD&IZfFREIN2 =)Ly I RXR—I T, FREEIC
EB‘\,\—C(X?“J TTERTY I 18(0) 2RI 2ICHEICRYET, COR—IVFFIv
'j I\Lfgcunlh\nﬁ{&\/ l\ &5}3 LJ -gsj—o

PITFIGEREINIBEREE Y — 7 V RICEDWE 7OV IV RREDEHMTT,

QL.IE1 . EIB\EE@*)JIH\H'{B
AL E WAL T 3 AIC. 7OV RI Y RARELGE:
- BEONEE AV E—IVZEIDSYIIRYI—ARETD ATVT1EATVT2),
c BBEAYE—VEZELI-INY Y ifrane BV R T7YVTTE (RTY T 58 RTYVS
6) o

AP -NFzVvIT7ORR—IADFIYITIORNERMIBRNY V&IV ITBE. T3
DOV IMNEBERT—HEtYI a3 VAL —YITRTEFEL process.html XK=V [CBEHLE T,
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../../authentication_sequence/
../../authentication_sequence/
../../authentication_sequence/
../../authentication_processes/
../../authentication_sequence/
../../authentication_sequence/
../../authentication_sequence/
../../authentication_sequence/
../../authentication_sequence/
../../authentication_sequence/

A03E1: EREE D FIHATL

//checkout.html
function checkout() {
var apiVersion = getApiVersion();
switch (apiVersion) {
case "v2":
goApiVi();
break;

}

function goApiV1() {
var sessionData = genSessionData();
sessionData.messageCategory = "pa";

sessionStorage.setItem("sessionData”, JSON.stringify(sessionData));
window.location.href = "/v2/process”;

}

function genSessionData() {
var sessionData = {};
sessionData.channel = "brw";
sessionData.authData = genAuthData();
sessionData.backButtonType = "toShop";
return sessionData;

/" EH
sessionData L E D:

channel : brw ¥/2l& 3ri, LEOHAITIE. TSOPR-—IXDPELEFEITITBHIC brw Fr V=R
WEFERLELE,

messageCategory : pa -3RiF&oal & /2ld npa -IERFZEREEO VI ND, LEDHITIE. pa ZFERAL
F U,

authData : JSONFERD TR TCORELRT—45, T—HBEICDOWVTIE. APIRF 2 AV REBZRL
LRIV,

backButtonType : 7AERARX—I D back RV 71 T&RULET, LEDHITIE R Ry V&
vav 7R EUTHERLE T,

EMR o R—IRBBIE(C sessionStorage &{FHAT3DiF. TERHTY, 3DSUITIRY—DEBRNDEE
TlE. BEOFIVv I 7O TOCREMETZEHIC. R—IBTNSA—HY—ZEETIHOE
BLR7O0—F&BRLELL S,

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /N\—=23:V2.04 | RF2 AV~ N—=T3V:Vv2.0.4:1


https://docs.activeserver.cloud/ja/api/auth/#/Auth%20API%20V2/BRW_INIT_AUTH_V2_1

SLIR1: EREE D AEATL

process.html X—JAN T, sessionData {5 U3DS2MEBEFALE T, F9. SREE & #IHAML
T 2 B0DIEER % 3ds-web-adapterlCXELET (R7V T 1),

//process.html
var sessionData = JSON.parse(sessionStorage.getItem("sessionData"));

switch (sessionData.channel) {
case "brw":
var container = §('#iframeDiv');
brw(sessionData.authData, container, _callbackFn,
sessionData.messageCategory,
sessionData.options, sessionData.transType);
break;

3ds-web-adapterID brw() BAEIIIAT DN A—H ZEAF T
authData : JSONFEHD IR CORERT—H, T—FBEICDOWVTE. APIFF 2 AV
eBBRLTLLIET,
container : 83D iframe Z4 %Y 5 3ds-web-adapter O ERIEREI NIV TFH—,

callbackFn : EREHEREZNIBET 372D I—)V/\y VE8E, C DEENIZ. 3ds-web-
adapter™ 5D A—)V\y V& 0IBT 376 (C. INBERTEETINENDHY T,
callbackFn (. type & data M2 DD/NSA—H—4ZTEBDDLENHY FT,

o type TNV hDEEZRLET, ZITANSNBE:
* onAuthResult FREEfERZRUE T
= on3RIResult 3riD#ER &R
= onEnrolResult EnrolD#ER&ERLET
* onChallengeStart Fv¥ L VI EMIBIT D& &R
» onDecoupledAuthStart 7Y IV REREE&ERIAT D C L &R ULE T,
* onError IS—ZRULET

o data 3ds-web-adapterDSREINTET—%, T—HITiE. Tauthy . [3ri] OFER.
FrFIS—AvtE—IJDoVWInMrrEEnzzd,

fBll& LT, process.html X—/D _callbackFn (type. data) {...} BE¥REFATEZEY,
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SLIR1: EREE D AEATL

options :3DSU YV IRHZ—DATavVDINSA—=5—, KDATIa V& ERTEE
ERR

o FwLIF ¥l - options.cancelChallenge = true ZERELT. F¥ LV IN
RERBHRICFy LY I eFv oI TINESHEIEELET,

o FwLVIF v/ IEH - options.cancelReason XD L DICRET D& IT L
). DS/ACSICEHIERME IR I BEHICF v LY INF v VIV S NTEFBEICTRET
3473y,

* 01 F2l& CRegNotSent (AXFEL/IWNFIFRFIENFEA)
= 92 7213 AuthResultNotDelivered (AN FE/NZWXFIZXBITINFEFHA)

o FwLVID4YRIDYALX - options.challengeWindowSize & XD & 5 ITERTE L
T. ACSHEEBEREINZFv L VIV VRO XEIBELET,

= 91 =250 x400EZ )L
= 92 =390 x400EZ )L
= 93 =500 x600EZ )L
= 94 =600 x400EZ €IV
» 95 = 7)VRIV )=V

transType :DSTO7 71 IVERBIRTDHDINS A—4H—, transType = prod & £
UCCARBT ALV —N—%2FHELET, TNLUNDIFEL. TesttabT 4 LI KU
Y—N—DERINZET,

/R Z3ds-web-adapter D brw() AV Y RMS3DSU Y I RY—N\w I IV RICERE & OHALT
2EDEREXEVETIRTVIT2),
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//3ds-web-adapter.js

function brw(authData, container, callbackFn, options, transType) {

_callbackFn = callbackFn;
iframeContainer = container;

_authData = authData;

if (options) {
_options = options;

}

//iframeD7cdICS VT LRESEERT 3
iframeId = String(Math.floor (100000 + Math.random() * 900000));

// trans-type=prod %Zf{£fA LAEFRIEDSZFAT S
var initAuthUrl = "/v2/auth/init";

//add trans-type=prod t
if (transType === "prod

initAuthUrl = initAut
}

var initAuthData = {};
initAuthData.acctNumber
initAuthData.merchantId
if (options && options.

initAuthData.challeng
}

console.log('init authe

o use production directory server

") A
hUrl + "?trans-type=prod";

authData.acctNumber;
= authData.merchantId;
challengeWindowSize) {
eWindowSize = options.challengeWindowSize;

ntication', initAuthData);

// Jauth/initICEREEA#NHAE T 2DICT—9 2 EETD(RATv T 2)

doPost(initAuthUrl, ini

tAuthData, _onInitAuthSuccess, _onError)

A03E1: EREE D FIHATL

brw() BEEIEINY U TV R /api/v2/auth/initPOSTU Y TA R &%(ELEF T, APIAYE—Y
A7V MEJSONFERTRETSNE T, KVITVRNEDLSICCOVIIRNENIET
BIHERRIBICIZICELEBRBLTLETL,

3ds-web-adapter(d 5Zh U 26 & & IE T 3 BIC _onInitAuthSuccess() B ZFER L F T(R

TV 5),
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AR 2: FREEDEIT

//3ds-web-adapter.js

function _onInitAuthSuccess(data) {
console.log('init auth returns:', data);
if (data.threeDSServerCallbackUrl) {

serverTransId = data.threeDSServerTransID;
§('<iframe id="' + "3ds_" + iframeld
+ '" width="0" height="0" style="border:0;visibility: hidden;" src="'
+ data.threeDSServerCallbackUrl + '"></iframe>")
.appendTo(iframeContainer);

if (data.monUrl) {
/] EETE=4"Y v Hiframe%EINT 5
§('<iframe id="' + "mon_" + iframeld
+ '" width="0" height="0" style="border:0;visibility: hidden;" src="'
+ data.monUrl + '"></iframe>")
.appendTo(iframeContainer);

}

} else {
_onError(data);

}
}

3ds-web-adapterid2 D DEE L iframe EF TV V7V RR—=IIHEALET (R7Y T 6)s 1D
B®D iframe (&(A7wv 7 7.1~ 7.4) BT, threeDSServerCallbackUrl ZFRA LTI S VT DIE
EHMACSE ActiveServerlT & WIREHES LSICLET,

20BEATVavoE=ZF) Y iframe T, TSOPIEHREINE T BIHEE LU IF3DSAYV Y
ROMBRICANULSDIS—HFHEEURKFIC, InitAuthTimedout ¥ RNV ~ % ActiveServers
ETEBRLIICHRYET, COARYRDYL LT I RIFI5HTT,

/" EH

Y= YZRBDRTY T 1DBRTFY T AT DRETEEINTNET,

S0IE 2: EREE DT
EEAETTEOCETOYRTY RIZTSYHBRONE, 3DSAY Y RF—5 DIk (IR

ENAERIBEDHR) ZRADDENHDYET, CNESD2DDUEBMNET L.
notify_3ds_events.html |& 3ds-web-adapter [CEREEZHElTD L OBAMUE T, CDUNEBAT,
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AR 2: FREEDEIT

ﬁf% DhOEBRICEY F—FIRENKB LD, EULIEETHFERDI S EZHE. InitAuthLER
LY RT7YTURERBIDEZSYY VY iframe IC& > T InitAuthTimedout D1 N ~HY 3ds-
web-adapter [CBFISN., EREINIBIIKR TEINT T,

UTRBEEETTZEHORTYT T

notify_3ds_events.html &3E%#&+ UK FIREEINZEDZBFEAL. 7—FIREICDOWVT
DAIRVEERELZFT,

_on3DSMethodSkipped & U < |& _on3DSMethodFinished 1 XY cHV@HIS N, ZiEo=
FAYE—IZIDSUIIRY—ICEELEFT (RTVYT8ERTYT 9,

 BREHERE V3L R7O0-8ULLKEFY LYY TO—TCREBLET, (RTVY 713

. RFY T AP ERIERTY T 14Q) FRE. FHYFILR - 20— (Step.
14(D))o

notify_3ds_events.html (ZEREEANIB AT D DICFERAINET (X7vF8), 3DSUS T
A% —|3 notify_3ds_events.html [C transId . callbackName &< 3/ D param &R
MULFET, NI IV REEEERITZICIICESEERBLTLLET W,
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038 2: FRREDRAT

<!--notify_3ds_events.html-->
<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8"/>
<title>3DSecure 2.0 Authentication</title>
</head>
<body>

<form>

<input type="hidden" id="notifyCallback" name="notifyCallback"
value={{callbackName}}>

<input type="hidden" id="transId" name="transId" value={{transId}}>

<input type="hidden" id="param" name="param" value={{callbackParam}}>
</form>

<script src="https://code.jquery.com/jquery-3.3.1.min.js"
integrity="sha256-FgpCb/KJQLLNfOu91ta320/NMZx1twRo8QtmkMRdAu8="
crossorigin="anonymous"></script>
<script>
[1FTy T MR=IJIBHMEEY., UBROMIEERITT 5,

var callbackFn = parent[S('#notifyCallback').val()];
//callbackFniZ3ds-notify/\Y RS —X Vv RICLYERERINhTWET,

if (typeof callbackFn === 'function') {
callbackFn(S('#transId').val(), $('#param').val());
}
</script>
</body>
</html>

callbackName (& U T 3ds-web-adapterID B3 AV Y R ZFATWBIENDMY FT(R
7w~ 8), callbackName Dl _onThreeDSMethodFinished . _onThreeDSMethodSkipped .
_onAuthResult . H U< (3 _onInitAuthTimedout T9, =& A (L. _onInitAuthTimedOut -1 N
VEhiE. 3DSAVY RRYALLAT7ORULEE EIFERTEE T, TNETNDAYV Y RDERBAILZII
TICEHLZFT,

LRV R L

_onThreeDSMethodFinished 3DSAVY RMACSICE WIRT U, _doAuth() EMFUHIECHIELEML
FT
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038 2: FRREDRAT

IRV~ AEA

_onThreeDSMethodSkipped 3DSAYVY RANFIAHESW. £ U IFBINERICEY) RFvIFIh,
_doAuth() EFUH IR TCHZIEEBMULEFITIDSAVY RERFvTFINE
MENMCEHL ST, 3DSH—N—D TS UPIBRINE (F3DSAY Y R &Y £HIIC
KITTNBZBIFELTLRS Y,

_onAuthResult C DA RV NFERELFE R M ActiveServerh SERBRIBEICR s C & E@AL F
I, ZU0vavlLRuO—¢FvLyyoO—CFERINET (RTY S
17(F) & 19(Q)) o

_onInitAuthTimedOut 3DSAVY RAE UK BT SUPBRIREFIC IS —HIREVEEEZENLE
To TEARTRIDAIRNYIRIEELUBE. COTETIE. I5—Avt—
IMRHATNh, RETOECANHmITINE T,
BHMHIC DWW TIE.  3ds-web-adapter.js @ _onInitAuthTimedout() BE¥K % FEER
LTLIEEW,

Test Results Back to BRW

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

Error InitAuth timeout

C CRT v 8CActiveServerlC & ViRE NS callbackName (& _onThreeDSMethodFinished &
U <(x _onThreeDSMethodSkipped D E'E 5 M T T, 3ds-web-adapteridCNS5DAI R ~&F
E92&. POSTUYVIRMEXEUREERITT 35IC _doAuth() EHTHULET (RT7v S
9,

FULTNw YLV RIZAPI /api/v2/auth/brw DRV UL EEHRLET, NV IIVRIRED L
SICEDVIIRANENIBTZINERTIICIECESEZBRULTCRESV,
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SLIE 2: ERRED AT

//3ds-web-adapter.js
function _doAuth(transId) {

console.log('Do Authentication for transId', transId);
//RAMT3IDSA Y v RFEADiframe% B Y k<

S("#3ds_" + iframeId).remove();

var authData = {};

authData.threeDSRequestorTransID = transId;

authData.threeDSServerTransID = serverTransId;

doPost("/v2/auth", authData, _onDoAuthSuccess, _onError);

3ds-web-adapterid A h U 726 E & I T 3 AT _onDoAuthSuccess() BB EFERULE T (R TV
713)
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SLIE 2: ERRED AT

//3ds-web-adapter.js
function _onDoAuthSuccess(data) {
console.log('auth returns:', data);

if (data.transStatus) {
if (data.transStatus === "C") {
// 3DVIVITRY—EF v LrooO—IlBITTEINENERIRTEET,
if (_options.cancelChallenge) {
if (_options.cancelReason) {
var sendData = {};
sendData.threeDSServerTransID = serverTransId;
sendData.status = _options.cancelReason;
doPost("/v2/auth/challenge/status", sendData, _onCancelSuccess,
_onCancelError)
} else {
var returnData = _cancelMessage();
_callbackFn("onAuthResult", returnData);
}
} else {
startChallenge(data);

}

} else if (data.transStatus === "D") {
_startDecoupledAuth(data, getBrwResult);
else {
_callbackFn("onAuthResult", data);

}
} else {

_onError(data);

}

RENTE transStatus ICEDWCELRZ O—%2FEFTLFET,
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/" 3x8

- v EB&E / CIEERERRIC AR
C: Fr LV IHRBE
N : SREBEE / CEERFERR
U: &REE / QR ERITTE LN oI
A MEBOBRITHERS NI
R: REBAL / COEERMEERF LIZENBIHESR

FMIZAPIEF 2 AV R EBRBUL TR,

709023V L AR

transStatusiZ Y. C. N. D. U. A&ETT,

7093y AFREHER

£ U transStatus B C & D TRIABWVWBE (DFW IV I3V L RDIFR) . 3ds-web-
adapterid > V73V L ROO—ABITU(RXTY 7 14(F)) . _callbackFn("onAuthResult",

data) ZUHERERTLEFT (11978),

//process.html
function _callbackFn(type, data) {

switch (type) {
case "onAuthResult":

// "Show results in separate page"%Z&RTY %,
S("#sepButton").removeClass("d-none");

showResult(data);
break;

showResult(data) BE¥XIL process.html R—IAIHERERRLET:
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Fv LY IR OHHT

Test Results Back to Shop

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

dsTransID 822046a7-ea77-4332-9f12-eb295a38087a
eci 05

messageVersion 2.1.0

authenticationVvalue AGMBAYVNCUQgAAAAAWCIAAAAAAA=
transStatus Y

threeDSServerTransID d4236aec-f619-440c-9ddc-2e97895b44a9

Show results in separate page »

72003V L ABENEBIICORATRTICRVET, EUCHNBEEFzv 77V MR
(&, REERBEREERA L CREOA -V UMBICRETEF T,

O wm=

ELAERIFBIDR—TICHRREINT T, CNIFUNIEITHATNIT T,

Fv LV IMBOHT

transStatus N C DIJFEH. ACSRF v LV IEBERULIEC R ULET, 3DS2EREE & ki U T
Fr LV ITOCRICETH., FrL Y INRERBRERETOCRERTIZIDNZRET
3Dix, 3DSUYVIRHI—RETT, COTETIE. options.cancelChallenge /NS A—%—
EFRALT. Fy LYY DOO—ICETB3DSU IV IRY—DERREZRLVLET, CDHEEEL.
BRWT A CXR—I TSN TWVWET,

/s EE

TFTEDEMT., Frv I FrLyIyFOLRIE7AOY NIV ROD javascript ( 3ds-web-adapter) T
REINTVET, EFaVT s LOERANS, COTAOTPRIZABTRECIINYIIY RTERETD
BDERHZIHBENRHY FT,

3ds-web-adapterid. options.cancelChallenge /\ZA—%—&F v I ULET,
options.cancelChallenge = true M ZH. 3ds-web-adapteridFv L vV eF+v/EILLEFE
T, AT 3V, BEINLEF v/ IVOERICIEU T, options.cancelReason & EFE U
TActiveServerlCXET B TEIT Y, IEESNZERIZ. 3ds-web-adapteric & > T/t
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Fv LY BT

P9IV RH5 jauth/challenge/status ICEEINEF T, WITIVRNRCOVIIXNEL
BI2ALEERTZICE. CESEBRBLTLLETWY,

Fr LYV IRROF YV EIIERIZ, RORIV—-—r2avhDLS51C2YFET,

Test Results Back to BRW

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

Challenge cancelled You can get further challenge results by select the "Show results in
separate page"” button after at least 30 seconds

Cancel reason CReqgNotSent

threeDSServerTransIiD 932ecfb3-e768-4dd7-8103-6a00b6192b9f

Show results in separate page »

options.cancelChallenge = true NEEULLBWIGE (FILED false ICREINTWVWBIH
2) . 3ds-web-adapterid startChallenge() ZMFUH UL, F¥L VI D1V RDIlsrc &
challengeUrl [CERFE U TZ iframe ZBALE T (RTV 7. 14 (C) )
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Fv LY BT

//3ds-web-adapter.js
function startChallenge(url) {

if (data.challengeUrl) {
challengeResultReady = false;
_callbackFn("onChallengeStart");
//iframe% 4/
S('<iframe src="' + data.challengeUrl
+ '" width="100%" height="100%" style="border:0" id="' + "cha_"
+ iframeld
+ '"></iframe>")
.appendTo(iframeContainer);

if (data.resultMonUrl) {
console.log("Start polling for challenge result");
_doPolling(data.resultMonUrl, getChallengeAuthResult);
} else {
console. log(
"No resultMonUrl provided, challenge timout monitoring is skipped.");

}

} else {
_onError({"Error": "Invalid Challenge Callback Url"});
}

/7 B

FrLVIVFUVFERULEWVGEIE. CESDHARIC->TLIETL,
iframe M class BMEDY width="100%" & height="100%" ICEREINZEBENHMY FT, ChiF
iframe NACSICIRHE TN ZIABICK D THAI XEEE T3 AICHETT, T, VIIRY—

&, ACSICF v LY IR—IVEBEDT A I TCRRTDLDICERTZCEETCEET, CD
EREOBIE (L. BRWT A RR—JICEBHEHINTWVWET,

iframe NBEINZ & RORFYF(RAFYF15(C) - 23(O)NEEIICEITEINET, Fv
LY VEER. MFORIU—yyavhnLSIcaYFd,
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Ly VISA

Enter Your Authentication Data

Please enter your information in the field below to verify your identity for this purchase. This
information is not disclosed to the merchant

SUBMIT

More information
Need help?

FUTH—REEBEDVITLINRAD—RDESBREET—YEAHLTFvY LY ITH—A
FRIETIENHFEE T, ACSIZEE|I E H—RESEBERIELTCFvy LV IBRERUET,

' note "ERR" Fv LV ViframeZRET 5 & &, 3ds-web-adapterid resultMonurl & &%
[T _doPolling() BENH BIMT Z2MENHY ETT, CNiE. Fr LI TOLREFICACSHITS
TLAT7 IR REUVLEHBEIC. RABRIEERICEBIND LSICTZIREHTT,

_doPolling() BA¥{& resultMonUrl DFFMAICDOWVWTIE, RDEV V3 VTEEALF T,

FrvLIT7O-PKRTT 3L, ActiveServeriZ A—IVI\Y VT 3 — L% iframe IRULFT
(A7v723(C)o iframeld. A=\ U4V~ _onAuthResult Z3DSU VIR H—N\v Y
IVR®D 3ds-notify TV RURS Y MNRTY T 240Q)ICEBEMICEELF T, &RIC. 3DSY
VIRY—E. BIEIDT S OY —1BIMINE £3DSA Y v ~ DIE & FHRIC
notify_3ds_events.html R—I &LV F VT ULET(RTY 250,

FrLvIoO—m8TURE. ActiveServerid3aDSU YT RH—/\y VTV RAD /3ds-
notify TV R U—RA Y ~%& iframe Z:BU TIHUH U, _onAuthResult BIEENF T, 3DSY
PIRI—ZUHET (AT Y 7 19(0) E[EBRIC notify_3ds_events.html R—I &2 L VT U VT UL
¥ ¥, 3ds-web-adapterldERAIfER 2B UENZ process.html R—IJICRRT 3 HIC
_onAuthResult() B ZFUHL F T,

O wm=

ABRETIEIACSITN—RRENSBONTBERINSEERIVRIR-IDORBELEETLE T, K
IS BBEEAYV Y R (BIRIEDY Z1LNRRD—F, £EBELE) MA—RKREBDM Y27 —ICL YR
BTN, RITINFT,
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Thy 7)) S EREEALEE £ T

Ty 7)) RERELANIE % f51

transStatus D DIFE. N—REBEACSORETTHY FIV RFBEAENIERITINFE T,

ActiveServerid. 775 “J7°)l/ REREEMTE T T3 & . ACSHSRRELREREMEBLE T, THY T
REREEAER ZHRIB 9§ 5728 (C. ActiveServerid (27w 7713)T transStatus = D & & H (T

resultMonUrl ZR#t U E 9, 3ds-web-adapterh® resultMonurl ZEXE T 3 & .

resultMonUrl 7 R—U VT UEEIT T, THY FIVRBEERDEBNTE TWVWINE S Hh & FE

RIZIRENDY TT(RXR7TYF15(D)o

7 ER

R—D VI RRERETZDIEIDSUIIRY—KRETT, HEINZEBI2WEICLY FT,

transStatus D M & F(T _startDecoupledAuth() BAIEFUHT CEICL > TITHh NS R
@ZR_ U ‘/7\‘0

//3ds-web-adapter.js
function _startDecoupledAuth(data, authReadyCallback) {
if (data.resultMonUrl) {
_callbackFn("onDecoupledAuthStart", data);
_doPolling(data.resultMonUrl, authReadyCallback)

} else {
_onError({"Error": "Invalid Result Mon Url"});

}
}

_doPolling() B$UIGETY UV T X~ % resultMonUrl ISEEL T, #HEROTAMEHERLET
(R7Tv7.16(D)))o resultMonUrl H5RINZIEE(Step.17(D))ICiE. AuthResultNotReady
F7/zlE AuthResultReady DWTNH D event BEFENTWVWE T, AuthResultNotReady DR
na&., R=UUJ7O0REHmMITINET, AuthResultReady HNRIN B &
authReadyCallback BAEINIEU H T . ActiveServerH 5 SREHERNEBINE T,
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JLIE3: ERALAER DS

//3ds-web-adapter.js
function _doPolling(url, authReadyCallback) {

console.log("call mon url: ", url);

S.get(url)

.done(function (data) {
console.log('returns:', data);

if ('data.event) {
_onError({"Error": "Invalid mon url result"});

}

if (data.event === "AuthResultNotReady") ({
console.log("AuthResultNotReady, retry in 2 seconds");

setTimeout (function () {
_doPolling(url, authReadyCallback)
}, 2000);

} else if (data.event === "AuthResultReady") {
console.log('AuthResultReady');
authReadyCallback(serverTransId, _callbackFn);

} else {

_onError({"Error": "Invalid mon url result event type"});

}

1)

.fail(function (error) {
callbackFn("onError", error.responseJSON);

1)
}

SLIE3: ERELAEER D EXTS

Fr LY INEIMRT VBTV . 250). THY IV EREHER ZBREBAIERHBE. (X
Tv7.18(D). BULKIEZV I3V L RUBRERERR—JICRTITIDENHIHE.
F—V VB ICHELCRKRBIMRBR G T 272HIC, RIABEREERTZILENHY FTT,
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JLIE3: ERALAER DS

LEROBIRERERSDELROH, ?

IR 2% CHRIAARELRRNHEREBICIF - TWVW3DIC, AtREEES—EERTIDENHZDH
FEBEICESHAEULNFET A,

CNE. 27V 7 I3 TREHERNR—JVICHERINTWVWBIEHTT, REHERR—JiE. FzvIT7Y
ER=JERRIDR=TE UTRREINZ DO’ —MRITY, CDIFE. 3ds-web-adapteridfER £3DSY
VIR —FRIFBERR-—JICEREETEF I, BRI VS 7V MMIO-RICE>THEESN
3. #HEINZT—H70-TEHY FEA, —BPICTRETEBVERRINET,

3DSU Y TR —DH—N—flicid. BISTDY — R (ActiveServer) ' >R EEET 3 MEAD AH =X
LANRETY, 3DSUTVIRS—DIS14 7Y MANRIERZIRET 20 TlER <. 3DSUTIR Y —
DY —N—AINREHEREEEB URERR—VEREBETZICETT—INLVRETHBZICEIMRIITE
F9, LEN-T. CORTYTCRABEREBERITZI2NENDYFT,

CDTETIE. process.html ADMNIE 2D ERE D Show results in separate page ZEIRUL T
BOR—IJICHERZ2RTTDIEDHEKFT,

ARELAER ZEE LAIR—YVICRRT BRI, 7OV IV RHARERERD:

REHEROIE AV E—IEIDSYITRY—IRET B (RFY T 15(F). A7V T26(0)6
L< iERFv 7 20(C))o

- BEICKRERTTS (RTFY T 17(F). 27V 7. 21(D). 220)b L iF ZFv S
22(C))s

ESC N process.html R—3IJAT serverTransld & sessionStorage ANICIREL. result.html
/\o_':/“t-:*gij] L/ i_g-o

//process.html
function openResultInNewWindow() A
if (serverTransId) {

var url = '/v2/result’;

sessionStorage.setItem("serverTransId”, serverTransId);
window.open(url, 'newwindow', 'height=800,width=1000");
}
}

v2/result.html R—I AT, BEHFER =S I 3 5 (C 3ds-web-adapter D getBrwResult()
AVYREFUTHUE T, getBrwrResult() AV Y RIE FEHEROWME AVvE—I&N\vIITY
RARXELET, \wIITVRIFCDODIUIIRE ”a':ﬁ{a L. /api/v2/auth/brw/result A v ¥ —
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https://docs.activeserver.cloud/ja/api/auth/#/Auth%20API%20V2/BRW_AUTH_V2_1

JLIE3: ERALAER DS

% ActiveServerl X ELET, NV ITIVRNEDLSICCOV VIR NENIBT 2N HERT
3IClZ. CE6%&% BRRULTLETV, =)L\ VB showbata() [ER—J[THERERRTL
9,

//result.html
var serverTransId = sessionStorage.getItem("serverTransId");

getBrwResult(serverTransId, showData);

function showData(type, data) {

var toShow = "<dl class='row'>";

Object.keys(data).forEach(function (k) {

toShow = toShow + "<dt class='col-sm-4'>" + k + "</dt>" + "<dd class='col-
sm-8'>" + data[k]
+ "</dd>";

H)

toShow += "</d1>";

S('#showResult').empty().append(toShow);

S("#resultCard").removeClass("d-none");

FUOWERERIZUATORIY—ryavbhD&S51I2)ET:
Test Results

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back” button to restart this process.

dsTransID 822046a7-ea77-4332-9f12-eb295a38087a
eci 05

messageVersion 2.1.0

authenticationValue AGMBAyVNCUQQAAAAAWCIAAAAAAA=
transStatus Y

threeDSServerTransiD d4236aec-f619-440c-9ddc-2e97895b44a9
v B3

COXNETRIZOVEIVRMBICOWTHALI U, SREINTTURE., Fz v o7 MLIBIIER
BIRF7—% X, ECIECAVWZEALTA—V VB zHKIT. BEI €T THET T,
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JLIE3: ERALAER DS

7 ROFvSY—

RARE Y &BIRULIDSU VIR —D Ny VIV RREICOVWTCHERTEE T,
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Ny I Ty REEWV2)

I\ & T ReEEEE(v2)

CHETIH,. Y7 —REFRALULT. MBEYIT DNV I TV RADREREAEICOWVT
AL E 9,

Ny OITVRICIFIDSY IV IRY—eHREKTIHENHY TT, 3DSYU U TR 4 —I(3d3ds-web-
adapterh 5 &% & {5 U ActiveServerNV V TR~ &RELF T, F/zActiveServerHh 5> DER
BEFER © 2E L. #53R Z3ds-web-adapter"Emix U F 9,

3DSUOYIRS—DTENIA—RIE. NI ITVRDEEZUTOY—N—B 1 RDEENET
*E{/\b-gj_:

- Java - Java®/\—3 3 v (ESpringboot 7 L —LAD— V&ALV TEEINTVET,
Springboot D g%#flli&https://spring.io/projects/spring-boot # BB L T 2\,
« C#-CH#DIN—T a3V ZASP.netZFRHUTEEINTVET,

- PHP - PHP®D/\—< 3 IdcURL(Client URL Library) EtPHP7.2Z2 R L CEEIN TV E
ERS

- Go-GoD/N—I a3 /IEGo1.12,GoEYV 2 — IV R—FEFERAUTEEINET T, IAT
DARZFEM(L go.mod 7 7 TIVICERE TSN TWVWET,

O HBERYIIYROEERBELOH P

EMVCo's 3Dt + 2 72.0 DR TERZRS N WS L 51T, 3DSH—/N—&3DSU VTR 5 —DTREN S H
NTWVWBR. CN5D22DAVR—RY MEDBEFEERIEI N TV RITNERY TEA,

[Req 300] £ L3DSY IV I RH—&3DSH—N—DBIOIVR—RXV ETHBHFEIE. IVR—RV b
BTEmEINZIT—IN. THWIRTLADEF 2V T+ BEEREZT LRI THRESINEADOY —
N—THERMINTVIBEBERLTLEIW,

ActiveServer& BRI Ot x%zﬁaﬁmm 3DS ¥ TR % —I&ActiveServer & }BETLSIER: % IE
NIIRERBYET, /5177 HEEFAEZFFLIDSU VIR Y —CTENARESINTWVDS
BrERULTLLEITW, %5‘6‘@“%%63\ BAR=VIIHD 7517V NEIFAEDERBL
3DSU Y IRHY—FHMDETE DFHFAICTE> TLEST W,
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https://spring.io/projects/spring-boot

ALIE 1: FREEDAHA1L

O HTTPYSA 7Y hDADTLSEREDEAIITRICHY 7

RIS, BEAI7TOCREREEY =TV RICEDTVWENY VTV REEDFHMICOWVWTEBR UL F T,
- Java - TLS#ER & 751 7V bEEFAED O — R AElIE. ¥ 5 X RestClientConfig ICH Y F T,

- C# -TLSEBRE V7507V NEFAEDO— K ALIEZ. 75 X RestClientHelper.cs ICH Y T,

« PHP - TLSEBR & V51 7V REEFAEDO— R AL, 7 7 1)U RestClientConfig.php (ICdH Y F
ES

- Go-TLS#EREVSA 7V NIBAZDO—RAEIR. 77 1)) https.go ICHY T,

RIS, BEATOCRB LR — TV RICEIDWENY VT REEDEMEHALE T,

S0 1: FREL D #IHAML
RELE ML T 37201, IDSYSTRI—DUTO LS CBIFT 3RENBY F T,

SR p#IE{E 'V U TR b & 3DS-web-adapter(Step. 2)h5RET 3,
- ActiveServericV 7 TR~ &3X(ET S (Step. 3)
- ActiveServer(Step. )N S ILEERET 3,
- {5 U7 — % &3DS-web-adapter (Step. 5)I3RET 3,
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S03E 1: FREEDAEA{L

Java C# PHP  Go

//AuthControllerV2. java
@PostMapping("/v2/auth/init")
@ResponseBody
public Message initAuth(
@RequestParam(value = "trans-type", required = false) String transType,
@RequestBody Message request, HttpSession session) {
return authServiceV2.initAuth(transType, request, session);

}

//AuthServiceV2. java
public Message initAuth(String transType, Message request, HttpSession session)
{
[/ VOIRI—DKISZVHF U3 VIDEEKRT %,
String transId = UUID.randomUUID().toString();
request.put(THREE_DS_REQUESTOR_TRANS_ID, transId);
/] ARV ~NOA—)L/Xy JURL%E )2 TRX4H—URL + /3ds-notifyl ICERET %,
String callBackUrl = config.getBaseUrl() + "/3ds-notify";
request.put("eventCallbackUrl", callBackUrl);
// ActiveServer|lERE&#HL T 27D DT—9 %=%EET S, (RTv T 3)
// ActiveServer®SIEEEZITERS (AT v 7 4)
Message response = sendInitAuthRequest(transType, request, session);
return response;

}

private Message sendInitAuthRequest(String transType, Message request,
HttpSession session) {

/] SREEEFNHAE T B/HDDActiveServer DURL

String initAuthUrl = config.getAsAuthUrl() + "/api/v2/auth/brw/init";

// TinitAuthUrl) IZ/85 X —4 — Ttrans-type=prod] %#EBiNL CABREDSAFALE T, &
E LA ->/FmEdTestLabs DSEFERALF T,

// Bl : TinitAuthUrl] %Zhttps://api.as.testlab.3dsecure.cloud:7443/api/v1/auth/
brw/init?trans-type=prodilZE 3 5 I & TAHFIREDDSZHEAL ¥,

if ("prod".equals(transType)) {

initAuthUrl = initAuthUrl + "?trans-type=prod";
}

Message response = sendRequest(initAuthUrl, request, HttpMethod.POST);

return response;

}
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FBREAPIR R ¥ —9U 54 7V MIFAZR DHTTPAY ¥ —

/" EH

eventCallbackUrl % {baseUrl}/3ds-notify ICERELTWVWET, COAURLEZRET D CET
ActiveServern 57 S UY —BHRDINENT T U@ E R T3ENTEET, RT7V 7. 1),
baseUrl (T EJ VI XY —BRICTREINTWVIET,

initAuth U 2 TR A {ActiveServer auth url}/api/v2/auth/brw/init/{messageCategory} MURLIC
FEEINFT, initAuth YV IRMDTF—HEEECEBICRY EWGEIEFREAPIRF 2 AV ~ 28R
LTLEEETL,

©) 77 #)lTitGPayments TestLabsiCEREEY ¥ TR h id¥E&hF ¢

HEE:774)bTE. EEEOURLIZTR ~BIITEREEY ¥ TR b &£GPayments TestLabsIZEE LU F
T, ABREICBITIBRIC. APIVIIXNZERI SV RDT 4 LI MU —N—ITREET BT,
C DAPI URLICtrans-type 2 TV /VS X —5& BT 2HENHY FT, 5. SEAFAPIFF 2 AY
REBIBLTLREIV,

EREIAPIN R Y —9U 54 7 NEEFRZRADHTTPAY 5 —

SREEAPIRN R Y — 054 7V hEEFAEZERA L CEYRRAEEBE L —Y —& L TmBEICh -
CREIZ175%BA. \v I IV RlE. HTTPAYW % —IC AS-Merchant-Token 7 4 —)U R Z BN
DHERHYET, COT—IVREEMBETOZ 71 IVHSEEBTCEZYN—F v/ EE—2
VEBEULET,
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https://docs.activeserver.cloud/ja/api/auth/#/ThreeDS%20Authentication/Initialise%20Authentication
https://docs.activeserver.cloud/ja/api/auth/#/Auth%20API%20V2/BRW_INIT_AUTH_V2_1
https://docs.activeserver.cloud/ja/api/auth/#/Auth%20API%20V2/BRW_INIT_AUTH_V2_1

ALH2: FRREDRT

Java C# PHP Go

/ /3B : sendRequest()h'ActiveServeril) VT XA M EZEELET,
/] Zhb’groupAuth®izéd. U 2 TR MICIXAS-Merchant-Token® 7 1 —J)L R&EFDHTTPA Y ¥ —H'E
FNTVWBRELRHY FT,

private Message sendRequest(String url, Message request, HttpMethod method) {

HttpEntity<Message> req;
HttpHeaders headers = null;

if (config.isGroupAuth()) {

//the certificate is for groupAuth, work out the header.
headers = new HttpHeaders();

headers.add("AS-Merchant-Token", config.getMerchantToken());
}

switch (method) {
case POST:

req = new HttpEntity<>(request, headers);

return restTemplate.postForObject(url,
case GET:

if (headers == null) {

return restTemplate.getForObject(url, Message.class);
} else {

req = new HttpEntity<>(headers);

return restTemplate.exchange(url, HttpMethod.GET,
Message.class).getBody();

}
default:

return null;

req, Message.class);

req,

ANIE82: EREF D ETT
R £ S179 3 AI03DSY Y TR Y—HRERE:

27w TD#%. ActiveServerh > D /3ds-notify Avt—I &ET 3,
- 3DS-web-adapter "5 D RiEn=ET VI IR ZRETSZ (RT7Y T IERATY T 10),
- REHERZZIEL. TN Z3DS-web-adapterNiRE T3 (R7V 126 A7V 13),
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ALH2: FRREDRT

TSOPRBROINE (RT7V TT)DT T UTKF. ActiveServer (d & 7% 7= h¥ eventCallBackurl [
EXFE UTz http://localhost:8082/3ds-notify [CBFMZITWVWET, 3DSU I IRIY—IEZ DEHM
ZUEBUNER/INS A—H % notify-3ds-events.html R—IANELFE T,

Java C# PHP  Go

//MainController.java

@PostMapping("/3ds-notify")

public String notifyResult(
@RequestParam("requestorTransId”) String transId,
@RequestParam("event") String callbackType,
@RequestParam(name = "param", required = false) String param,
Model model) {

String callbackName;
if ("3DSMethodFinished".equals(callbackType)) {

callbackName = "_on3DSMethodFinished";

} else if ("3DSMethodSkipped".equals(callbackType)) {
callbackName = "_on3DSMethodSkipped";

} else if ("AuthResultReady".equals(callbackType)) {
callbackName = "_onAuthResult";

} else {
throw new IllegalArgumentException("invalid callback type");

}

model.addAttribute("transId", transId);
model.addAttribute("callbackName", callbackName);
model.addAttribute("callbackParam", param);

return "notify_3ds_events";
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ALH2: FRREDRT

/" EH

CDIN\NYRS—AYw RiZActiveServer!c & YIEU'HH . ActiveServeriC & Y requestorTransId .
event . A3V D param MRESINFE T, event |& 3DSMethodFinished . 3DSMethodSkipped . &
U <& AuthResultReady ICRB YW ET, TELTNY RS —AVY RER—=IJ AV TFFIANADEYGEMNE
EEETE U notify_3ds_events.html R—IANIRULET, €U TMustache 7V FL—hI VIV EFER
LTR=JVICLVYFV VT ULET,

7OV KRIYVR®Dnotify_3ds_events.html DEFEZHERLLEWVBEIZICEONSHERTEET,

FULTIDSYSAT7Y RN TSOVIBROINEEZR AR, auth TV RARA YV A EFUHUER
EEERBALE T, IDSVUHIIRY—F it VIVIRNEMEBLET, (RTY 79, X
TV 10, RATYVT12ERTYVT13),
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SLH2: FRREDRAT

Java C# PHP  Go

//AuthControllerV2. java

/**
* EREIDRITEK%#3DS-web-adapter®o®ET %, (R7v 7 9)
* ZELAT—4 %ActiveServer IS LEREE 2 R1TT %,

wif]

@PostMapping("/v2/auth")

@ResponseBody

public Message auth(@RequestBody Message request) {

return authServiceV2.auth(request, session);

}

//AuthServiceV2. java

public Message auth(Message request, HttpSession session) {
verifySessionTransId((String) request.get(THREE_DS_REQUESTOR_TRANS_ID),

session);

/] T—4% %ActiveServer XS LERAIAETT %, (RTv 7 10)
/] IET—4 %ActiveServerH5%{ET %, (RTv 7 12)
Message response = sendAuthRequest(request, session);
logger.info("authResponseBRW: \n{}", response);

return response;

private Message sendAuthRequest(Message request, HttpSession session) {
setSessionAttribute (AUTH_REQUEST, request, session);
/] REEERITTSHDActiveServerDURLEEY > a vHhSER->TK 3
Message initAuthResponse = getSessionAttribute(INIT_AUTH_RESPONSE, session);
String authUrl = (String) initAuthResponse.get("authUrl");

logger.info("requesting BRW Auth API {}, body: \n{}", authUrl, request);

Message response = sendRequest(authUrl, request, HttpMethod.POST);

if (response != null) {

setSessionAttribute (AUTH_RESPONSE, response, session);
} else {

throw new IllegalArgumentException("Invalid auth response");
}

return response;
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Frlvyono—&Fvvtil

/" EH

3DSUOYIRS—IE. ZOVERIVRAREZLEFT, BEINBZ3AvE—JICiF. 7V09¥Y3vLX70—
FrEFFrLyyoO—TFAYFRZ2O-—DWVWINNIEL>T Y., DF/IEC D transStatus [BEZ
EHFET, ZJOVRIVRMNED L ST transStatus ZNEBTIHEERT 3. CES5EBHBLT
LIV, BET—YDBEEMHERTZICIE. APIRF2AVREEBRBLTLETW,

FrlLvyoO—%Fv il

transStatus = C DIFR. 3DSTSA T VR EIFv LV I ERIBTINENEEIRTEZET,
3DSUSAT7VRRFY LY IEFvy U EIVTBEEBIRUEEBE.  /auth/challenge/
status TV RARAI VR EZHFUHULTF vy IV UIZEREZIEECEET, 3DSUIIRY—H
ActiveServerlCXfELET, ZAVRIVRNCODU VIR NENIBT I A EZHERT 3IC
. CELHZBRULTLLETV,

Java C# PHP  Go

//AuthControllerV2.java

@PostMapping("/auth/challenge/status")

@ResponseBody

public Message challengeStatus(@RequestBody Message request) {
return authServiceV2.challengeStatus(request);

}

//AuthServiceV2.cs
public Message challengeStatus(Message request)

{
String challengeStatusUrl = Config.AsAuthUrl + "/api/v2/auth/challenge/
status";

logger.Info(string.Format("request challenge status API {0}, body: \n{1}",
challengeStatusUrl, request));

Message response =
(Message)RestClientHelper.PostForObject(challengeStatusUrl, request,
typeof (Message)) ;

logger.Info(string.Format("challengeStatus response: \n{0}", response));

return response;
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SR 3: FREEAER DEVE

S0IE 3: ERELAESR D ER1G
RELER LIS T 3 AICIDSY Y TRY—DBELE:

- 3DS-web-adapterh 5 D ZiFEROEE VIV IR MBI 2 (R7yv 7 15(F)H LLIER
Fv 7 20(Q))

cBERERBLOVERIY RART AICActiveServerN U VTR ERET S (RT7V T
16(F). AFYF17(F) & LI 7Y 21(C). 22(C)) o

Java C# PHP Go

//AuthControllerV2.java

@ResponseBody

@GetMapping("/v2/auth/brw/result")

public Message resultBRW(@RequestParam("txid") String serverTransId) {
return authServiceV2.getBRWResult(serverTransId);

}

//AuthServiceV2. java
public Message getBRWResult(String serverTransId) {
//ActiveServer url for Retrieve Results
String resultUrl = config.getAsAuthUrl() +
"/api/v2/auth/brw/result?threeDSServerTransID=" +
serverTransId;

//Get authentication result from ActiveServer
Message response = sendRequest(resultUrl, null, HttpMethod.GET);

logger.info("authResponse: \n{}", response);

return response;

v R

COXETENYIIYREREICOVWTDOHARUETKRTTY, AN T LR, Fzv o770k
SLIRIZERE| R T—H R, ECIECAVVE AL CERBOETEMIT. BBl 2T THEKZT T,
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SR 3: FREEAER DEVE

7 ROFvSY—

RARE Y &38R UGPayments 3DSY YV TR 9 —D ROV YT A—RDOITRTOBEEDHRAZ &<
2T,
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3DS1RE

3DS1#ES

© 3DS 1.0.21F. GPaymentsSaaSBB&TDH#THK—FLTVET,

3DS 1.0.2 TORAHIE SaaS TOAYR—bEThTHY . TEIFAVWELRETEEA,

ActiveServer (FIR7E. SaaSEIT D3DSIFREEE BV R—b LU TWET. 3DSI1EREE & MNEEEF /2 137R
BERITEHDe AR —RAT A LEMET B ICIE. eAN—RXY 1D Fzvo7o570OER
T. ActiveServer \wv 7 TV RADAPIFUVH L ERDR—YT7O0—%50 3DSIF¥ LY IS
OFX B LUTACSICE>THEESNEF Y LYY TOCREF ORI JO—2KET 3
ENHYET,

ActiveServer ¢D3DS1EREI 7O F & o

3DS1 E:n\nﬁiégg?f?%ﬁ/fﬂi-ltnﬂ@ U T‘T

1.3DSU S ITRY— (FRRMBEDNF v 77 R FOER) E3DSI1RENDENTEET
3,

2.3DSUOIRY— (F/ZMBEDF v V77T OER) (& ThreedS1AuthReq AW 27—
I %&FE U T ActiveServer®3DS1EREEAPI & EUTH T,

3.3DSUYVIRY— FBEDF VI T7IOERR=IUMS, 20DIE ThreeDS1AuthResp [TL
TRINZFYLVIR=IICUFILILET,

4, Fv LY IR=VIFACSDA—REERETOELRZETL, 20 AV -
[ThreeDS1AuthReq | T 3DSU VIR — (T > TIRESNZHERBAURLICHT LU T,
POST7 7."_-L\ ’&ﬂbfnu.ﬂ’ﬁ*%"& bi?’

5.3DSUYIRY— DRELAERIE. BREFMURLZENULTAFTEE I, 3DSUIIRY—
Z. TNICHUTRRZNELT T,

O EBEFAPI - BREES S

3DS1 Auth APIEUPH U D EREE T 1d. BE7F D 3DS27 Ot X & [@ Umerchant/master AuthSEFRZE HMER &
N3 EIGEELTLETVY, SHEDFERZEDHEHMICOWVWTIFAPIRF 2 AV RFEHESBLTLLE
AN
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2ATv S 1:3DS1 BREEAEDTER

DS T O R EEITTZE0IC. 21— —(Z3DSIRBEINDENE SHERRIT I L & HE
HLET, 3DSUIIRY—IE. A—RAEEFLIZRFTEDBRICE IV CIDSIFRE A€
AEMRTZENTONINIV—T1 /I TOCREEET SH. ActiveServer DEnrol API
EEA LT, PAND3DS2ICEFEINTWVRINESHERERBLUE T, 3DSREAENDERIFEIC
Enrol APIEPHH UAY @6 (BDS2ICEFEINTVLAWVWEOIO—R) #R9HBE. 3DSUI IR

4 — (FIDS1ERELEEMCTEF T,

/" 3DS1.0.2 BEENEH

ESUY U3V &3DS1E2IZ3DS2DES 5 TEREEY B hMid. 3DSU VIR I—MRELE T, Enrol
APIDERIHATIZA L 3BDSIFBEENDENE S D EHIM T I DDEBEDOF T 3 & UL TRHE
ncTVwE T,

AT w7 2: 3DS1ERELAPIOIFEUH U

3IDS1#EE L. 2HFRICD DN F T, Auth APIRFUTH U Z#IHB1L L. BERBEMR—IERIANT
2N\ oLV RE, Auth APIFUHULDREEF v U, ACSFY LY IR—IEVUSYAL
J8/RARTBZT70Y IV R JavascriptAYVY ED2DTY,

ActiveServer D3DS1#te(x. 3DS2ME LB UEEBE L —LD—2&YR—MUZE T, 3DST
MeaEEOHIHIC., MEHrRESEIC, #EAESINLETFTERV VIR Y—00—FR, BRUE
EEZE/OL—LD—V%FRALCO—DITRAREEE YR T7ZYULTLRET Y,

3DS1ERELAPIZ U I RIIC. ActiveServerE DAEEEREITLSEER LY A7V 9 320108
oS4 7Y NEIBAENRNETT, FMICOVWTIE. Ny I TV REERESRBLTLLRES
(AN

NNy I ITYR®D ThreedS1AuthReq DIFUH ULERD O —R R =Ry MMITEEZ CERLIETW,
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27w 7 2: 3DS1EREEAPIDIFUH U

Java PHP C# Go

//MainController3DS1. java
@ResponseBody
@PostMapping(value = "/3ds1/auth")
public ThreeDS1AuthResp auth(@RequestBody ThreeDS1AuthReq req) {
logger.info("3ds1 auth request received: {}", req);
return threeDS1Service.handleAuthRequest(req);
}

//ThreeDS1Service. java
ThreeDS1AuthResp handleAuthRequest(ThreeDS1AuthReq request)

//generate the transaction id, this is optional.
request.setThreeDSRequestorTransID(UUID.randomUUID().toString());

logger.info("sending 3ds1 auth request to ActiveServer: {}", authUrl);

HttpEntity<ThreeDST1AuthReq> httpRequest;
if (config.isGroupAuth()) {
HttpHeaders headers = new HttpHeaders();
headers.add(AuthServiceV2.AS_MERCHANT_TOKEN_HEADER,
config.getMerchantToken());
httpRequest = new HttpEntity<>(request, headers);
} else {

httpRequest = new HttpEntity<>(request);
}

ResponseEntity<ThreeDS1AuthResp> response = restTemplate
.postForEntity(authUrl, httpRequest, ThreeDS1AuthResp.class);

if (response.getStatusCode() == HttpStatus.OK) {

ThreeDS1AuthResp body = response.getBody();
logger.info("server returns ok, content: {}", body);

return body;

} else {
ThreeDS1AuthResp body = response.getBody();
logger.error("server returns error code: {}, content: {}"
response.getStatusCode(),
body) ;
return body;

}

]
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27w 7 2: 3DS1EREEAPIDIFUH U

FEO—Rni@EY . 3DSIFRELAPIECH Ui, 70OV kI KHh 5 ActiveServer SRSEAPINI%(E
INFZJSONVU VIR EEELTWVWET, HEREISNEHTTPYV S 7 DO —RBE LT
IRY—ERESIARZEDMIBEE TS5 O0— R, COHA RICIZES IZHY THEAMIDS2O—R &
B UTY,

© 3DSU Y IRY— API BBEF

JOYVRIVRER=IYTO—-CTHEDAPIRRIZNIET 32 NMEIDSYU VIR IY—DEERETHY . LA
'r I\‘"C“CJZ:I—jﬂVC“TO

RERBEAURLD #EE

ThreeDS1AuthReq Z ActiveServer |[OXET 2355, 3DSU YIRS — (FLIEMBEY 1K)
. 7327 —DACSHOREIHERERETIEHOBMR—IZHETIDNENHY FT,
A—RABEENFv LY I T+ —LEZEETDE. ACSITHER (CAVV. ECIRLE) % D&M
R=IJIEVZET,

ENIKWHUTIDSVITIRY—E. NI IV R THRREWETEZET, COAIRTIE. Z
EULREMBRER/RNR—JICRRT 2P DOAHHBNA LIS,

Java PHP C# Go

//MainController3DS1. java
@PostMapping("/3ds1/result")
public String resultPage(Model model, @RequestBody MultiValueMap<String,
String> body) {
logger.info("received result: {}", body);

model.addAttribute("cavv", body.getFirst("cavv"));

model.addAttribute("cavvAlgo", body.getFirst("cavvAlgo"));

model.addAttribute("eci", body.getFirst("eci"));

model.addAttribute("threeDSRequestorTransID",
body.getFirst("threeDSRequestorTransID"));

return "3dsl1/result”;

}

FEIO—RD®EY ., FHERBHMURLIE / 3ds1 / result &3 =8, ThreeDS1AuthReq DT 1 —
JUF callbackUrl ICiZ https://<3DS!Y) # TR H —D~R—RURL>/3ds1/result ZEE T D2 HEHLDH
DEI,
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2TV T3 BBEAPIO L RIRY ZEACSF v LV I R—T DALE

MFDOOIO—RR=ZRY ME. TEXR—I T callbackUrl BRED LS ICBRESINTWVWBIH %2 CHE
MTUET,

Java PHP C# Go

//MainController3DS1. java
@GetMapping("/3ds1")
public String paymentPage(Model model) {
model.addAttribute("authUrl", config.getAsAuthUrl());
model.addAttribute("callbackUrl", config.getBaseUrl() + "/3ds1/result");

logger.info("3ds1 auth page called");
return "3ds1/auth”;

}

ATV T3 BBEIAPIO L R7TRV REACSTF ¥ LV IR—I DR

ATV 2% 48T . ActiveServeridDirectoryServer& ACSZ R U CHAER CERRIE R ZMIB L F
T, EERT I NILActiveServerH > ThreeDS1AuthResp IWEIIRINF T, WBOFMICD
WT L. ActiveServerfBEEAPIL 7 7 LV R & CHEERLS 2V,

LRARVRAD errorCode BPnullCBWBEIZIS—tHLRINFEd, 72OVFI VR (FEF
NV IITVR, EROREICLSTIS—DUEBALZIELRZGENHY ET) FEneT
S>—C UTUEBL, RBEATOEREBRITIZELSOND—RAEFIRERIDENHY T,

L ARV ZAD errorCode NnullDIFE. 7 « —JU K challengeUrl BRI NF T,

LI ® Javascriptd— bk iz, BEOR—IJEVSFALL IR ULTFv LY IURLEFRMADAE
& . ThreeDS1AuthReq WIS —&IRUEEZFICIS— AV tE—I&RNRITIEHLHFERL
TVWET,
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2TV T3 BREEAPIO L RNV REACSF v LV IR—T DR

Javascript

//3ds1/auth.html
<script src="/js/v2/3ds-web-adapter.js"></script>
<script>

function handleResponse(response) {
//use the challenge url returned from the response
if (response.errorCode) {
console.error("error response", _onError);
alert("auth request returns error: \n\n" + JSON.stringify(response))
} else {
console.log("response:", response)
window.location.href = response.challengeUrl; //show the challenge url on
current page
}
}

function handleError(response) {
console.error("error", response);
alert("auth request returns error: \n\n" + JSON.stringify(response))

}

S("#btnAuth").click(function () {

var authData = objectifyForm(S$("#authForm").serializeArray());
console.log(authData);
doPost("/3ds1/auth”, authData, handleResponse, handleError);

})

function objectifyForm(formArray) {
//serialize data function
var returnArray = {};
for (var i = 9; i < formArray.length; i++) {
returnArray[formArray[i]['name']] = formArray[i]['value'];

}

return returnArray;

</script>

EEBD JavaScript R =Xy L Da@Y . Fv LV TJURLIE window.location.href ZERET D &
ICE2TRARIN, TS5 —IFEMA alert() BARICEL > TRRINZT T,
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R T T 4&5: FERBHONE

ATV TARS5: FEREHI DAL

RTY 2RI 51C.  ThreeDS1AuthReq FEUTH U DFERBEMR—I ZHET 2 DHEHND
DET, ACSHFv L VI TO—2RTIT3L., BEAHMRESTPOSTY + —LAMKERBFR—
JIESNFTF T, CORICIDSYIIRY—DNY I IV RIZERENIETINELNHY FT,

Java PHP C# Go

//MainController3DS1. java
@PostMapping("/3ds1/result")
public String resultPage(Model model, @RequestBody MultiValueMap<String,
String> body) {
logger.info("received result: {}", body);

model.addAttribute("cavv", body.getFirst("cavv"));

model.addAttribute("cavvAlgo", body.getFirst("cavvAlgo"));

model.addAttribute("eci”, body.getFirst("eci"));

model.addAttribute("threeDSRequestorTransID",
body.getFirst("threeDSRequestorTransID"));

return "3ds1/result"”;

}

3DSUVIRSY—DTEICLB3IDSI.0MEDV +—T R)b—

CNhT. ActiveServerz {FFH U THEMDM3IDSIV VIR Y —&FEFTEET, BFL LT, L)('F
IC7E3DSY ¥ TR % —mDGPayments 3DS1TestLab% 7T L 7Z3DS1EREE O R DRV ) —
YavhERILET,

nlL,\n]-.E J QIZ I\ 0)\*{5

TEVIVIRSY—TIE, BT+ —L%&FERALUT ThreedDST1AuthReq VUV T X ZEAAL, #
NEJSONAYt—IJ & LT3DSV I IRIY—NY VIV RISEELTVWET, EDENYIT
VERIEU VIR ZActiveServerlCERXULET, CORFEI—RTIE., BEIV VIR -
T4 —LDBRAICISONT—HE LTI U7k nThos. Ry IITVRIGEESTNBZCLIC
FEEBELTLRES,
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Fr LY IR-IDRR

Transaction Info Authenticate

3DSecure 1.0.2 Authentication Request

https://saas-dev-11.api.staging.activeserver.cloud

Account Number * 4123451339561200

Merchant Name

Purchase Amount 100.54
Currency 840
Purchase Description Blue shirt
Card Expiry Date (YYMM) 2210

Recurring Frequency

Recurring End Date
(YYYYMMDD)

Fv LY IR—IDRR

EREFE R HActiveServerlTXET N3 &, 3DS1Z7OR D UIEET N, ACSIZH— RFAIEED
TSOPICRREINZFrY LY IR—IERLET,

UTFDRY)—>3 3y bidGPayments TestLabDACSF v LV IR—=ITT,
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fERDRR

Verified by
VISA

A English

Enter Your Authentication Data
Please enter your Verified by VISA Password in the field(s) below
to verify your identity for this purchase. This information is not

disclosed to the merchant
Merchant
Amount

Date
Card Number
Personal Message

Password

Test Merchant

USD 100.54

22/06/2021 23:26:29
XXXX XXXX XXXX 1200
This is my bank

Forgot your Password

u"":n,l

Cance

| Submit |

Copyright © 2015. All rights reserved.
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ThreeDS1AuthReq CHEMEH L TIRE I N T + — A% callbackUrl I[SXE USREHER %R U

ER
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Test Results Back to 3DSecure 1.0.2

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

CAVV AAABCTBSNJIQAAAAZNk2AAAAAAA=
CAVV Algorithem 2

ECI 05

XID b82ac4f7-fc38-4562-8822-263101ccaebb

(ThreeDSRequetorTransID)

/7 CoRriz?

ActiveServer®3DS1DEREIEKR/ISZEICDWTCAPIRF 2 AV R E SRSV,
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Y7 a— RiggE

B 7)) O— REEEE

COtryavTE,. IDSVIIRY—FEIOAVIIVRDITRTOMEEEBNALE T, B0
3ADSUTITRHZ—ICT7OERT BICIE:

. CHELHMB3DSUYIRY—FTEDI—REF O VO—RUTEFTT3H.
DA SA U DTestlabs) VTR —&FRALTLETWV,

UTFICRREINTWVWBDIEEHDIDSV VIR Y-V A SDIR—LR—=ITT, FVS51YV
aVFTETFRAMR=ID22D IV aVRBYVET, AV S1 /a3y Fid Launch KTV
(1.a)ZzBIRT 3. HULIEELED online shop RYV(1.b)ZBIRTZETT7 IV LRHEKZT T,
ENENDOTRAMR=—VIEEERY Y (2a)ZEIRTSD. © LLIEELD Test pages ROV TS
DVQRb)EFBIRTZIETT7VEAHEKRF T, MAT. ALICActiveServerBBREAPIRF 2 AV
A D API Document DYV 7 @B)WHY FT,

0 s [ ] g e
1.b 2.b

3DS Requestor

to GPay sample 3DS Req bsite. Check the online shop to see a sample merchant integration, or use
the test pages to test ActiveServer's authentication APIs.

Online shop Test pages
Sample shop to show how a 3DS Requestor is integrated. Test pages for Browser (BRW), 3DS Requestor Initiated (3RI), App
authentications, as well as the 3DS2 enrol check.
Launch » 1a BRW test » 3Rl test» App test » 2a

© GPayments Pty Ltd 2020

ATSA4av

VS0 avFid. EDLSICIDS2EEFEEIY 1 MCHET 2 M EMEBEERATRHET
3. TEDMAEDF TV IT7IRR=ITY, MEDREICDOWVWTIE., MEHTFICR-T
KIZEW,

BMmeEy a3y I R—INDOA—FIZEML TRV
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FvS1vvavy

(p 3DS Requestor  Online shop  Test pages ~ [ API Document

Your car

Banana
\
g S50

% Continue to checkout

Apple Pineapple Banana

Freshly picked Cavendish Apple. Delivery Freshly picked Cavendish Pineapple. Freshly picked Cavendish Banana. Delivery
next day. Delivery next day. next day.

Price $2.00 Price $5.00 Price $3.00

Quantity Quantity Quantity

1 1 1
Add to cart Add to cart Add to cart

Continue to Checkout’R 7V & BIRUF TV I 7 T RR—=IARBREL TLIEEV:

BBl 2% TI2DICERINZA—RESZET. BEOXINVWEFERDBEBRBNFOHALIN
TWF T, Continue to Checkout’h %7 > %#38IR U C3DS2EREE T AR AL TL 123V

/" EH

Checkouth %Y DEBICH B KENZE )Yy VT3 &, 3DS2MAETO LR ERITTBAPIN-Ia v &&E
RTEFT,

@ 3DS Requestor  Online shop  Test pages ~ B ecmen
Cardholder Information vour cart —
Payment v awo

J $3.00
Name on card Test Card
Card Number 4100000000000100 Checkout (v2) v
Expiry Date (YYMM) 2508
Currency 036
Billing details
Address Line 1 Unit 1
Address Line 2 123 Street
Address Line 3 123 Suburb
City Sydney
State NSW
pald 2000
Country Code 036

Is this address also your shipping address?
® Yes
No

3DSU Y TR 5 —H'3DS2EREEZEITU TV B, MEXR—IJICAEF—NRRINF T, 3DS2
ERELI R T T B & FERMIRRINIT T,
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@ 3DS Requestor  Online shop Test pages ~ B API Document t

Back to Shop

Show results in separate pagesZ#IRT 3 & . FUWR—IDHEHRILRTEINZT T,

@ 3DS Requestor  Online shop  Test pages ~ [ API Document

Test Results Back to Shop

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back” button to
restart this process.

dsTransID 822046a7-ea77-4332-9f12-6b295238087a
eci 05
messageVersion 210
UQg
transStatus Y
threeDSServerTransiD d4236aec-1619-440¢-9ddc-2e97895b44a9

Show results in separate page »

~ W

TARR=Y
TRAKR=ITTSOPR—IBBEE (BRW). 3DS Requestor Initiated (3RI). EnrolAPI = 1 A
VRICERINEIRTCDINSA—YTCREREEHTEET,

BRWF X~ R—

EREE

BRWT X b R—3(CF Basic Info(&EHEE#R) . Cardholder(#1— R4&8) .
Additional Risk (&MY R2) D3ID2DYTHHY FT,
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Basic Info Cardholder

Channel

Auth API URL *
Requestor URL *

Directory Server *

Message Version *

Required Field

Provider: Visa

Account Number *
Merchant ID *
Authentication Indicator *

Message Category *

Additional Field

Purchase Amount
Purchase Currency
Account ID

Account Type

Additional Risk Test Options

https://api.as.testlab.3dsecure.cloud: 7443

http:/flocalhost:8082

@ TestLab © Production
@ Not specified ©2.1.0 ©2.2.0

v Scenario: Frictionless authentication

4100000000000100
123456789012345

Payment transaction (01)

@® Payment Auth O Non-payment Auth

100
036
personal account

Debit (3)

BRWF R kR—3

Basic Info(Ef#E®R) ¥ 7 ICIL Channel(F+ >~ %JL) . Required Field(%ZEIER) .
Additional Field(GEMMIEH) D32DEI/ Y avhRrHVFT,
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Basic Info Cardholder

Additional Risk

BRWTRh~R—Y

Channel

Auth API URL *
Requestor URL *

Message Category *

https://api.as.testlab.3dsecure.cloud:7443

http://localhost:8082

» Payment Auth Non-payment Auth

Required Field

Provider: Visa

Account Number *
Merchant ID *

Authentication Indicator *

v Scenario: Frictionless authentication

4100000000000100
123456789012345

Payment transaction (01)

Additional Field

Purchase Amount
Purchase Currency
Account ID

Account Type

100
036
personal account

Debit (3)

Channel (F+¥¥xI) Tld. 7TV T — 3V ICHEMAETN T S3DS Server URL & Requestor
URL ZHEER I 2ENHRKRF T, 7RAMNIFERTZ3 T4 LI NI —R—%RBIRTZHTE
Fd, T EMVZORINDAYE—INR—=I 3V EEIRTEZTT,

Required Field (#%&EE) Tld. H—REFE B, Y—F vV ID. BEE1T VI —4. Message
Category 2 AANT 3 NENHY FT, CN5F3DS2T S IVPFR—IBEEICHER/NSA—HT

ERS
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H—RER
Additional Field (EMIEE) Tid. MABRE. €. EK. R E V- ZEMDIEREZ A
HITB2EIEETT,

©) GPayments TestLabsFU A DA

H—RER Z. B2DH—RBEBEAATZIH., EUKIEFTORESINZEEDY T U AHSEIEN
H3kF 9, FIZIEL. VisadFrictionless authentication. % U TH— RK&FS4100000000000001 ¥ H— KRFE
E74—=IVRICEFNICAATINT T,

Cardholder(h—K4&&) ¥7 Tld. BRI, M. EXA—)). BEBEZESUH—FREDERE
ADTBEIEEKET,
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Basic Info Cardholder Additional Risk Test Options

Card details

Card Holder Name Test Card
Email abc@123.com
Mobile Number 61 0421522329
Home Phone

Work Phone

Billing details

Address Line 1 Unit 1
Address Line 2 123 Street
Address Line 3

City Sydney

State NSW

ZIP 2000

Country Code 036

Is this address also your shipping address?
® Yes
No

BMYRY

Additional Risk (GBMYZRZ) T TlE. 7HO YV NEEHR., VI IR —DREEIEER. MNEELE
YR UERD L SBEBMD) R VIEHREANTIENHEET,
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Basic Info Cardholder Additional Risk Test Options

Account Information

Cardholder Account Age
Indicator

Cardholder Account Change
Cardholder Account Change
Indicator

Cardholder Account Date
Cardholder Account

Password Change
Cardholder Account

Password Change Indicator
Number of Purchase Account
Payment Account Age
Payment Account Indicator
Provision Attempts Day

Ship Address Usage

Ship Address Usage Indicator
Ship Name Indicator
Suspicious Account Activity

Transaction Activity Day

Transaction Activity Year

FARAFYay

Test Options # 7 Tl&. Cancel Challenge FT VIRV I REAVIZT B & T, ACSHER
BUCH LT F v LYV EBRULEBRICFy LY IV eF vy IV TICEZRBIRTEZTT,

FrlLrizeFvrrEILTBRE.

3ds-web-adapter (& iframe TCReqdA—JL/\Y IR—I &5
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(¥v>EILoiEl) ZIBE L. ActiveServeriCFv L VIV &aFv I UEEBRAZEMULET,

- CReq Not Sent (CRegh¥Z%EEIhLh->72)-3DSU IV IRY—MNFv LV IEFTTRTD
RT3 &BIRLERED., FrLYIUIIRMEBINEI-TECEEZERLET,
CRegNotSent D X7 —% X %& challengeStatus ISEEFELE T,

- Auth Result Not Delivered (RREEEENBEIN B ) - Fr LIV IVIRNE3DSYI T
AY—ICEETCEah>TcceERULET, Bll: 3DSUYVIRY—MEREVII AL 2=E
179 % & &(/api/vi/auth/brw/ %) ActiveServer N IBE U B WA EDRMEIR T > —FD
B, AuthResultNotDelivered D RXT—#% X% challengeStatus [CEELF T,

- NoReason Sent (BHMNMREBI Do) -3DSUIVIRI—NFv L VI ERBET.
challengeStatus #MFUHI WY F VA2V IaL—bULET, Fv U EIVEBRIG
ActiveServerlIx({EINF A,

BRI, FYyLYIDAVYRODYA AT a3V EBIRLT, FYL VIO VRO AR %
BIRTCEET, CNIZACSADERREIERICEEN., NMBEDF v I 7O MR—I(CHRBILS
NEEBEDTAXTCH—REBICF v LY IR—IERRITBLSICERLET,

Basic Info Cardholder Additional Risk Test Options

API Options

Api Version * v2 o

Challenge Options

3DS requestor can decide whether to proceed the challenge or not. By selecting the following
checkbox, the requestor will cancel the challenge.

Cancel Challenge O

Cancel Reason CReq Not Sent v

3DS requestor can decide the challenge window size by selecting the following options. 3DS
requestor needs to make sure the iframe container has the same size as defined below.

Challenge Window Size
(width x height in pixels)
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Cardholder(#1—RK4£8) . Additional Risk (G&MYZR2) D3IDDA—RMNRHY FT,

WM 3RI Indicator /NS A— % HY Required Field (ZEIEH) AICH Y
Additional Field (&iNEE) NICEWETT

Basic Info Cardholder

Channel

Auth API URL *
Requestor URL *

Directory Server *

Message Version *

Required Field

Account Number *
Merchant ID *
3Rl Indicator *

Message Category *

Additional Field

Account ID
Account Type
Expiry Date (YYMM)

Overridden Merchant Name
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Additional Risk

https://api.as.testlab.3dsecure.cloud:7443

http://localhost:8082
@ TestLab © Production

@ Not specified ©2.1.0 ©2.2.0

4100000000000100
123456789012345

Recurring transaction (01)

O Payment Auth @ Non-payment Auth

personal account

Debit (03)
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TFIVTFRARR=Y

App Test Info

Channel

Auth API URL * https://api.as.testlab.3dsecure.cloud:7443
Raquastor ORL * http:/flocalhost:8082

Directory Server * @® TestLab © Production

Message Version * @® Not specified ©2.1.0 © 220
Auth data

Below is the mock AReq for APP channel authentication. This data is only for test/demo purposes.
For a production authentication, APP auth requests must be initiated by an integrated 3DS SDK.

( -
"acctNumber": "4100000000000100", H
"authenticationind": "01",

"merchantld™: "123456789012345",

"purchaseAmount”: 66600,

"purchaseCurrency": "036",

"acctlD": "personal account”,

"acctType"™: "01",

"cardExpiryDate": "2508",

“transType™: "01",

“challengelnd”: "01",

"purchaseDate": "20200409093228",
"messageCategory": "pa”,

"sdkAppID": "96a4a91d-58d0-988d-7f93-e0005b888961",
"sdkEncData":

Response
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Enrol7 A kXR—3

H—RBEBEI—F vV RIDDOAHHNEnrol 7 X~ TIIVETT,
Enrol Information

Channel

Auth APIURL * https://api.as.testlab.3dsecure.cloud:9443

Requestor URL * http:/localhost:8082

Directory Server * ® TestLab © Production

Required Field

Account Number * 4100000000000100
Merchant ID * 123456789012345
T A ER

TARR=IDENIM D TTestXXXRY V &3B8IRT D&, process.html BEILET, TRT
D3DS27 Ot R F process.html R—IY TCUEBINF T, 3DS27ACANETHOEITRE
FT—RRRINF T, 3DS2T7AINRET T2, ABUR—IANICHERNRRINT T,
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Test Results Back to Shop

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back" button to
restart this process.

dsTransID 822046a7-ea77-4332-9f12-eb295a38087a
eci 05

messageVersion 2.1.0

authenticationVvalue AGMBAYVNCUQgAAAAAWCIAAAAAAA=
transStatus Y

threeDSServerTransID d4236aec-f619-440c-9ddc-2e97895b44a9

Show results in separate page »

BIZ L. BRW test R—IUZEZEBIRL. FUT Test BRWRY V EFHAASINIZIBEH TBIRT 3
E. BRBMUEREEREBLEY,

Test Results

Test result values are displayed below

These values would generally be used to start the authorisation process. Select the "Back” button to
restart this process.

errorCode 1026

errorDetail Merchantld does not match.
errorDescription Merchantld does not match.
errorComponent S

errorMessageType AReq

messageType Erro

HEULIE. FEBINSA—5% BRI test R—IYANTAATDE (BIAIL Merchant ID I
e00). I>—ZIRULZET,

Javascriptz &L LT R b

TEVIIRZ—ICIE. Javascriptz EMLSNERERO7EI—RXAHVEFT, 7XKTS
IZiE. 750U T Javascriptz EMICT BRIC, 1V TYIRR=JICBEILE T,
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(@ 3DS Requestor Online shop  Test pages ~ I API Document

3DS Requestor

Welcome to GPayments sample 3DS Requestor website. Check the online shop to see a sample merchant integration, or
use the test pages to test ActiveServer's authentication APIs.

Online shop Test pages

Sample shop to show how a 3DS Requestor is integrated. Test pages for Browser (BRW), 3DS Requestor Initiated (3RI), App
authentications, as well as the 3DS2 enrol check.

BRW test » 3Rl test » App test » Enrol test »

Javascript disabled. Press the button below to start authentication.

No-Script test »

No-Script test Ny V&BEIRTZE&., RVUTKQRUDTRAKR=I[CT7IVERTEET, C
DR—I DIBRICHE> T, JavascriptZ ENICLTCTERS U YPI3VERITLET,

No-script Test No-Script

Account Number: * 4100000000000100
Merchant ID: * 123456789012345
Trans-type: testLab

Message Version: 21.0
Authentication Ind: 01

Purchase Amount: 10000

Purchase Currency: 036

Message Category: pa

Purchase Date: 20201111000101

3DS Requestor Dec Req Ind:

3DS Requestor Dec Max
Time:

JavascriptZ EML ULRBCRA LT 5B I—RIZTFTEVIIRY—DUTO7AY NIV
RoO— RH S REBHEEE 7,

« no_script.html

 no_script_process.html

« no_script_poll_result.html

« no_script_results.html
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DIA— M oREREEKET,

- MainController @ /noscript & & U /3ds-notify/noscript TV KRRV~

« /v2/auth/init/noscript . /v2/auth/noscript. /v2/auth/result/noscript/poll. &
& U /v2/auth/brw/result/noscript LY KRR kAuthControllerV2
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Java

21 74L 7KV, 527711
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Java

F— mvnw

F— mvnw.cmd

F— pom.xml

L— src

| L— gpayments
| L— requestor
| L— testlab
| — AuthControllerV1.java
| — AuthControllerV2.java
| — config
| | |— config.java
| | L— RestClientConfig.java
| — dto
| |  }— AuthDataNoScriptDTO
| | L— Message.java
| — exception
| | L— GlobalExceptionHandler.java
| F— AuthControllerV1
| — AuthControllerV2
| — AuthServicev2
| — MainController.java
| L— RequestorApplication.java
L— resources
— application.yml
F— certs
| L— cacerts.pem
— static
— css
| | cart.css
| }— spinner.css
| L— style.css
— favicon.ico
— images
| — amex-1logo.png
| | apple.jpeg
| — banana.jpg
| — discover-1logo.png
| — jcb-logo.png
| |— left-icon.ico
| — mastercard-logo.png
| | pineapple.jpeg
| L— visa-logo.png

— cart.js

— check-credit-card-type.js
common.js
|_
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— test-lab-scenarios.js

F—— v

| L— 3ds-web-adapter.js
L— v2

L— 3ds-web-adapter.js

L— templates

F— 3ri.html

F— brw.html

— checkout.html

— contents

— acct_info.html

— authentication_info.html
— cardholder_info.html
— channel.html

— deps.html

— merchant_risk_indicator.html
— nav_bar.html

— prior_auth_info.html
— process_head.html

L— process_main_body.html
enrol.html

error.html

index.html

no_script.html
no_script_poll_result.html
no_script_process.html
no_script_results.html
notify_3ds_events.html
shop.html

V1

— process.html

L— result.html

v2

— process.html

L— result.html

[ rrrrrrrrrr.————

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /N\—=23:V2.04 | RF2 AV~ N—=T3V:Vv2.0.4:1

Java



C#

1774L780,61 2710
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'— 3ds2RequestorDemo.csproj
— 3ds2RequestorDemo.sln
— App_Start
| F— FilterConfig.cs
| }— RouteConfig.cs
| L— WebApiConfig.cs
— certs
| L— cacerts.pem
— Controllers
— AuthServiceV2.cs
F— AuthviController.cs
— Authv2Controller.cs
L— MainController.cs
s
— cart.css
— spinner.css
L— style.css
— exception
| L— GlobalExceptionHandler.cs
— favicon.ico
— Global.asax
— Global.asax.cs
— Helpers
| | cConfig.cs
| L— RestClientHelper.cs
— images

— amex-logo.png

— apple.jpeg

O
(%)

|
|
I
-
|
|

— jcb-logo.png

— left-icon.ico

— mastercard-logo.png
— pineapple. jpeg

L

|
|
|
|
| — discover-1logo.png
|
|
|
|
| visa-logo.png

T

s
— cart.js
check-credit-card-type.js

|
|
|  F— common.js

| |— test-lab-scenarios.js
|

|

|

|

T

L— 3ds-web-adapter.js
v2
L— 3ds-web-adapter.js

F— Models
|
|
|

— v1
|
L

L— dto

— AuthDataNoScriptDTO.cs
L— Message.cs
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— packages.config

— Properties

| L— AssemblyInfo.cs
— startup.bat

F— Views

— Main

|  F— 3ri.html

|  }— brw.html

| | checkout.html

| |— contents

| | }— acct_info.html

| | |— authentication_info.html

| | }— cardholder_info.html

| | F— channel.html

| | |— deps.html

| | | merchant_risk_indicator.html
| | }— nav_bar.html

| | | prior_auth_info.html

| | |— process_head.html

| | L— process_main_body.html

| | enrol.html

| | error.html

| |— index.html

| | no_script.html

|  F— no_script_poll_result.html

| |— no_script_process.html

| F— no_script_results.html

| | notify_3ds_events.html

|  F— shop.html

| =

| | }— process.html
| | L— result.html
| L= 2

| — process.html
| L— result.html
— Shared

| L— Error.cshtml

— _viewStart.cshtml
L— Web.config
Web.config

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L
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PHP

PHP

147478V, 532771)
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PHP

— composer.json

F— composer.lock

— config

— Config.php

— RestClientConfig.php
— Router.php

— TemplateResolver.php
L— utils.php

consts

L— SessionKeys.php
controllers

— AuthControllerV1.php
— AuthControllerV2.php
L— MainController.php
css

— cart.css

— spinner.css

L— style.css
favicon.ico

images

— amex-logo.png

— apple.jpeg

— banana. jpg

— cart.png

— discover-logo.png
— jcb-logo.png

— left-icon.ico

— mastercard-logo.png
— pineapple. jpeg

L— visa-logo.png
index.php

js

F— cart.js

— check-credit-card-type.js

F— common.js
— test-lab-scenarios.js

— v1
| L— 3ds-web-adapter.js
L— v2
L— 3ds-web-adapter.js
README .md
resources
— application.ini
— certs
| L— cacerts.pem
L— templates
— 3ri.html

— app.html
— brw.html

17T *°1°r 1 1 1 " °
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— checkout.html
— contents

|_
I_
|_
I_
|_
I_
|_

- TTT
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F— acct_info.html

— authentication_info.html
— cardholder_info.html
— channel.html

— deps.html

— merchant_risk_indicator.html
F— nav_bar.html

— prior_auth_info.html
— process_head.html

L— process_main_body.html
enrol.html

error.html

index.html

no_script.html
no_script_poll_result.html
no_script_process.html
no_script_results.html
notify_3ds_events.html
shop.html

v

— process.html

L— result.html

v2

— process.html

L— result.html
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Go

MTAaLIRV, 477710
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— api-v1.go
— api-v2.go
— conf

| — application.yaml
| L— cacerts.pem

— conf.go

L— web

F— 3ri.html

F— brw.html

F— checkout.html

— contents

— acct_info.html

— authentication_info.html
— cardholder_info.html

— channel.html

— deps.html

— merchant_risk_indicator.html
— nav_bar.html

— prior_auth_info.html

— process_head.html

L— process_main_body.html
css

— cart.css
— spinner.css
L— style.css

enrol.html

error.html
favicon.ico

images

— amex-1logo.png

[— apple. jpeg

— banana.jpg

— cart.png

— discover-1logo.png
— jcb-logo.png

— left-icon.ico

— mastercard-logo.png
— pineapple.jpeg
L— visa-logo.png

- I ~71rrr——71

index.html

j

— cart.js

— check-credit-card-type.js
— common.js

— test-lab-scenarios.js
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— vi1
| L— 3ds-web-adapter.js
L— v2

L— 3ds-web-adapter.js
no_script.html
no_script_poll_result.html
no_script_process.html
no_script_results.html
notify_3ds_events.html
shop.html
V1
— process.html
L— result.html
v2
— process.html
L— result.html

- TTTTTTT
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o Current month - HHE&ZBVCRED AL VY —A,

o Current year - HHZEVCHREDHL VY —F,

o Last month - RIDAL VY —H,
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° Custom - 1R % LRARS

952
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Use date range from Timeline £ 01/01/2020 - 31/05/2020 ~ @ Create report
Card schemes Channel Challenge rate
Transactons . Transactions Transactions
| v 41809 ‘ B Device 410 B Frictioniess 28488
. 5013 [ 829
B American B press 5037
@ Discover 4998

301 4927 4952 4898 54875
Authenticated (Y

C Dy O
® © O C

s 8 8 80
28 S Z

B> R

Card schemestZ?2 > 3 Tlid. Transaction FIDEMRT > RH 7zl OBETEGBI DO HEUE L
NERIETRREINE T,

TSRV eahtde. BRI SV EHILY OEEHEEIROEIESHTHERNRT TN
EE I

F v R

Channelt 7> a3V Tld. RTINS F v RIVEDSETEEIBOBENTARNKRTINT T,
INERIENERS | DIFE AL EERITTZTSY AT+ —AICEATIBEHRNREINE T, Browser T
VEhUE. WebR—=XDF v o7 7AOCREFERL I —IRESINZC L ERL
F9, Device VRV, Fxv o270 TOVRRIIRAT 4T - ENXNCIVT7TVEFERL
TA—Y-—PREAINLECEEZRLVLET, 3RIIYVEUIE. MNEEIED 3DS Requestor
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H—REEBRAM Y27 —DACSICE>TCREECE. RTYT7V T - Fr LV INREL-
CE&RNULET, cChallenged TV R UE, ACSHA—REBICBSBEZRIEITSLS5U0T
AhULCEERLET, CchiE. FERBICRLTIZU I3V LR - 7O—EREDEBIK
MEERTZIDICRIBET,

HX5]

Transactionst2 > 3V Tld. BB EEREER T — % ADEEMLRERNARREINE T, GHIDS
IS, RERT—HP AL ARV RICHDEISNEEHEBIENRRINE T, BH2DT>7IC
&, BT S RHiY DEBIRT—9 RDEIGHLGRNERNRREINE T, BAERT—F R
T LSICHBAINE T, TransactionstzZ 3V Tld. BRI L FREER T — ¥ R DHYERY S
NERNFRTREINF T, AREIDFIICIE, BRIERAT—Y AL ARV RITREI S NIZEEEREIHNE
mEINET, BT >7ICiF. BRI SV RHRZY DERE| R 7—4% ADEISHRANERNIRR
SNFT, BEERT—HYRIIUT DL S ICEHEAZINZE T,

- Authenticated (Y) - EREEREERNHRINL F LT,

- Attempted (A) - RITOMBNRITSNF Lz, BEL/MREEThFTEATURH, FREL/REE
RTINS E DFEANMRHET NI T,

- Unauthenticated (U) - 8R8L/ 7 H Vv hERZRITTCE T BAT LR, BMVFIEE DM
@Fl:ﬁ%o

- Rejected (R) - BBEE/ 7 hV Y hEERRMEE SNF U2, 1227 —(ZEEI/AREEZIES L.
FA—VIVE—Y3VERITURVELSICERLTWVET,

- Not Authenticated (N) - E8sE/ 7 HhV Y R DRI NFEAT LU, BREIMHEFSINF L
zo
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ANEEJE % MRZR

IERIED Y A M Z, BEBA VY —T 114 ADMerchants A =2 —H57

E Merchants > Merchants

Merchant list  Select a row to view details = Click to Search\
— /

P =

Merchant name Merchant ID Acquirer

15432

Click to view Merchant details

HNERNE & 3R

TEATEFT,

[0 ]
B & administrator v

T74IWETRE - -DEIVETSNTVE IR TOMBENMNEE) A M ICRREINF
To UMTONSA-5EFEALT. VRNETANFI VT UL, BEDMBEZRRTEE

ER

- Merchant name - TNE8E7 07 4 — )V CIRES N Z NBEIEDREICREF 238D —BUR

RHLFT,

- Merchant ID - 1IEE[E7 02 4« — LRt N3, 770475 —E|Y ¥ToinBEEDIDT

TEFEIFEH—BIRERLETT,

- Acquirer BIN- MIEA[E7 07 4 =)L TIRESINZIVWITNHIDTFIDL 7 S—DBINTRELF

FZI3ERD —BIRE L F T,

RZEHER (X, Merchant name. Merchant ID. Acquirer BIN. & & U'Enabled status® R U &
HICRICRTINITT, FMERTFTLITREETIMEEERBRLEFT,

/' A—YP—7o82

TATAEEBTZ31—F—DHNTIVERATEET,
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Management > User details’X— Y THNEAIEICEIV B TONTWVWB L2 TIFzv I LTS,
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T

HOERIE D EE

MERIENEREEAPIEN UCEREEV VTR N E1TAB L 5ICTBICIE. MBETIY T 17 1 &1ER
U.3DSUPIRY—DUSAT7VNEREEZY DV O—RT230BNHY FT, FREEV /T
ZARICEEFN TV, SBRICEEINDWVEMIE. APIBEBRED B ZHICT—IR—R (TR
MENTVWET, MBEIVT 1T« DER. |R. #BE. HR7OEIEUToEeHY T
ER

ANEEIE DIERK

MBIEZER T B (ICid. FTEELS VY —27 1 XADMerchantsX— YV [CBEIL. Newh 5V &
BIRLFT,

New merchantEIE ¢. U TD 74—V REFERAL. FTUWMEBEEERLE T,

/S A—Y—-7oE2

2—Y—ABEEEER T 3 ICIE. Business adminD—/UAABRETT,

O EE

INBAEEERR T 2 & &, FREMBEDHMEFEET & (2. NBERE NBEIDOEAELEE—
BEoRlThide sV eITEFELTLLRET Y,

EES )
Details(352EE") 7 TR M ICERAI N2 —MRLMBIEDFMTd, IHEHOHBAIZUITTY,
- Merchantname- 7704 75 —IC &> TEIY HBTESNMEED R, ChidA—V Y

T—ya s Avt—I - DY IRNTFERINZIEDERUTCHINENRDY T3, BX
10XF

- MerchantID- 7704 7> —IC& > TEIW BT ONTEMBEOHAF, Chidgx—v VU
T—vavAvte—I - VIIRTHERATNZITDOERUTHIDERDHY TT, BX
35X=F
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ERTSV R

_ Country - /IEAEDEETOE, SBEEY VIR ~D—]E LT, ActiveServerldZ DIV
') —%&{£F U C 1 ZMerchant Country CodelCEHE L F T, CRiFA—VIUE—-I 3/ Ay
-V - UIIRETHEATNBZEE—BULTVWBIRERDHY TT,

- Default currency - Z8eE") VI XA R TERASIN3 T 74V hBE, COEE.
purchaseCurrency Z8E T2 & T, 7SV R—-XD#HHAPIO—)V CLEEZ TEZ
ERB

- 3DS Requestor URL - 3DSYU Y T X5 —Webt 1 b FLIZEEYT 7 U1 ~DFTEIEEFURL,
COT—YERII. BENREUZBEICRELE3-DEF27 - Y XTLICEMERZR
HUFTT, CNICR, EREBERESOHIDLENHYFTT,

. Status - JNEE[EH'enabled (B%h) H'disabled (FEX) M ERTRAT—5 R, HNERIE & EX
ICT2E. TOEEDMBIEICT U TCEREEAPIV VTR MMIHFAI TN AR<BRY T,

- Notes - BEEEE 1 —H —MINBEEDODAEICT VLA UVUTIRETEZLSICTZ Doty
>3,

/' A—Y—-7oE2

2 —H —H'Statusd L U'Notes7 «+ — IV RERRP L CHRET 3 1C1E. Business admind — VBN ET
ERS

E3ll A
DITEERE Y VTR NCERSNZERT SV REEO#HMTT,

- Acquirer BIN - AReqAY 2=V & ZETBDSICL > TCEIWHTOENTET VD47 I VT8
Bo@Esa—R, ROYFYOV VR SEBEDT7 VD01 75—%8RULTAATS
N FEFTCANTIENTEET, BATIXE

- Requestor ID - DSA'E| Y ¥ T/=3DSY ¥ TR ¥ —#RlIF. &DSH. 3DS2NENED BN
TURBICRIDSY VIR Y —ICEIC—BEDHBAIFERELET T, BAIBXF

- Requestor name - DSH'E| ) LT /=3DSY Y T X5 —%, &DSH. 3DS2/NEEIE D E M5
TURBICRIDSY VIR —ICERNIC—BEDLZRTERELET, BAIOXFE

- Category code - MIEA[ENEZE, WG, LY —ERXDOEHE=zHAITSZDSEEDOI— K,
RAAXZFE
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https://docs.activeserver.cloud/ja/api/auth/#/ThreeDS%20Authentication/Initialise%20Authentication

HNEAREEE M DRI

wE

LEDITRTCOERT SV FEBEOFHMIE. BELY 7 TR S DRBICHEAETT., CNSOVWTNIIDE
ELRWEE, BV VI AR KRBLET,

PNERRERFM D FRIR

IER[ESEME RT3 IClE. BEAC VY —7 11 ADMerchantsX— Y CHIERIE%1%Z= L. HNER
[EVXRISIMEEEEZRIRVLET, COR=ITIE. MBEDELF 2V T HBEEINTET,

== Merchants > Merchants mD & administrator ~
Test Merchant
Details
Merchant name* | Test Merchant Merchant ID* | 123456789012345
Country * United States v Default currency * Australian Dollar (AUD)

3DS Requestor URL*  http://gpayments.com Status * SR ‘

Notes Contact number : 61-2-9999999, Contact person: Merchant Contact Name, City: Sydney

Card schemes

Acquirer BIN Requestor ID Requestor name Category code
American Express 40001 or choose from list v 123456789.amex 3dsclient.local.amex 3200
Discover 40001 or choose from list ~ 123456789.discover 3dsclient local.discover 3200
Jes Enter BIN or choose fromlist ~ Requestor ID Requestor name |
Mastercard Enter BIN or choose from list + ar
UnionPay nter BIN or choose from list Req
Visa Requestor nan

Enter BIN or choose from list v

MEBEDEF1 )T+
MBEDYSA 7Y RS L UYX—Fv =0V, BLUHT—/NN—CASEERZIL. CD
R—IPWST7I9ERATEFT, 51, 2I—V—lFtEFaVFT1—DHICTF—IEE{LF—
rEBCEFT,

O =R

SEREEHEIE. TV RIVANT VT4 7SN cBICOMERRIETT,
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IEREDEF+F21 VT«

Client certificate
Merchant token @ acdd4ac4-b30b-4aee-869f-e2480e11243a

Downl load Download the client certificate to be used for authenticating the merchant during a transaction API call.

Download

Revoke Revoke client certificate if the security has been compromised and re-issue a certificate with new ID.

CA certificates
Download Download the CA certificate bundle used for Admin and Authentication API authorisation.
Download
Data encryption key
Generation date 13/09/2019 13:59:12 (3 hours ago)
Rotate key

25147 SRR

3DSUUIRS—DU S 7V EtRAEE. MNEEIEMSSLEREEDERELAPI) V TR MNICEH B I
DICHETT,

. Merchant token - E25FAPIYU Y TR K DHTTPAY Y —(CEBIE N3 ~—2 Y, EREFAPIY
RHZ—=0S547 Y ERE 2FA U TINBEICRKHL > CREET BB ICOANETT, 58
BEAPIR RS =0 547V EIFAEREYRRAEBE O—- )L > 21— —Ico#7 /R
TE3NDT. COT714—VFRIEYVRREBE O—-I)LeF >0 —ICOHKRRINZ
o) XI—=Fv VML=V VTIYRY—EIBHEZFER T3 AEICOVTIX. C55 25
LTLREEW,

- Download - EREEAPIY V TR TR T 3.p12lKAAD3DSU VIR —U 514 7V LEEFRE
& metadata.txt 77TV ZEMEUIZ zip D71 IVEF D /O—-—RTEZFT,
metadata.txt 7 7 TV ICIERDIBHENSENTVE T,

- P12-Filename -P127 71D T 71 I)V%&, Bl : cert-b1cdf956-a4f4-4ced-adeb-
cd84d68e592.p12

- P12-Password - £ I NEP127 7 T IVODRERS VY LINRAD—R, BEZ : 16XF

- Created-Date - P127 7 TV ER I NZUTCEM D BT & B, 23 @ yyyy-Mm-
dd'T'HH:mm:ss 3l : 2023-12-12T10:01:15

- Expiry-Date - 754 7V RNEIFAE D 7 1 IV O BEMER NN ZUTCEMA DO BF LR, 75
17V NEEAE D 7 T IVIZEMHIR NN 2 E BT Y T, BMHERNMUINZAENICEH LW
27N EBY O O—-RULTLEETW, R : yyyy-MM-dd' T'HH:mm:ss 3l :
2025-12-12T10:01:15
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- Revoke - T+ 21 U7 1 BERFTZIFFAEDRENKE UTBBICHANDNIDSY VTR
5= V347V IR EEML L. MEBEEICY VY O— RS LURHEABESHT UV EEA
EEHRETLIET,
w5
U517V NIRBEEMTE B L. BRICRITINLAHBIEM LS. RETRELT VI~

WEnsET. MEEEFAPIVI IR EXETERLLRYET,

CAREE R

- Download - SREEAPIICU VTR M2 X (ET ZRICHELR Y —/N\N—CASTAE.2 Yy O—R
ULET, COBEBEDEEMICOWVWTIE. APIRF 2 AV RHEEEBBLTLIETL,

/" I’—Y371.05

CAREFARED ¥ v O—kiEN—=Y3av1.05CV U —RENF LT,

/" A—Y—-F7oE2
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21— —HEERREE LI ¥ 3 (Cid. Business admin 7= (&Merchant adminQ — )V DWW ET T,
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T—HIR—RIRFT BHEIICT RN TDERELICH U T ActiveServeri® U V7 TR k& L RRY R DS
BLICFERT2F NI RTCOMBEICENY B TENTVWET, COF—IL. BB DIRZFERIC
BBlICEREINZ7HY Y NESE2ESHHTZDICEFERAINE T,

- Rotate key - REF /2 EAHER ) ¥ —CEESMF—DO—FT—Y a3 VHERINBZHEL
E.RBEICHUT, FRHPDOHREDT—IBBIEF—eEEITIDICFERINET T, LIETO
BIFBEI NI DT TIEA L UBIDOEE| DBEB{L/IEBB D dITFERTNT T, FHLL
BFIO—FT—a VEDOEEIICEVWTERATNT T,

/" A—YP-—Fo&R

21—V —-NF—%20—7—3 7 3I(CiE. Business admin 7z (ZMerchant adminQ — VDN RET T,

HNERIEEF M D RS

MBEZRET S ICE. A7 7 IbeRnLEZY . FIRAREAEEZRELLZY LET,
FIRARELMEBET O « —JVEFEMIE. 21— —0—ILICEE'TY,

- Status - Business adminQ—/)L D 21— —DANEM LI NERT—HREFIRTEZF T,
- Notes - Business adminA— /LD 1 -V —DH N AT LIV a3 VEFIRTEE T,

/s A-YP-FoE2

INERIES¥H = R~ 9 5 (X, Business admin. Merchant admin /= (ZMerchantd — /U "R ET T,

I3 —Y—HINER/ESFM £ fRE 9 5 (C(1L. Business admin 7z (ZMerchant adminO — /U RET T,

HNEEIE D HIBR

INEAIE#HIBR T 31T, TTEEC Y Y—7 117 XADMerchantsX—J ICRREIL .. 1AL %183
LT, REFHERDORDIMNEBIER ICEET DdeleteF VIRV I REEIRUE T, Deleterh 5>/
EBIRL. Y7700 RY IR CREBLET,
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HNEARE D KB

Y EE

T 74 )bk DTest Merchantm X L ICERA I N3 D TCIIHEIRTCEFE A,

/" A—P—-7o8E2

21— —HNERIE % HIFR T % (ClZ. Business adminQ—J/V AW ET T,
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T7I014T7 SDEE

T

ITRTCDT7I947>—DYRANE. EEA VY —7 1 ADMerchants > Acquirers A = 1 —

NoT7OERTEFET, VAN TI9A4T7S—DRREEET 3 TR TOBINEBSNERR
SNnNFEz9J,

/' A—YP—7o8E2

A—YP-NT70047>—%EHK. R~. IRE. HIFRT 3 (L. Business adminO— /U BHETT,

1 -
== Merchants > Acquirers - § & administrator v

Acquirer list  Select arow to view details

Acquirer BINs

40001

Test Acquirer

Acquirer name * Test Acquirer

Acquirer BINs

RN AddaBIN

792475 —DVER
TOOAT7S—5%ERTBICIE. Newha >V &38IRU. 724—)IVRICAAULET,

- Acquirer name - ActiveServerC7 7 D1 7 S —&BB T2 DICFR I N3 RRT, FRaEA Y
T—YIICIFFERINEE A,

- AcquirerBINs - 77014 75 —ICEIYH TR N TESBBIN, 12U LEIBERRE, CD
74—V REERREEAY E—YTEETN., REVRXT L. DSAINEENEREFICERIN
FEDLRIUTHIDENHY FT,
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DSERENEE

DSEXE D EH

ActiveServer Y R— b N3 TARTOEBRT >V K3 Settings ¥ 7 D Directory Servers’X—)
TEETEFT,

- Production : Eff7' > K (Visa. Mastercard. JCB. American Express. Discover.
UnionPay) ABREO5 V3V T« LIV —/)—

- TestLab : GPaymentsOF 4 LYV kU —R— 7oV O—IbY—/{—TEH 1
% TestLabs, ActiveServerf X5/ A THEET AN ERITITBILHOIFTIEh—F&
BYFVANERINTVWET, CNSDBRDKERDE. TestLabsz Y R—K9 3728
NDTVtY NBRTCHBZ D, TERIFTEFHA, BEMICDOWVTIE, TestLabsH 1 R&EE
BRLTLETW,

7 A—YP—7o82

1—Y—HADSERELEEY 3 (CId. System adminD— /LB ETT,

Visa
Settings Certificates Card range
Cache refresh interval 15 v (hn) 3DS Server Operator ID AS_XXX_XXX_XXX_00001
HTTPS listening port @ 8454 3DS Server URL © https://xxx.xxxx.xxxx: 14443
Cache update
Timeouts

Preparation Response (PRes) 300 (sec) Authentication Response (ARes) 20 (sec)

Server URL's

Type URL

Default @ https:/xxx.xxxx.xox/ds/|

PReq © URL

Save

EEZ'>Y RREEHwET 3101 :

HMERTTAICIE. R—Y LB LERTSVYREBIRLET,
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AX AE
Settingst7 > a3V CIRRUTOREZRETEFTT @

- Cache refresh interval - FRAIRER TR TOEKT > RDPResF v vV 2 NEFINB
k@, PReq/PResAwt— %, ActiveServeriC &> THIE S . FIFETRIEELACS, DS,
BELUIDSAVY RIBEUHUICFERAINZURLTCYR—cZN23 703NN —-Y 3 VES
ICEAT21B®EFvrvalLET, T—FiF. DSICL>CRESNEH—REHE L ICE
BaInEzFd, ACSEDSHYR—FT237O0RINWN=I 3V BEESTCREINZERIE. 7
TUR=R, TSOYF-R=-, BLV3RIODTZO-CTHHETEET, COKBFIVRL L
£24BER(C1E. BATHIRBICIEITHONS C EM3DS2EBRDEHTT, (BAL: BRI

- Cache update - C11(Z. Directory Server& —FE DREIFRTHEITI NSPReq/PRes7 Ot R %=
BMFEFEMCTEZIRCIYFTY, PReq/PRes7 Ot XA, ActiveServeriZPRes T8
ESnfch—btLryedFvvoalFEd, F. A—FLVIHT LY. ActiveServer
NEHDFv vy 2 [CHBERIFEL TV &Directory Server 7 ONA Y —DA—RL VI %

RcEFEd,
. 3DSServer URL - F¥ L VY DET#ICDSHRReqA Y T —I & X(ET 33DSH—/N\—D
URL,

o 3DS Server URLICIEENEREINTWVWARWESR., T 74 I/ILEDURLMRAATNE T, T
74 JUDURLIZ. #M8BURL (F7z12API URL(FEET 3B8)DIS DR A1 VA,
application-prod.properties 7 7 T JLIC TR LZDSOR—EBENSREINE
ER

o Production Directory Servers®Di%&. 3DSH—/V—DURLIZRE/O— NSV —0D
BEICEZICARIIAIAETHY . Y—/NN—DURLL IFBLIZIHBENDH Y F T/
URL,

o TestLabs Directory ServerDiza. 3DSH—/C—URLIZ YT —/NXN—EBU ATV &HD
DHERD Y FITHEBURL (F/ZIZAPI URLOENERESINTWVWBIHE, )

- 3DS Server Operator ID - DSHYE!| ) & T 7z3DSH —/N—&& 5+, BDSIZE3IDSY —/\—I({E
AMT—EBDODERHTEFT, ChIFEE. BRIV - 2VFS547VR - 7AOER
. HIWIERTRICRHEINE T, CD7 1 —JVEHMAReqH K UPReqAY E—JICHEE
3 EHIIDSEETY,

- HTTPS callback port - ASH'EREEHICHTTPSBIEZ U RV T3 MR— b,
- External URL - DSHEREERRICO—IL/\wY ¥ B URL,
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ALLTI R

O R

SMEBURL D B#TEF (C3DSY —/N—URLABEICERE SN TV B HBENH Y T,

Y EE
LEOURLDIBE. Y RTFLBBENE L CETENS C & £ RBT 3 72d ICURLEZ Y ERRNET
INFT, ZUMMERTIE. URLICKRFLFEIZVIITVUNXEIINEEFNTWERWC EEERLULET,

Bl https://domainname<:port> (TZUMEREERICHRIIL FTHN. https://domainname<:port>/
path?queryString &L E T,

Y1 LTI
TimeoutsZ7 > 3V CIIUTDERE.LRETEE T ¢

- Preparation Response (PRes) - PResAY Z—3I D% A L7 D B
- Authentication Response (ARes) - AResAY Z—I D& A L7 D~

B —/\—URLY X k
Server URLstt 7> 3V TliE. BT >V RDSO7 L XDDSURLZ AATEZE T,
Default URLIZAReq& PReqD Ay £—TY Z2DSOTONA Y —IIRET IRICFERINF T,

DSOTFO/NA ¥ —Ic & > TIdAReqE PReqD TV RK1 v R B SHENH S DT, PReq
URLEATZY 3V CANTEET, COERICEERT UBA dDefault URLDE: = =
L. 8BELTWARWEGE (EDefault URLAPReqic UL SN FE T,

O 3]
TSV ROAY £— I D¥EEEMICT 3512, 7720 FURLE PReq URLDOURL & BIBR U &

T, ChITEY. ZOEMBT SV EADRIEERDRENELMICRY . PReq / PResfUEE (ZELHICAY
F9,
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DSEIFRENEE

DSEEFAE D EIE

ActiveServerCYR—h ENB3 TR TOEMRT > K. Certificates” 7' DDirectory Servers
R—ITCEETEFT,

/' A—P—7o82

72— —HDSEERIE & BT 3 I<IE. System admind—LARETT,

1]
e
o

wwwwwwwwww

EfRZ'> > NEIE e BT 3 1CId :

HMERTTDICIE. R—VLEEBOBULERTISVYRY T &8RULET,

73147 e —/N\—3IHHE

3D52 OUJFIIB\FIIEZ CiDS’\@’r //\'7 / |\ t 7 '7 l\/\/ |\ @;&%chi*EESSLmL\nEgn%%‘%b{\
. ActiveServeriz ENENHTTPSH—/IN\—¢ 95147 e UTRE|IZIBVET,

ActiveServern 5 EPR T S R DDSICIER T B BRIC X ActiveServerid 7517 ke LTDE
HEBWVET, AReqe EIETIRICVSA TPV NIFABREZFRA UARes&®RELEF T,

HURELICRWTF v LV IYNNELIFE L ActiveServerld T —/N\—& LT DRE|ZIBWVET,
Fv LV IR TEICDSH S5RReqZ {5 U RV FREIAER Z ActiveServer |[EHI I NE T,
@*&%&*EEWL\NIE?% K&JL_'U' /\_ EEH%b\\{E%éngTo
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CSRDYER

EEEAE . @F. BIFAEZER Y VI XL (CSR) eRMULERICEARI SV M5S0y 0O—
kcEZFEd,

SERAEDORICIIUT OBERIELHI N TVWET:

. Certificate Information - 7~ X k=)L N TWBEEFAZE D 1ER

- Status - CAICL > TY AV ENTZHED, TV RAM—IVENTWVWBCALFAEICL > TY T
vEanTwadBalFEValid. ShTVwiaVbWigsidinvalide®zRUEF T,

- Validity - FEFAE D B ZHHAR

- Issuer - EEFAE & Y1V UIRCADA 27 —%

- Hash algorithm - EIBAZE &2 U7 VI 3RICERINZN\Y I VI T7IVTU XA
- Export | Delete - EIFAE D ¥V O — L HIFR

UTFDI547 Y NitFAEDEEN TEF T ¢

CSRDYERK

CSRODERM &8 T 578 . ActiveServerldCreate CSRINY Vo C DBEBEEIRFHE LTV E
T, 2L, THRETHNIE. Java keytoolD & SRBIDAZEFER LT, FohcconrOtER
EEFTITBREECEFET,

EEFAZEDATIE. BT SV RDOBHICISCTAATIRERHY FT, UMTOATa v
FIFAARETY,
- Keysize- VIR bDF—DY X (Ev Efi)

- Common Name - FIFAZICERAINZ KA L&, BE. TEEEFR A VEANMERINE
T Y—N\—EIRAZDHBE L NIFActiveServerD 7R A &SR FT, 7517V hEEEA
EDZEREEEY —N—FFAZLREICICABY FIHN, BRI SVRICE>TIESHEEH
) £, Common NameDE(ZT 7 =)V ~ TDSICERE TN T\ )3 3DS Server URLD K A
VREITBRYET,

- Organization — 13 F 7z (ZHE#K DI EAV R & H]

- Organization Unit - 7' )V — 7 DERE F 7z (EBBFI D & |

- City - R¥ENH 2 HXHETH

- Province - {£%1%% 2 #EFR

- Two letter country code — & D 23X=F DE&FR

- Hash algorithm - CSROZBZICERASINZ/\v a7V TV XA
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CSREIL YV RR—bk

CSRODYERTlE. £DEFAE Y TV Y DMERR SN, .p1o 2R TDownload certificateD 7H % >/
NI NE T,

O EE

BDSICIFV 517V RCSREY—/N—CSRD 2DDHRETEFT,

CSRZz IV RMR—bk

CSRE® T VRN —KNIFCSRIFCSROOAV TV %E csr e LTHFOVO—RULET, 727 17IV4E
l& "Common Name"_"EFR7"Z > K& ".csrd 7 —XY TR VY £9, Bl 1 api.testlab.

3dsecure.cloud_JCB.csr .

CSREVER LICEBDHCSRELIIRN—KTEFTT,

CSR % HlIER
CSREMIRRL ZBACSRO Y TV Y L CSREMER T 2 D IR S NeREROAAH £ HIR L F
ERS

CSREER LTIz DA CSREHIRTCEE T,

wE

CSRZHIFRULHBEHIR U ZRICBRZ SN VA TERLAYET,

EEEREE TV A=)

EFER % 1> X S —)UIE B2 & N1z certificate contentZ /= (Z certificate filex 7V X ~—JL T &
F9,

PR—KRSINTWVWBERED 7+ —X v b .pfx, .p7b, .p12, .jks, .pem. ActiveServer
SR 7TIWIATEFHmHARETT, B U, 77 7IVICINRD— RN RELIFE X CertificateD
R=ITNKRD—RZAALTTFIWV, BIZIEL: p12 I FNKRDO—KPRELZ D 71 IVERTT
DT, TVAR=IVTBIRICINAD—REAATIHERHYET,

ActiveServerld .pfx. .p12 £2E . jks D7 7 TN A VA=V ENHBRETT71IVICE
FNTVINBREFERUTCEAELZ T VA M=ILLESEUVLET, L. 77 1IVICTRERE
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1V A=) (Install)
NEFNTVAEWVWRESEIBRESN VAN =—IENTVWIMBREEFHALET T, MBEOIERDMHT
AICOWTIHECESEEBBTIL,
EU. EISYRNISA 7Y REY—NN—DEHKICHERIFAEM DT DIHBS. Server
certificate is the same as the client certificate7 7> 3V %38RcEFd, ChickVY., 7570
TtV avEY—N—toavomAICEIAENT VA N—ILENET,
1> A ~—=Jb (Install)

FEREHDIAER. InstallR 5V eFATZETIVRAM—IVTEZE T,

Warning

—EI12D IS4 7V tFABDHERF O LN TE, BIDFEREEZA VA —IELEFAVR—KT
&, REDAEN LEEZINIE T,

WAFZFIHLTWVW3BE. TV AN —IVRICRENRET SRR HY 7

Mastercardh 5 .p7b SIFAZE % 1 VAR—F T 3RIC. RETLRWVWIV T YV EED.pTb7 7 1ILDINAF
VaAvFVYNRBRRAT. 403TS5—NWAFICL > TRAIINZZENHY £, EEKIE. 77 1IL%E
PEMIYO—RERICBIRTZETT, ROOAXVRERITIBZCETCERETCEFEY, (A—TFVvYV—
A Dopenss| % FIIF)

openssl pkcs7 -print_certs -in input.p7b -out output.cer -inform der

T 9 RR— L HIBR (Export & Delete)

9547V REY—N—DERREIL. \v I 7Y TDEOHICTIVRAR—KULEY ., RECGU
CEIRRAET—T VA SHIR 7OV EBIRUTCHIBRLEY T°EE T,

LA L. RD2DDEATCIIRR—KTEFT,

- PKCS12¥—X +7 (BREZT.p12) - AIARELBETI2MNBEREST p12 777V %E
R LET, 7T avT. 7271 IDNRRAD—FeEH3EeNTETT,

- REEBAE DA (pem) - SIFAZEDAEZT .pem 77 TNV EERLEF T,

Deleteld. ¥ X7 AN SERAE ZHIBRY 2a1IC. ABAEDREIRZREE T 5L 51— —ICRkD B
TOVThEeRRLET,
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CAGERRE

wE

SEEAE DHIRRIZ KA TH Y . BRINCNY I 7Y TE VU TCAIABZ IV RR—b T3 eHedLE
ERS

CAGEFRZE

CARERREZ(Z. Y —N\—/I 517V NEIFAEDCAZBRZEZIRELL. TN oS BEWMRCANSDD
DNTHBDCEEEBIBLDICFERAINT T, CASIHAERY—N—/I54 7V ~iFAEZ 1
VA=W UEBRICICCAF T —VRROD S RRICBEMICT VA h—IbEehF T, FTriF.

FECAVAR—IVTBELAEETT,

BET Z3CANA VAR —ILEaNTVWRWEHE, 7517V T iEY —/N—EIFAE D Status(
Not Valid©d, CAZHIFRT & . UAIOT VX b=V EEMICRY TT,

[BEBED1> X =)
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SFEREEIEIC/MRY — L & {EM 9 3 (Using External Tool)1

IR&VICIE. O—AVEEREZ 7 MV ERRT 27OV TR ARTINET Y, JRSNBEABBERCBREZ. 7517V B LY —/N—EAEICCATHA
ENIAYFPREEEMULEEDICRY ET,

EERAREEICHMBY — IV & €M 9 B (Using External Tool)

BIRULEY—IVEFERLT. CSREMBF—EEMTEET, OpenSSLEFER LEFIEMUTICRULETS,
OpenSSLNYT VAR —IEdNTVWB T EMRL. Y—IFINERVWTUTERITLET,
.RSAMEBREMER LT

1 openssl genrsa -out privateKey.key 2048

.CSREAR L. FOVT M- TCSROFFMEAALET

1 openssl req -new -key privateKey.key -out yourCSR.csr

CCSRIMERT SV RICE S TERSI NS, RESNEBREFHIAZBLERT SV RCARIRIEF t —V EER SN ERBEF —C#HALET

1 openssl pkcs12 -export -out certifcate.p12 -inkey privateKey.key -in

VEERREE A VR E—ILT B,
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A—RLYIeRn

Hh—bkL VI ERR

PReq/PRes” Ot X (. ActiveServeridPResD Ay t—J([CEFNTWBzA—RL VI %
FrvyalET, Hh—RLYIR=IJIL. ActiveServerPEEDF v v ¥ 1 ICHAERKELT
\) % &Directory Server 7 ANA ¥ —DH—RL VI ERLET, A—RLYIHTiCiZs4oD
TovavrtbYET :

- W—RLVIERR

- A—KRLVIURK

- BIEIOPReqD X T7—% R

- Raw Ay -

Visa TestLab
Settings Certificates Card range
Search card ranges Last PReq status
Start range S je End range Status
Account number Update time  Fri Jun 26 2020 02:04:02 GMT+0000

= B oo

Card range list ~ Selecta row to view details

H—RL VY 2R

CDEIYaVTIE FEDH—REHEEICOWVWTT—IR—Rz®RETEF T, h—RDEH
I 3BHREANTBICEICELY . bSUY I aVETANHIVITTEFTT, RD
J4—=ILRERHY FT,

- BIRAREER - h— LY Y DORMREE. EESNTEMULEHE OA—RLYIDAZEDHF
ER

- BTHEE - H—FLYYDORTEHE. BESNZEUATOA—FLYIDHEEHETT,
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A—kFLYIUR K

. H—REB-EBEINLCA-—FIEDOH—FESH’HBRERE KR TEBICEINZH—F
LY ID#EeEHET, h—FEBSDENEFET 2HBE. EBESNLMBDOT 1)L 5 —FER

INET, COREKIE Enrol APHIBITWETH HEDERT >V FDREROH &ERER
LET,

BRDTZ 1)L —2RELES,. MBEBIRLTC, TOA—RLYIVRKIHERERTLE
T, VJUPEBIRLCO 41—z UEYRLET,

H—kLVIURbE

CDEITavITiE. FEDDirectory ServerD IR TDA—RL VY| Tzl LEDIRE/NS
A= —ZBIRUEHBER T 1LY —SNZYRIIRRETNET T,

RRSNZ2H—RLVIYDEMIIDERY TT,
- BRRAESER-H— R L VY ORItAEEE
- RTEBE-D—RLYIDRTEHHR
- DSEEORaNIIN—Y 3 Y-DSOYR—KETNBIHRENCEMVZONIIN—=I 3V

. DSTYRZORANIN—=I3V-DSOYR—KRETNTWVWBIEENEMVZORIJL/IN—I 5
v

- ACSEERORONIN—IY 3 Y- VIR—FENTWVWBACSORENDEMVZO K JIL/IN— 7
V4

- ASCTYRZORANIN—IY 3 V-ACSOYR—KRETNTVWBIEENDEMVZO KL/ —
=

« 3DSAYY RURL - ACSCHR—bh2ENTWVWBHBE., H—KFLVID3DSAY Y FURL

FIEIDPReqRAT—4% R

CDEUavITiE. ActiveServerh4FiE DDirectory Server|Zxt U T31T U /ZHiIEIDPReq R
T—H9ANKRRINFT,

RRSNBZFMIRDEBY TT,

« AT—H R - BREDPReq/PRes7OTVRDRT—HRs RDRAT—HZADVTNHHRT
Th3marHdY FT,

o I - PReq/PRes7 Ot RIFTS—RULTHRINLE L,
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Raw Xvt—3

o &M - PReq/PRes7OFRTIS—MNRELF U, RUEDAY —I DEM% iE
MUTIS—ZMEBL TV,

o JEMRICRRIUL F UJE - ActiveServerldDSICPReq%E3#EL LS & LFE LA, #EfEICk
BMUELUR, 9547V RERAES LU —/N—URLAPEULLKBERINTWB %
BERLTLIZS W,

o PRegB* ROV EFEBATCLE - T—I9R—RFidFF v v 2 ICHIEIDPRegNRE 2 H
DEBATUR, ActiveServer™’7 4 L2 kU —/\—~ADPReqDZEELRIAT 3 &£
I ULIEVWHBER. TFvyYVa10EH | NEHTHI L 2HRBL TR,

- FEHRFRA - ActiveServerh'&# CPReq% =17 L 2 B,

Raw Xwvt—/

BB DPReq/PRes7 Ot RM3DS2AY £—Y 2K~ T % ITIE. Last PReq status/\ RV T
DetailsZ3#iR L F 7,

Raw messages

Message type

Time stamp

Message content

PReq

26/06/2020 03:16:12

{
"serialNum": " -
"threeDSServe mber": "3DS_LOA_SER_GPPL_020100_00075",
ssssss geTyp
threeDSSer orID": "AS_TEST_LAB_OPER_00001",
ageVer
threeDSS nsID": "c498294c-1493-4c7b-alcb-828708b9d576"
1
Message type PRes

Time stamp

Message con: tent

26/06/2020 03:16:13

{
"serialNum": "221",
"messageType": "PRes",
"dsTransID": "27cf7683-e82d-4ed3-8e76-7T0d3fc89b8a6",
ssssss geVersion": "2.1.0",
"dsEndProtocolVersion": "2.1.0",
"dsStartProtocolVersion": "2.1.0",
"threeDSServerTransID": "c498294c-1493-4c7b-alcb-828708b9d576"

- Message type - 3DSD Ay t—3 %7, PReq/PRes/Erro.
- Time stamp - AY £—INEREINTZHF,

- Message content - XZ{ET N /zRaw JSONAYE—Y VTV Y,
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HY5| = &RR

5| £ RR

Transactionsld. ERIDA=—a2 —HhS5T7I9LXTE, 30073 RHYFT,

5| 2R3

EBElD YU X

HYB| D E¥H

== Transactions
Search transactions

From
Account number
Merchant name

Status

Transaction list  Selecta row to view detais.

Display| 10 v Records

Provider Date (dd/mmlyyyy)
22/05/2020 16:55:13

American Express 22/05/2020 16:55:12

22/05/2020 16:55:06

22/05/2020 16:55:04

22/05/2020 16:55:03

American Express 22/05/2020 16:55:02

HN5| & %3R

R A administrator v

To 3DS Server Transaction ID

Min purchase amount

Max purchase amount
Provider(s) | Provider(s Transaction type v

v Purchase currency | Purchase currency Message category v

Showing 281 to 290 of 103,659 Transactions. | Previous 1 28 0 10366  Next

Account number Amount Currency
410000X0XXXXX0003

340000XXXXX0008

410000X00XXXX0009 (ARes: A}
352800X000XXX0003 N (ARes: N)
352800X00XXXX0106 Y (ARes: Y
340000XXXXX0003 N (ARes: N,
3400000000KX0001 (ARes: U)
410000XXXXXX0000 R (ARes: R)
410000X000XXX0007 N (ARes: N)
340000XXXXX0007 (ARes: A

COEIYaVTIE FEDEBIICOWT, T—IR-—XADSRKRTEFTY, HXBE|ICETBIE

®eANTBZET,

BEl 27405 VYT TEET, 74— ILRICIBUTAEENTT ¢

- From- 18 LEBRLUBRDOES I OA NS ENETT
- To-#EE VAR UBIOEE I DANEENET T
- 3DS Server Transaction ID - 8% UZEXGBIIDOEB| OANEENFT

- Account number - 71—

" REBDH—FESICLZIBIOANEEINTT (PANFZIEH—

Oytcototi‘%éhéb%éb‘d%‘) F9)
- Minimum purchase amount - I8 L/ &8 2 BAEBEIDHANEENFTT
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5D R

- Maximum purchase amount - 87 U7 @ ERFDEGB|I DANSENET T

- Merchant name - ¥§FF U2 NS IC & > TUIBENEZEB| 0ANZTENFT T, MEBER L
DSICEBINTWVWREDE—HRITIDENDHY FI,

- Provider(s) - 8 U721 DF R RBEROERT SV R ICL > TAUBSNIZEE| DANEF
nE9,

- Transaction Type-$5ED S/ Yo a v 4170 3V DAREEN. T
TR TRIRTHPEENET,

° Production: CD A7 3 =38R 3 & . AEDirectory Server 07 7 1)L &fERA L
TITONEITRTCDORS T I3 VDAERRULET,

o TestLabs: CD AT 3 23&IRT 3 & . GPayments TestlLabs Directory ServerZ O
771N EFRLTITONETRTORS YT I3V DRERTLET,

. Status - IBEEUVEER R T —YRDEB|I DA EZENE T (Hll : Transaction Successful
DIFEE"Y" "R L)

- Purchase currency - 8 LI BE CEITSNIZEEIOHDEFNE T, ChiF@EEI—F
CTEHEINFT

- Message category - PA (&%) FIENPA (FERE) OWVWTNHDERBIDANEEFNET

BEID 7 1 IV Y &EE L. Searchx 7w Y9 % & . Transaction ListD T ICERNRRINE
9, Clears 27Uy 093, 24—V EYREINET,

ES|D ) X+

SR NICE. TRTOEB|, FRIEZEEDKRF/NSA—FDWVWITNH 2BIRL 2B
240V TENE)RANRRRENET,

RNSNBEE|DFMIIUATOEHY T @

- Provider - BX5| ICFERINZERIT SV K
.- Date - B 5| ML I Nz HEF
- 3DS Server Transaction ID - 457 D EX5| D3DSH —/N—EX5|ID

- Account humber - EX5| ICFRI SN A — KBS D LM, PANZFZIIA—0VTRINZIH
anbhl F9,
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BX5| oD &

O EE

BBEEAPIVI CEITSNZEBIICHE WV TE. H—FESPAN)DEHNEBESLEINT —HR-XIRE
INFd, BEEAPI V2TEITINEZEEICHVTE. H—REEPAN)E LS V- MERTRE
INFET (L6MTE FATDAMMRES N, MEHIFEIRENZET) . BoT. FHTSAPIN—

I3Vt - T, REHRICITAA ST NIz Account number& —E8721F X v F§ 3 BB iARirE NS
BENBHYET, BEIZERICKHETIHNENDZIHE. HORVAAFRELHHETRETSZC

CEHBLIT,

- Amount - EX5| DEEA £
- Currency - B3| MBS Nz @EI—F
- Merchant name - EX5| & 22 U T\ 2 I0ERIE D & |
- Status - BX5[ (1T U TGRS NEEREERER, UTD 7+ —X Y bHMERSINET ¢
o Frictionless (i.e. no challenge) - "&#& X 7— %X (ARes: AResX 7—%X)". f3l: "Y
(ARes: Y)"
o Challenge - "&#& X 7— %X (ARes: AResX 7—% X", RReq: RReqX 7— % X).
5 : "N (ARes: C, RReq: N)"

EXB|17%38IR 9 3 & . Transaction detailstz2 > 3V D TFICEMNIRTINE T,

HY5| D 5%

HXSIE$MBICIE. EXS1 U R S TRIR U IZEB| ORI NI T,
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Transaction details

3DS Server Transaction
D

Merchant ID

Account number
ThreeDS Requestor name
ARes status

Status reason

Device channel
Authentication value @
ECI

Message category
Recurring frequency
Recurring expiry date
SDK transaction ID

ACS transaction ID

Error code

Error component

Message version

bb1414a4-da5e-44c8-b82d-828e00a1e564

123456789012345

410000XXXXXX5000

3dsclient local.visa

Cc

BRW (Browser-based Authentication)

AAEBBWGCUWJgAAAABIJTAAAAAAA=

05

PA (Payment)

b7b4a86b-9172-4aa4-8862-b2f889749742

2.1.0

Purchase date
(dd/mmlyyyy)

Merchant name
Amount

ThreeDS Requestor ID
RReq status

Acquirer BIN

Pay token indicator
Authentication type
Merchant category code
Card expiry date
Purchase currency
Challenge mandated
DS transaction ID

ThreeDS Requestor
challenge indicator

Error detail

Error description

Requests / Responses

RASNZEBE|DFMIUATOEHSYTY @

06/02/2020 15:57:41

Test Merchant

200.00

123456789.visa

Y

40001

Static

3200

036

N

4cbce215-d3¢6-437f-b1d7-cd48ade61cd7

BX5| oD &

\/ERIFIED
by VISA

- 3DS Server Transaction ID - E—DEXE| &£4FE T 3 HI23DSH—N—ICL>TEIY HTS
niz. tERC1 27T OEB|EBRFT T

- Purchase date - BB A 0D HF

- MerchantID- 727 04 75> —H&|Y BT MBERNF. i, 3DSUYT IR Y-
hoTREINZA—VIEL—IYa V) IIRNCFERATN3EDERUCETHIDEND

WET

- Merchantname - 7 7 D4 7 S —FRIEIREFV AT ALAICEL > TE|Y HBTENTINEEIER

- Account number - JRFEB| DA —YV UL -3V VI IRNIERINZH—REE,
PANZF/zlZh—2 VY CREINBZBENHY FT, h—RFBDL6HTE TATIERTI N,

BUNIEIETX"ERRINET,

- Amount - BX5| DEEA £
- 3DS Requestor name - DSHYE| Y HT/z3DSY YV TR 5 —%, KDSH., &3DSU I I RH—

(BB IC—

E—-3
I%\

DEAMERBELTT,

- 3DS Requestor ID - DSH'EIY HC/z3DSYU ¥ TR & —#HHIF, &DSH. &3DSUI IR
& —ICERIC—BOBAFERELET,
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HY5| D E¥H

- ARes/RReq status - BX5| W FREEEADEBI TR T AV Y FEROEE 5 ICRET dH %
mUET, BASNBZERIUTOESYTT ¢

o

o

Authenticated (Y) - SREFRERNRIIL F LTz,

Not Authenticated (N) - ER8E/ 7 AV V bR EINFEHATLUL, BBIMMETINF
U7z

Unauthenticated (U) - 585E/ 7 HV VY hEREERITTEFEAT LU, FMiMVFEIZE
DB DRERE,

Attempted (A) - RITOUENRITEINF L, BEL/MREESNFTBATLRZDY, FREE/
BREEDEITS N C & DEIFA’RBENT T,

Challenge Required (C) - CReq/CRes% &R UL BHIIEREENDETT,

Decoupled Authentication (D) - Fv L I NN ETT, DecouplediREENFEERINF L
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Message type  AReq
Time stamp  06/02/2020 15:57:43

Message content {
"notificationURL": https://testlab.3dsecure.cloud/api/v1/brw/challenge/notification,
"messageCategory”: "01",

“"purchaseDate": "20200206045741",

"threeDSServerRefNumber”: "3DS_LOA_SER_GPPL_020100_00075",

“"merchantCountryCode”: "840",

“browserColorDepth™: "24",

"browserJavaEnabled”: false,

"mcc”: "3200",
“purchaseCurrency”
"browserAcceptHeader”:
“"browserTz": "@"
“"merchantName": "Test Merchant”,
"threeDSRequestorAuthenticationInd”: 01",
"threeDSRequestorURL": http://gpayments.com,
"acctNumber™: "410000XXXXXX5000",
“"browserScreenHeight”: "768",

"messageType": "AReq",
"threeDSRequestorName”: "3dsclient.local.visa",
“"acquirerterchantID": "123456789012345",
"messageVersion” .1.e",

“"browserLanguage”: “en-US",
"threeDSRequestorID": "123456789.visa",
“acquirerBIN"
"deviceChannel™: "@2",
"browserIP": "XXXXXXXOXOXX",
“"browserUserAgent™”
“purchaseAmount™: "20000",

“purchaseExponent™: "2",

“threeDSServerOperatorID”: “AS_TEST_LAB_OPER_00001",

“threeDSCompInd™: "U",

"threeDSServerURL": https://testlab.3dsecure.cloud:14443/api/vl/ds/result/request,
“"browserScreenWidth”: "1024",

"threeDSServerTransID": "bb1414a4-daSe-44c8-b32d-828e00ale564"

036",

- Message type - AReq. ARes. RReq. RRes. Erro. 3DSAYt—I %17,

- Time stamp - Ay £—INERETNTZHF,

“"text/html,application/xhtml+xml,application/xml;q=0.9, inage/webp, image/apng,*/*;q=0.8",

"Mozilla/5.@ (Windows NT 6.1; Win64; x64) AppleliebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3683

.75 Safari/537.36",

- Message content - EZESNZED JSONAY E—I AV TV Y,
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Nn3%a. External URLICAAINTE R A VEZMEREINE T, CDURLIFHERNS T
JEATEGRLTEXEEIHY TE A,

Y EE

J:EE@URL@%A\ DZ%A%ABb{\IE L/ < %/_é;h‘§ C t %:EE;:B\T% 7:_&) L\- URLKé'l‘ﬂEEEmB\b\%
FY, ZYUURRBTIE. URLICIKRFEZEFITVNFEINEENTOARWCEEERLET,

3l https://domainname<:port> (T RYMRERRICRHRIIUE T, https://domainname<:port>/path?
queryString IF&XBLZE Y,

no

- Loglevel - VYV —IV A LTI RTLOT DFME, FIARIBELECRICIT<E EFH
EMNEHANYZFT) : ERROR > INFO > DEBUG.
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APIER

API1ER

APt Y3V TlE. TVRYVADAPIN—=Ia VDY RTFLAEENAETCT, WE. Y
R—=ERETNTVBAPIN=Ia U RRIN., BEIAPIVIZEMICT I EEENMRHESI N TV E
9,

APVIDHYR—bDNEIEBZMA LD, APINV2OAHEFERT DL DIV RATLEEHT SO
IC. APIV1&ERICT DHEENRENFT Ui, APIV2ADLRIZUTORERNHY FTT,

- TERQPANRREFES ALY, PCEF2 VT 1 BEEEHFIBERBS NS AIEELDHY T
ERS

- MBECE ICEEMF—NFREILGY., bV I3 VBET—HIR—-X/HSMT ¥
TRONRT7 = VZAPAEELE LT,

- RSV OV IVRML VDT SBEIRESI NI UL,

API V2ADF1TIE. ERELAPI VIEEMICL, TRTCORS YT I 3V EAPI V2T 32—
AREDTOERTHY ., TICRITCLIFTEFEA, BITFTBRNCIDSYUIIRY—6T7VvS
JU—RUTAPIV2hS P93y nA%EERL,. MERRWVWCLEMBIZICLERL P
ghoHLET,

API VIEFERICTB3RY V EBIRT I, ROTOERNEITEINE T,

1.IRTORVEEAPIVIU VTR M. T>—3—FK 1027 Unsupported API version_| #3iRd &
SICRYFET, LIeM>T, 3DSUYVIRHY—IEAPIVIVU I IR N ERETELRLRYFET,

1. MBEICL>TRITSNZ S YUY I aVDOBEBLICERINSE T —FF—(d. FLWI
BRIENMER TN E EITERSNQR< QY TT, FWELAPI V213, MBEC D+ —=EH
T hSUYP I3V TF—SOBEBIICNRY—F—T—FF—&fFRALEIRNO—
THESbEERALE T,

3NV OISOV RTBITIOCANEIBI N, APIVITREINZPANNYIVIBE TS N,
T—I9HWANAPIV2ICEFINE T (F—IR=—ZANSFERHINGLL LTIV DHIIR%E
BD) , BITI3 STV avoRE. BRBUIICKRRINET, APMIRSYT Y3y
DDAV H—NT0] IETZERITIOLRONETZEKRLTWVET,
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APl EZF+21 VT4

APl EFxa2 U7«

- MBAIEDFH—/IN—51 RERFR] - COEEEONICT B3 &, FRELAPID
merchantOverride | 7 4« —JVRZFERA LU TEEDOR—F > c7O7 71407 1« —ILR
EA—N—SARTBCENTCEET, T2/ Tl2IEX.

- Enrol APIDINEAIEDMREEZE RF v - CDHEEEONICZT 3 & . Enrol APID merchantId H'
WEBTERLSBRYFETS, 72/~ TIES.
F— 45 F—DHIER

BEONMEEEDT—9F—FIEF—AST7 7 71)0i&. ActiveServeril & > T EHEHYICHIBR
ShFEFBA. BE7OEZAMMERTULES, HSM. O—AJb., FEESINTY CDF—FFRE(C
Bofzfzdh., WoOTEFECHIBRTCEE T,

HSMZ{FER LU CW3Bad. EEFH REQ. MTWVWTWB3F—TIT AU 7 X524l cEFd, +—I
1) 7 XDHENC AS_ T 213 MASTER. MWV TV 3 F—(ZHIBRLABRWVW L EE W,

SunJCEA—AIVFZIES3F—R K7 ¥ 1 FTActiveServerz £ U T W3 1B E .
as_<UUID>.jks DIERDF—A 7771 IV ZHIFRTEE T, as_sys_<UUID>.jks F /=l
as_master_key.jks ¥F—XA 727 7 1L ZHIBRLBEWTLETW,

O iR

KMSF—X L7517 &FRALTVWBHBEIFAPIVIET 7 4 ) b TEMICR>TWVWBH. APIVIDE
METOERIBERINTE A,

ttFa)TFq1—

- Session timeout (Bi&HXY ) - EHIRNMUIN., 12— —(1cOJ7 1 VEREHERDBA SN
EEXRTZECHO,. QVT1Y -y Y a v EMLRER. 7oA kDty 3 iE900#
(ISMICERESINTWVWET, CORTEEZEFE T 35S (d application-prod.properties [T
UTDITZEBMULTA VRV A eBREEISETT T,

as.settings.session-timeout={&fI #}

Bl: v avoyc LT Y NEREE18008(30%) ICHE LE VBRI
as.settings.session-timeout=1800 &IBIIL TTF I\,

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /\—33:V2.04 | RFa2 AV K N—=T3:V2.0.4:1



TF-YBERO—T—aY

O EE

fE(Z300 ~ 3600 F TOEBBHMRERETT,

- Session failed attempts - Tv >3V - Oy VREICIEE I NIZHRIO S 1V N —RH9 (T
MibkEndEToRKOT 1 VETEIE, —EREZER. EUVVWRIIEREIEEISCL
TEyyavEBRIUTEET (B HATEH) .

- Session lock time - KOV 7 VERAITEIRZBA HEIC 1V N0y I/ T3 EE

(BfiI: 9)

- Password expiry period - #71U\WV/XX D — R DIERE DN ERESNZ FTD., /XX D—RHER
TH¥ (B : B

- Password history check - €D /XX D — R zBEFMATE3 L5ICQB3FTT—HED/IX
D—RDEANERSINZEH (B : —BD/NXT—F)

- Force two factor login - U —/\—EDFRTOI—Y — (I3 U T2ERFVEL Z enable (A%
1t) disable (FE®N{L) ULF 9, ActiveServerTld, 21— —(2ERRBEEERET 23 DIC
GooglefREE Y R T LAEFERALTWVWE T, CORENEREEIND L. 7THV Y N TEERR
BN ELEY ATy TENTVWRVWI—Y . YRTFTLBREEFERT3HEIIC. REOS A
VERIRBRDBEAZ Y AT YT T EMBHITNT T, GoogleFREEY RTLDEY k
7Y TOFIENERLICKRRINET T,

F—YEEEO—FT—3 Y

BEDYATLRADEBER (VAT LBROBEILICER) DERBERRL. 21— -1
[Rotate key]| 23&IRT 2 L CERAT 2. #E2O0—7T—3V/TEFT, HTLLWIRTADEE
T—HE. FILWTF—IEEHREFER L TES{INET,

RRY—MEs@OO—FT— 3V

HEDOIYRY—BEF— (REAPIV2ES VT VY 3V DREHEDNREESLICER) OERBLC
F—IAJV7R2HRTULET, [Rotatekey]ZFERL T, 21— —RBzO—FT—3/TEF
T, ZRL. F—O—FT—Y3vid. XRY—F—IRETI3T—HICEHELITEA, ¥R
S—F—MNERLET—IBERZO—FT—Y3/0LEY, IRY—F—CREINTWVDS
TF—YeBEEELEYTICEEHY FHA,
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HSM

HSM
COEEEFRTIE, TEINEHBAICI——IPHSMPINEEFRCEF T,

- Full file name and path of PKCS#11 library - C Df{El& application-prod.properties M5

FAHERS N, application-prod.properties 7 7 TIVEEBH L., b—N\—%2BiLE#IT3C
ECODHAEETEFT,

- Slot number of HSM - C D1&(Z application-prod.properties S EAES N,

application-prod.properties 7 7 1)V ZEHFH L. U—N\—2zHBEENTI L TOAERE
TEFET,

- HSMPIN - 5TIUWHSM PINZ AAHTE & T,

Test HSM connection’h % > #3#iR9 3 & . AAUZHSM PINZ{FH U 7zHSMA DI R1T
INEFT, TRAMPEIIT D E. Y RXTFTAICE > T"HSM connection successful" & WD X w
—IMNRRINFET, KB UEHBEIF " Invalid HSM Pin"&E RRENEFJ,

Update’R %V &38IR9 3 & . HSMPINDETT—9R—IXNEFINF T, EFSBEHT—/(—
DEBRINVDETT,

w5
HSM PINT X k DFERICHAHD 5T, HSMPINIZEFHINE T, chid, HEICHU T, HSMPINAZE

BEIN3HTIC. ActiveServerT —9R—X 2B TCEBZLDICTRZHTT, B->/7ZHSMPINZFRT
ZEEBINERTZIEH. VRTFLEEHRITBAICIEVVPINPAATNTWVWBR L ERAL TS

Vo
/" Version 1.0.4

CDOBEIR/N—T3V1.04V ) —RTEMENFT L,

ActiveMerchanth* 5 #&17

ActiveMerchant Migration¥ 7' ¢(3. EYRXRAEEE I —Y —H'GPaymentsActiveMerchant
(3DS1 MPI) o MBEET7 V01475 —21 YV R—EUT. 3DS1H53DS2ADITZ & 1]

BEICLET,

BITESEEDEFHHIC DWW TIE. ActiveMerchanth 5 D217 H1 RECHERT IV,
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ActiveServeriE# & R 2

ActiveServeri&Eh = B %

About ActiveServerX—J . R—=IJDETO7AAVNST7IOERTEET,

About ActiveServeriCiz. VI DUz 7ERICEAT Z3ERBERNIRIRIINE T, CNICTIEUATH
EFENFT,

- ActiveServer version - F7E1 X k=)L & T\ 3 ActiveServer®Y 7 kD 7/)I\—J 3
S

- OSname- FAHULTWBARL—T 1 VT - YR T Ao

- OSversion - FRALTCWVWSARL—FT 1 VY + Y RTFLDN—=T 3,

- Database name - R L TW3 T —HX—X,

- Database version - FEHHLTW3TF—9R—=D/)N\—=Y 3V,

- Java editionand version- 1 VX =)L ENTWVB JavaDIT 13 E&NXN—=TJa Y,

- Node count - C D ActiveServerD - VX5V AICBRINTWD / —~D#,

- Supported 3DS version - 7 R— &N TWVW33DEF27/—-I 3,

- 3DS Server reference number - C D ActiveServerD -V X5V AND—BDBRES,

. EULA - [View]’R% >V %8i{RT2 &, PDFE 2 —7—CEULANREZ. PDF& 4 0—R
FERIT 2 8MA TV a v ARRENET,
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iipal

VRTLEME, BEERARYKNIFEMDERL ST -/ LTRRINEF T, IR
TOA—Y—(CIE. NRAD—RDOEMERNE ST <CUNB3 2L, 7HD Y MR- DBEHIC
BE T 3 @AMNRESINEF T, System adminsiZid. 51V APFERRZO7 Y FO— RO
R, Y—N—ARYNCETI@EMERTINE T,

BRE., 71 AVEBRTBCETEEBI VYDA ADALICRRINT T,

R & administrator v

S R T LB

3 AT LEFIE System adminsiCR U RSN, BEH LU TVWRWEES, YR TARITFIEICE
HEEREIITARBENDY FTT, UTORIE. BRETDAREEN DDV AT LBERE EOBR
AEICDVWTRULTWVWET,

BRAY -
>4 VI Dz 7HRRAICHEAES SIE/AWE . CODIVRYY BREELLSIEY
v NrEEIL. YRTLIKSTE AT IT47IENTVEE AREET 272, 21—
273 VAN LY WENRT Y A, Deployment > Activation DAL P ik
L Ta7tT 3 Fclo@H status’X — < TProduct Activation FICRRSBERHY X
RREINFT, Key (PAK) &1L TLZE W, ERS

PAKI(ZGPayments® MyAccount
activationX—JICH Y FT,

>q GPaymentsD >tV R - ¥ — STV AEE: 7HO U D 1Y —EROREE

< N—=lF,. BEDIVRAHVRIC [RIMTINTWBEH, CD1VR ERRRT B IICIE. BEE

20D BEronz7ho v Tk YV RZyHTEMILESNET T, B THAOVE - F—AIC

i BRRRTHBZICEERLTY #ICDOWVWTIE. GPayments Ei& L. GPaymentst

B FT, CNIFEESINIZHR-EA supportlC BEVEDLE LTV, R—KICEVWEDLES

BE ICFERLEMELTNE T, BRI ENHY F
ER
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BHIAYE—Y

>4 GPaymentsD > 1 VR - ¥— SAEeVAWE: 7Ho Y S0 21— —HNERDORE
v N—iE. BEDOIVRHYVRIC BRI TWa7zd, TO1V2R ERERT B ICIE. BEE
20 BEToNETAD Y R TR YU RFEMESNTVE T, B¥ THOV K« F—AIC
5 BENRRTHBZCEERLTY #ICDOWTIE. GPayments & L. GPaymentst®
B F9, BHEOAVRY Y RIHE supportiC BEWVEDHE LSV, R—KICEAVWEHES
(=il MmEEThTcwEd, ERTINENDHY F
ER
Ty ActiveServer{ V25V AN—73E 514t A& : GPayments> 1 21— —ZERRRD
7 HARGPayments> 1V X - LU = N—ICHTIEER 7y 7O—RRAKBT
a— Y—N—AD7yFO—FIick MELDERMXERBESINTVR PEMERET 3 H\
N BT3B, YRTLIIEST Wiz, o1y RdyHT BRERRD = D18
& OEXE/MIAL. —/N—1%& LI NFT T, FEMICOVWT IZ D) TGPaymentst
R MmEEnsdFc, 2—P-—IcT l&. GPayments support(c &R\ R—KICEAVWEDLES
BE S—&EET2HDOHRZ60 BHELRTW, DERHY FT,
HERH LT,

7Y ActiveServer >~ 25> ZH%60 54ty W& : GPayments> 1 21— —ZERRRD
7 HREGPaymentsS 1V X + YR Y —N—IIHTRERR 7y 70— RARET
n— Y—N—AD7vFO—-RII&k LD EANCORMRETNTL PERERETI BN
N7 BUBa. T—/\—38&Ht B\, COTYRE YV RISE RIERER D2 & DI
& TNEY, MbEnZxz Uiz, BMICOWVWT IZ DU TGPaymentst
B I3, GPayments support!(C S EL R—KICEWEDLES
(=l BHhELRTV, DERHY FT,

21—

— @

I—Y—BHE. ARV TADVBICREEZSEZ3BEICI— - ICHULTRRINT
T, UTORIZ. BETZABENHE IV —BHEEDERAEICOVTRULTIVET,

IXR 1Y —-DNRRD—-KFDHE user® /N D — k(& 12 —4'—(IUser profile > Change
0—R ERMNMIN B E T HET expiry datelZ ARt passwordEIEI N 5 /N2 D — K & &
HARR L] BUNEZES>TWEEA, IRV ET, TIRENHYET,

n
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1—-v¥—-O07414—b

1—Y-70714-)b

User profileCld. 21— —NBEHD7HU YV NCETIMERELEZY . KRD—REEE
LizVddcencEsxd,

User profilelC 7 7 XT3 (213, BEAVY—T7 1 ADETDProfile7 1 1V &RLZF
¥, Edit profile& Change passwordD22 Dt 7> a Vs Y FY,

i

IARCOLI—Y—igganrn1——07 14—V eEFETEFT,

O74—)VEiRE
A—Y—D7hHO YV REFERICIEITIEENT T ;

- Username (4R) - BB V¥ —J A/ RICAYV 1V T3DICFERI NS ZE
- First name (BR) - 1 —H — D&,
- Last name (BR) - 1—F—D&EF,

- Email (%K) - 1 —DREEMEFA-INT7 LR, COFRLRIEFE. NXAD—RV
Y R REOMDY AT LBEAERETSOICHERAINIT,

- Timezone - BIBY Y 2/ h—REICBWVWIERRSINZBEOO—AIL - Y1 LY —,

- Two factor login status (required) - IHED 1 —Y — (DWW T2FADenable (B%h) Filix
disable (&%) 2UIVEBZTT, EMELINZRENSEMICUVERAZ L. 21— —
(&, BEEICKRTEINDFIEICHE > TGoogleFRFEY R T AZFER U C2FAZ Y 7Y T T
3LDICERSINZTT,

- Enabled - 21—V —(ZO7 A VRICC D7 AV Y MCEEMITONEREI—-—REAAT S
EIROENFT, TS5 LaVEOTIUIEKBULET,

. Disabled - 2FANMESZIL I N, OF 1 VEIC2FARDER LR Y FT,
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BIEAPIV 517V LEAE

O BEE

1YV RV A THEFERERTBIANEN GBS, 1 —(32FAZEMETEL<RYITT,

BHEAPIV S 7V ~EEFAE

- Download - BIEAPIV VTR NICERT %.p12lKND3DSY IV I RS-0 5147 hlBAE
& metadata.txt 77 M IVEEME L zip 7 7 ANV ESF DO vO—-RTEFT,
metadata.txt 7 7 TV ICIERDIEBENSENTVE T,

- P12-Filename -P127 71D T 71 IV%&, Bl : cert-b1cdf956-a4f4-4ced-adeb-
cd84d68e59f2.p12

- P12-Password - £ I NEP127 7 T IVDODRERS VS LINRAD—R, BZ : 16XF

- Created-Date - P127 7 T IV ER S NTZUTCEM D BT E R, 2= @ yyyy-MM-
dd'T'HH : mm : ss 3l : 2023-12-12T10:01:15

- Expiry-Date - 754 7V RNEEFAE D 7 1)L D BXHEAR AN 2 UTCEAID BT & Xl
U547 NEEBAE D 7 1 IVIZEMHRAUIN 2 E | Y T, BRHERMNMUIN 3 81IC
FLOWDID71ILEBY 7 VO—-RLTLETW, R ¢ yyyy-MM-dd ' T'HH : mm : ss 3l :
2025-12-12T710:01:15

254 7V EERAR O BRIHRIN

SovO—REInkErs>547 YV MERAEICIZ, EFa2 VT L0EBRAINS, YOVO—-REHIS2E
OEXHERLIH Y T, IRNTCOIEHAENC OEMHIROFIICEFRINTWVWB L 2RI LTL
TV, BHERMYINTUESEBES. APIVI IR MNIIS—ICRYRELZIEEINE T,

COMREDEFMICOWVWTIE. APIRF 2 AV RDOBEEBRBLTLIEZTL,

- Revoke - T+ 21U T4 NMEREINIHE. BEDI S 7V MEEAEE XM TE. HLL
IDCEIRAE EBRITLE T,

w®E

Revoke UTEIZEBEICHITSNLE IS4 7V REIAEREMSIN, HLWISA TV NEIREEZ YV Y
O—F33FTRAPIVI IR N TERLLQRYFT,
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FEEAPIRR Y —0 5147 ~EIFAE

ERELAPIN X &5 — 725147 EIEHH%

ActiveServerld. C CTEEAINTWVWS L S ICEREIAPITIIX.509RE I FRE LT —U — %88
BEL F 9, RERRITRHAENINEEE Mt?b > TActiveServerlCiEfi T 2 HDENH ZHBE. TT
DMEBEL -V —DERD IS 7 Fﬁ%%@ﬁﬁ&ﬁﬁtm%ﬁkiiéhiiaﬁﬂ
APIRRS—USAL 7V NiIFABE<Y—F vV b h—o v eEAEHETHERL T, MEAEICK
HoTEBYRREBEL-Y—-6RATEFET, N—Fv VM=V VYIRS —FIAEE(E
BI23AFECOVTIE., CE5Z28BLTLIETV,

O EE

PIYRAEBEDHC DEFAZ2BETEE T, INTCONMBEICRL> CRELICERATEZHEE
PHETYT, BELRBFICRELELL S,

- Download - £TDMBEDKH Y ICEREEAPIV VI X~ &ETTE 3., p12lsAD3DSY ¥
IRI—RRI—U 547 EEFAE & metadata.txt 7 7 ’l’)l/"ci’}:T:*drﬁbt. zip 771 )&
FOVO—RTEET, metadata.txt 7 7 TIVICIZRDIBHRNEETNTVET,

- P12-Filename - P127 71 IV D 7 71 IJV&, 5l : cert-b1cdf956-a4f4-4ced-adeb-
cd84d68e59f2.p12

- P12-Password - £ I NEP127 7 T IVDRERS VS LINRD—R, BEZ : 16XF

- Created-Date - P127 7 T IV ER S NTZUTCEM D BT & RZl, 2= 1 yyyy-MM-
dd'T'HH : mm : ss 3] : 2023-12-12T10:01:15

- Expiry-Date - 754 7V REEERE D 7 1 IV DBERERR AN 2 UTCEAID BT & Bl
9547V REERE D 7 1 IVIZERIERMIN 2 EEMICR Y T, BREIRNMUIN B ETIC
FLUWI 7By yO—-—RLTLESTWV, R ¢ yyyy-MM-dd'T'HH : mm : ss 51
2025-12-12T10:01:15

9517V AR O BRRRYIN

FOVO—kENZI>4 7V REREICR. EFa VT« L0BENS, YU vO—-FENS2F
MOBRHRNH Y 9, TRTOAAENC OBMHRDOFNICEHFINTWVWB e emRBL TS
IV, BRHHRMINTULEBE, APIV I IR MNIIS—ICRYRBRRLIES I NE T,
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CAGERRE

COBBEDFFMICOWVWTIE, APIFF 2 AV FDREEZSBUL TR,
- Revoke - tF 21U T 1 HREINLIZE. BEDI S 7V HEIAEEZRMTE. HLL
IDTEIFAE ZBRITLI T,

wE

Revoke U LB EBRICHITSNZ IS 7V MEFAERERMI N, ILWISA 7V HEIRAEZ Y
DVO—RTB3FTRHAPIVI IR N TERLLQRYFT,

CAREFRE

- Download - BEIEAPIICU VIR &R ETIRICHRELRY —N\—CAFIFAZEZ Y v v0O—F
LEd, COBBEDEFMICOWVWTIZ. APIRF2 AV RREEZEBLTLIETW,

6 Tip

EEAPIV S 7 NIFAR - CAREFAROEEZ 7 VT« TIbeNfer VR YV R TOHCFIETTEET
9,

/" IK—Y3v1.03

SEERE DY Vv O—REN—=Y3v1.03TEMEINE L,

INRD—RZER
1P —BATFOT A~ REAAT B L THRD—REEETEET,

- Current password (Z8) - 21—V —DIWED/INRD—FK, ELLRVWHEIF. NRXD—F

DEENKEBULET,
- New password (%) - 21— —DFLWIRD—KR, XAD—RERBF v I =)L &#
RIZIDENDY T,
o Requirements - 8~100XF T, PG <K EE1DDXFEIDDHFLEEOREND Y F
EIS
- Confirm new password - 21— — D LW /\X D — K, New password” « —/)U ~ & —&
TEIRENRHYET,
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APIRFa AV RFED

APIRFa AV KRFED
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DD API

€ DD API

CORF2AVRTIE. ActiveServerCHIFETZE3MMDAPIZY RARA Y FDOBIEEFHALF
ER
NV XF v Y (GET/health/{token})

P—EXRDRT—HREBRIAINRAFIVIIVRI—RA4 Vs COIVRRA Y S&ER
LT, b—EXDPRELTWVWBINMELELTWVE D, BLUTBEDVRTLINTF—IVAD
FHEIETEET,

COIVRI—RAIVME, 77V —3 0y 7ONRT4—T7 71 IV TCRDBREEERET 3 C
ETCEMCTEEFT, SUFLR—TVEIZ. TVRY—RA VLD {token} Z BT D0
ICERINE T,

as.settings.health-check-token = <EEDZ V¥ L —0 V>

Y E=E

ANVRF Y IZAPIZFERT3ICE. EEBOTONRT A7 71IICh—IVERETINENHYFT,

HTTPR7—%X3—k (200) [&&

KUTFiE. B EBREAS—VVEFR LU TAPINFEUHEINZE EQOHTTPRT—YRI—R
200 D JSONDHTTPIGEDHIT T,
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HTTPRT—4% 23—k (403) &

{
"status": "OK",
"dbStatus": "OK",
"dbProbeElapsed”: 10,
"version": "1.4.1.edesfd",
“threads": 256,
"pendingRequests": @,
"maxMem" : 28900002,
"currentMem": 1890001,
“timestamp": "20201101T12:12:30"

}

. status - ActiveServerR 7— 4% X%, BT oKk Z3RUF T, ActiveServeri’t—E R{EIEL
TW3BIHE. BWEHTTPRT—4%XX0—RlZ 200 (CIER Y TH A,

. dbStatus - DBRF— 4% RlF. BICKERLFT, T—IR—RICHEINREL VD15
&. BEHTTPRF—% X O—RlZ 200 (CiF ) FE A,

- dbProbeElapsed - DBO R T7—% X F v ZICE LR, (BALI VM)
- version - IR7E D ActiveServer/t\—2 3/,

- thread - BED D —H—RXL v EDE,

- pendingRequests - + 12 —NDREFHFDIRED Y V7 TR M,

- maxMem - AEU YA XDEAREH (BAL/NTE) .

- currentMem - IREDAEVFERAE (BAL/N1TH) ,

- timestamp - IEDUTCEE (FZ=\: yyyy-MM-dd' T'HH:mm:ss )

HTTPRX7—%X—k (403) &

NIRRT —=F A=V EMNRIHE. BIESNZHTTPRT—5 X 1— 2B T 38
BN FEFT, HTTPREDAIZRD L SICBYFET,

“code": "2005",
"message"”: "Access is denied.”

. code - https://docs.activeserver.cloud/en/errors/ CEHZEINTWVWS I > —O—R

- message - TS5 — DA, TS—MNRELZEHENESFNTVIET,
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HTTPRF—4%2Z3—F (501) &

HTTPRXF—4%Xd—K (501) &

["as.settings.health-check-token | BERE SN TWRWVWIFE. 501 Not Implemented H¥ZEMD
HTTPISZBody & & & ITIRHENF T,
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I>—3d—Fk

gllil:

CDEI a3V TlE. ActiveServeriC TS —NHETIHBENIS—IA—RICDODWVWTEEL <ERFA
LET,

SREFAPIZTS—O— R DORBN
ActiveServer|CiZ6 2D AT TV —DIS—I—RM1AHYFT ;

1.3DSTS5—3—KR
EMVCo Core Protocol SpecificationsiC & > CTEHZEINTWVWSI>—OA—RTYd, TNH5D
I>—1—k&3DSHY—/T— (ActiveServer). DS, ACSt U < (33DS SDKIC & - TiRElE
CErBYVET, IZ—FAMUEIVR—RV/MIIS—+ LRARVRZIRL, 0D
JSONL R7RV ZAD errorComponent 7 1 —JV R & BEANAALET (Bl : DSHRIT>—%
BA U5 E L. DSIE errorComponent 7 4 —JVRICDZAALET) o BLIS—IE
ActiveServer A D AV R—R vV N THAM U ZHBE . ActiveServerlZE#RD J[SONIT S —%
3DSUHYPIRHY—~NRUZET, errorMessageType . errorDetail & & T
errorDescription D7 4 =)V RICL > TIS—AREHWIRTCEE T, 871 —IVRICET
% EBA(Z ApiErrorResponse & CEIR L 2T,

2. Bl T5—a—FK
ActiveServerVE&E T 35 TS5 —1—RFTY, CNS5DIS—(E3DSY—N—DRAT S
728 . errorComponent D7 4 —JURIEEICS ICERESINZ T,

3.JRETS—3—R
3DSTS5—O—R% UK IZEBI TS —aO—RICEFNEBVWIS—I—-RIE2TRAITS—
O—REUVOGRAIINE T, Fie. BEAPINS £RANEINF T, FBELAPIDFAICOWT
ISEBREAPIBREAZ C BB 22V,

4. vFa2V54 - IT5—3—R
5. 1—%'— - 1x5—0—RK

6. LY k7Y - IT5—3—R
F.

- 3DSTIS—Od—F. BBITS5—a—R. JRAIS—O—RDAEREEAPI( /api/v2/auth/***)
DNoREETNZT T,
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3DSTS—3—R (101 - XXX)

- Fa2VFq - I5—3—K. 2—YV—-I5—30—RK, By ,7PYF - IS5S—O—RER
SEAPINSIREIENFH A,

c BRIS—O—RiE. UTFF—TNICREHTZ3EEOHTTPRTF—Y R A—RCREEINFE
9,

- BIEARICIEI IS —RANEINBZVFUAFINETOINTET, T, —WOITS—3—RICEE
UTIEERED IS —RAENEHINTVET,

O 3%

EBREAPI V2TIHERHEINFBAD YT DIF WIS —O—KRIiZ. /api/v2/auth/*** [CHWT L AR
VAL UTREAENFH A,

3DSTS——R (101 - XXX)

101 MESSAGE_RECEIVED_INVALID 400 ZELEAYE—IDNEST
T, Avt—IIFAReq.
ARes. CReq. CRes.
PReqg. PRes. RReq. RRes
DWVWIFNTIEHY FE A,
fB) 3DSH—/IN—HEELTE
AReqlI¥ U T, DSH 5 ARes
B U <IZErrolAF D X 72—
IMREEINZHZE. BE,
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3DSTS—3—R (101 - XXX)

102 MESSAGE_VERSION_NUMBER_NOT_SUPPORTED 400 PR—EINTVEVAY
T-—IN=-I3VEFEETT,
RELEAYE—IN-TI3
VEBRRETZIIVR—R
VhICES>TEMTT, BI)
DSHIRIET B
messageVersion 7 1 —Jb N
DIENESDEDHZE. U
IFACSHFE U WMED 5
a. &,

103 SENT_MESSAGES_LIMIT_EXCEEDED 500 EEFAAYE—INERE
BAZFE U, DSARKIET S
PReq#D LIRZ A F U
z. BREEAPIv2TIZiRHITh
FHA (PReqldActiveServer
EDSOBDOARUETH V) |
FELZ O—%D7zd) .
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3DSTS—3—R (101 - XXX)

201 REQUIRED_DATA_ELEMENT_MISSING 400 EERICHEAEEIEBESNIEAY
T—YEENMAATNTVE
The COIS—FVIIR
MCRBRESNTZT 1 —ILE
RRIFTVBHRITRA TN
Y, B /api/v2/auth/
brw ANDAPIO—)LIC
messageCategory 7 4 —JU R
RAATNTVWRVWEE, &
. BL errorMessageType
74 —JURIE AReq B L < IZ
ABEhTVRWV, HD
errorComponent 7 4 —JU <
id s DBE. 3DSUI IR
Y—hoREEFESNZVIIR
N EEREEAPIC A EEE S
heZ4—IbFEEAALTY
FTEA. TDHE.
errorDetail [CECE I N/
J4—)VREELKUIIR
MCAATNTVWEHEHE
LRV,

202 CRITICAL_MESSAGE_EXTENSION_NOT_RECOGNISED 400 BELQAY —IRIEE
LEtA.
messageExtension (ZFRBIF
RRIFTTVWBHE. DS LK
[FACSHhSCDIS—O—R
MREAEINZE T,
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3DSTS—3—R (101 - XXX)

203 FORMAT_OF_ONE_OR_MORE_DATA_ELEMENTS_ 400 BHREENELVWERTIER
IS_.INVALID_ACCORDING_TO_THE_SPECIFICATION Wh, ERRICEMEERIN
EEATAATNTVET,

714 =V RICAA ST NIIER
MELWERTIRBRVWBEIC
CHOIS—O—RARATN
Y, B /api/v2/auth/
brw DAPIO—IL®D
purchaseAmount 27 4 —JU R
ICHFNDT—IBAAT
nTWVWaBaE, B, U
errorMessageType 7 1 —Jb
Rix AReq & UL IZAA TN
Wb, HD
errorComponent 7 4 —JU <
id s DiBE. 3DSUI IR
Y—hoREEFESINZVIIR
N EEREEAPIC MR EIEE S
he4—IbFEAALTY
FTEA. TDHE.
errorDetail [CECE I N/
74—IVRIFIELKYIIR

NCAASTSNTWB I & CHE
BT,

204 DUPLICATE_DATA_ELEMENT 400 BEEUEBEREENRONY
FU

301 TRANSACTION_ID_NOT_RECOGNISED 400 Z{EUL/EBIIDIERET SO

VIR—=RVKNICE > TEMT
¥, BI) /api/v2/auth/brw
TIF3IDSY VTR HY—H
threeDSSereverTransID & 4
K9 3h. ThiE sapi/v2/
auth/brw/init TREET N3
threeDSSereverTransID & l&
BRQVUZET,
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3DSTS—3—R (101 - XXX)

302 DATA_DECRYPTION_FAILURE 500 Eifi E0BHRRLICEY . F
ERANT—5ESICEKBLE
U7z, SDKEEB{tT—5 D18
BICKBUZHBEICDSH 5IR
HMEhzxzFd,

303 ACCESS_DENIED_INVALID_ENDPOINT 401 APIVJ IR DIV RRA
v EDMESHTYT, UUVIRbE
URLERERL TLZE W,
Reference number M &R &
nrEIavVR—xVEE—ELU
FHA (Bl : ACSHSDSAZE
{§ U7z acsReferenceNumber

FEHTT) o

304 ISO_CODE_INVALID 400 ISOF—Iicky ., BEE
UL IZEBDEDISOTI—R
\FESITT,

305 TRANSACTION_DATA_NOT_VALID 400 5|7 — 49 EMTT, T

S—EflE L T, 5l
T NEMDOERE SR
<REW,

306 MERCHANT_CATEGORY_CODE_MCC_ 400 BEEATFITU— - a—R
NOT_VALID_FOR_PAYMENT_SYSTEM (MCC)hMERIT T, XD
BiEA7IY—--2—R
(MCC)h*AReqlcAHE N3
&.DSHhsCHIS—a—R
MREENF T,

307 SERIAL_NUMBER_NOT_VALID 500 JUTINBENENTT, B
REAPI v2TIEBHIShEFE A
(PReqlZ ActiveServer & DS
DREDAUETH Y . FREE
J2A-5%DEH) .
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DSEENIS—I—R

402 TRANSACTION_TIMED_OUT 408 BEIMZALT7ORULEL
oo CTOIS—O—RI
ActiveServerh 5DSAYU U T
AN &RETZRICEBI NS
TLT VN ZHBEIREANS
NFEJ, fl) AReqEDSAE
ET23HBE. 2L,

403 TRANSIENT_SYSTEM_FAILURE 500 AT LADVEHARREE L F U
2o B) AIBHEEDE/Y
YIVR - IRFALICLBE

= NS
. 2,

404 PERMANENT_SYSTEM_FAILURE 500 YRTLADIEARICHEL F
Lico B 2V F71hIb -
F—HIR—AANT IR
BE. &, DSEREN
ActiveServer(CIEU < BRE X
NTVWRWBEITRAEINF
T (fl : DSNERET B72HD
V547V RERAENIE UL
AUV RAR=IbTNTVRL,
RE) o

405 SYSTEM_CONNECTION_FAILURE 500 VAT LNERTEERAT
L7z, Bl) 2ERINRERC
BEfREHEICERVGE. &
&

DSEENITS—O—R

EMVCOoTEZRSINLIDSIS—A—RICIMA T, BT SV RICE>TERSNZEMDNT
S—O—kRHY. EDYFUATERIZVEDT AL IS —N—(ICL>TRATN
PHBENBHYITT,
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BBl T>—3—k (1001 - 1027)

UnionPay International (SREH)

UTFDI>—3—k&. UnionPay International Dtk CEZRSINTWVE T,

911 F—57 4 =)V K DEEME 500 ECHEEL AVDENSS VYOI 3/ RTF—%
FzyvoIlKBLELE RE=BULRW,
912 BELENS VT3 VID 500 cSUY o2 3VIDIE. £AReqU VTR

KL T—BTHIRDENHYITT,

EXE|TS5—3—R (1001 - 1027)

1000 DIRECTORY_SERVER_NOT_AVAILABLE 500 FALIRY— - P—N—tDBERKICT:
HEUEBRICORAINZ ITS—3—RT9,
IS—DRANYILTIONICEZEDTE
B, KbYICTS—a3—FR 402 BRI N
ER

1001 DIRECTORY_SERVER_NOT_FOUND 500 BESINEZPANICETZER ISV RDT -
R)— - HB-—N-NRREONMVFEATL
UNZ$H3F 72V BURLY « —JL RHYZERC
ISIREETNFE T, EEUIOFT =)V KNURLE
CERESINTWVWBR L EHRLETL,

1002 ERROR_SAVE_TRANSACTION 500 EEIDRERICIS—HMRELELR, T-
N—ZNERE|IEHEREFT BMRICKRT 54
BREENFTT,
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BBl T>—3—k (1001 - 1027)

1003

1004

1005

1009

1011

1013

1014

1015

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

ERROR_SAVE_TRANSACTION_MESSAGE

UNHANDLED_EXCEPTION

PAN_NOT_PARTICIPATING

MERCHANT_INTERFACE_DISABLED

INVALID_LICENSE

INVALID_TRANSACTION_ID

INVALID_REQUESTOR_TRANSACTION_ID

THREEDS_REQUESTOR_NOT_FOUND

500

500

400

400

403

400

400

400

BB AvE—I DIRFERICIS—IHEELI
z. BBEEAPI v2TIRHAIThFH A, 221
DAY= (fl: £EDAReq JSONAY 17
V) EREITIZIRICIS-HIEET ZHE.
FERBUEEA,

RS ICRDEBOFISNNFELF LTz, T2
MeERIdHN. I>—OJemELTLT
WY,

H—RFEEPAN)IIIMALTWEEA, B
V2R hFEEA.

IEBEDA V7 —T x4 RFEHEEREST
F9, BEEAPI v2TIHERHAEThF B A, K7
MERCHANT_ID_THREEDS_REQUESTOR_ID_INVAL
(1026) WREETNF T,

fFEA LT\ 3 ActiveServer S 1 2 R (&S]
T, WP HICGPaymentsttABHEWVEDHH «
é \I\o

3DSH—/NN—DEE|IDERF T EA. U
A RAD threedSServerTransID HNEX DI
BREIENFE T,

3DSUYIRHY—DERE|IIDERETETEFHA
threeDSRequestorTransID NNUUIDFSH ¢4
BIRHENET,

3DSU U T X% —IDE U < (EHNEEREIDAYESY
¥, BREEAPIv2TIRHAIThFEA. 751
REEFAE S U < (S INERIEIDAEXIDIHE .
MERCHANT_ID_THREEDS_REQUESTOR_ID_INVAL
(1026) NRENEINF T,
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BBl T>—3—k (1001 - 1027)

1016 MISSING_REQUIRED_ELEMENT 400 WHABEENREONY T A, FBEAPITYD
BoTWVWB3 71—l RRAATNTVAENE
BREENFTT,

1018 ELEMENT_NOT_DEFINED 400 MBI ESEINTVE LA, BE
V2TIEHRATNhEE A,

1019 PROTOCOL_OLD 500 ORI N—=I 3R FWTY, BREEA
TIIEHIhFEA,

1020 ERROR_TRANSMISSION_DATA 500 TFT—YBERICIZ—MIEELF LE, DS
. H UKIIDSANV I IR~ XZ(ET 3
IS—MRELEBEIORHNEINFTT,
BALTINCE > TIS—HBEUHE
TRANSACTION_TIMED_OUT (402) ANREIE N
T, Fle. BEMEILINTVRVEEZ
DIRECTORY_SERVER_NOT_AVAILABLE (1600) :
HEnFd,

1021 PRIOR_TRANS_ID_NOT_FOUND 400 H— RSB OHIEIDOEE|IDIZT— ¥ N—2
noWLh, TEORALI’EMTT, VOIS
@ priorTransID HMEXNDUUIDFEER TZEET
BITREANEINEF T, priorTransIdD 7 4 —Jb
iEh—RFREDFIEDES| D
threeDSServerTransID # AAL T2V

1022 INVALID_FORMAT 400 BHOT—YERIIERICEZERINZERK
TWEBA, BHREEZEMNOHA TREET
BISRHAENFE T, BI) /api/v2/auth/brw
I RAKNTEE LT browserInfo DEH
ActiveServer D' RE U 7z browserInfo DfEE

VEJ,
1023 CARD_RANGE_IS_NOT_VALID 400 BESNA—F - LY IIZENTYT, BE
V2TIHRHSh T A
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SRATS——R (2000 - 2009)

1024 CACHE_UPDATE_IS_DISABLE 500 FrYvY1BEHORTEIIEMEREINTL
T, BREEAPI v2TIHEHEhEFE A,

1025 CACHE_REFRESH_INTERVAL_IS_NOT_SET 500 FryvvanU oLy Y aERMRESNT
A, BREEAPI v2TIHRAThIEA,

1026 MERCHANT_ID_THREEDS_ 400 ERELY) U TR M ITESFID merchantId & 3X(E
REQUESTOR_ID_INVALID WET, UYITXNAD merchantId (EH0ER

V547V NEEBAE D merchantld & —E T
EECHRLIETV, FREIRRY—U 51
NEEFAE & {£A 9 %3S . merchantToken ¢
TRLECHERLIETIV, YRY—U51
REERRERMST BB EIC. TS T7 VT
£3% U<IZAPIY 2 T X SA®D merchantTok
BHRLTLLESTL,

1027 UNSUPPORTED_API_VERSION 403 YR—rEINBEVAPIN—I 3V TUI IR
BRIETRHEITRAMNEINET, HlI) APIvIT
AWS KMSHESREE# B R— LEE A,

WA I Z—3—F (2000 - 2009)

FORLAPIEREA

2000 NOT_FOUND 404 VY —2ZHhR EREEAPI v2 T 3RA T
PN cy hZEtA
Ao

2001 DUPLICATE_RECORD 409 Lad—RNY EREEAPI v2T I RA T
TICHEHELZE hIEA
ERS
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SRATS——R (2000 - 2009)

SRELAPIZREA

2002

2003

2004

2005

2006

2007

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

VALIDATION_ERROR

INVALID_REQUEST

CONCURRENCY_FAILURE

ACCESS_DENIED

METHOD_NOT_SUPPORTED

INTERNAL_SERVER_ERROR

400

400

409

401

405

500

AABET
ERS

DOIREH
;N TT,

J—RoEH
ICRBULE L
1o

7O ZAMNME
‘BEINFIUL
zo

PRy
HTTPAY Y K
WHR—k&
nTVWFEE
hoo

AERH — /XN —

Ia_o
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DYIREMNELL
JSONAY =Y (&
BRI NTWRWEEIC
REENFT,

BBEEAPI v2TI3BA S
hItA

FRBEAPI v2TI3RA T
hFIEA

ISz L
T, 77 ERAPHEET
hrzEBRz BRI
W,

ESEEAPI v2 T 3RA T
hIEA

ActiveServer ([ZPIER
Y—N—I>—HEE
LTWEY, BE. &
Lty h7Yy 7D
FIREIC & B AIEEMEN D
DET, ITS—5l%
CRERL 22 W,



£F2YUF 4 - TS5——R (3001 - 3024)

SREEAPIBEA

2008 DATA_INTEGRITY_VIOLATION_ERROR 400

2009 SESSION_TIMED_OUT 408

EESINZE
T EE MR
ICERLTW
FT, BEH
#HIHICERT
31E®REAAN
LURIBEITR
HEnzxExy,

) —BonE
F—lz7—-7
WIZAAZTN
TWEEA,

tyyavn
SA4LT O
LELE,

tF21UF 4 - TS5—3—R (3001 - 3024)

EREEAPI v2TIdiRH
hItA

EBINBRICHR T LB
BIORAETNZE T,

3001 JDK_NOT_SUPPORT_SHA224WITHRSA 500

3002 NO_SUCH_ALGORITHM 500

3003 INVALID_CERT 400

fEA L TW3 JDKIZRSAT LTV XLTD
SHA224(CH/IG L EE A

EDLSBRTIVTVILEHY FE A

SEFAZE D ARRICIEINIS T 2MBHRE DR

mERDH Y TE A
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£F2YUF 4 - TS5——R (3001 - 3024)

3004 INVALID_CHAIN 400 CASEEAZEXR b7 12U E DO PREFERREN
ROoN5LWizd, ActiveServerldZTEi
BRREFr—VvEeRECET I A, BER
THIIC, REBRF -V EEOHAEET
VRL=I/1VR—=tTBZH. Roh5
BRWHEEIAZEZ 1V A =L T 2 REHN

HYFET,

3005 NO_PRIVATE_KEY_FOUND 400 WEENEONY FBATLE,

3006 INVALID_CERTIFICATE_CONTENT 400 SERRED VTV YNETITT,

3007 CERTIFICATE_IO_READ 400 SfFAZE AR CENTEFHEATL
7zo

3008 SUCH_PROVIDER_EXCEPTION 500 FOLS5RTAONCY—FINEHY FTE
Ao

3009 NO_KEY 400 COATI TV MCIZBEOF AV
O, EAEEZT VIV TEFEATL
zo

3010 CERTIFICATE_CHAIN_BAD_FORMAT 400 SFAZEF 1 — YV ORI EM TS,

3011 MISMATCHED_PASSWORDS 400 IKAD—R 74 —=JLRIM—BLFEA,

3012 IMPORT_CERTIFICATE 400 VSAT7YRNRAEE AV A =L LTK
2Eu,

3013 IMPORT_NO_CERTIFICATE 400 IV RR—LTZEBEENRHY TV A,

3014 FAILED_TO_INITIALIZE 500 AHAL IR L FE LT,

3015 ENCRYPTION_FAIL 500 BEE{bickBmUFE L,

3016 DECRYPTION_FAIL 500 BeEickBmUELE,
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a2—H—+ T5—23—R (4000 - 4032)

3017

3018

3019

3020

3021

3022

3023

3024

INVALID_HSM_PROVIDER

INVALID_PKCS11_CONFIG

FAILED_TO_INITIALIZE_-PKCS11

IMPORT_FAIL

NOT_SUPPORTED_IBM_PROVIDER

UNABLE_TO_LOAD_KEYSTORE

UNABLE_TO_LOAD_CERTIFICATE

INVALID_KEY_SIZE

500

500

500

500

500

500

500

500

N—Roz7EES{AICEESINZZON
1 —ZiFTR—kITNnTHEEA,

PKCSTERTE/IN AN EZNT T,

PKCS11D#IEAML ICRBR L E LTz,

1YR—MKBUFE LR,

SUNZONRA T —DHIPYR—EThTW
F7,

F-A70OO—-FICKRBULFUR,

SERRENO—RICKRBULF UL,

F—Y A IDEHTT,

21—Y%— -+ IT>—3— (4000 - 4032)

4000

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

DUPLICATE_EMAIL

400 BFA-I
9 TICE
=y (W
F9,
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a2—H—+ T5—23—R (4000 - 4032)

4001 LAST_ADMIN_DELETE_NOT_ALLOWED 400 DT
vavESE
793IC
&, <
EBVRT
LEEHE
1—Y¥-—7
HDHEN
HYVET,

4002 ACCOUNT_IS_LOCKED 401 Thovhk
Aoy o E
ncVE
ER

4003 ACCOUNT_IS_DISABLED 401 Thovk
NET
ERS

4004 ACCOUNT_WILL_BE_LOCKED 401 &H & 1@
&7 hHY
v Oy
vENFE
EPAVS
D—Rzxs
nrBs
l&. TLost
your
password_|
EOUvY
LTS
[

4005 ACCOUNT_WAS_LOCKED 401 IR D—k
1R
Avyoan
9,
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I1—%— - IT5—20—K (4000 - 4032)

4006 ACCOUNTL_IS_INACTIVE 401 ThoVk
nr7oT4
JEhT
WEE A

4007 PASSWORD_POLICY_MATCH 401 KZD—R
I3 FRIE8
FTHhY.
PiplEd
12DXF
E1DDE
FREEFN
TWBRHE
NHbYF
ER

4008 LOGIN_ALREADY_IN_USE 401 1-—H—%
9 CICfE
BAEncTy
F9,

4009 EMAIL_ALREADY _IN_USE 401 BFA-I
9 TICHE
AEnaTy
F9,

4010 INVALID_TOTP_CODE 400 TOTPER:E
J—RAE
$HTT,

4011 EMAIL_SENDING_FAILED 400 BEFA-I
DEF IR
BULFL
1
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a2—H—+ T5—23—R (4000 - 4032)

4012 EMAIL_NOT_REGISTERED 400 BT A
NERTN
TVWEE
Ao

4014 FAILED_TO_CREATE_ACCOUNT 500 Thovk
DYERR TR
BUZFL
Tz

4015 TWO_FA_MANDATORY 400 2B RARAL
DIER LD
ATY,

4016 PASSWORD_EXPIRED 403 1—%-n
IKRD—
DERNHAR
AN F L
Tz,

4017 PASSWORD_EXPIRED_WARNING 403 1—H—0n
IKZAD—R
HEARRYIN
iKY &
ER

4018 PASSWORD_HISTORY_MATCHED 403 KD —R
N@EED /N
RDO—k&
—HULFEL
Tz

4019 INVALID_TOKEN 400 k=2 on
\/HTY,

4020 INVALID_HSM_PIN 400 HSM PINAY
\/HTY,
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I1—%— - IT5—20—K (4000 - 4032)

4021 INVALID_PASSWORD 400 INZXD—k
HEXT
ERS

4022 EMAIL_INVALID_ACTIVATION 403 Thovhk
TOT47
Ea—RKp
ENTT,

4026 REMOVE_USER_ADMIN_ROLE_FROM_USER_NOT_ALLOWED 400 1TIREY
Rl &
Icdac e
12D
1Y
BEO—)
HRET
ERS

4027 DELETE_THE_ONLY_USER_WITH_USER_ADMIN_ROLE_NOT_ALLOWED 403 TIREY
ZlTiE. B
e
100D
1Y
BEO-
NRET
ER

4029 DELETE_LOGGED_IN_USER_NOT_ALLOWED 403 HEAQT A
vLTWwW3
1—T—Z
HifkceZ
Ao

4031 USERNAME_OR_PASSWORD_INCORRECT 403 1-—%—-%
MIKR D —
R A&
TVWET,
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£y k7w 7 - T5—3—R (5000)

4032 PASSWORD_RESET_LIMIT_REACHED 400 AR D —R
Nty hk
&, 159 C
& c2[E
FEXRT B
cklzcsE
FtHA,

Ty k7v> - IS5—3—FK (5000)

HTTPRF—#23—R

5000 SETUP_NOT_ALLOWED 500 Y RTYTIREFRAENTVWEEA,
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BE%

ZES

COR—ITIE., 3DEF272ICEEITZIHEBEO—EEXRHLTWVWET, CORFa2 AV D
DIBAATHFERAINTVWEWVWEDEHY FITHN, ABRETRICTILEHICEREHEH L TWVWET, HEE
FHINDIBEY. <O OSRVWHEEICEBLURZEEZICCOR—IZBBLTLIEIWL,

Acronym

Definition

3DS Client

3DS Integrator

EMV3-DEFa27 - ORI EMAT B HDEEELIDSY VIR
S—DPYRYERHICTSD. TSVPR-—RFREEZENAMILTTVD
US40 avEVIYA R REDEBERATIVR—RV N,

IDSYYIRY—BELRHILELUHMEL. A7V a v omEEE 7
IO T7S—BEOMEEREICT BEMV 3-DF 1 7ENME,

3DSUYITRE— AReqAYT—IJ E ERENBZEMV 3-DEF 2 7RIV VTR D1 =
VI—H—, AR, BATDO—ANTRIEE )Y VTR T 3MEEEY
FIZIN - DF LY RRETT,

3DSUYITRY— 3DSSDK%{EARA LT, 3-D+a7EB| 2 0EBT¢EZ I/ 21— — -

App FINAREDT7FY, 3DSUUITRY—T7 VL. 3DS SDKE DS
L-oTHEMEINET,

3DSUYIRY— Chig, 8. 3DSTVTIL—9—ICL>TRBILINBZMEEE/7

Environment IO4T7S—RAC D, 3DSY YV IRY—#IHIAVR—RV LEIBL
F9, NS5O IVR—RY MICIE, 3DSUYITRY—7TFU. 3DS
SDK. 3DSH—/N—HREEFNF T, 3DSU IV IR Y —BEDEEIL.
ST YTV L—F—CEHBRINTVIEHYICELLET,

3DS Software 3DS SDK 3-DEFa7 - VIO T7HEEFYV L, 3DSUYVIRY—T7TVICHE

Development Kit HAFNTWVWBAVR—FRV b, 3DS SDKIE, 3DSTH—/N—DhH Y (C
3-DEF 27 ICEEET 3WEEEERITLET,

3DS Requestor 3RI THODYERERBMTHDI L 2RI 3HIC, 3DSUIIRY—

Initiated IC&>ThtAEI NZ3-DEF 2 7EREl, ER1I—-RT—RiF. YT RV

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

V723 vi1—Y—-—DREAENELEMTCHEIC L EHRI 72D
(2. MNERIEMNIBRZEG| £R1T 2 C & £ BERY 2 EHMVAESE| (TV
YITROVTYay. AHPERFERLE) TT,
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B

Term Acronym Definition

3DS Server 3DSS VS VEB|IENEL, 3DSUYVIRY—BLUTAL IR - H—
N—RDBEERHICTZIDST VTV L—9—DY—N—FFIR
TLEEULET,

3-D Secure 3DS 3RACY - vFa27, N=I3V2LIRTIE. RE. IBRE. BLUT
ho YV NERN—REG| DR ABEN A gERe AN — RO KD
)bo

Access Control ACS 127 —RASVTHEEETZ2 AV R—%V b h—RBEEHLUTTFN

Server AR T CRENFIAAENESH 2R L. BEDH—RESEER
SELET,

Attempts EMV 3DSHE#R T, REFFREELFA T E WIS E ICRREERIT D EERANY
ERINZ2 7O ERTOICFERINE T, RIT0TR—K~EEDS
THMHTENE T,

Authentication 3-DEF27DaVTFRLTIE. eAX—REB| 21T o EBEAISRFEF

A—ReERATIERNHI L BRI OELRTT,

Authentication AReq REATOERERRT S2HIC. DSEN L T3DSY—/N\—Hh S5ACSITE
Request Message EENBEMV 3-DEFa27 - AvE—,

Authentication ARes WAV IIRE - AvtE—JIIRTBLRRYRXT. DSZETULTACS
Response Message NERINBEMV 3-DEF27 + AvE—,

Authentication AV F—=VUE=Y 3 VABRICA—-VIE—Y 3 VI AT LANREHERD
Value TEMERIETILOHDAEERHEHT S, ACSICEL > TERSINEIES

B AVZIVTVRXLAFRREY AT LAICE S TERINT T,

Authorisation A1Ya7—FREFAY2a7—0REBEO7OtY H—»IRFDOEE| % &SR
370X,

Authorisation RBFVRTLADRM Y 27 —BLUC 790075 — IR LTAYSTVE

System BNE, F—-vUE-Y 3V, FE, REY-—CERZRETZIVRTL
LU —E R,

Bank Identification BIN RITSRBEE —BICEBNTI3REN—RT7HY YV LFBEEDRAIDG

Number ¥7. 1ISO 7812CT1x 1Y 2 7 —HBAES (IIN) L EMFINFT,

Base64 RFC2045CEHS N3, REAETF— Y ERICERASNZ IV I—F«
v,
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B

Term Acronym Definition

Base64 URL RFC 7515CE&H3INS. 3DSAVY RF—% . 7/\1 RIEEHK. CReq/
CResAVt—J|BERINZIVI—FTa4VY,

Card H—RIFE_EMV 3-DE+a27 - 7O JNB LU 7HREEHE_ICHWV
T, REH—RDT7HOVNERETT,

Certificate CA TIZNERAEERITIB IV T14T 4,

Authority

Cardholder H—ROBTREOEA. FRETOH—ROEAMNF—V UL — 3
VEnr@EA,

Challenge ACSH3DSYV S 7V hEREL. A—FRBEDPYEY £BU TE
MEREMB I3 TOER,

Challenge Flow _EMV 3-DEF27 - FORANH LTI 7HEELER_CERIND.

H—F2E0REICET 33-DEF27 - 70—,

Challenge Request CReq 3DS SDKZF /2 133DSH —/N—IC L > TEIEINBEMV 3-DEEFa2 7 *

Message Avt—Y, BETOCREYR—LT3DICH—RRENSACSIC
EBINERNREEINE T,

Challenge CRes CReqAY —J IR TBACSL ARV R, h—REERAOHERER

Response Message LY. PTUR=X - EFTILDHFEEF. BIADOTTICIZTSLEH—

SERENMDETCHDZ L ERITESERLEY TR CENTESE

ER

Consumer Device W—REENRIAVCEBAEESORET VT 1 ET1EEITT3DICFER
TB3AX—hkT=xY., /—KPC, §REYTLY RRE, h—RELE
CE>THEREI N3 FI/INT R,

Device Channel EBB|ORETHOFvrRIVETRLET, UToWwWTnhsr: « 7TUR—
2 (01-APP) . 7SUHAR—X (02-BRW) - 3DSUUIRH&—iE
(03-3RI)

Device Information REATORTCFERAINDG,. AOVYa21—<X— - TNTRICL > TRHET
1’15?—90
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B

Term Acronym Definition

Directory Server DS HEEERR ALV CHET I —N—aVR—RV bk, UMTEETWVL
DHDKEEERITUE T ¢« 3DSY—/N\—DFREE. DS —N\—H LT
ACSEID Ay t—IDIV—FT 1%, 3DSH—/\—, 3DSSDK. H&U
3DSY U TR — DIKEE,

Directory Server DS CAZE /= EEER R A CHEET 3OV R—RV b, BEEA (DS) AH&ERL

Certificate [3CA DS ETFIYZIEBAEZER L. 3-DEF27ICBMLTWVWEaAVR—RY

Authority MCHEELF T, BE. DSHEHRIN TV REY X T LNCALIRIE
LET,

Directory Server ID REVRATLAICRUTC—BOEREAT TV -3y - FAONA Y —

#HAF (RID) . RIDIZISO 7816-51BH#(C L > TEEINTVET,

Electronic ECI H—REB%*RIAT3EHORITOMEETT. ACSICL > TREE N

Commerce BREY AT LABEDIE,

Indicator

Frictionless H—RELEDNALBLITOhNEBEIC, RWETOERE5HAT 3D ICF
AIh%xd,

Frictionless Flow EMVCoa 7ttt o3 V2 51CEHEINS. A—REENMNALR

\1\3‘Dt:‘:1 7 ° 7 D_o

Message MAC B=EILLBT—YDBRES L THENSREERLUREEERES
Authentication x4 (MER) BELAR.

Code

Merchant REN—REGEALUTTHITONERBEREBEIZDICTIVIDATS—¢&

THUTWBIVT AT 4, MBEIF. h—RBEEERBLTH—RE
BOAVSAYYavEVIERBREBEL., TOBRFRILE1TS3DS
H—N—ICHIEERBLET,

Non-Payment NPA XS AMIRE U7\ 3DSEREE Y 7o 7A TV T 4 T4 HERICERINE
Authentication ERS

One-Time OoTP AVE1—9—YRTFLAEFRIFEFOMDTIZI - T4 R ED1OY
Passcode 1Y vy aVFREFZERBIICHULTOAERR/ARO—K,
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B

Term Acronym Definition

Out-of-Band 0o0B 3-DEFa7 - 7O-HTHITLTEITINZFY LYY - 7OT1E
TH4. BEFv LYY - UUVIRME, ACSICE>TFzvoIETND
T—HDREICIIFERINFHEAN, BANTTULECEDAZEHL
F9, ACSREAEARFLIIEEI3-DEF 2 7HERTIIERINE B

oo
Preparation PReq DSH—REHEICHIETBACSH LUDSTORIILN=Y 3V, LU
Request Message 723 T3IDSY—N—DABMA S L —IBEREEFHT S72HD3IDS

AYyY RURLEERT S, 3DSY—/N\—H5DSICKETNS3-DEF2
7 ° )(\\Jt_:/“o

Preparation PRes DSH—N—DARBRASL -V 2EBHTEDLDICTBHD., DSH—
Response Message R&EE. ACSELUDSOT7 VT +47 - 7O - N=T 3V, 3DSA
VY RURLEZEETPReqAY E—JIIRT B L XKV R,

Proof or HITEBRE,

authentication

attempt

Registered RID RBEVRTLAICRUTC—BOEREAT TV -3y - AN Y —
Application #AF (RID) o RIDIXISO 7816-51B#(C L > TEERINTH Y. ISO/
Provider Identifier IEC 7816-5FBICL > THITSNE T, RIDIFSNA KT,

Results Request RReq 3DSY —/N\—ICEREIENS | DIER ZXET 372 IC. ACSHSDSITEEST
Message nN3Avt—v,

Results Response RRes BRUVIVIZAL - AvE—IVDREEHERTZ7HIC. DSEN L T3DS
Message Y—N—NSACSICEETNZAYE—T,
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S<HBZEM

&< H3EMHE

ActiveServerlid) — R A/ ) —D 74 IV AT LB LT
WEITH?

[TV, ActiveServerld ) —rFA VU =D 7V ATALICKRIBLTWVWEY, U—KFVU—-—T 7>
’()l/‘/ZTAL-?EWC\T%LC&"LJ-F&%,H‘:DE<téb\o

1. as.db.password.plain=true I[CERE T %, F/cld. AWS secrets manageri®s., F—%
N— Z@nlb\nElﬁgﬁéﬂy'ﬁf L/Z < tg\l\

2. F—RA7DtYy 7Y IES3. HSM. FZIZKMSZFIB L TL TV, A—7)bSun]CE
F—ALT7EFATIHEIE. FARMVIEEEZESAHENH DI T LI RNURREICLRY F
T F—RART7DEYRTZ7YTAERICIODWVWTCIEF—AST7HA REBSRBLLETV,

3.0—HAN o 7rAIbAOTHEAEATICLTLEETWY, OVHEAE A TICTBICIFCDHT
REBRBRIETW,

4. ActiveServerbfB 9207 VT F—HH—EEAHENVELRT AL IKUN T/
tmpl 7AW —TTDT. COTAI T —A"DFEAMYIEL BEZAAEND B C & &R
LTLIEEW,

INitAuthTimedOut T RN L &FE Lz ST, BREf= T
SENRHYFTITHN?

15 M OEETACSDIDSAY v KB L7288 . InitAuthTimedout 7 RY ASAET 3T

BEMENDHY F9, 3DSAYVY RIZACSOA TV avyoOReHhd . 3DSUTVIRY—H

monUrl iframem 5 InitAuthTimedOut TRV ~EREULBE. auvthurl EMRUH U TEREE%E
BITIB3C BN LET,
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../quickstart/
../quickstart/
../quickstart/

ActiveServer
N—=T3v

e ]

REF2AVRA—VaY

ZRE DEFM

02/07/21
(BRERH:
2021 7H
29H)

11/05/21
(BIERA:
20215F6A4
H)

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

2.0.4

2.0.3

2.0.3:1

- SREIAPI RF 2 AV K EEH L. ROEEEMAF Lz
. /brw/init®d eventCallbackUrl > « —)U  (C
3DSMethodHasError ([CB89 3 18R & B L F LT,
- /auth/brw (C forceMessageVersion 7 1 —JU = Z B0
LE UL,
. /brw & /brw/result | amexDsTransID 7 1 —/U R &8
muF ULz,
- /brw & & U /brw/result O authenticationType 7  —
IWRDIE%E 92 ICEFHFLF LTz,
- 3DS1D#E £17 S5 SaaS1— —#E@EF IC 3DSTEEH T R
ZEMULE LR,
- EREEY —% X |Z3DSMethodHasError 1 N k Z3iEH0L
F U,
- I5—O—FR ICZ>—0—K1000/CBE9 3 E2E%EMUL
F U,

- ActiveMerchant 1777 R & EH L T. ActiveServer SaaS
ANDIY—F vV S BITOFIEZEMLE L,

c VRTALEF2IVTABREZHFUVAPIEF 2 U T« #EE.

MNERIED Z—/N\N—S+ R &FFAI ) $ LU [Enrol APIDINERE
DIREEE RF Y 7 |

- 3DSUYVIRHE—V2207V T L —RAARICEEINSE
AvE—IN=I 30OV L —-—ROYY VICET 3FEE
ZBELF UL,

- EY5| % ZR/NIC Transaction Status. Status Reason.
Authentication Typed & U'3DS requestor challenge indicator®
3DS2.2.0D{E% B,

« BRELAPI RF 1AV NEEH L. ROEEEMAFT L

- /auth/brw API (C merchantOverride 7 « —JU & B0

- /auth/enrol API (T THIEBIEMREEE R Fv 7| ICRAT 3%
cZiEm

- /auth/brw API /5 threeDSRequestorTransID 7 « — )b
~ % HIFR
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https://docs.activeserver.cloud/en/api/auth/
../guides/integration/integration-guide/3ds1_integration/
../guides/integration/authentication_sequence/
../errors/
../guides/activemerchant_migration/
../guides/administration-ui/view_transactions/
https://docs.activeserver.cloud/en/api/auth/

RE1AVRR—Vay

ActiveServer ~ ZE D
N=I3v

01/04/21 2.0.2 2.0.2:1 . IS—d—RACRICEBMOI—Y—IT5—a—RTEHL
(BAERA: FULE

20215486 - FAQZEH U TinitAuthTimedOutT NV MCEET 3 AE%B
H) muFEULRE,

01/03/21 2.0.1 2.0.1:2 - FeLYIR=IDIALT IR FUAICOVWT, 7OV
(BAERA: TV RwACROY YT a—-REEFHFLE LR,

20215 4A6

H)

01/02/21 2.0.1 2.0.1:1 - APIVADEMIEAA REY AT LABRER—VICEBMLELE
(BBERHE: c DAVIRI—RAARICMSSQLD 77 #+ )V b —/)\—B8
202152A9 &Iy 3FEL e EBMLEF L,

H)

Copyright ©2021 GPayments Pty Ltd. All rights reserved. ActiveServer /N\—=23:V2.04 | RF2 AV~ N—=T3V:Vv2.0.4:1


../errors/
../faq/
../guides/integration/integration-guide/front_end_v2/
../guides/integration/integration-guide/front_end_v2/

ActiveServer (NE ]
N=I3v

RE1AVRR—Vay

ZE D

25/11/20 2.0.0 2.0.0:1
(BHERH:

20205128

218)

- EMV v2.2.0R174 F&BML. EMV 2.2.0TEMS nzk
BEY. 3DSUYIRS—&T VST L —FRUTEMV 2.2.0A Y
T—VERETIAEZFHULLBRALTVET,

. 3DSH—N—BREEA—/N\—51 R, PReqAvt—
N=I3VBEBA—N—-F1 R, VMAEVF—-N-51r%&
VA1V IRI—RALRICEBMLE LT,

- INERIEEIRRE 21—V —FIREDE Y avIc, 9517V
NEIFAE D2FREDBEMHBRICOVW T O BEEEBML F LT,

- BREEAPI DRF 2 AVREMTOLSICEHRLEF U,

« APIDV IR ELRRYRICEH UWVEMV v2.2.00

Z4—IJVREBMLEF LT,

- FFMICEINEI NTIZ supportedMessageVersions &
acsInfoInd 27 4 —JU R &ZEnrol APIIZEMU F LTz,

- BT SV REBEDEBA%Z. authenticationType .
acsInfoInd . transType 7 4 —JURICEBMULF LT,

- EBREAPI®D messageExtension & challengeWindowSize

Z4—IJVREBMLZF LT,

- _onInitAuthTimedout &{EM L/Z3DSAVY KDY LT D
b FAYTVVIRIERBOY Y IV VIR —O—RDE
1. H LU challengeWindowSize ZET APl A7 3 v DBEH
BHRGEICOVWT, JOVEIV FV2)Ar R EEHLEIL
zo

c THhY TV VIR Y R— b DHT Y TV I TR —
A—RFERYITVEW)HAREEFHFLE LI

- BUTIN - FHEEEEHRL. EMVAYE—IDN-T 3y
EBRET D AE. EMLSI nzjavascriptiRED Y R—~ D&
M. challengeWindowSize R E DAPIA T 3 v DBINIER%
BEHLF L,
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../guides/integration/migration_v220/
https://docs.activeserver.cloud/ja/api/auth/
../guides/integration/integration-guide/front_end_v2/
../guides/integration/integration-guide/back_end_v2/
../guides/integration/integration-guide/features/

ActiveServer
N=I3v

RE1AVRR—Vay

ZE D

10/09/20 1.4.0
(BHERH:

20205108

28H)

13/07/2020 1.3.5
(BERA:

20205 7H

13H)

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

1.3.5:2

cWEHTRE, YUTFIIDSY VIR Y —O—RDvI.SDH
BEE(TRANT3DSTO7 7 MIVDRBIRY, 7TV FvRILT
ARDYZTa—L—aV)KO2VWTEHLELE,
FULWAIWZRF VY APIRF a2 AV RZEBMULEF U,
NEAEDEBE - -0 71 IVICFHFLWISTI TV
SEEAZE DY U v O— RN MEEEH L F L,
- Amazon Aurora PostgreSQLD BIED H 3T — 7 N—2R
N—= a3V &EFH (23L& %EM)
DAYV IRIY—RHLRDT—H R —ZEKFEIC as.db.pool-
size DB DEBAZEBML F LTz,
CAREHDO VAT LEHE. U—N—TF—IRX—DHELE
EEZ L VRERBICEFHFULE LU,
- I5—0—R A1 RiCUnionPayEEND TS —— K %38
LE UL,
- DSERTEDEEH 1 R £3DSY —/\—URLBED B E EH L
F U,
- MySQL7T — % X — 2 M max_packet_size [CB§T 3 AEZIEBM
LE UL,
- BREEAPIRF 2 AV MTRDEBEEMAF LUTz:
-3DSUYUIRRELRRYZAICHULLR—K~Enk
DSOFAZMEZEMLF LT,
CEREEAPIRF 2 AV NTRDEEEMAF LIE:
- UnionPay M provider 7 4« —JU R IZEBMENF LT,
- Trans APIDPOSTERICEE I N F LTz,
- MEAIEEIAAE D T U RAR— RAPID .zip BEFICEEI N
F U,
- IS—INENEMEhF Ui,

- BlESNZYFUF TH—REESNERIN VLGV &

TestLabsH1 KM SHIBRUZE Uz,
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../guides/integration/integration-guide/introduction/
../other_apis/
../guides/administration-ui/manage_DS_settings/
https://docs.activeserver.cloud/ja/api/auth
https://docs.activeserver.cloud/ja/api/admin/
../guides/testlabs/

ActiveServer

N=I3v

RE1AVRR—Vay

ZE D

26/06/2020 1.3.5
(BHERH:

2020564

30H)

26/05/2020 1.3.4
(BHERH:

2020565

29H)

Copyright ©2021 GPayments Pty Ltd. All rights reserved.

1.3.4:1

cA—RLYIYVERTACREBMUT, HLWA—KRLYY
FryY1DRTHEEOHEEHALTVET,
-DSOEEATIFEEFHFLE UL, DSTOZ71ILOF LWL
PIOAZ2—H LV Fry Va2 BFUY BABEOHMEZE
muUZFEULE,

- DSTOT7AILDEY N7V TEBRDOIZHDODSTOT 7
TIVAA REBMLE L,
-RECHUTCDSIAOT7 71V E EEE T3 AFEERLE
Trans-type EEERE LV Ya v EBMUEF L,

c BV aR—RDFEVWABLUTEB|I ERTHTI RIS, RSV
Y3547 14)%— (Production® & U'TestLabs DS
JO770)) OFERICEAT3RREFHRLE Lz,

- A—REBMNIBHNSIAFE ZEBIMDDiscover7 AN A—KR %
TestLabs RICEBMULE LTz,

c DAYV IRI—RNHARAWS SSNTY k7 V2 RIiERE Y
vavEBEHLE LR,
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../guides/administration-ui/view_card_ranges/
../guides/administration-ui/manage_DS_settings/
../guides/ds_profiles/
../guides/ds_profiles/
../guides/testlabs/

ActiveServer
N=I3v

F¥+a

REF2AVRA—VaY

ZE D

14/05/2020 1.3.3
(BHERH:

2020558

18H)

30/03/20 1.3.2
(BHERA:

2020F5A4

H)

18/03/20 1.3.1
(BRERH:

2020548

30H)

02/03/20 1.3.0
(BRERH:

2020548

30H)
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1.3.2:1
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