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http://www.microsoft.com/ja-jp/download/details.aspx?id=41686

AETHAT S, FAVE1—2—DERIFLUTDORYTY,

& 3-1 FERIK v E1—5—ER

avEa—4—4%

'_E_IDII:I

BH

WEBS1IEO1

Windows Embedded 8.1 Industry Enterprise 4> Xk—
WL, EEZEITI>avE1—5—

T—95 L—TIZ5m

(% 9 EDFMEITSEEIE contoso.com KA (2SN
L.SCCM U547 UMz d &SI L TFZEW)
Windows X+7 771)&LT MSN X&5&EAVAb—IL

WESB1IEQ2

Windows Embedded 8.1 Industry Enterprise 4> Xk—
LU, BEEINDHOVE1—45— (4.4 DA THER*)
=55 =TS

JE—F TRUMTEGEOA (6.5 BIDATHER)

ws2012-dc01.contoso.com

contoso.com KAAS> @D AD FKASY avbO—5—
DNS H#—/\—

DHCP H—/\—

Windows Server 2012 R2 (GUI)

ws2012-cmO01.contoso.com

SCCM 2012 R2 #%E4T79 5 —/\—,
contoso.com KA (25
Windows Server 2012 R2 (GUI)
SCCM 2012 R2 + SQL Server 2012

* 4.4 HilxA T30 TT 4.4 HOFEEETIBES DA, WESLIEQ2 avE1—4—&ZRELESLY,

20



http://www.microsoft.com/ja-jp/download/details.aspx?id=41686

Windows Embedded 8.1 Industry Enterprise

SEAEH A

AMRRICETAE AV E 1 —3—DTH IV MERIZLLTDEY T,
& 2.10-2 FHERFE7Ho MR

Thovh4 INRT)—R & BA

Admin P@sswOrd WES1IE01/ WES1IEQ2 O E1—%—H
A—AILEBETHIUH

administrator@contoso.com | Pass@wOrd1 Active Directory K A4 > (contoso.com) ®
Administrator 7A k.

AVEA—F—DRYET—IERIIUTORBYTY . F 8 EXTORYLT—VFERIIUT
DEBYTITN.E 9 ENFEMEITS>EE(XTSystem Center 2012 R2 Configuration
Manager FEfIHAF - EXRREBERICE SV TERINSH . RYLT—IFHRN
EHYET  EE.IP PRFLRAFEZEELTIHBALIESLY,

= 2.10-3 FUHEE RybT—HiER (£ 4 E~F 8 H)

avEa—45—4% IP7FL R YIRYRYRY | TIAIRT—boz4 | DNS
WES1IEO1 192.168.1.100 | 255.255.255.0 192.168.1.1 192.168.1.1
WES1IEQ2 192.168.1.101 | 255.255.255.0 192.168.1.1 192.168.1.1

ERICFHEREXEET LRI BE. BFTORVMI—VRBICEEHZ TS,
(*1) FIALRF—RHTAEEY DNS H—"—D IP FRLRIE, 22— Ry hADEGEN TEDESITHRLTS

WTLEEELY,

& 2.10-4 FHIERE Rvb7—VER (£ 9 )

AVEa—4%—4% IP 7ELR YIRYEIRY | TIAILE DNS

F—kozA
ws2012-dc01.contoso.com | 192.168.0.10 | 255.255.255.0 | 192.168.0.254 127.0.0.1 (*1)
ws2012-cm01.contoso.com | 192.168.0.11 | 255.255.255.0 | 192.168.0.254 192.168.0.10
WES81IEQ1.cotnoso.com (DHCP)

ERIFHERIEZEET HEE BE. BFTORYNI—VRIBICEEMZ T,
*1 RA(Y aUkA—5—IZF %, WORKGROUP B THERLL TL = DNS #—/3—FFL X% DNS #—/3—0 7+
D—4—5%ELTEBMISHRIN. L—F/\vs FELR (127.0.0.1) ARACY IUFA—5—0 DNS H—/1\—FK

LRIZBREShFET,

21




Windows Embedded 8.1 Industry Enterprise i A~

B ELRYINIZTTEVINDITIAEUR
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4.2 Embedded Features DX

Windows Embedded 8.1 Industry Enterprise =& %8t %R % 475154 . Embedded
Features & Embedded Lockdown Manager MOEEZHFHIZITLVET , avbO—)L /R
JLIZT Embedded Features ML, Y4BV Tk A ooA—kK £ 3—&YRFOTY
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Update for Windows Embedded 8.1 Industry : KB2932074
http://www.microsoft.com/en-us/download/details.aspx?id=42025
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http://www.microsoft.com/en-us/download/details.aspx?id=37020
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4.2.2 Embedded Lockdown Manager 4 > X k—JL
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MICROSOFT SOFTWARE LICENSE TERMS
EMBEDDED LOCKDOWN MAMNAGER

These license terms are an agreement between Microsoft Corporation (or based on where
you live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to
any Microsoft

» updates,

» supplements,
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5) [Customer Experience Improvement Program] B T. [No, thanks] 4w oL.
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Customer Experience Improvement Program

% Help Improve Windows Embedded Lockdown Features

Join the Gustomer Experience Improvement Proeram to help us imprave the quality, reliability, and
performance of Microsoft software and services. If you accept, we will collect anonymous infor mation
about your hardware configuration and how vou use our software and services

Privacy Statement

) ¥es, help improve Windows Embedded Lockdown features
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Learn More shout the Customer Experience Improvetent Program
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10) [Embedded Lockdown Manager] EIE T, FRARA2 0 [Restart Now] #5')vILE

E:)
TPAIF)  fF(A)
= n[E

8 Embedded Lockdown Manag

ERNV)  ALT(H)

Embedded Lockdown Manager

a 7 WEBLIEL

i Unified Write Filter Enabled after system restart

] Registry Exclusion
=0 windows 8 Applicatiol

" You must restart the device in order for chanees to take effect. You can continue to make more |_|
> :D Dialog Filter i changes and restart once all changes are complet Festart Now
4| Gesture Filter
= Keyboard Filter Volume Name Status Pending Restart Size
>
3 Shell Launcher B ATLTFETES Unprotected Protected 343 MB
§ USE Fiter B local Disk (G Urprotected Protected 126 GB
4 @5 Unified Write Filter
(=3 Volumes

B

Volumes =
BR 3

o BFOEECER

LT
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4.3.2 QOYYFEHYUREDHEDR

AFIETIL. BIDOFIETI{T>1= Embedded Lockdown Manager [Z&30v945 9 R EN
BRASNTWAIEEREALET,

1) WES1IEOL [Z.Admin 1—¥—THA 1V LET,

2) TRUMNTEET, TRIMNTEEI )L, [FRER] - [TFRS RFaAivh] %
29I LT I7AIVEERRLET

FRV)

REZ(0)

BFROBRBER(E)

EEDIP)

23— MIYMOBEDIHS)

FRT - IE-(V)

FARUERLX) W THRVE—(F)
B EmORRE(C) @ sa-tmiE)
o EARER) E9bRyT 3-3

B Sk

Journal FE23b
= e 5

BT

PEG A
Y 2014/10/18
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3) EBLI=77M4)LIZH LT, BEBIZIGCTIZFAIILDEHZERLET, £f=. I7MIL%
BT ID)HLTHAERZRAE, BYIZXFEAAL, LESRELET,

0 A 16:54
* Y 2014/10/18

[

4) RE—bREAVERD)VIL, [ INTIUEREH AT IR - [BiEE] €0yl
35-3-0

TOH5LERE(F)

EEAT32(0)

ARYF E2-7(V)

SZFA(Y)

F/AR RE=57—(M)

FIMI-HIEE(W)

FOAIOEIE(K)

I 1-5-0EE(G)

YK TTZING)

IRUE TOVT (ERE)(A)

S8 XF=Tv—(T)

2RI JERILP)

TH2T0-5—(E)

BR(S) BTN
TP ERIEEUTRAR) i)
Sy MOYERRSAYTINU) » EEER)

-
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5) BEH®R. Admin 2 —H—THAIUA1ULET,

6) TRUMTEEICHIDFIETHERLIZI7MLARFEIN TGN EEHRALET .

17:01

@ A

7t 2014/10/18
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433 OvYFIUREDENE
AFIETIE, LEDFIBDI8ITEEAH T L I—EENILET,

[Note:]
AFIETIE., EEFAHT 1 ILFZ—DEXNE%H Embedded Lockdown Manager H 51T
WET A, uwfmgr.exe AT FALEMET S LELAEETT . BMILT H15EE.
Fuwfmgr.exe filter disable] EAALTEFTLET, Fiz. BT HHEE
Fuwfmgr.exe filter enable] . B#hb/EMLEZDOBREENE Tuwfmgr.exe restart] 3
IUREEITLET,

1) WESILIEOl MRA—bEEZRE. | &7JvILFET,

admin & © »©
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2) RA—KNEET. [Embedded Lockdown Manager] #4'JvoLZET,

77

e Internet Explorer TAINT b Embedded Lockdown Man---

/@& OneDrive . Snipping Tool
Windows FAX E2FP>
0 PCFE %y | Windows Joumnal
Windows Media Player
B 14 21 | Xpsta—7—
HovRk a4
B Bl #An

R 7=7semy-u

®

3) [A—Y— TAYUMHEE] EET. [1ZW] 299 ILES,

% 14— FHIY e

e ROTOIFACCOIA 1T \DEBZFFeILFTH?

E TO9508: Microsoft EEEI1Y— L
BEFEEHOFETT: Microsoft Windows

() 2ErETT(D) | som [ vorm |

CNSOBMARTT AT A EETE
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4) [Embedded Lockdown Manager] BEIE T. Z~X4A4>® [Unified Write Filter] =4')v%
L.&XAL>D [Disable Unified Write Filter] 2y L%Ed,

E Embedded Lockdown Manager - g

TrAILF)  BfE(A) F=R(V)  ALTH)

o

£ Embedded Lockdown Manag|{ & Unified Wite Filer Encbled 7

‘ j! %E;;Eg Filter Setting Type Current Value Pending Value After Reboot Unified Write Filter  +

K| Gesture Filter Overlay Size 1024 1024 X _Export to PowerShe...
» E= Keyboard Filter Overlay Storaee RAM RAM
53 Shell Launcher Device Servicing Disabled Disabled

Enable HORM

Overlay Settings...

= Device Servicing...
E=8 3
o BEOERICER

LT

5) [Embedded Lockdown Manager] EIE T, R0 [Restart Now] 91 voLFE
9,

E Embedded Lockdown Manager - g
TPAILF)  BEA) ER(NV)  ALFH)
|
5 Embedded Lockdown Manag|{ gy Uinified Wite Fiter Dissbled atter system restart 7
WESLIEL - B
«d = i ‘ou must restart the dewice in order for changes to take sffect. You can continue to meke more l ectert o || Unified Write Filter
» ' Dialog Filter I changes and restart ance all changes are completed 8 Bxort to Powersh
¥ port to PowerShe...
R Cesture Filter Setting Type Current Value Pending Value After Reboot
» E= Keyboard Filter Enable Unified Write...
=3 Shell Launcher Overlay Size 1024 1024
USB Fik Overlay Storage RAM RAM Enable HORM
§ ieer Device Servicing Disabled Disabled
» [B& Unified Write Filter Overlay Settings...
|5 windows 8 Applicatior [, Device Servicing...
E==o 3
o BFOEECER
LT
< >
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4.4 Windows PowerShell (CX30O0YVI5IUEE (AT

3Y)
AEiTld. Embedded Lockdown Manager Z#|f+3 . Windows PowerShell Z#|FLT.
OVOF DR ETEHILEHRALET . AHDFIETIE, WESLIEOL & WESLIEQ2 M
2 BQAVEA—3—FMALET, FHELZITIEEIE WESLIE02 OV Ea—42—IZHZEHIIC
4.1 #i& 4.2.1 BHDOFIEIZH>T Windows Embedded 8.1 Industry Enterprise &
Embedded Features a7 R—=> b (Embedded Lockdown Manager (&) #ZFhF
AV R—ILLTLEELY,

AFIETIE. WEBLIEOl JvEa1—%—0 Embedded Lockdown Manager T F—HR—K
T4IE—FFMZL T, TDOHRERNEE Windows PowerShell R FRZTHRKR—KL

9. D%, WEBLIE02 OV Ea1—S2—TIVARR—ILI=RVITFERITLTREE RBR
SEFEY,

1) WES1IEO1 IZ, Admin A—H—THA2A1ULET,

2) RA—FEE®D | &7)vILFET,

admin & © »©
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3) RA—NE@E T, [Embedded Lockdown Manager] #4UvoL%ET,

77

e Internet Explorer TAINT b Embedded Lockdown Man---

/@& OneDrive &% Snipping Tool
Windows FAX E2FP>
0 PCFE %y | Windows Joumnal
Windows Media Player
B 14 21 | Xpsta—7—
HovRk a4
B HAATR

R 7=7semy-u

®

4) [a—Y— T7HOUME] B@ET. [[ZL] #9)vILFET,
& 14— THOY I

@ ROTOISHCCOIA - G-AOEEEFEILETH?

JTO55LE: Microsoft E¥1:Y—)L
EEEHDIEIT: Microsoft Windows

() z@r573(0) | sve || vvamn |

CNSOBERTI A A EETS
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5) [Embedded Lockdown Manager] EIE T. Z~RX1>® [Keyboard Filter] - [Application
Filter] 22 vyoL. RRAL2 D [Alt + F4] Z9)voL. BERA2D [Block this key]

6)

EVVIILET,

E

Embedded Lockdown Manager

TPLF)  BER) BRV) ALT(H)

«=| 2= 8=

O Embedded Lockdown Manager
4 7 WEBLIEOL

» [ Dialog Filter
R Cechture Filte

gz Acceccibiliy e
E& DIOWEer Keys
E= Extended Shell Keys
E= Media Keys
E= Modifier Keys
E= Security Keys
e Shell Keys
e All Keys
a® Custom Keys
a3 Custom Scan Codes
[53 Shell Launcher
§ USB Filter
» @ Unified Write Filter
(3] windows 8 Application Lal

Blacked Key
|

o Gurl+Fs

o Escape Alloed Escape Key

o Menu Allomed Application Menu Key
o Win+F 1 Alloned System Help

[Embedded Lockdown Manager] EI&E T, ZEXA1>®D
HRAL2 D [Export to PowerShell] #21)voL%ET,

£
= | 2]

77?'(JL(F) BIE(A) FR(V) ANLS(H)

Embedded Lockdown Manager

Application Keys -
Block all keys
Allow all keys
E=o 3
o EFOEECER
LT

A 4 -
@ Block this ke:

LT

[Keyboard Filter] =%1Jw%L.

8 Embedded Lockdown Manager
4 WEBLIEOL
» [ Dialog Filker
M| Gecture Fite

B AccessiDlity Keys
E= Application Keys
k= Browser Keys
f Extended Shell Keys
= Media Keys
E= Modifier Keys
= Security Keys
F= Shell Keys
e All Keys
® Custom Keys
&P Custom Scan Codes
[% Shell Launcher
§ UsB Filter
» B Unified Write Filter
|5 windows 8 Application Lai

MName

= Accessibility Keys

&= Browser Keys

2 Extended Shell Keys
£ Media Keys

2 Modifier Keys

= Security Keys

e Shell Keys

= All Keys

i Custom Keys

%% Custom Scan Codes

Keyboard Filter -

A Export to Powersh

Disable for Administ...

Allow Accessibility
7 Set Breakout Key

= 3
|6 BFORE-ER
LT
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7) [Export Configuration Script] BIEmT.C KSAJET (C¥) [ZBELT [FHLLVTH+

WE—] E9UvILES  HLWIAILE—D LRI TShare] ZHEELET .

g

=2

r BRICAD
o Fo0-F
B FAYbT
=l BEERULSA
o F-pHL-T

1= pc

€ FybJ-4
TrAILE(N):

= JALS-O3EFT

® 1 B PC» O F4A. » vle

Export Configuration Script

&l
| PerfLogs
. Program Files
. Program Files (x86)
. RDP
. Windows
. wsl52a
) 14—

TrAILDEE(T): Power Shell (*.ps1)

O-7L T424 p
= @
EEaslod o=
2013/08/23 0:22 JrA Il 77
2014/10/18 16:46  J7-Il 77
2013/08/23 0:36 TPl 77
2014/10/18 21:32  J7{Il- J7
2014/10/27 0:28 JrA Il 77
2014/10/27 17:38  J71Il 77
2014/10/27 0:16 Tl 7
>
v
v
F72(S) ol

8) [Export Configuration Script] EE T. Share 74 /LA —&HEFET,

a
® M
EE . LTS~
W BRIZAD
& §9.0-F
B FRIMT
bl BEEFRULER
o m-pn—7

s pC

€ zub7-

TrAILE(N):

= JALS-O3EFT

FrAILOEE(T): Power Shell (*.ps1)

Export Configuration Script “
b O-7UL TAA.. ¥ v & -l
L]
£ ’ s
| PerfLogs 2013/08/23 0:22  J7AIL 77
. Program Files 2014/10/18 16:46  Jr1Il 74
J Program Files (x86) 2013/08/23 0:36  JrAIl 77
. RDP 2014/10/18 21:32  J7{Il J7
. Windows 2014/10/27 0:28  JrAIL T
. wsl152a 2014/10/27 17:40  Jr4Il 77
J 1 2014/10/27 0:16  J7AIL 74
I . Share I 2014/10/27 17:40  Jr1Il 7
>
v
v
F<(0) Frtl

50



Windows Embedded 8.1 Industry Enterprise EfiH 1K

9) [Export Configuration Script] BEiE T. [Z74/L4] ##IZ[KeyFilter-Enablej& A AL,
[RE] 209 ILFET,

& Export Configuration Script “
@ * 1 L« O-7L T«Z% (... » Share AN Share@4&3= y-]
EEv  HlTALE- =y @
e BRICAD 2Ll : EAE 2
B 590-F REEAHTSEERSIT A
B FROT
E BiRETLLEM
& m-nbL—7
1= pc
€ bt
< >
TrAILDEE(T): Power Shell (*.ps1) v
< TALS-DFFR oot

10) [Embedded Lockdown Manager] Bi@ZFLET,

11) Windows THRTA—5—%#EH L. C:¥Share #H0)voL. [FTA/NT4] &HUvY
LFEY,

2=l O-All 5425 (C:) - o
B-bh  ®E ER v @
© (3@ ~ 1t &> PCr OD-TLFHRY(C) » w| €| | O-7L T4 (C:)DigE y-]
e B ] : =0 =24 $4Z
8 Fon0-F || PerfLogs 2013/08/23 0:22  FrAll THILA—
B FAGT ., Program Files 2014/10/18 16:46  JrAJlL FAIL5—
£l BiFFRLESEAT || Program Files (x86) 2013/08/23 0:36  JpAIl FAILS—
| RDP 2014/10/18 21:32  JrIL TALAE—
W m-LIL—T | Share _= 2014/10/27 17:40  TrAJl FAILAS—
Iﬂ'ﬂ Windo 8¢(0) D14/10/27 0:28 el JAA—
1 pc || ws152 FLANDLFITE(E) D14/10/27 17:40  Tp4 Il TAA—
b 14 HE(H) » P14/10/27 0:16  JrAL AL -
G #0100 SATFUTEM(T) 8
A5— Mz vEwm(P)
EB(N) 3
IOE(T)
IF—(C)
23—y OAFRL(S)
EIrE(D)
ERIOEE(M)
I BETECM | |
sEMES 1 E0ESTER =
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12) [Share ®TO/\T«] BEET. [FllaHE] 299 ILFET,

i Share®J0)(F« “
28 | HE | wFaurs | hASVAE
FyI-HOIFA LTINS -OEE

Share
| mEENTLEEA
b T—5 JEA(N):
EEINTUERA

HHnas

NAZLOPHEASTEIRRELRD, EHOHERIFRLED, ZOMos
ARHEOAT L ERELEDTEET.

| Sz@eseso).. |

IAT-FRE
HETAS—CPH AT, 12—~ PR HENAT-FRBET
EE

COREFEEIICE FubI-brHET - FEALTIEREN.

oK B P EA(A)
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13) [l £ A] BEE T, [COTAINEF—EHEFTB] ITFzvI%EDIT, RIRSNATINS,

FTRTOFATAS T [OK] &0 vILFET,

| ¥ zo7115-72573(s)|
BE

HEZ(H):
| Share

IBNNCA) BIE(R)
ERCERETEaI——#(L):

A H0):

PrEAEFEP) || Frvzalc) |

Lok || #ootr || @A

14) WEB1IE02 avEa—4A—IZ, Admin 2 —H%—THAU1ULET,
15) RA—bREVEE DV IL. [I7MIVRBERELTET] 29VvILET,

TOY5LEHREF)
BERAT32(0)
ARSI E2=7-(V)
SATAY)

FIAZ =0 —(M)
FyrD-AEE(W)
FARIDEE(K)

LK2-5-0EE(G)
IRVE FOVTHC)
IRVE TOVTH (E2E)(A)

52Y Ix—3%—(T)
IO SFIL(P)
IHZT0-5-(E)

l TPV EEEELTERR) I

SrybIIVERBHATINU)
F2HF(D)

o A 1:49
b A
A 0141027
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16) [77’(”/% E*EI'EL’C%’?] B @ T, TYYWES1IEQO1¥Share | A L. [OK] x91)vH
LET
= TP EIEELTEIT x|

ETTEIONSLE. FREET LS - ME, -
Fab UI-ZEZEA LTS

G

2#i(0): |ewEs11E01¥share | v

Frt E8E(B)...

17) Windows TH#RXT7A—5—BE@ET. £HED KeyFilter-Enable.psl 7741 )LEO—h
ILDTF Ry IZaE—LET,

4| (2= share - oiEl
B ~: == == v @

4+ 4 v FwhbI—4 » WESBLIEOL » share v ¢ share@iE= y-]

It BRIAD &f ESi=l = $47

g Sun0—-F || &4 KeyFilter-Enable || 2014/10/27 17:56 Windows Power... 30 KB
W FAST
E BrETFLICER

1M pC

L e LR

1HEQEE 1 E0ESEER 29.6KB =
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18) RZ—hEIEZRAE . NPowerShell ISE1I&EA AL, RimEht= [PowerShell ISE] /%
oL T, [EBEELTEIT] 20V ILET,

LT
; 7\ S - |\ IATDIEH

TSUTAYA mm rpowershell ise
DISCAS
AH—HE B0

Intemet Explorer AbF A0 N—ICEXBHTD

EWELLTRIT

- ( TP ANDIETERK

172705~ OneDrive

19) [A—H— FHYUNIE] BET. [1Z\] £9UvILET,
% 14— PhI eI

@ ROTOISACTOINE 19—~ AOEEEFFEILETH?

i  JOUSLE: Windows PowerShell
£ mmEaomism: Microsoft Windows

() #@EERT5(D) IEH EOR

CNSOEAEETT B9 IAEETS
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20) [ & ¥ & : Windows PowerShell ISE] B & T. T X 4 > [Z T Set-ExecutionPolicy
RemoteSigned1&A AL, Enter +—Z#LE T,

=] EHEE: Windows PowerShell ISE - @
TrAIF) |E(E) FTR(V) Y-IWT) F/wH(D) FEAV(A) ~LT(H)

> H & ax 9 B * |8 (BFoo|®m.
| HEE1.psl X A | e x X

1

Eya-l: | IRT v | | EFOEECER
&

A

Add-AppxPackage
Add-ApoxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrallmentPolicyServer
Add-Computer

Add-Content
Add-DnsClientNrptRule
Add-DicCluster TMMapping
Ada-History
Ada-InttiatorldToMaskingSet
Add-JobTrigger

Add-KdsRootKey

Add-Member

Add-MpPreference
Add-NetEventNetworkadapter
Add-NetEven l)at-(:tcap ureProvider

Add-NetIPHtips
Add-NetLbfoTeamMember
Add-NetLbfoTeamMic
Add-NetMatExternalAddress
Add-NetNatStaticMaoping

71 557 100%

21) [ETRIV—DEE] BET, [IFLN] 27)vILES,

£l = —0ET -0

iU, EESNTURVASUI M SORBEICRTSET. EiT
'ﬁBHEﬂZ‘ BlFUT LORMBICESEN AR ENBOET . B

s —FEEF 3¢, about_Execution_Policies 0AJLT Mewl (http://go.microsoft.com/fulink/?LinkID=135170) T
—EEELFETH?

[Note:]
Set-ExecutionPolicy A< RLykIE psl R FDRVIVTEDEFTEHATH-HDHK
ETY,aVEa—4—T 1 EETINIE UEOETIEIFETT,
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22) [& 12 : Windows PowerShell ISE] BEIET. [BH<] REVEHILET,

e ‘EI2#: Windows PowerShell ISE - g
77 RE(E) JR(V) Y-MT) F/WH(D) FRAM(A) AIFH)
(S o » B % |8 (Foo| oo,
| #EEH1.psl X & IR X x
1
E=R
A

Add-AppxPackage
Add-AppxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyFrotector
Ada-BitsFile
Add-CertificateEnralimentPolicyServer
Add-Computer

Add-Content

Add-DnsClientNrptRule
Add-DicCluster TMMapping
Add-History
Add-InitiatorldToMaskingSet
Add-JobTrigger

Add-KdsRootKey

Add-Member

Ada-MpPreference
Add-NetEventNetworkAdapter
Add-NetEventPacketCaptureProvider
Add-NetEventProvider

Add-NetIPHttpsCertBinding
Add-NetLbfoTeamMember
Add-NetLbfoTeamMic
Add-NetNatExternalAddress
Add-NetNatStaticMaoping

135125 100%

23) [FA<] EET. TR TR ESN TULNS KeyFilter-Enable.psl 774 JL%E2RL .

[B<] #0UvoLZET,
o BE¢

T m <« admin » TAIMT v & F AT

HE - FUATAILE— =~ [ @

-

' BEEAD ke FEE

g A 0-F 2014/10/27 17:56 Windows
B FAAT

5| BT TUISRT

/M| pC

€ k-4

< >
FrAILE(N): | KeyFilter-Enable v| |PowerShell Z7IL{*.ps1, *.p v

B(0) Frooil
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24) [E# & : Windows PowerShell ISE] BEIE T, RITRFZEIUVILET,

L

EI2E: Windows PowerShell ISE

TrAIAF) |E(E) TR(V) Y—IWT) F/w(D) gukia(A) ~ILT(H)

| #E&1.ps1 | KeyFilter-Enable.psi X

1

Sl

Svnopsis
This PawerShell script configures a devics to use all the Embedded Lockdown
settings def ined from a conf izured machine.

-Descript ion
This seript includes functions and settings exported from an existing
systenm.

-Parameter ComputerNane
Optional parameter to specify the wachine that this seript should
mamage. If not specified, the script will execute all changes
lacally.

-Exanple
1 update the current device
Lseript name>

1 update a computer
<seript name> -Computerbame kiosk!

1 update a list of computers
<script name> -Computerlane (kioskl,kiosk?,cashierl,cashier?)

25) [& & : Windows PowerShell ISE] EE T. £

FLIEOTWNB I ENFERTEET,

L

EI2E: Windows PowerShell ISE

TrAIF) |E(E) FTR(V) Y-IWT) F/wH(D) FEAV(A) ~LT(H)

= H ok o » P B %8| Boo|mm.
| E&1.ps1 | KeyFilter-Enable.psi X

=<

Svnopsis

S

S

S

e

pre

=

[

This PawerShell script configures a devics to use all the Embedded Lockdown
settines def ined from o confizured machine.

Description
This seript includes functions and settings exported from an existing

system.
Paramzter Computeriane
Optforal parameter to specify the wachine that this script should
menage, I not specified, the scrit will execute all changes
local ly.
«Exanple
1§ update the current device
<seript name>

1 update a conputer
<seript name> -Computerfane kiosk!

1 update a list of cowputers
<script name> -Camputerbame (kioskl,kiosk?,cashierl,cashier)

o > W % 8Foo &@m.

- oW

&

A
Add-AppxPackage
Add-ApoxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerKeyProtector
Add-BitsFile
Add-CertificateEnrallmentPolicyServer
Add-Compu
Add-Content

Add-DnsClientNrptRule
Add-DicCluster TMMapping
Ada-History
Ada-InttiatorldToMaskingSet
Add-JobTrigger

Add-KdsRootKey

Add-Member

Add-MpPreference
Add-NetEventNetworkadapter
Add-NetEventPacketCaptureProvider
Add-NetEventProvider
Add-NetEventVmNetworkAdapter
Add-NetEventVmSwitch
Add-NetIPHtpsCertBinding
Add-NetLbfoTeamMember
Add-NetLbfoTeamMic
Add-NetNatExternalAddress
Add-NetNatStaticManpina

-

T151 100%

A
Add-AppxPackage

Ada-ApoxProvisionedPackage
Add-BCDataCacheExtension
Add-BitLockerkeyProtector
Add-BitsFile
Add-CertificateEnrollmentPolicyServer
Add-Compu
Add-Conten
Add-DnsClientNrptRule
Add-DicCluster TMMapping
Add-Histary
Add-InitiatorTdToMaskingSet
Add-JobTrigger

Ada-KdsRootkey

Ada-Member

Add-MpPreference
Add-NetEventNetworkidapter
Add-NetEventPackstCaptureProvider
Add-NetEventProvider
Add-NetEventVmNetworkadapter
Add-NetEventVmSwitch
Add-NetIPHtipsCertBinding
Ada-NetlbfoTeamMember
Add-NetLbfoTeamNic
Add-NetNatExternaladdress
Add-NetNatStaticMapping

-

151 1008

TI 5L AL+F4 F—DFAET
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4.5 F¥V5Fa1>D

HEHE DI E 1—4—Zx LT, Embedded Lockdown Manager [Z&20v94% 9% E
LTz OS A A—CHBET 2568 EENIVEL—4—0 0S 1 A—ULRICERMA
ETOYIE IR TEFH Windows Embedded 8.1 Industry Enterprise DA A—C %R
FMATEET,

2L, Oy OF DU FEICEERAAH T I EI—DEENTNDIEE . EEAHFTILE—MN
BB 0S A A—DFERT DIEMNTEE B A TN, 0S A A—TERKEFIZIE
EBEAHITANA—FEENILI=LT 0S /1 A—CFERL. A A—CERBICHOHTESA
HIIWEI—FEB/RILET,

EE 4.4-1 Windows ERY—EX/SCCM [2&3F VT4V T FIR

T, Microsoft

- Windows Server . & System Center2012Rr2
Windows EREY—1E X Configuration Manager

4.3.3 i

___________________________________ P |
-

’%gmijw—m.
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RETIEE, FYTAVTETIEDITBBELGSRIVE 2 —2— DA EICDONTHRALE
. SRIVE1—F—DERFIEE 0S 1 A—CDERAEE Windows ERIH—EX
ZRIALTITIAEE.SCCM ZRIALTITOAEAHYET . ENTNDHEIZL SR
[ZDOWTIE UTFDRF 1AV REIF Web S/ hESRL TS,

[Note:]
OS A A—CEBH#DAVE 1 —3— IR L TEESAH ITAIINEA—FB LT B HEICDOLNT
(X9 ETHHALET,

System Center 2012 R2 Configuration Manager ¥ffifi1F - 0OS EB{E

http://www.microsoft.com/ja-jp/download/details.aspx?id=41687

Windows REAHY—EXDME
http://technet.microsoft.com/ja-jp/library/hh831764.aspx

Windows ADK [C&2BHEAA—DERTFIE SE@MHAF
http://technet.microsoft.com/ja-jp/library/hh831764.aspx
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4.5.1 Sysprep DELT

BEAE 14— ERTDEODRVDRATYTELT, 2EERAHTIIE—FEMIZL
fzavE1—4—%XRIZ, Sysprep aYUREETL, SHBaOVE 1 —2—D—RIEF1TL
E 3

1) Widnows Embedded 8.1 Industry Enterprise a2 E1—4—T, R4—kRAVEHY
oL, [avwok FarTdr (B8BE)] 209 9LFET,

2) [1—Y— FHYUMHIM] BET. [[EY] 27UvILET.
Hy I-Y— Fhor el

@ ROTOISACTOINE 19—~ AOEEEFFEILETH?

TOISLE: Windows IV F JO0wt
BEEA#DETT: Microsoft Windows

() s@ErETI(D) BW(Y) WAE(N)

CNSOEE T A I EETS

3) [B¥EFE:av rFTO T BEET. led syspreplEABIL, Enter F—%LET,
= g1gE: JvU R TOVTH - 2
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4)

[EEE . OvRF7aVTF ] EET. [Sysprep /generalize /oobe /shutdown & A 5
L.Enter ¥—%#LET,
= g Sk T - B
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4.5.2 BROVEL1—3—DERK

Sysprep T—HIELI=ZBa E1—42—% 0S A A—JLL TR YT Fv I 5FIEEHEZL
F9 . AFIEEERITTHICHY. EBAIEEL Windows PE 4.0 T4 RVEEHIICAET S
WHENHYET , Windows PE T RIDIERLIZHT=>TIE Windows 7ERAVE & 77
A4 A2k Fybk (Windows ADK) #3490V 7k AHva—Kwo 48— AFL, B
FTELELHYET , AR Windows PE TARIEERT BHEIZDOLTIE. LTD
Web H1/rESRLTIZEL,

Windows ADK [C&ZBHEAA—DERTFIE SE@MHAF
http://technet.microsoft.com/ja-jp/library/hh831764.aspx

1) $HarEa—4—(Z Windows PE T4 RVZELIAH, AvEa—3—%EELFET,

2) aAVE1—3—OFENEE T, [Press any key to boot from CD or DVD] DX FEHA KR
SNTWB4/324 TEnter ¥—%#LET,

[Press any key to boot from CD or DVD.._
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3) av R7OVFMEET. Mdiskpartl& A AL, Enter ¥—Z#LET,
=R =<

. EIBE: X:¥windows¥system32¥cmd.exe

4) av R7OVJME@ET. Idisk volumel EA AL, OS MAURR—ILENTULNBRS
A47L 0OS A A—CERBFETINTATEHERLET , (RAFIBETIL.E F547% 0S A
AVAL—=ILENTWBRSAT . D F54T7% 0S A A—CEBRETHRSA4TELE
9,)

=3 =R <=

EIEH: X:¥windows¥system32¥cmd.exe - diskpart
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5) avw R7OVIREET. lexitiE AL, Enter ¥—%#LET,

5 E1BE:

WTFS
Fartition

NTFS  Part

¥windows¥system32¥cmd.exe

=0 =R <

Partition

126 C

ition

6) av>krR7OrJrE@E T, ldism /Capture-Image /ImageFile:D:¥MyImage.wim
/CaptureDir:E:¥ /Name:"Contoso" & A AL . Enter ¥—%#BLFET,

Partition

NTFS  Part

. EIBE: X:¥windows¥system32¥cmd.exe

[o 5[]

Partit
12

ition

7) AA—THEEMNTET LIS, aVE1—5—%

IR FOULET,

ZZETOFIBIZKY. Mylmage.wim EWLSRRTD OS A A=A D RSATIZRE

hELT =,
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5 SFUADHIE

Windows Embedded 8.1 Industry Enterprise ([Zf#&AHDIHRELTH AT S ELEETE
L7z Windows 8.1 R—X® 0S TY, ZND1=&H . EXDMAAAIHEKRTERAIN TS
FOERDAZRESTIAELTHEL. TNENDOLFIFICE T 5B KRMNLGERESEE
BALET,

W54 TF7 Uk

SUOSATURELTHERD PC ERT H5E. JE—F TRIMYT (mstsc.exe) 721+
DOHMAZHTL. O—hLTIEMD TR TS LERBEB TERVLSLFIRAROLNET,
F  UE—MEREDTRIM T THERLIZI7ANED D IFATULOA—HILIZRTE
TEHLILGIENHEE. BRBAVDRKRELGZYVET, Z2T. A—AILDTARIIZHT S
ETAAERILTHLILGHRELRBITROONET

ULEDZEFBFRDE L9514 F7 LT Windows Embedded 8.1 Industry
Enterprise ZFAT HICIERDEBEENBEIZLEYET,

‘RDP Z74 )L DYERL

JE—bF TRIMNTOEGEHEE. D914 T7UMNREBICEET DLIITHREITAXT D
CEMHBETY , &R, O—AILEYE—MERED T RIMTREBERTOD Y )y THR—
FOHEBOO—DIL TARIDHEBLE DREEITH L THIBREITICEMNAIRETT . i
DHEEDFRAEFIBEL- VE—F TRYMT TO5S5L T74IL (RDP 774)L) H
SOLHDERL. I—F—DEEEFIRLET .

-Shell Launcher

RDP 774 ILDYERA5E T LT=5. Windows Embedded 8.1 Industry Enterprise @ Shell
Launcher ZERALT. A—F =TI UITH ALV LERIE. 205147 Ml IZHEE
HIBRL7= RDP 7 A I DHIZT VLA TESLIITHERHLET , ChizkY, O—HILTOH
DTATSLOERTEHIRLET,

F—IR—F TqL5—
A—H—IEHRIN LGN F—RE Ca—rhybx—LE) ZEYLET  ERRIZIE
Ctrl + Shift + Esc > a—khybkx—4 Ctrl + Alt + Del >a—thybF—iEIZLD5R
P Ifr—ov— TOTSLDOEBGREEFIRLET,
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CEEAHTAILE—

DUOSATURELTHIAT AA—HILIERICT7AIVERESERNKSICT 5186, EF
RAHTAINA—EBTHILET , EERAHTAINE—IZE>T. A—HIL DT RTORSAT~
DEZFAAZEHIBLET

BEEARYER)YFISAT UL

FAMYERVYFITATURLTHIATS PC DIHFE.BED PC ITEVRIEMEEH
REMZIRETIDLENHYETN, —ATRELGFERRENROONET . TD=H. 5
HIWYERYYFI547>,ELT Windows Embedded 8.1 Industry Enterprise % ;&
THGE . EBETRST 225 ABYERICL EEDBFRICT —42%FREIET. FLT
T—AEHEHEENLILHIRARDONET,

LEDTELEEBFASE, RABMYER)YF U472 &L T Windows Embedded 8.1
Industry Enterprise ZF|IAT BICIERDEENBEIZLEYET,

USB J1)L3—
USB #8D T /A RIZHT 27 V£ REHIRT HZLT.USB AEYP USB N—KT4RY
BEDHEBATATADEEAAHEHIRLET .

EEAHTAILE—

SGARYERVYFITATURLTRIRAT 50—AILIRRICTFAILVERFIELRELSIC
T51=0. EERAATIINE—EBRLET . EERAHATAILEA—IZEST. A—HILDTAR
TORSAT~DEZFAHEFIBRLET

67



Windows Embedded 8.1 Industry Enterprise i A~

WEBTTIVERmRA~DERH

£BTTIERBEROZMIHR | BFLEHKRELTHATS PC DFE. Y11
—H—ZUWEZHEITLO T ICICEHBTITVERGREBE DHEERIRD%LY PC
REBICUYEBZOND S SHREUHETIRETILENAHYET ., TOH. EHBT7TITVER
HARELTHALTWSEEITIFER T TIETARITTELLSICHIBRETVET .
ULDIEEHFRLE, (% T7TVERIHRAKRELT Windows Embedded 8.1 Industry
Enterprise ZFIAT ICIERDEBEENBEIZLZYET,

-Application Launcher

Windows R+7 7TUVHBRDEH7TVERBETHHEE. thORNT 7T ORI FAZEH
B9 %7=8IZ Application Launcher Z#ERLET ., (L. EHTITUNTRINT 7T
r—av L TRFEIN LD THAIK., KHYIZ Shell Launcher #FIALET)

" DIRFY— TILE—

Windows 8.1 DAY F/ISRIVIRIEEFERT HE. Fy—LBEEGEEZMALTER 7TV
NOTOTSLERTTEET, ZTO=H EBTITIVEFTNETINDLIITT S=HIZ.
DIAFY— TN EA—EF/RLTRYFARIVEEOREEHIELET,

HATRYT T4LE—
EBT77T)OREDICERLEWNTAT7OT 00 R DRKRIERFRZAMNEVDZITTEL,
BELDONSTIVIZREBT ZAEEMNSHYET . Z0=0. FAF7OT TLE—EFRIFALT
FATAT V4R IDRTREFHIBRLET , [AL]

TNTNDOLFIAITEITEAVITIVEEIZDONT. E 6 ENDE 8 ETERMGF
IEEFITERBALET

BHE.E 6 ENSDOFIEREXT—7 IV —TORETHATAHILEMRELTVET . ZD
=&, BlDA—H—(ZHYBR - LEDREEHRE TES LS. FRIlCO—ALIZa—H—¢&
TIW—TEERLTEEET  BEAMAFIEL 5.1 HEHERL TSN,
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5.1 >FUARAI—Y— &I IW—T DVERL

LIBDFIETERET DL TIADORNBRERILET AHICFERTD. 7—05L—TD1—
H— (userl) &4’ )L—7 (RestrictedGroup) ZFNEFNIEFLET

[Note:)
RHRDIEEEZR AU DIRBETTSHB A . Active Directory FASVIZEHBRAD 11— — (2
—4H—% :Userl) &5 )L—7F (' IL—T 4 :RestrictedGroup) ZZERIIMERL TEELY,

1) WES1IEO1IZ. Admin THAUAULET,

2) RE—bREVERD) VYL, [AVEL—3—DEE] #0)vILET,

TGS LERRE(F)
EEAT2(0)
ARYH E2-7~(V)
SATA(Y)

FIAR IF=Z7—(M)
FYMI-HIRE(W)
PRPVIDIE:

|
IXYR FOVTHC)
IVVF FOYTH (EEE)(A)
SR Ix—Tv—(T)
a¥O-) JERIL(P)
IHZT0-5-(E)
#E(S)
TPANEREELVTER(R)

SPYNIYERESAYTINU)
FAhhyF(D)

= 21:01
oL DRl = A
Wb A oora/10018
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3) [AvEa—5—0%EE] BET. [AVE1—3—0FE] - [V RTLY—IL] - [A—H)L
A—H—&IN—T]- [1—HF—] DIRICEBL. [2—¥—] £HYJvILT, [FHLW
A—HY—-]1 &VI)vILES,

& 150 =8
TrAIF) BIEA) FRV) ATH)
L =EEY
& T1-5-0E= 0-10) £m T F—h =4 LiZ
il Zzma & adrin - =
> g if:/ f’ft‘ G # Administrator TG DERA (€. OBIE 4
> - F Al 1~ P F 7H...
B s %) Guest IV 25— DAL 7.
4 @ 0-71 1-F-LGN-T7
SE)
AL AT —H—(N)...
> (®) 7T =
&ty Y '
. 8 REE EFROERER(F)
=708 _gpmRo b
» By H—ERETTY o
AILF(H)

FLLO-Tl 24— PO HRFRLET- _ . 0 S
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4) [FHLWLW2A—H—] BET. [2—Y—] #(ZTuserl], [/SRT—FK] & [/SRT—KDH#E
BAN] BWZTP@sswOrd IEAALET , SHIT, [A—H—(EREIQOS FUBIZ/NRT
—RDEEADBE] OFvoEHNL. [/SRAT—RZERRIZTE] OFIvI%EDHT

[fERR] &0V ILETS,

JRT-FOREAN(C):

I—H—([FREIOFA AT — FOZEELHE(M)
O34 I-FREETER(S)
| ¥ sezo-reEmmIcT3(W)|
O 7ho - FEERIcT3(8)

AILT(H) EL3(0)

ST ?
I-H-E(U):
Il F—L(F):
RAR(D):

5) [FLha—+v—] EET [FLS] £0UvILET,

1--aW): | |

Al +==L(F):

FAR(D):

JEAT—F(P):
JRAT—FOEEREAA(C):
1—H-FREOF AT AT - FOEESHE(M)
2-H-RIRT- FEEETER(S)
IZT— FEERRICT (W)
(79 M EEmicT5(B)

AIT(H) FrR(E)

ST ?
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6) [AVE1—42—DEE] EET. [FIL—T] 2HI2UvHL. [FHLWTIL—TF] 29w
ILET,

& TE1-s-0EE -8
TPAUF)  EfEA) FR(NV)  ALF(H)

«s|2E o= BE

& or2-5-08R (0-11) 2 #m s
< 0 srasn & pdministrators T4 /P VicReRThe.. AT "
> @ &Z'? 10_7177 #&'Backup Operators  Backup Operators (3. /(s 7y 7 ... ey »
:: E ;’;;F:;Pf & Distributed COM Us... ¥/(=[3 20T 2-9-THE ...
& B O-7 2T #Event Log Readers  ZO4IL—T03/(— (& O-AL ...
2 24— I Guests BEETI Users SL—T00(—...
S #115_TUSRS. AL—Fyb A2THA= 23y H-EL.
O E? = rat... ZOHIN—TOAV—(EFYNI-...
A FIAR -— U... ZOFL—TOHVI—F 20T ...
.8 R =R(V) b it ZOHN-TOLA—[E D=L,
- = ?{7\?}@ EFOREERE) Pomv’;?r U;erz: I;.r Fﬁ)lzﬁ.mdﬁm
b By H-ERE U... ZOTN—TOAI—ZRBUE-PE5...
= i Me... ZOHIL-TOAYI(~t, EETDL..
NILF(H) FAA2RADTPA Il LA =230

EEUSErS I-Y-ff SATLSHEIRIEE. ..
#&/WinRMRemoteWMLI... Members of this group can ac...

FALLO-TIL 5)L—TEAERILET -

7) [#HLWIIL—T] BEI&ET. [¥IL—TF 4] HI=RestrictedGroupl&A AL, [:BhN] %4
JyoLET,

L L—T ?
-7y

RAR(D):
FETBAI—(M):

ALF(H) E8055(0)
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8) [21—Y—DFEIR] BET. (BRI HFTOIMBEAALTIZEN] #lTuserl &

ABL, [BHIDFEER] £0')vIL T, [OK] Z9UvILFET,

EBiRTATSHERAALTEREN (FI)(E):

1-9- OER Bl
ATSTHOEEMER(S):
21— FR EILb > TFaUTs D20 AT STHHOIEH(O). .
EFmIEE(F):
WEB1IED1 BFF(L). ..

FESIIEDHuserg | EmoE2(C)

HEEE(A)... £t

9) [#FHLWJIIL—T] EET. [Efk] #0)voLET,
FLLMIL—T B

HIL—FE(G): RestrictedGroup

EREA(D):
RT3 (—(M):

& yser1

EIFE(R)
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Sl A AR

10) [(FHLLV L—T] EE T, [FALS] &0UvILES,

FUWIIN—T

: IEN

HN—TE&(G): |

SRAA(D): |

FRET3x(—(M):

IEI(A)... BIFE(R)

{ERE(C)

11)[avEa—4—0EE] BEZFALET.

& eV - o N
TrAILF)  BfE(A) F=R(V)  ALTH)
“s|nE XE = BE
& H1-5-0TE (0-11) F41 #8 e
« i} 7278 L & administrators T 24—/ Ff ARERT ... HI—T -
” &Z'? 10_7177 #&'Backup Operators  Backup Operators (3. /(s 7y 7 ... e »
i l’%’; k:;F B Distributed COM Us... AJ(=[3 ZOTAE1—5—THEL ...
. % o e ein || EEvent Log Readers  COIN-TDRA(-2. 01 3. RestrictedGroup -
s & Guests BLETIZ Users £1L—T0x(—... fhmigdE »
= -7 #11S_TUSRS A 2=y A 2 TAA—23y H-E...
b @ KIA-TR & Network Configurat... ZO4L—J03v/(—FrwrI—4...
B FIAR T & performance Log U... ZO4IL—T030/(—[3 ZHIA ...
. 88 R ¥ performance Monit... Z@4IL—TE/(—[3, O-AuLtU...
= FAHOER 8 power Users Power Users [§, BT EAOL. .

b By HERETTW T #&Remote Desktop U... TOHIL—TFOAI—CRUT—MS...

#& Remote Manageme... ZO4IL—TE:/(—(3, SEIOk...

& Replicator Fd SADIFA I LTV =33k

#lusers I-Y—f, SATLSHEIRIEE. ..
4 RestrictadGroup

& WinRMRemoteWML... Members of this group can ac...
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6 203472 hEUTOFA

RETIX, 095472 rELT Windows Embedded 8.1 Industry Enterprise ZFIFRY
S=OICHEBELGFREICODVTFIELMEHLET . F 5 ETERBRLIZLII. 209747
UhELTHRIAT 50T 00547 U MRIREEEL-HEERIR{ED RDP J71I/L
MD1ERLE . Embedded Lockdown Manager ##|AL T Shell Launcher, ¥—R—F J4JL
A— EEFRAHTAINEA—ETNTNERELET,

6.1 RDP J 7 JLODFR%

Windows Embedded 8.1 Industry Enterprise 329547 rELTHRIAT BBRIZE—
MEf K LSOV E1—4—%%FELE: RDP J7/LEERLES , EBIC RDP J74)L
FRITLTERERZTASELIIC. AFIETIE WEBLIE02 avE1—42—%!E—MEk
FELTHRELEY .

1) WEBLIEO1 IZ.Admin A—H—THA1ULFET,
X IHRICAVIFT VUERENESNTODIBEE L, TR TORELHEBRL TS,

2) RA—FRAVEED)VIL, [F7AIVRBERELTREIT] 29UV ILFET,

3) [Z7A4ILEBEEBELTEIT] BEET. Imstsc) EAAL.[OK] #0UvoLFET,
= TP EEIEELTEIT

—  ETTRI0ITAA. FRERETHS PR, -
Fyh UY—ZBEAALTUZEN.

gﬁﬁ(oj;lmstsc vI

FyvI £85(B)...
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4) [VE—F TRUMYTES] BET. [AvE1—42—] [TEHKELEIIVEL—F—4F

ELT.TWEBLIEO2 | EA AL, [ATLavDFRR] &0)vILET,

B Ve FRor
2 fEER

T¥2-5—(C): | wEs1IED2 |

I-H-F:  EESNTVERR
BRI EEEETERINET.

(v AT2aH0FET(0) () AILF(H)

., UE— RO T - O

5 [JE—F TRIMT] BET. [A—HIL YY—R] 2TEIIVIL. [FTIE—] B&

O [T HR—K] OFzvoENLET,

O-7IL TIAZEII-R
;o UE-h Tyran TERTETI ALY AEEIRLET.

4
C174—(T)
SEHA(M)...
@ AT2aDIER(O) NIVT(H)

. UE—h FROMY TR - o
| UE—bk T AT
O
= |EE D“sz‘m THARUTLZ | FHEE
-t AT
G JE-F A-FAQRETITVET-
FE(S).nr

F—H—-F
Windows OF—0H&FEHEREINSTIT(K):
SEE=RERRDH v
B Alt+Tab F—
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6) [JE—F TRYMYT] BET. [£M] 2T%0)vIL. [&HTEFTTRE] 2000
Lig—c

% VE—h FRH TS - O
!E | UE-h FRINT
O 3

'm Ot -2 | 055 | ThrAUT R | EEmmEE

O4AER
A UEt T 1-4-OEEEAAL TR,

THa-4-(C): | IEENER v
J1—H-£:
EERCENEETERET.
[ EfERERETA3LITE(R)

BEmE
BEMSEREE ROP JPUCRET 3. ShARFansgEs

| BuTER

&%)  |zarduTEEVv).- || BEE.-

(&) AT OIEET(0) MILF(H)

7) [&EIZEFTTRE] BET.C FSAITET (CY) #REET., [FHILLWIAHILE—]
M5 TRDPJ EWSTAHILE —FHBERLET , fEMLT= [RDP] Z4ILE—E5T L
2)99LET,

% EAENTRE EX|
© - 1 &g PCr D70 F4Am > v & | | O-7UL 742 (C)DRE o
EE . FLATAILS B - 7]
- - EEEE =5
r BEIZAD HEl EHER =3
& §9.0-F | PerfLogs 2013/08/23 0:22  J7AIL 74
B TR | Program Files 2014/10/18 16:46  J7Il. 74
=l BERRUSEAR | Program Files (x86) 2013/08/23 0:36  Jr-IL 74
J Windows 2014/10/18 16:49  JP1Il 74
o m-pn—7 | ws152a 2014/10/18 21:32  J7{Il 74
| 31—t 2014/10/18 16:24
% pC I . RDP 2014/10/18 21:32 7

€ zub7-
< >
TrALEN): v
TrALOERE(T): | UE—b FASMT T4l (*.RDP) v
~ THS-OIEFTR <o) Frtl
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FHEA A
8) [RRAIZEfTITTRTE] BET. 774/ILEN [Default] THAHZEEMHEL. [RE] &7
JwoLET,
5 EAENGTRE [ ~ |
© - 4« O-NLF4A5 (C:) » RDP v/ ¢ | | ROPDIEE ¥
=E - FLA TS — == 7]
S BFAD LA : EHEH 23
& 50-F IR HT BT A
W FRk T
il BEERUEER
o m-pn—7
1%l pc
€ zub7-
<
TrAILE(N):
TP LOEE(T): | VE—F A5 Tl (*.RDP)
~ JANS-0IFR

Frtl
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6.2 Shell Launcher (CX3 RDP DOE®E

Embedded Lockdown Manager @ Shell Launcher ZEZFIBELT. BIOFIETERLT-
Default.rdp 774 ILIZIFHEFTINDKSITHERLET . AFIETIE. RestrictedGroup &
IW—TDAN—=TH A4 LIz&EIZ Default.rdp 774 IILEITNRITINDKSITHER
LETS

1) Rea—tEEZERE. | £0UvILET.

2) AR%A—MEET. [Embedded Lockdown Manager] &4V wvoL&Ed,

77

e Internet Explorer El TAINT g‘ Embedded Lockdown Man---

/@& OneDrive l FFadsk ».Q Snipping Tool
___4 Windows FAX E2FP>
0 PCFE E EoFy \?: Windows Journal
[ Windows Media Player
B 14 21 74| xpsta-—7—
N HOvRLO-4-
B Bl #An

R 7=7semy-u

®

3) [1—¥— FHYUIE] BET. [[F0] £2UvILET,
& T-4— FAYY N

e ROTOTSNCCOIA I \DEFEFEILETH?

JOH5LE: Microsoft SFE1Y—L
EEZE#HDFTT: Microsoft Windows

© z=@EEzs73(0) L sven [ wwae |

CNSOEMEERY B9 EEBTS
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FHEA A

4) [Embedded Lockdown Maneger] EIE T.Z~XA>® [Shell Launcher] #5')voL.

BRAU® [Add a shell] Z0)vILFET

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)
=26
a ;mbedded Lockdown Manag| | yser,croup o B
4 3 WEBLIEDL
Default Shell
» [ Dialog Filter @ Defot Shel Shell Launcher -

| Gesture Filter

= board
|=% shell Launcher

v
» @ Unified write Filter

X Export to PowerShe...
Enable Shell Launcher
E== »

o BFOEECER

LT

5) [Shell Launcher] E® T. [User or Group Name] @ [Browse Local Accounts] %%

JyILET,

Shell Launcher
Properties
Launch Application

Uzer ar Group Mame:

Browse Local Accounts Browse Domain Accounts

Shell Executable:
Browse...
Cptional Parameters:
Application Exit
Unexpected Close Action: | Restart Shell W
Retum Code Actions: Return Gode fiction
Add Properties Remove
e EA(A)
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6) [Browse Groups and Users] [EI& C. [RestrictedGroup] Z:#EiRL.[OK] #5UvoL
9,

& Browse Groups and Users Bl

Mame

e Remate Desktop Users

Q_gl Remote Management Users
& Replicator

Local Users

Q_.gladm in

B Administrator

Bl Guest

Beluzer -

Garcel

7) [Shell Launcher] EI®& T. [Shell Executable] @ [Browse...] 29y L%,
Shell Launcher H

Properties
Launch Application
Uzer ar Group Mame: |FestrictedGroup

Browse Local Accounts Browse Domain Accounts

Browse...

Cptional Parameters:

Shell Executable:

Application Exit

Unexpected Close Action: | Restart Shell W
Retum Code Actions: Return Gode Aiction
Add Properties Remove

e EA(A)




Windows Embedded 8.1 Industry Enterprise
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8) [Select Executable] EE T, ERXAU M5 c:¥windowsYsystem32 T+ LA —%E41)wy
L. BERAU D [mstsc.exe] #2')voL.[OK] #0UvILET,

Select Executable

L Secu.r\ty - Date Siz_e A

. f:::,f;: 20130822 19, 100 MB

) setup TOTa 00 22 10 TIRE

shellnew & & muiunattend xe 2013508422 19.. 76.0 KB

| skb = & multidigimon exe 2018/08/22 20.. 515 KB

| Software = dnapstatexe 2013408522 20 299 KB

speech s narratar exe 2013408522 20 940 KB

e = 4nbtstatexe 2013408522 20 200 KB

i 54 ndadmin sxe 2012/08/22 20 730 KB

. SystemF Lgnetexe 2013/08/22 19 545 KB

L osyswowt || [Ednetlexe 2013408422 19.. 162 KB
< S =& nethtues exe 2013/08/2220..  245KB
File Name: |c¥windows¥systemdM¥matacexe Applications (*exe) ]

[] Show Hidden Files

Cancel

9) [Shell Launcher] & T. [Optional Parameters] ##l=lc:¥rdp¥default.rdp1&A 5

L.[Add] &0UvIL%ET,
Shell Launcher

Properties
Launch Application
Uzer ar Group Mame: |WER1IE1¥FestrictedGroup
Browse Local Accounts
Shell Executable: c¥windows¥systemd ¥mstsc exe

Browse...

Cptional Parameters: ] |c¥rdp¥default rdp

Application Exit

Unexpected Close Action: | Restart Shell W

Retum Code Actions:

Return Code Aiction

FrAl
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10) [Custom Return Action] I T, [Action] ##m 5 [Shutdown] Z:&RL. [OK]E4")
yILET,

Custom Return Action

Feturn code: |0

Bction: Shut dovwn

(014 Cancel

11) [Shell Launcher] EIET.[OK] #2UvIL%Ed,
Shell Launcher

Properties
Launch Application
User or Group Mame: |WES1IED 1¥RestrictedGroup
Browsze Local Accounts
Shell Executable: c¥windows¥systemd 2mstsc exe
Browse ..

Optional Parameters:  |c¥rdp¥defaultrdp

Application Exit

Unexpected Close Action: | Restart Shell W
Retum Code Actions: Return Gode Action
0 Shutdown System
Add

ol ER(A)

[Note:]
[Application Exit] #TRE I HARE(L Shell Launcher TERITLE=TZ TV —arhig
TLIEZDEREIZTODVWTERLET . AFIETIL [Restart Shell] i EELTWNST=H. 7
TVr—2avh& T3 5L 7TV r—2av O TREILET .
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12) [Embedded Lockdown Maneger] EIE T. RS> D [Default Shell] #551)vo
L. [Properties] #491)voL%Ed,

@ 2>V - [32Y— b Jl—F¥Embedded Lockdown Manager¥WES1IE1¥Shell Launcher] -a

B TR BEA) FR(V) BEEADO) EIW)  ALT(H) [=[=]x]

e 2@ d

3= -t User/Group Shell B

<@ EmsvegslefElLMkdow" Manager | o s Shell Launcher  +
e o WEBTIE [¥Resiric cHnindons¥systemdémstaczre c¥rdp.

Add a Shell
Delets

Properties

» [T Dialeg Filter & Export to Powers...

W Gesture Filter &8 Add a shell
L4 E ';::mfﬂ:uﬁ" Disable Shell Lau...
§ USE Filter =R 4
1+ &3 Unified Write Filter ZTHEFLIAFD
|0 BFOESECER
H 7
Default Shell =
Properties
X Delete
B ~7

13) [Shell Launcher] E&T. [Browse] #7'JvIL&EY,
Shell Launcher H

Properties
Launch Application
Uszer or Group Mame:  Default Shell

Browsze Local dccounts Browze Domain Accounts

Shell Exscutable: ||

Eromze..

COptional Parameters:

Application Exit

Unexpected Close Action: | Restart Shell W
Retum Code Actions: Return Gode Aiction
Add Properties Remowve

e EA(A)
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14) [Select Executable] BEIE T, EXA2 M5 c:¥windows F4/LF—FERL. ARA
M5 [explorer.exe] #21)voL. [OK] #0)vILET,

= Select Executable
 Local ) Date Size
B o Local [::Sk c3 013/08/22 20 555 KB
S ';f;;:; il 014/03/18 19, 226 MB
| Frogram Files { 013/08/22 19 950 KB
T Sdhhese M18/08/22 20 170 KB
W users = 4notepad exe 2013508422 20 212 KB
| windows Lgregeditexe 2013/08/22 19 148 KB
- = 4 =plwonbd exe 2013508422 20 123 KB
SR wirkipd2 e 2012/08/22 12 105 KB
S write e 2012/08/22 20 105 KB
< bd

File Name: | c¥windows¥explarerexe

[] Show Hidden Files

Applications (%exe)  w

Gereel

15) [Shell Launcher] BEIET. [OK] #2vyYL%FY,
Shell Launcher
Properties
Launch Application

Uszer or Group Mame:  Default Shell

Shell Executable: c¥windows¥explorer exe
Eromze..
COptional Parameters:
Application Exit
Unexpected Close Action: | Restart Shell W
Retum Code Actions: Feturn Gode Action
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16) [Embedded Lockdown Maneger] EIE T. &RENBEZBNCT 5=HERA12D
[Enable Shell Launcher] #45V)vy- L%EY,

XY= - [32Y-) )L—F¥Embedded Lockdown Manager¥WEB1IE1¥Shell Launcher] - @ -
FOMF) BAEA) ER(V) BREAD0) RAW) ALTH) = |5 %
= 2= |
SEI= User/Group Shell Eiv
4 & Embedded Lockda | gy b (o1 el cnindonstexploret £ Shell Launcher =«
4 5 WEBLIEL BWEE T1E 1¥RestrictedGroup c#mindowssystem3¥mtsc exe c¥rdp

» [T Dialeg Filtel & Export to Pow...
K Gesture Filt

b E g:zﬁniaarfnz [ Enable Shell LI

i§ USB Filter =R 4
» G Unified Wrif TTHSFLANDA ..
| BFoEERER
H ~7
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6.3 F—R— KR T I I —(CKBIFERIEDHIR

Embedded Lockdown Manager @ F—i—F J4)L3—%EEL. BEDF—IRENT
FLHVKIITEBRHLES . AFIBTHIR T 5F 1R, 7o EYTa ((3vba—L N
U] - [AVE1—2—DEREELUE—]) BEEOF—, F—R—FOFHKF—ICEVY
TN fzA—)L*% Windows Media Play 7745 — 3> DEEE), FRY Ix—v—D
E{TIZfEHNS Ctrl + Shift + Esc F—3& KU Ctrl + Alt + Del ¥—T7,

1) [Embedded Lockdown Maneger] EET. XA ® [Keybord Filter] #21)v4oLT

BRELET

3 Embedded Lockdown Manager - o
TrAIF)  BRA) TR(V)  ALT(H)

«=| a5 BE

g lf:mbedded Lockdown Manag|| Name =13

4 § WEsLIE0L == Accessibility Keys Keyboard Filter a

E= Browser Keys
E= Extended Shell Ke|
E= Media Keys
E= Modifier Keys
E= Security Keys
k=i Shell Keys
=1 All Keys
&# Custom Keys
d® Custom Scan Codg
Ed shell Launcher
§ USB Filter
@ Unified Write Filter

&= Application Keys

s
&= Extended Shell Keys

S || ez Media Keys

B Modifier Keys
= Becurity Keys
EmShell Keys

e Al Keys

53 Custom Keys

i# Guztam Scan Codes

&% Export to PowerShe...
Disable for Administ...
Force off Accessibility

{7 Set Breakout Key
R 3

G| BHFOEECER

H ~7
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2) [Embedded Lockdown Maneger] EIE T.ZE~XA>® [Accessibility Keys] &2')v%
L.&BRSA>D [Block all keys] 9y LET .

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)
|5
] Embedded Lockdown Manag)| Blocked Key Fitter Status Description B
a g ﬁVwVEEUEﬂl o Left Shift+Left Alt+Number .. Alloned Switch Mouse Keys Accessibility Keys -~
> it Dialog Filter o Left Shift+Left Alt+Print Sc.. Allowed Switch screen contrast
K| Gesture Filter o WU Allowed Accessibility ik
Allow all keys
Jal N o 3
= Browser Keys 6 BFOEERER
= Extended Shell Ke| LT

E= Media Keys
E= Modifier Keys
E= Security Keys
E=1 Shell Keys
=1 All Keys
&P Custom Keys
d® Custom Scan Codg

[3 shell Launcher

§ UsB Filter

» B Unified Write Filter

3) [Embedded Lockdown Maneger] EIET.ZE~XA>® [Extended Shell Keys] %#%')
L. BRAL2D [Block all keys] 2 voLET,

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)
|5
] Embedded Lockdown Manager || Blacksd Key Filter Status Description B
4 i wesuEoL  Launch App 1 Alloned Launch Custom Application #1 Extended Shell Keys =
> [ifh Dialog Filter « Launch fipp 2 Allowed Launch Gustom Application #2 e
il Gesture Filter o Mail Allowed Launch Mail Glient
4 B Keyboard Filter of Media Playsr #llowed Launch Media Player Allow all keys

E= Accessibility Keys
E= Application Keys
Quser Ke

o 3
6 BFOEERER
LT

E= Modifier Keys
E= Security Keys
E=1 Shell Keys
=1 All Keys
&P Custom Keys
d® Custom Scan Codes
[3 shell Launcher
§ UsB Filter
» B Unified Write Filter
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4) [Embedded Lockdown Maneger] EIET.ZE~XA>® [Media Keys] &2 voL. &
RA> D [Block all keys] #2JvoLET,

Embedded Lockdown Manager - o
=RNV)  ALT(H)
{3 Embedded Lockdown Manager | Blocked Key Filter Statie  Deceription
4 i wesiE0L o Media Next Alloned Media Player's Next Track Button a
» 17 Dialog Filter o Media Play/Pause Allowed Media Player's Play/Pause Button
| Gesture Filter o Media Previous Allowed Media Player's Previous Track Button
4 &= Keyboard Filter «f Media Stop Allowed Media Player's Stop Button Allow all keys
= Accessibility Keys o Volume Down Allovwed Media Player's Valume Down Button =5 N
E= Application Keys <« Volume Mute Allowed Media Player's Volume Mute Bution
E= Browser Keys o Volume Up #llowed Media Player's Valume LUp Button o EBFoEER-ER

LT

E= Security Keys
k=i Shell Keys
=1 All Keys
@B Custom Keys
d® Custom Scan Codes
[3 shell Launcher
§ UsB Filter
» @ Unified Write Filter

5) [Embedded Lockdown Maneger] BEIET.ZE~XA>® [Security Keys] #49') L.
hRARAL2D [Task Maneger] Z:&IRLET .

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)

L 2|

{5 Embedded Lockdown Manager |[ Blocked Key Filter Status  Description 13

4 T WES1IE01 Security Keys =

» [ Dialog Filter
| Gesture Filter Block all keys
4 B Keyboard Filter Allow all keys
E= Accessibility Keys —
E= Application Keys =R 4
E= Browser Keys 6 BFOEERER
E= Extended Shell Keys N4
= Media Keys
Shift+Ctrl+Esc =

i Block this key

2ys
Bt All Keys T
@B Custom Keys
d® Custom Scan Codes
[3 shell Launcher
§ UsB Filter
» @ Unified Write Filter
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6) [Embedded Lockdown Maneger] EIET. RS2 D [Task Maneger] &2y
L. [Block keys] #2')voLZET,

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)
es |z H
{3 Embedded Lockdown Manager | Blocked Key Filter Statie  Deceription B
4 i wesiE0L o GtrivélteDel Allowed Secure Desktop Security Keys -
» [ Dialog Filter Shift+0 T =
| Gesture Filter o WineL Il Consale Block all keys
a = Keyboard Filter Allow all keys
E= Accessibility Keys =5 N
E= Application Keys X
= Browser Keys 6 BFOEERER
E= Extended Shell Keys LT
= Media Keys
= Modifier Keys Shift+Ctrl+Esc -
= Security Keys @ Block this key
k=i Shell Keys
e All Keys ad

@B Custom Keys
p Custom Scan Codes
[3 shell Launcher
§ UsB Filter
» @ Unified Write Filter

7) [Embedded Lockdown Maneger] EIET. R~ A2 D [Secure Desktop] &%)
w40, [Block keys] #41voLET,

E] Embedded Lockdown Manager - g
TPLE)  BEA) ERN)  ALFH)
= nE |
5 Embedded Lockdown Manag | Blocked ey Filter Status ~ Description B
PR ;VEEIIEEII WG Al Del Security Keys -
» ' Dialog Filter © Shift+Ctrl+Ese Task Manager
W Gesture Filter o Winvl Lock Gonsale Block all keys
a = Keyboard Filter Allow all keys
E= Accessibility Keys == N
ez Application Keys
=1 Browser Keys & SFoREER
= Extended Shell Ke LT
e Media Keys
k= Modifier Keys Ctrl+Alt+Del =
E=1 Security Keys & Block this key
F=1 Shell Keys
= All Keys LT
a3 Custom Keys
a® Custom Scan Codg
[3 Shell Launcher
§ USB Filter
» & Unified Write Filter
< >
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8) [Embedded Lockdown Maneger] EIE T. R~ D [Task Maneger] & [Secure
Desktop] MENZENTOVIEREICH>TNDILERRLET .

£
FOUF)  @AER) ER(V) ALT(H)

R Y ]

Embedded Lockdown Manager

- o N

S Embedded Lockdown Manag|[ Bocked Key
4 7 WEsLIEOL (=Gt i+l Del
> FD Dialog Filter & Shift+Ctrl+Esc
W Gesture Filter of Win+L
a == Keyboard Filter
e Accessibility Keys
ez Application Keys
= Browser Keys
= Extended Shell Ke|
E= Media Keys
E= Modifier Keys
k= Security Keys
E= Shell Keys
= All Keys
a3 Custom Keys
P Custom Scan Code
[E Shell Launcher
§ USB Filter
» & Unified Write Filter

Filter Status

Blocked
Allovwed

Description

Ktop
Task Manager
Lock Gonsale

B
Security Keys =
Block all keys
Allow all keys
b= 4
o BFOEECER
N>
Ctrl+Alt+Del =
«# Allow this blocked key
LT
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6.4 EEi1AFH T 1 I F—ICKDESTAHHIIR

SEAEH A

= —

e AE

Embedded Lockdown Manager @ £FAHITAINEA—EHEL. N—FTARIIZT7AIL
EABEHICRBETEGRVDELIICERLET, £z, EZRAA T ILI—DHINEEELT,
Windows Update IC&DBE#HTOTSLDAVAM—ILABNEZAENDISITHERELE

To

1) [Embedded Lockdown Maneger] EImET.ZE~NA>® [Unified Write Filter] &%)
L. BERA>D [Enable Unifide Write Filter] 2w L%Ed,

E

«=|[E BE

;74JL(F) BIE(A) FR(V) ANLS(H)

Embedded Lockdown Manager

4 5 WEBLIEDL
™ Dialog Filter
K Gesture Filter
, = Keyboard Filter
&% Shell Launcher

J52 Unified Write Filter|

4, Embedded Lockdown Manager c

& Unified Write Filter Disabled

Setting Type Gurrent Value
1024

RAM
Digabled

Pending Walue After Reboot
1024

RAM

Digabled

Unified Write Filter «
€& Export to PowerShe...

Enable HORM

[ Overlay Settings...
[F Device servicing...
=R >
6 EmoERcES
H ~7
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2) [Embedded Lockdown Maneger] EE T, &~/ D [Device Servicing] #7'JvoL

i—d-o

- oM

] Embedded Lockdown Manager
T7AIUF)
5| A
] Embedded Lockdown Manag|| g Unified Wite Filter Encbled after system restart
4 H WesLE0L Ve f restart the d der for changes to take effect. Ve tinue to mek
= ‘ou must restart the dewice in order for changes fo take effect. You can continue to make more
» [ Dialeg Filter I changes and restart ance all changes are complated R ER
K| Gesture Filter
. s Keyboard Filter zeth‘ng Tsype ?:;r‘em Value IP;;jing Walue After Reboot
Shell Launcher erar ize
%3 5B Fit Overlay Storase RRAM RRAM
e Device Servicing Disabled Disabled

» [35 Unified Write Filter

B
Unified Write Filter ~
E% Export to PowerShe...

Disable Unified Writ...
Enable HORM

|6 BFOEEER
>
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3) [Device Servicing] @& T. [Enable Servicing] [CTFzvo%DI+.[0K] #0JvoLE
ED
Device Servicing

Device Servicing

Unified Wirite Filter Servicing works with the Unified YWirite
Filter to securely install and download updates while the

'ﬂ Unified Wirite Filter iz enabled. During servicing, the device will
be unavailable to both thiz management tool and its local users

It thiz machine iz currently not in use, check Enable Servicing,
cloge thiz dialog box, and click the Reboot prampt. This will
ztart zervicing which can take between § minutes and 30
minutes to complete, depending on the updates that are

I Enable Servicing I

oK, vl TEA(A)

[Note:]
Device Servicing #B#ICT S5 LT, EFTRAA TN EF—DPERINEZKRETD
Windows Update ENE#H T O 5 LOEAMNAEEIZKEY EFT,

" [Note:] [A2]

Windows Update ISHMZH. 77 ML TAHILF—H LU L IR ) DHEINEREIZK Y.
System Center Endopoint Protection & 7 7 1 JLD@EAA>. Windows Defender &%
T7AIABERASINDESBRTEET, REICET HFMITREH(HESEICLT
f=&ly,

H Antimalware support on UWF-protected devices
http://msdn.microsoft.com/en-us/library/dn449271(v=winembedded.82).aspx
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6.5 BIEDHER

6.1 ~ 6.4 HiTHREL-RNBZEHEALES .

1) WEBLIEO1 [Z,Userl &LTHAVAULFET,

95



Windows Embedded 8.1 Industry Enterprise Efii /K

2) [UE—F TRIMYTHELK] BENRTSN, TOMDTOT S LN —UIHEE TERL
CENERTEET  F e VE—F TRIMNTEGER T IHL. aVEa—2—HD
YUMI LT HIELLHERTEET

[A3][A4]

k!} OV NEEORERESHTER A BELITH?

ZOUE-NERICENO— ML IYE1—4—FRREUE—F 131 -4 [CHEH R RN TT. Bt
DTV, FERTOSEEMILERUET I BTRE0ZBEL TUTE.

A T BRI

B UE-b FASNTEER
UE—b IEa-4-: W81CL01

[I20arE1-9-ADBEIOVTSHREZLRZNO)

H#HE(N) FrELC)

3) [YE—F TRUMTHESK] BEEELRTL, DvyrFoULET,

96



Windows Embedded 8.1 Industry Enterprise i A~

7 RHFMOERVYFISAT7REULTOFA

RKETEH.GZADRMYERYYFIS/472rELT Windows Embedded 8.1 Industry
Enterprise ZFIH I 5EOICBELRTEICOVTFIEEZMRHLET . E 5 ETHHESLE
SO FAMYER)YFIFATURELTHAT 5701, USB TAIILE—LEZAHT
ANEB—FEFNFNRELET, &, AETEIVRA—F—(CB#YITZ7 Ty —avis
EITDVWTIFBRICEBEATHALREL. ZREOOVIFTIVEFEIZDODVTOHEHRLE
ED

7.1 USB JA WA —ICKDFT—ITIOTLADFIREE

Embedded Lockdown Manager @ USB J4/L2—%E%%EL. USB EHDT /1 R%&F| A
TERVKSITHERLET .

1) WES1IEO1 IZ. Admin 1—H—THAo/4ULFET,
X IHERICAVIFTVUERENESNTODIEE L, TR TOHRELHEBRL TS,

2) RA—bEEZERE. | £0)9ILFT,

3) RA—KEE T, [Embedded Lockdown Manager] #4'JvoLZ%ET,

77

e Internet Explorer El TAINT g‘ Embedded Lockdown Man---

/@& OneDrive . FFadsk g Snipping Tool
& Windows FAX E2Fv>
0 PCFE E EoFy \?: Windows Journal
Windows Media Player
| © |2 - A XPSP1-—7—
N HOvRLO-4-
B Bl #An

R 7=7semy-u

®
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4) [2—H— THOUMIE] BET. [IXL] £29UvILFET,
'] d—H— Fho

TOHSLE: Microsoft EXIU—)L
B EHDEITT: Microsoft Windows

() #@EE775(0) | gom | vozm |

chamBHrE T 894 A EEd5

5) [Embedded Lockdown Maneger] EIE T, ZEXA>® [USB Filter] &471)voL. &R
4> @ [Allow only connected devices] %) v7LEY,

3 Embedded Lockdown Manager - o
TrAF) BfFA) =RV ALT(H)
| A
{3 Embedded Lockdown Manag|| g¢  USB Filker Disabled B
4 3 WEBLIEOL -
» 7 Dialog Filter Port Device Device Status ESB Filter -
K Gesture Filter (@ POIROOT(18) PC000N) USE( . None Blocked & _Export to PowerShe..
» E= Keyboard Filter (& PCIROOT(19) PC000D) USBE(.. AR USB 1Y Blocked 1
o i bor © POIROOT! 1) POX000) USBL.. USB AT/ 2 Blocked =
G USB Filter & PGIROOTI 19) PGE0000) USEL.. Mone Blocked USB Filter disabled
m—rre Cilter || @ POIRCOT(1S) PGK000) USB(.. USB AF/iM2 Blocked =5 »
© PCIROOTI19) PGI0000) USEL.. Mene Blocked ~
© PGIROOT 18) PGK0000) USEX.. None Blocked o BHOREEES
© PCIROOTI19) PGI0000) USEL.. Mene Blocked LT
© PGIROOT 18) PGK0000) USE{.. None Blocked
© PCIROOT(19) PGI0000) USEL.. Mene Blocked
© POIROOT! 19) POX000D) USEL.. $AA USBE /v Blocked
© PCIROOTI2) PGI0000} USB(1)  Mone Blocked
© POIROOT(2) POLOO00} USB(®)  None Blocked
© PCIROOTI2) PGI0200) USB(1)  Mone Blocked
© POIROOT() POL0200) USB(®)  Nane Blocked
© PCIROOTI2) PGI0200) USB(3)  Mone Blocked
© POIROOT(Z) POL0200} USBU4Y  Nane Blocked
© PCIROOTI2) PGI0200) USB(E)  Mone Blocked
© POIROOT() POL0200) USB(6)  Nane Blocked
< >

Allow all connected USB devices and enable USB Filter

98



Windows Embedded 8.1 Industry Enterprise i A~

6) [Embedded Lockdown Maneger] EIET. R~ [Device Status] HH
Allowed [Z#->TWLV\SR—rES oL, BEXAL2D [Block all USB devices on this
port] #0)vILET,

3 Embedded Lockdown Manager - o
TrAWF) BIFA) =R(NV) ALT(H)
|5
£ Embedded Lockdown Manag|| §  USE Filter Enabled B
4 3 WEBLIEDL -
» [y Dialog Filter Fort Device Device Status USB Filter -

A Gesture Filter % Export to PowerShe...
, == Keyboard Filter

[3 shell Launcher

§ Allow only connecte...

§ UsB Fiter © PGIROCT 19} POXA00N USEL . Hons Blocked Disable USB Filter

> @’_.) Unified Write Filter « PCIROOTEW; PCIEI]DDI]; USBE UseE ANFNAA Allowed =5 N
© POIROOT(18) POIAO0N) USEX_ None, Blocked 3
(& PGIROOT(19) PCIN000) USE(.. Mone Blocked .2} EFOREER
& PGIROOT 18) PGK0000) USE{.. Mone Blocked T
© PGIRCOTY 15 PCX00N} USEL.. Mane Blocked
@ PCIROOT( 19} PCK0000) USEL.. Mone Blocked -~
o POIROOT(19) PGIAL0) USEL.. RS USE /i Allowed |[ & Block all USB device...
(@ PGIROOT(2) PGLO000) USE(T)  Mone Blocked
© PGIRCOT(Z) PGLD000) USB(  Hane Blocked T
(& PGIROOT(?) PCI0200) USE(1)  Mone Blocked
© PGIRCOT(Z) PGID200) USB(  Hane Blocked
& PGIROOT(?) PCI0200) USE(S)  Mone Blocked
© PGIRCOT(Z) PGID200) USBCA)  Hone Blocked
& PGIRCOT(2) PCI0200) USB(E)  Mone Blocked
© POIRCOT(Z) POLI200) USBE)  Mone Blocked

< >
Disable USB Filter functionalities

7) Flig 5 ##YRL, $XTOR—FH Blocked [C45FTRYERLET .
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[Note:]
AFIETIE, §TDH USB TN REENTHREZITVELLDN FE2ETL®E
HLEZ&ESITHEDR— b, THRAR, FRIETNA RV SRIZHLTOHEEHR/ B
I B ENFRETYT, LH L. Embedded Lockdown Manager Tld7R— FEAITOD
BELNTELRWED, TNARFRFTNAR VSREBEELTIHIREEZTOIHS.
Windows PowerShell K Y LATOa<T > KLy FZIBIZETLES, (Fithav > KL

v hEFEHT PowerShell R ) T hELTETTAHELTEETT)

$wmiNS = "root¥standardcimv2¥embedded"

#T O RAEHFRA)ARDRIFER T

$permissions = Get-WmiObject -namespace $wmiNS -class USBF_PermissionEntry
Echo "Total " $permissions.Count "USB Permission Entries"

$permissions | format-table Port*, Device*, Permission*

#FLWT U REFAIDERTE

$PermissionEntryClass = [WMIClass]
"root¥standardcimv2¥embedded:USBF_PermissionEntry"

$PermissionEntry = $PermissionEntryClass.Createlnstance();
$PermissionEntry.PortLocationPath = "PCIROOT(0)#PCI(1D07)#USB(2)" # R—k

$PermissionEntry.PermissionLevel = 2 # TINMR LRJL
$PermissionEntry.DeviceClassID =3 # TINMR 95X
$PermissionEntry.DeviceProductID = 12345 # JO045k ID (10 #EEHTAH)
$PermissionEntry.DeviceVendorID = 123 # N — 1D (10 #EHTAH)
$PermissionEntry.Put()

#T7 DR ADEGER T

$permissions = Get-WmiObject -namespace $wmiNS -class USBF_PermissionEntry
Echo "Total " $permissions.Count "USB Permission Entries"

$permissions | format-table Port*, Device*, Permission*
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7.2 EEFAH T 1 I —C K DESTIAHHIREETE

Embedded Lockdown Manager @ £FAHITAINEA—EHEL. N—FTARIIZT7AIL
EABEHICRBETEGRVDELIICERLET, £z, EZRAA T ILI—DHINEEELT,
Windows Update IC&BBE#HTOTSLDAVAM—ILABNESAEFNDLSICHEBLE
ED

1) [Embedded Lockdown Maneger] EImET.ZE~NA>® [Unified Write Filter] &%)
L. BRA>D [Enable Unifide Write Filter] 2w L%Ed,

£ Embedded Lockdown Manager - g
JPAUF)  BFE(A) ER(V) ALT(H)
«=| 2[5 BE
£ Embedded Lockdown Manager || " Unified Wita Filter Disabled BIF
4 [ WEB1IEOL ] e
. (7 Dialog Fiter Setting Tope Gurrent Value Pending Value After Reboot Lnified Wit fikeres
K Gesture Filter Overlay Size 1024 1024
, g Keyboard Filter Overlay Storage RAM RAM
g Device Servicing Disabled Disabled
-5 Shell Launcher Enable HORM

[ Unified wirice Filter] ] Overlay Settings...

[F Device servicing...

=5 >
G BFoEEcER
H ~7
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2) [Embedded Lockdown Maneger] EE T, &~/ D [Device Servicing] #7'JvoL

FY,
- o IEH

] Embedded Lockdown Manager
T7AIUF)
5| A
g Embedded Lockdown Manag|| g Unified Wite Filter Encbled after system restart -1
WEBLIEOL § B
“ 8 m Vou must restart the device in order for chanees to take effect You can continue to make more Unified Write Filter ~
» [ Dialog Filter ! Restart Now
i g changes and restart once all changes are completed —
R Gesture Filter - EX Export to PowerShe...
Setting Type Gurrent Value Pending Value After Reboot
» = Keyboard Filter Disable Unified Writ...
3 Shell Launcher Overlay Size 1024 1024
s Fil Overlay Storaee RAM RAM Enable HORM
L) e Device Servicing Disabled Disabled

» [35 Unified Write Filter

|6 BFOEEER

>
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3) [Device Servicing] @& T. [Enable Servicing] [CTFzvo%DI+.[0K] #0JvoLE

ED
Device Servicing

Device Servicing

Unified Wirite Filter Servicing works with the Unified YWirite
Filter to securely install and download updates while the

'ﬂ Unified Wirite Filter iz enabled. During servicing, the device will
be unavailable to both thiz management tool and its local users

It thiz machine iz currently not in use, check Enable Servicing,
cloge thiz dialog box, and click the Reboot prampt. This will
ztart zervicing which can take between § minutes and 30
minutes to complete, depending on the updates that are

I Enable Servicing I

oK, vl TEA(A)

" [Note:] [A5]

Windows Update LASMZH . T 7ML T LT —BLUPL IR M DOBINEEIZEY .
System Center Endopoint Protection & 7 7 1 JLDEAA>. Windows Defender &%
T7ALDNBERESNSLOBHTEEY, REICHT HFMITREYSMMESEICLH
f=&ly,

H Antimalware support on UWF-protected devices
http://msdn.microsoft.com/en-us/library/dn449271(v=winembedded.82).aspx
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7.3 STEDMHEER

HABMYERVYFISAT UL TOREEToaVEa—4—(% 4.3.2 i TITof-HE
RERERLESIC, Frv a2 ERALE—RNGI7/ILORFERITETETY L, Bid
BEITOIEREFET —RTEESNFES,
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8 EB7ITVUBRAERKRNDEH

AETIH. AAMGEBTHERLTL: PC 2EB77)VERDmRKRICEERT5ILEH
#&L T Windows Embedded 8.1 Industry Enterprise #FIF3 51=0IZHELRTEIZD
WTFIEZEERLET . 5 5 ETERBLI-KLIIC. EBTITVERImKRANGRATIES.
Windows 8 Application Launcher (£L<IZ Shell Launcher), ST XFv— F4)LE— &
AT7OT IANE—EZTNENBRELET , [A6][A7]

8.1 Application Launcher [CKDERITFZITUDIEE

Embedded Lockdown Manager @ Windows 8 Application Launcher Zs%EL. H#EN1
—H—THAUALIZEEZIC BEDTTY) (AFIETIE. MSN XREX#ET7JT)ERL
RCETTIME—DT7ITVERELFET) EIFTHAETINDIKLSITHERLET,

8.1.1 MSN XRF7ZFUDA YR b—)lps

MSN X% 77VIx Windows Embedded 8.1 Industry Enterprise [ZEEE TA Y Ab—ILE
NTWERBA, ZD=H. ZYDFIEELT Windows RAE7M5 MSN XR7TVEAY
ZI“_)LL/QETO

1) WEBLIEO1 [Z,Userl A—H¥—THAU1ULET,
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2) TRUMNTEET, AN? 7A4aVE0)9HLET,

o A 14:25
= 0 2014/12/16

3) [Rr7] EIET, HERBEEICITMSN XKIEANL, Enter F—%#LET,

Z h? II MSNXﬁ v 'OI

T o O by H7 Y
( BELLE MAISON J—1h
P70 V—=>v)b
& s, | wnass . IH—FARY
55
| K Fexe— & o i @ B
I b e 2 A=Y
! E=
v v || 8 B2 N - T1-R& K%
rimnirnor ’ NVRTT & E
T LA
Gursmon ST 592540
S Sy
FfEROR
< X >
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4) [MSN XRDi&RFHER] BE T, [MSN XR] 20y ILFET,

® "MSNEE;_T_L"@“' 7RO7IY | menEs 5

IATOATIY hd IARTOHTH) v BHEE v

RE

& #E

MSN E& EiET1-2 wRE1-AU-4-

MSN K& 20HOFELT TARBRTTAT ER_ ARSI 1-RETTIESIECREL  AsciT 3. EiE.comFREREM_D
T, AF-PE-FAOBENTD, SHOEROR | TRE3T1-AT—EATT. 10— FuNIBMEE  #Hcomb Y RT1—A Y(FET1-R
R kokd ok ok 824 C1-RA&FA #E kokkdor 147 C1-RAFSR E Aok 5 Z1-2& K&

MSN Z1-2 MSN +5L SAFENAT - TARIL—A I5-T1.
MSN Z1—2: iR =1 A8 40— CE57. MSN oML FROEIBNSBAIRICEIET23T  SRENIBREOBEROSENESLEE
MSN (Lo TEuEENz2OHO T Z1-A OFEOFMRE. FRHSITHERT, B8O EUTIN? HEORFyFRERTEE
R dokA k653 T1-A&FS R Sk ok 185 FET R dokokh k29 58

< 2>

5) [MSN X%] BET. [1>A+—IL] &9)vILET,

@ M S N ;E/)_T_l, PIUniEg r

INDIA BANGALORE
MSN X

113 N 824

oL, BAST BIUTATO BT
BENET.

FIVRAZAR—
ICRELES

PNk ToA R~ RE T BRIE O8RS PC OB
FEI FA HSASNTIET.

Eti)
MSN X5 2OHOFERIL (3RERTET 4
EB A osa) el

AF—DE—FADBENG D, FEOBHORHE : w0 AN N

SHORRTHREMS N TEET . FETBIL
Tt B, 5 HH. 10 BEOSEFOXA T8

g
. HUGOES - WHOEETERY-INE0, F HeOFRERBELN A—TEEBIC, LXOEOERTE s BHRIEMTHS
EBEOTHINSBORIRCE I, 1 B
TS 10 BEOFRERTIEALE
¥, B{TE Microsoft Corporation AT 1R &R
- —BFROER - —BCLOFROFHREE 2. Wiz BBEROHZ a7
BT AR T, O, BROFESE - FRES 12 ERLE
zEsT
< 2>
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6) [Microsoft 7ADUMIYIYEZ ] BET.[7FU 1 DFDHA2109 3] &1
YILET,

Microsoft Z7h9> NMctDE %3

ZAOF YL, S0 . T/ AR TS PREZFIAT3I8IC Microsoft 7HT> MefdEL
&9, Microsoft Zh7>, B

F9\ RAEOO—H) )T - FERERRL T (TR — A AR ETY),

@ userl
[ ]

7) [Microsoft 7HhDO U bZEBMLET] BEET. YIYEZ S Microsoft 7HIU kD A—)L
TRLRENRDT—REZNETNAAL, [RE] 20UV ILET,

Microsoft 7> MoBILES

JCAD-F
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8) [EMTFIVEAVAM—IILLTWEY] BIET, [RTHERT D] &0V ILET,
LLEDIREIZEY . MSN RRTTVDAUAb—ILHBASELET .

R VA AU TCVES

HTREHECF EBATERLIC, SN NSRBI TEES .

ERTIICERSEMDDERA.

9) MSN XKR7TUDALAM—ILATET LIz &I, RE—rAZa—(2 [RK] ALEMES
Nf-CETHRRTEEY.

777

e Internet Explorer & g | Embedded Lockdown Manager

/& OneDrive Snipping Tool
Windows FAX E2FP>

0 PCFE | " Windows Joumal
Windows Media Player

B 14 | XPstz—7—

=

®

109



Windows Embedded 8.1 Industry Enterprise i A~

10) Userl A—H—hmdH4A42 7o ET,

[A9]

User1 A [CI <]
FHOY M OEROESE
o
$47Oh

H Admin

8.1.2 Application Launcher ®EZh1E

Embedded Lockdown Manager @ Windows 8 Application Launcher (XBEE TE#IZH>
TWET, ZD 1=, Windows PowerShell A5 Application Launcher #&#1IZLET,

1) WEBLIE0l avEa—4—IZ, .Admin A—H—THA21ULET,

2) RA—FEEZEAZE. TPowerShellilEA AL, [BEEFEELTEST] #0UvILET,

LEER
IRTDISH

powerShell

- Windows PowerShell
AS—-MERICESZHTD
SR NEXETS

8 FoALAMI

110



Windows Embedded 8.1 Industry Enterprise FHMEiH A~

3) [A—%— FHOUMHEE] EET, [1IXL] £2UvILET,
% 14— PhI eI

@ ROTOISACTOINE 19—~ AOEEEFFEILETH?

i  JOUSLE: Windows PowerShell
&= EFEEHOFEITT: Microsoft Windows

O =EETTE(0) |z || weaen |

CNSOEE T A I EETS

4) [E ¥ & : Windows PowerShell] E & T. [ $Wemsal=Get-WmiObject -Namespace
root¥standardcimv2¥embedded -Class WEMSAL_Setting & A AL . Enter F—ZH#L

=] EIEH: Windows PowerShell - o
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5) [E#¥%& :Windows PowerShell] Ei@ T. l$Wemsal.Enabled=$Truel& A AL . Enter
F—EHLET,

dows PowerShell - g

6) Ctrl+Alt+Del ¥+—%#L. BEEEBILET .
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8.1.3 Application Launcher M&E

Embedded Lockdown Manager @ Application Launcher T MSN X& 2 1THAEERITTES
FOITHERBLET . SEIE.MSN XREXBT7IVICRITTEELTLET,

W, EHBT7ITVN. TROMNT 7TV5—2300FBE (. Shell Launcher ZERLET .
Shell Launcher MEREAEICDONTIX, 6.2 EiZSHBLTIESLY,

1) WES1IEO1 IZ. Admin 1—H—THAU /4 LET,

2) RA—bEEZERE. | &7)vILFET,

3) R4—MEET. [Embedded Lockdown Manager] #4V)v4oL%Ed,

77

e Internet Explorer El TAINT é Embedded Lockdown Man---

/@& OneDrive . FFadsk g Snipping Tool
& Windows FAX E2Fv>
0 PCFE E EoFy \?: Windows Journal
Windows Media Player
| © RE 2] 74t oA s 17—
N HOvRLO-4-
B Bl #An

R 7=7semy-u

®
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4) [2—Y— TAYUME] BET. [[FL] 279 ILFT,
& 15— PH E
@ RoOTOISHCOTNH 1~ AOEBEHALESH?

TOHSLE: Microsoft EXIU—)L
B EHDEITT: Microsoft Windows

© smEE7730) Lo J[ vy |

chamBHrE T 894 A EEd5

5) [Embedded Lockdown Maneger] BEET. Z~X4A>® [Windows 8 Application
Launcher] #4'JvoL. HXRA>® [Configure user] Z2)vHoLET,

E Embedded Lockdown Manager -0
JPMF)  BFA) BRV) ALT(H)

= | 7

£ Embedded Lockdown Manag | (jser ame Bpplication Name Application Liser Model 1d 2
4 F weslIE0L L - -
Global Configuration -
7 Dialog Filter @ Global Confie V_Vlndows 8 Applica...
& Gesture Filter 3 Export to PowerShe. ..
[53 Shell Launcher
Enable Application L...
§ USB Filter nable Application
= Enable kiosk mode
Jindows 8 Application I Set fatal error action
=2 >
o BFOEEER
LT
< >

Windows 8 Application Launcher A& RESNAELMEEIZDLNT, 4.2 BITHRBALEZTYIT
—bk (KB2932074) MBEAIN TLVEWAIEEMEAHYET . COBZBEIE. TRYAKUTY

TT—rE4oo0—RFLTEALTESLY,
http://www.microsoft.com/en-us/download/details.aspx?id=42025
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6) [Windows 8 Application Launcher] & T. [Browse Local Accounts] #4')v L&

j—o

Windows 8 Application Launcher

Configuration

Launch Application

User Matme: |

I Browse Local Accounts I Erowse Domain Accounts

Application:

Application Exit
Default Exit Action: Restart the application

Return Code Actions: | oy e Code Action

Add Properties Remave

romL | mEe

7) [Browse Users] EIET. [Userl] &% voL.[0OK] #52)voLET,

& Browse Users

Hame

Local Users
@admin
I Administrator
M Guest

ok ||| Cancal
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L.[Add] #0VvILZFET,

SEAEH A

Windows 8 Application Launcher

Configuration
Launch Application
User Mame:  uzerl

Browse Local Accounts

Application:

Application Exit

Default Exit Action: Restart the application

Return Code Actions: | oy e Code Action

vl

EH(A)

Custom Return Action H

Return cods: |m

Action: Restart the application

OK Gancel

9) [Custom Return Action] EIET.[OK] 2UvIL%ET,

8) [Windows 8 Application Launcher] Elf T. [Application] ##T [Weather] #45')v%
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10) [Windows 8 Application Launcher] EIET. [OK] Z9UvILET,

Windows 8 Application Launcher “

Configuration

Launch Application
User Mame:  uzerl
Browse Local Accounts

Application: | Weather w

Application Exit

Default Exit Action: Restart the application w
Return Code Actions: | oy e Code Action
1] Restart the application
Add

ot HA(A)

11) [Windows 8 Application Launcher] EIET.A&~XC1>® [Enable Application
Launcher] #2')vo L%,

g Embedded Lockdown Manager - g
TPAILF)  BEA) ER(NV)  ALFH)

| z[E

{3 Embedded Lockdown Manag|| Joer Name Application Name #pplication User Model 1d 26
« i wesLE0L B Huser] Weather Micrasoft Binghie ather_Gwekybidab. e e e e S
» [ Dialog Filter
i @ Gilobal Confieuration -
K| Gesture Filter £4 Export to Powershe...
» a1 Keyboard Filter = Configure user
¥ v [Erobie Aepication ]
§ USB Filter Enable Application L...
» @a Unified write Filter Enable kiosk made
[ Windows & Applicatiol Set fatal error action
=R 3
la EFORECER
LT
< >
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SEAEH A

82T RAFVv— TJA4IHI—ICLD Windows E{EDHIPRES

=

£

Embedded Lockdown Manager MY T RAF¥— TAILE—%

Windows #EDHIPRETVES .

BEL.AYFICLDERE

1) [Embedded Lockdown Maneger] EIE T. Z~N1>® [Gesture Filter] Z2')voL.

HRAL2D [Block all gestures] #45'J)vHoLET,

TrAIF)  BfEA) TR(V)  ALT(H)

«=|#E  BE

Embedded Lockdown Manager

- o Em

3 #y Unified Write Filter

{3 Embedded Lockdown Manag|| Gesture Filter Status ~ Description 113
4 H WESLIEOL fEatiom Laft Comer Bliowred Bottom Iefi sdgs mput gesture Gesture Filter =
lalogabilie <« Bottom Right Corner Allowed Bottom right edee input gesture —
 Extended Snipe Top Edge  Allaned Glose current app & Bxport to PowerShe...
= Keyboard Filter o Left Edee Alloned Lett edze input and App Switcher Enable Gesture Filter
3 Shell Launcher <+ Right Edge Allowed Right edes input and Charm Bar
§ USB Filter o Top Leit Gamer Alloned Top left edez input gesture
<« Top Right Corner Allowed Top right edee input gesture Allow all gestures

=R >
o ERORECER

H ~7
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2) [Embedded Lockdown Maneger] EIET.HA~XA>® [Enable Gesture Filter] #%')

vILET,

E

JPMF)  BFA) BRV) ALT(H)

«=|[E BE

Embedded Lockdown Manager

- o N

+ & Unified Write Filter

£ Embedded Lockdown Manag[ Gesture Filter Status ~ Description 26
8 I{EE‘UIEM | & Battom Left Gormer Blocked Bottom left sdes input gssturs Eerre e -
» ' Dialog Filter © Bottom Right Corner Blocked Bottom right edee input eesture & Dxport o Fowersh
& Gesture Filter © Extended Swipe Top Edee Blocked GClose current app & DBeport fo Powershe..
» &= Keyboard Filter @ Left Edee Blacked Left edae input and App Switcher
Shell Launcher
=B (& Right Edge Blocked Right eriga input and Charm Ear BT s
§ USB Filter © Top Left Garner Blocked Top left edee input eesture
© Top Right Corner Blocked Top right edge input gesture Allow all gestures

E=o 3
o BFOEECER
H ~7
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8.3 @47|:|0‘ T4 NI —ICED Windows EEDFIREE

[A10]

Embedded Lockdown Manager 44704 J4)L3—%HREL. ERILAEWNI (7RI
VAR DRTFEFIBLET . FA4T70Y T4LA—TIEBEETE 4 7RT BRRINAL
FITHRETHE EEHEL—HF —THA UMV LTHRI—FEENRTINGLEY,
Embedded Lockdown Manager B#ALEEITELHEYET , TD=H. A (47045 J4)L
A—%ERTET HEEIEERIC Embedded Lockdown Manager M a—hhybEEEEL—
Y—OTRIMTE@EICREFEL. RZ—FEEAIZT VX EF(Z Embedded Lockdown
Manager ZEEITEALIICHONLHEBRL THDELHYET,

8.3.1 Embedded Lockdown Manager ®< 3— A v FMER

Embedded Lockdown Manager @i a—thvhEEBEHEI—F—DOTRIMTEEIZ/E
BLET,

1) RE—bREVEEDIVIL. [T7AIVRERELTEIT] 20VvILFET,

TGS LEREF)
EEAT32(0)

ARYH E2-7—-(V)
SAFA(Y)

TR TF-T7—(M)
FYNI-DIRE(W)
FARIDERE(K)
LH2-5-0EE(G)
IRE FOVTINC)

IIVF TOSTH (EEE)A)
HRY TF—Tv—(T)
IO SEFILP)
IHZT0-5-(E)

Sy ERESAYPINU)
FAYMT(D)

= [DEds

0:32
2014/12/18
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ETTEI0I54E. TR PRI S, 1248—
= Fyb W-ZEBEAALTUEEN.

g

zao):[rmd | vl

soL || sEE)..

2) [FrANLEEELTEF] EBET. Immc)EANL. [OK] E9YvsLET .
= TN ERISEL TR | < |

3) [1—4— FHYUNIE] BET. [OK] £7UvoLET.
& T PhYY B

@ ROTOISLEZOIN 15— AOEBEHTLETH?

JO53L8: Microsoft E3232V-Il
EEEHDIEIT: Microsoft Windows

© z@EE7730) IEOH IR

bt (LT 5 L et K s BV K
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4) [AvY—IL 1] BET.[F7A4I] 2=a—0 [RFvTLDEMEHIRR] £5)voL
F9,

= Y- - [AvV-IL -] - olEN
= o7 OuE) | BIER) BR(V) BEEADO)  ES(W)  ALT(H) =]
& STHRIERL(N) Chrl+N
i B¢(0)... Ctrl+0 an
FEERE(S) Ctri+5 P —
ZAETHTRE(A)... F1-cETIRIEERBE A II/‘;;;;:—F :
| AT oEmeEEm). ] coiem |
ATZA(P)...
1 EmbeddedLockdown
#T(X)

AT EEIUID, 2T IS AT SRR LD TEET.

5) [RFVTAoDEMEHIFR] BET. [FIATESRFvT (2] —EH DS [Embedded
Lockdown Manager] =%y oL. [:Bm] #2)vILET,

2y TADEMEHIE B
- 5-THATES ATV TSI 00— U T3 ATy T S EEIRLED. BIRUICA Ty Rl LN TEET . R RIRERA N 1> T
. EORERERCTIHERE TETT -
FIFTEBAFYI12(S): BRSNSy THE):
v b= & Ey-n -+ ILEORE(X)...
TSIV i1 Microsoft Cor... o
r! WG Copyright () ... FIEE)
S LP U174 mz—0...  Microsoft Cor..
B 1P tFaUF ToH- Microsoft Cor... EAEEEI(L)
2| NAP 954 7 hOHERR Microsoft Cor..
& TP ER Microsoft Cor.. TAEEND)
[£] Web FFLAAGYZS  Microsoft Cor.. 2N -
WML 32ROl Microsaft Cor..
ARt pa-7- Micrasoft Cor..
Ef #n—7F fuz— #7351, Microsoft Cor..
Atar-5-0ER Microsoft Cor...
ERP s ST B Micrasaft Cor...
Lat—kEz Microsoft Cor...
B T ALk Microsoft Cor.. HEEEN). .
ERER:
Embedded Lockdown Manager - Configures Embedded Devices for better security and long term stability.
s
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6) [RFTYTAoDEMEHIRR] BIE T, [ERSNFRFyvT1>2] —EIZ [Embedded
Lockdown Manager] AGBMEh=C&E#EERL. [OK] #5vHILET,

FVTA DB M Bl

2 1-45-THRATER AT NI 0TY—JUSERTEATw T SEEIRLED. BIRUEZ T BRI ENTEET. IEARERA IS T
[, EOIRETFENTINERMTEET.
FIRTEZATVTA2(S): BIRENEAFv T (E):

T A= - ALk AEDRE(X). .
! ActiveX IUMD—  Microsoft Cor... (L Embedded Lockdown Manager] —

B Embedded Lockdow...  Copyright () ... FIEE)

B 1P tF1UF4 MUZ—@... Microsoft Cor...

B 1P tFaUF ToH- Microsoft Cor... EAEEEI(L)

2| NAP 954 7 hOHERR Microsoft Cor..

&ETPM EE Microsoft Cor... TAEEND)

=] web FRLZADUY Microsoft Cor... BA) >

WML 32ROl Microsaft Cor..

ARt pa-7- Micrasoft Cor..

S H)L—F AUz — ATT1.. Microsoft Cor..

Atar-5-0ER Microsoft Cor...

Bu-wuh H-ER Microsoft Cor..

Lat—kEz Microsoft Cor... —

B T ALk Microsoft Cor.. HEEEN). .

FHER:
D

7) [Aa>Y—IL 1] EE T, EX4M>IZ [Embedded Lockdown Manager] ASEMMEh =
LEHRLET,

= 32Y=JL1 - [32Y-)L L—F¥Embedded Lockdown Manager¥WES1IEQ1] = =
@ FPUF) BIFA) TR(YV) BRIEADQ)  rFIW)  ALT(H) [=[=]x]
=% nE
S 2 L—f Mame 24
4 1 Embedded Lockdownl | 52 pisioe Filt
[T Dialog Filter WES1IED1 =
4 W Gesture Filter —
e Keyboard Filter EX Export to Pow...
[E&5hell Launcher Remove Davice
§ USB Filter —
%yUmhed irite Filter e ’
L‘;WiﬂdUWS 4 Application Launcher ZoheFlLIA ...
AT
< >

123



Windows Embedded 8.1 Industry Enterprise EfiH 1K

8) [AvV—IL 1] EET.[F7AI] 2*=21—D [ETZEFITTRE] £27UvILET,

= Y- U1 - [33Y- ) b F¥Embedded Lockdown Manager¥WESLIEOL] = O
TOUE) | BE(A) BR(V) BREEANO0) HFIW)  ALT(H) BEE
4 FORIFRL(N) Chrl+N
_: B¢{(0)... Ctrl+0 B
4 J:?Eﬁ?—?(s] ctrl+s WEBLIEOL "
N M | w
£ Export to Pow...
Zwo s s BIEE(M)... Ctrl+M % Rermove Device
ATLAP)... = ,
1 EmbeddedLockdown ion Launcher ZoheFlLIA ...
®T(X) H ~7
< >
RIEQIY—ILOIE - ERIDTPAIIFFLET.

9) [BHETEATITTRAE] BET, TRAIMTIZTELMIEVNS T7M LA TRELET .

= AR x|
{BTFTZBA: | W 7 AT v @ F e m-

=

e QA LT ] admin

B RS Q% &

= | e
. U

=y @If FukI-4

FwbTI—4 7 RN JELM ]
Frf WDHEERT: M5 EIEOLY )b PR (fmsc) vl

124



Windows Embedded 8.1 Industry Enterprise FFfii 4 K

10) [ELM] EE T, [Z7AI] A=a—0 [ATF>av] #9UvoLET,

= ELM - [33V— )l J,— h¥Embedded Lockdown Manager¥WE811E01] - O
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Set default action to close all windows/dialogs.
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ENTEFT,

]
| N

ERLEATSTAE JaL4— w—) System Center 2012 R2 Configuration Manager (P01 (ci##E - Contoso Primary Site) . & | x

Ay 0 ~ @
L‘Ji:) _;SZJC?@MDE?: Ej)}(—i‘\ﬂwﬁﬁﬁ »Iaiz:ri—r Ef} D
SRR A e B o] oy B Jucs
FAROEIN THATINOAVANN ) i pxe EBo#E EEndpoint Protection - 7€ BlE: 7 1
ey B | Jwe
[€ |- [& ¥ v @Etrstma » BF v 7 v BERHIOS—EHA—1T5 PC =2
BEIIVTSATR « EEAFTOVS-EHR—1TE PC 1 EE
4 EINZ B BE | SroEm -
PR
‘_‘_"i y»zm . S e DL P == B2 P 2 e - P S L5 2 2
BT TYR-MTBRC W WEBLIEOL Er 50 Po1 el 1
& 14— b3y — - -
& FNAR Ay
L2 oREoET
O EEFUSINA
B vItorPERRRoaE =
4 [0 3XT5A72AS0E
|l EEE
= R
[ 2 F-seTmrL
[ - NssTnIrAL U
O SHOU-ANDPIER -
P mEEr TSR WESLIEOL M
i o 53y i) TSI FIFETH sETITr o
B en £ WES FUP 2014 T4 1-H-
., 1IE0 /10/1
i e 1 9
HIA{7H0ER = 0:20 -
T #E [L547F Frvb0El | JITPOREE | VTR | 451 P RERE |
EERT
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9.2 A>T S5A T 2 AHEICEK D T 1 IVH —HEDRERFE D

Embedded Lockdown Manager T{Tof=74/LA—E L. BT —2ELTITHYRKR—F
FTBHIET.SCCM DAV TSATUREEELT SCCM 4547+ THS Widnows
Embedded 8.1 Industry Enterprise A a1—42—[CERHATAIENTEET . RETIX. 7
ANWEA—EBEDIYRAR—FIEEAR—FFIE. SCCM V54T b~DREAFIEIZDL
T.ENTNFERELET,

9.2.1 BEBZAHAT 1 ILE—DHINERE

SCCM U5 AT7 UM LTEZTRAATAILEI—%FRET 51546 . Embedded Lockdown
Manager T SCCM 547U MIR T HEZRAA TSIV I—DHINEFRELET , ChITK
Y, EZFAHTILE—ZEALI-PC £ET SCCM 9547 MNEFETERERSIZHYET,

[Note:]

CDEZFAHTANEZ—DBINEREZTOIGE. REFT52E1—42—TEZFA
HITAILE—DEBICHYIZHE>TWEIRERDY T, ESRAA T ILI—DEMIEF
JEIZDULTIX, 4.3 EixSBRLTZEY,

1) WES1IEO1 [Z. “CONTOSO¥Administrator” TH A1 LEY,

2) RE3—rEEZERE. | VUV ILET,
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3) RA—NE@E T, [Embedded Lockdown Manager] #4UvoL%ET,

77

e Internet Explorer TAINT b Embedded Lockdown Man---

/@& OneDrive &% Snipping Tool
Windows FAX E2FP>
0 PCFE %y | Windows Joumnal
Windows Media Player
B 14 21 | Xpsta—7—
HovRk a4
B HAATR

R 7=7semy-u

®

4) [a—Y— T7HOUME] B@ET. [[ZL] #9)vILFET,
& 14— THOY I

@ ROTOISHCCOIA - G-AOEEEFEILETH?

JTO55LE: Microsoft E¥1:Y—)L
EEEHDIEIT: Microsoft Windows

() z@r573(0) | sve || vvamn |

CNSOBERTI A A EETS
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5) [Embedded Lockdown Maneger] EIE T.Z~N4A>® [Unified Write Filter] - [File
Exclusions] DIBIZEEL. BXA>® [Add file exclusions] 2UvoL%ET .

] Embedded Lockdown Manager = =
TrL(F) BIFA) TR(V)  ~ILT(H)
&= xE -

£ Embedded Lockdown Manag|| &, Lnified Wite Filler Enabled T
a ﬂ WEB1IEOL . -
» [ Dialeg Filter File fiction |e EXCIUS'OnSI -
K| Gesture Filter Ciwindows¥oomébcomstore sdf & Add file exclusien...
» = Keyboard Filter Add directory exclus...
=4 Shell Launcher == R
B 1IcR Filke =F
4 5 Unified Write Filter |d EsoEEcER
— H ~7

le Exclusions

=0 vV EXCTUSI0N|
[ windows 8 Applicatior

6) [Add File] BEIE T, EXA>® [Local Disk (C:)] - [windows] - [ccm] &4')voLT
BEL. BXA2 D [ccmstore.sdf] #4')v-o LT, [OK] #5UvoLFET,
Add File

W Mame Date Size &
o :df;”S | comsdkprovider dll M13/09/11 4. T KB
AppGam | comsdkprovider mof 201370911 15.. 177 KE
'. apppatch | comegleedil 201370911 & 192 KB

| AppFear  feslaislos 2018/11416 23, 978 JiTk
| assembl; 014/11/16 23.. T35 KB
' boot 5 2013/09/11 %..  149KB
| branding | comutilibdl 2013/09/11 %.. 500 KB
cameta | comvdimof 201809411 13, 191 KB
| chstemp | COMVDIClient mof 201309411 13.. 152 KB
o || |1 COMVDIProviderdll 2013/08/11 4. 139KE
< o "";' | CGMWDIProvider mof 201350811 15, 130 KB v
File Name: | c¥windows¥cem¥cemetore sdf Al files (*#) v
[] Show Hidden Files
Cancel

7) FIE 5~6 #RYEL. RDI7ALEBMLET
[SCCM 9547 rD =8 DHI5ERTE ]
- C:¥windows¥ccm¥certenrollmentstore.sdf

[A18][A19]

- C:¥windows¥ccmYinventorystore.sdf
-C:¥windows¥ccm¥statemessagestore.sdf
- C:¥windows¥ccmYuseraffinitystore.sdf
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SEAEH A

8) [Embedded Lockdown Maneger] EIfET. A&~ ® [Add directory exclusions] %

2)9ILET,

e
TrAUF) BHEA)  TR(V)

= zE BE

Embedded Lockdown Manager

AILF(H)

-

0, Embedded Lockdown Manag
a ﬂ WEB1IEOL
» [ Dialog Filter
& Gesture Filter
» E= Keyboard Filter
[£4 Shell Launcher
§ USB Filter
4 B Unified Write Filter
= Volumes
! File Exclusions
| Registry Exclusion:
=] Windows 8 Applicatior

@ Unified Write Filter Enabled

completed.

“You must restart the device in order for changes to take effect. You
£ can continue to make more changes and restart once all changes are

Restart Maw

-l
File Exclusions -
Add file exclusion...

File

C¥windows¥eom¥ccmstore sdf
G¥windows¥cem¥CertEnrollmentStore sdf
C¥windows¥cem¥lnventoryStore sdf
C¥windows¥com¥StateMessageStore sdf
C¥windows¥oom¥User AffinityStore sdf

Action

Adding on system rest,
Adding on system rest,
Adding on system rest,
Adding on system rest,
Adding on system rest

Add directory exclus..
=R >

o EFOERER

~LT

9) [Add Directory] EIE T, ZEZ~X4A>® [Local Disk (C:)] - [windows] - [ccm] &5V

JLTREREL. HRA>D [ServiceData] #%4')v-LT.[OK] 9y HLZET,

Add Directory

= windows ~
| adding
| adfs
L AppGom)
|| apppatch
| AppReac
.| aszembl:
|| boot
.| brandine
|| camera

chstemp
) com

< >

Name

L 1033

L1041

|| ciagent

. ClDownloader
L Iventory
L

| logs

| metering

L perf

]

Date

Size (

Directory: | c¥windows¥cc

[] Show Hidden Directorie

m¥ServiceData

=3

Cancel
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10) [Embedded Lockdown Maneger] EIE T, Z~XA>® [Registry Exclusions] &7')v
JL. BRA> D [Add registry key exclusions] #5)vH LEY .

4 Embedded Lockdown Manager - B
JrAIF) BfE(A) TR(V) ALTH)
&= | [E |

g Embedded Lockdown Manag|| g  Uniied Wiite Filter Enabled sfter system restart 13
4 7§ WEB1IEOL

[ I | ou must restart the device in order for changes 1o take effect. You Registry Exclusions  «
» L7 Dialog Filter i, can continue to make more changes and restart once all changes are | Festart Naw

W Gesture Filter completed o Add registry key ex...
> ez Keyboard Filter Registry Action =5 »

53 Shell Launcher = _
§ USB Filter ol BHoEEcER

4 & Unified Write Filter H ~7
= Volumes

| Reqgistry Exclusion:
& Windows 8 Applicatior

11) [Add Registry Key] EIET.Z~X4A>® [LOCAL] — [HKEY_LOCAL_MACHINE] -
[SOFTWARE] - [Microsoft] - [CCM] &%) v2LTEREL. BRXA> D [StateSystem]
#=91)v LT, [OK] &0y oLET,

- Add Registry Key
) Microsoft A1l Name Date iz .
; METFramework - s
| Active Setu | LozationServices
U ADs " | LoggedOnlisers
) Advanced INF G [| 4 Loseine.
| ALG ) Meszaging

L AllUzerhstallfee . Performance

| Assistance || Pur fizent
| AuthHost | Security

i face H
=] o] ]

.| Bebfeent " UzeratateManagement
< - oot > ) ¥MLSchema v
Begistry Key: |HKEY_LOGAL_MACHINE¥XSOF TWARE¥Microsoft¥CCMEStateSyatem

Gancel

12) FROMYT T, RE—bREVERY UYL, [ARUF OV T (BEE)] 997
LES,
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13) [1—H— FHYUMIE] BET. [[E)] £2UvoLET,
o I~ Fho sl

@ ROTOISACCOTI 1S NOEERFELETH?

TOISLE: Windows IV F JO0wt
BEEA#DETT: Microsoft Windows

() s@ErETI(D) BW(Y) WAE(N)

ThesEaFETT R EET3

14) [EEE o< R7O0 TR EmET. luwfmgr.exe servicing enablel& A A1L . Enter &

—&HLET,
- &Iz OV k OV Tk - -

[Note:]

[ Bl

Fuwfmgr.exe servicing enable] 3<% > FM3EFTIZ& > T Device Servicing RXEMNEZ

[ZiEY, EEAATAINLE—NHRESN-a2Ea1—42—T Windows Update A FI| A
TEBHLIIHYFET,
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15) [EEE . av o F7OV 7 BEET, Fshutdown /r /t 01 A AL, Enter F—%#L T,
AVEL—4—FBREBLET,
= g1gE: JvU R TOVTH - 2

' [Note:] [A20]

Windows Update WIS ZH. 77 ML ZAHILEF—BLIUVL PR M) DFINFREIZK Y,
System Center Endopoint Protection & 7 7 1 /LD @ HAA>. Windows Defender &%
T7AIDBERASINDESBRTEET, REICET SFHMITERH(HESEICLT
f=&ly,

H Antimalware support on UWF-protected devices
http://msdn.microsoft.com/en-us/library/dn449271(v=winembedded.82).aspx
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9.2.2 TJA4LNA—EREDIHRAKR—F

Embedded Lockdown Manager T{Tof=74/L 23— EE LTI AR—bF SFIBIZDLNTHE
ALFET.

1) WES1IEO1 (<. ”"CONTOSO¥Administrator” TH A1 LEY,

2) TRYUMIT, RE—bREVERSYHL, [ARUF FOVTh (BBE)] £9v9
LET,

3) [A—Y— THOUME] BE@ET. [[XL] 22U)vILFT,
% 1 T REE

@ ROTOISACCOTI 1S NOEERFELETH?

o T Windows IV F JO0wt
BEEA#DETT: Microsoft Windows

(¥ #@EE773(0) LEvy || vz |

\AOiEAE T
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4) [BEHEE . av FFOVT M EET. led ¥YwindowsYsystem32 & A AL, Enter ¥—%

s g YR TOVTH -

5) [EIEEF:.av>RF7O T EmET. lLabBaselineGenerator.exe]& A AL . Enter ¥—

=HLET,
= 1B Yk oI - ©
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6) Windows T/ RX7O0—5—%#&E L. c:¥windows¥system32 T+ )LE —IZH D
LabBaseline.cab 774 ILEHEY)voL T, [aE—] #U)vILZET,

K[ = ERETALS— Y-l System32 = B
f-h  #E  ER = v @
(€ ~ 4 . » PC » O-7I 7427 (C:) » Windows » System32 » v & System32MiEE o

Y ¥
e BEIEAD e B =5 pLF ~
§ S0 F %] L2secHC.dIl 2013/08/22 19:29  FAWr—Sa4iiE 179 KB
B TGt T | 13codeca.acm 2013/08/22 20032 ACM Tr4L 80 KB
T |3codecp.acm 2013/08/22 20:15  ACM JrIL 172 KB
5| BiIFERLIZERT
|| LabBaseline 14140010 18:14  FrERwE TPAIL 11 K8
' B<(0)
M pr 5| LabBaselineGe . 18 18:47 FJWr—Z3x 94 KB
‘ 7 label FLAVI 0 FITRK (E) 02 20:33  FA-sa 16 KB
G bt [ LangCleanups, A~ HIEEVEB(P) 22 20:33  FA— 16 KB
@] LAPRXY.DLL TOYTSLHSR(H)-- 22 20:20  FAW— 13 KB
1 LaunchTM #3(N) » [2218:28 Fr—Zar 180 KB
|| lephrase.tbl 19 0:12  TBL Jr (Il 207 KB
IDHLD o .
] leptrtbl [ = 19 0:12 BL 771l 24 K8
= akE—(C) R —
= license 18 16:14 WF T 2KB
5% licensingdiag Za— v OFER(S) 22 19:41  FAW—iax 602 KB
[ LicensingU1 ElE(D) 22 21:41  FIWr—ial 33 KB
%] liemgr1o.dil ZEOEE(M) 22 19:49 7 30 KB
%) linkinfo.dll _ 22 20:30 T 29 K8
= JOIF(R) o
|| Listsve.dil 22 18:11  FAYr 256 KB
| livessp.dil 2014/03/18 19:10  FAWr 355 KB
%] LidpNotify.dll 2013/08/22 20:25 7AW 26 KB
% edapi.dil 2013/08/22 19:59 7P 45 KB
%] ledres.dil 2013/08/22 20045 TP
ERRT—— - [P
36 BOEE 1 {EOEEEER 10.2KB

7) RE—bREVERV)VIL, [T7MIVREIRELTET] 29VvILFET,

8) [F7ANBEHRELTET

] BIET.SCCM H—/N\—[ZT7AI/ILZEIAE—TF B1=8.

F'Y¥Yws2012-cm01¥c$1EA AL, [OK] REAVEHLET,

£=, TP EFEFELTET
= EiT737003LE. FREETAILS PR N, -
= Fyb JI-ZZFAALTHEN.
281(0): [£ews2012-cmoix¥cs | v

B COsRGLEEERETIERENET.

from || SEE).
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Sl A AR

9) Windows TH/R7O—5—EE (¥¥ws2012-cm01¥c$) ARHEET , Ctrl+V F—%

L T. LabBaseline.cab 77 A4 ILEFBEYFFIFTET , ZhIZKY.SCCM H—/\—D C K5
ATETFIZFrERYLTFSILARaE—ENFELT=,

b= ERTAILS— Y- c$ = B
N =5 v @
T L » FEI-H » ws2012-cm01 » €$ > v O CEDIESE -l
e B S ’ e e, |58 .. PR :
& H90-F || PerfLogs 2013/08/23 0:52  TpAlL TALA—
B FRONT || Program Files 2013/11/13 22:06  JrAIl TALS—
il BERRLIE |\ Program Files (x86) 2013/11/13 22210 TpAJlb FAILS—
|| SCCMContentLib 2013/11/13 22:08  FrAIL TALH—
1% pC | SMSPKG 2013/11/13 22:09  FrAIL TANLS—
| SMSPKGCS 2013/11/13 22:09  FrAIL TALS—
G ob0-8 || SMSPKGSIG 2013/11/13 22:10  JrJL TAILA—
|| SMSSIGS 2014/04/06 23:09  FrAIL TALS—
\) tools 2014/10/19 0:30 P4l TAILS—
| Windows 2013/11/13 22:07  JpAIL FALS—
| ws152a 2014/10/19 0:49  FrAIL TALS—
| wsus 2013/11/11 23:31  Jr{IL THLS—
= o 2013/11/11 23:25  FrAIL TALS—
|| ConfigMgradminUISetup 2013/11/13 22:10  FHAR FFaxtb 25 KB
|| ConfigMgradminUISetupVerbose 2013/11/13 22:10  FHAF Faxsb 5,106 KB
|| ConfigMgrPrereq 2013/11/13 21:50 FHAF Pfadstb 22 KB
|| configMgrSetup.lo_ 2013/11/13 22:15  LO_ Fr Il 2,030 KB
| ConfigMgrSetup 2013/11/13 22:15  TFAF FFab 1 KB
|_| ConfigMgrsSetupwizard 2013/11/13 22:15  THAR FFaxt 26 KB
smistsve 2013/11/13 21:57  FFAF FFadsb 1KB
L LabBaseline | 2014/10/19 18:14  FvERwk T7 AL 1ke|
BECEE 1EOEBEER 0.2KE
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9.2.3 T4 IILA—REHAD-HOERRE

SCCM DAV TFATURZREEERALTERIFETIRR—ILIZ TV I—REEZEHTT S
15E.SCCM U5 AT MAITTOA I A—RED R D) ThEERTTED LS. SCCM DISAT
VMNREEFEFRTILENHYET . RFIETIE. V5147 LT PowerShell X9 Fh%%E
TTEDESITYSATUMRTEZE®ER L. Windows Embedded 8.1 Industry Enterprise =
YEaA—A—%#ETaLYiavIERALET .

1) WS2012-CMO01 (<. "CONTOSO¥Administrator” THA A2 LET .

2) [Configuration Maneger] BIE T, ERA1>D [EE] #0UvoL., [BE] - [V95147
VRERE] DIBIZERL, [ARRL 54T TINARBREDER] 09I LFET,

[y System Center 2012 R2 Configuration Manager (P01 (Z3%#% - Contoso Primary Site)

- - X
iy ~ @
k=] 5 e
D250 95473k WIR9L 55ATE | REENLAS
FARAEDER - -0 -
2 =
€« -l mE B ssamutEE -2
0 « 4547y hEE 0 ES
== = Capl
4 O RO ATy | &E : mE EsEn =M
N EEEE 7] BEOISATINEE mE 10000 0

=R

[ R —F

= ange Server I7H4
&7 SR-ADLTW—2ax
b LT Wr—2a

A Active Directory ZAL A
1 h39F $-EZ

=l 2R 0P

&7 vtz 34730
B =5
7| =

EERT

159



Windows Embedded 8.1 Industry Enterprise

3) [MRABL U9S5ATr TINAREREDIERK]

SEAEH A

BEIE T, [&A1] WISTEERAHTILE—

EHR—+F % PC BUSATUMNEEIEANL, [AVE1—4— I—V1UN] [ZFT

Yv9%EDF[A21][A22]. ERAVD [AVE1—4— I—V1Y

N

b &9)0ILFT,

HAGL DT 7 A ZBRTEDAFRL

PARL TV AFRE

7
H—j TIH ADERE A ELE T, CNADSERL DY BN ST, BEMSEN LEENE T,

Ei

l FERB 2 E-EHR-F4D PO fﬂ’Jﬁ‘f?‘/%Eﬁij |

SHER(D) ‘

DALk FHA ADHAALIEEERL THATR(E

1/ ehdisras i 1505 s M
15398 4-£3
[ 554 T7orb A2 —

[ ] Endpaint Pratsction
] v FarP A2 b
:| (IE%EIH PERTETE

[ &
O z;w 1 POEAIREE (NAF)
[ ERER

CJUE—F =il

(]2 roeEm

Ll Y2 HIF A At

O Yo bor PERROEE
P F"JI?E?&?DD:L\
[zt

1 1*3*{7!\{10)_’74774

4) [HRBRL 54Tk

—

TINAREREDVER]

==

B & T. [PowerShell £1TR1L—]

T [/\/ 3R] %&&IRL. [OK] #0)vHoLZET,

1)

2

NG GFAF b T A ZERTEOAFRL

HARL T 2ERE

7
Q TFHAADSREEEELET, CNADSREEIL I BN HTHe. EDSEN FEENET.

b5 T L MR SR e E A E L.

pirs

RO sa A0 Vb L
BRI

R e et e
B b OB

P T

FREQF AT —az hhoY web

1 MIERTE(E)

pArrea-cRTE S [
fi =)

ALA b= AER

FBELENISD BitLocker PIN DA
NE-bEELTE

JEM P TP g,
Q,;?T;?E%?’Db:bﬂ)%ﬁﬁ&

FomerShell ST —
ILOERDERERT D
ERRRO S LIE AN 9D

FAKA v

130
(3

e =

v
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5) [Configuration Maneger] EIE T, RRRAVIZHIER LTz [ESTAHTAILE—%Y

R—b3% PC BUSATUNRE] ERTUvIL. [BH] £5UvILET,

|y System Center 2012 R2 Configuration Manager (PO1 |Z#5#% - Contoso Primary Site) -8l x
|- e - @
= ¥ ® . J FaK- @
y 5 o = @ R E
DRSL HSATE DAL FATYL | BEENER | B8 SR EEBur TS THWF R | TOIF
FIURFEOFER 1-Y-SE0ER - oyl I-TosE
273 BE HIHTIEE por-} 054
[€ - [0« 52 o= simreEe -z
&2 < 4547uhEE 2 HE
< o = s < BE | sEosn-
4 [ mEOER 741y | &m - &2 EaEu BE
i EETE ] BLEDISA 7 MEEE BE 10000 0
| Em ) | SERad0s-E9H-19% PC BT | T/
[ ERL- T ‘3 = I -
5 Exchange Server 3244 L TR LIS
1 ERIBIE T
BT -IA-ROLTW—2ar i" HHTRFE
&L Twr—zay = B -
A Active Directory JaL Ak ) B 5=
.
5 h5YF #-FR FagL! - Delete
44 bl @ trauFs 2-FO®E(S)
K 55 (PyrEE B [ Forzq
S e
= Effa b o
B EErn TSR EHAH TG —&YR— B PC BISAT Y ME v
i b9z 3475 ) FrAILOTTIT
 =a fERiE: 2014/11/16 14:05
5 1ERiE: CONTOSO¥administrator
T e EHE: 2014/11/16 14:05
EHE CONTOSO¥administrator -
Mt
EETT

6)
#=9)vIoLET,

&IRTOVATL

B E3)
[F/H2 Jvhva ][
Bl E=] Al
FRTOF AT D34 T b kU =i b5
& FATOHES L T2 0
7
2
1

o [Fe]

[ALY2a>DFRR] BET. [EER_AHA T ILE—FHHR—rT S PC] Z:ERL. [OK]
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7) [Configuration Maneger] BIE T, A TRAUMLREABRINHERTEET,
ERLio75or System Center 2012 R2 Configuration Manager (P01 [S3E# - Contoso Primary Site) -8l x|
|- I B . - @

N 5 ¥ e 8 1

TAZL ISATUE DRIL JoATYE | REENER B EXBr LB SXBUETIR LT A JoTe

¥

FIAREGEDER, 1Y —SEDER R J-J0EE
fEL BE DHTIEE poc pisfled
[€ 2|~ % ¥+ 22+ B2 + ssotaEx =2
[=:: < B3Py hEE 2 TEE
< Bl pm C = < B SEfFoEm -
+ [ mEoEd 7Ty £E - B EmEn BB
i ERTE BLEDISA T ME BE 10000 O
[a] R BEAZINS—EYR-1TB PC AISHT - FIHA 1 1
[ R~
57 Exchange Server 3745 E
BT-9R-ROLT W33y
@& 7700 L wr-3a>
A Active Directory 7#LA
3 539F 9-£2
4 [ 94 roiEH m
Bz o1
B o494+ ST LORE
K H5{FUEE M
B EEe IS (7R EERBINT &Y K~ TB PC ISP 2 MRE v
ﬁ YINIIF SAT5) ﬁ o h - EDETe 27 10
HAZ — i PC 2014/11/16 14:05  PO10000A
[ [ ssasoas-euiros /11/ |
| =
N =
EEET
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9.24 TALE—REDALKR—hEEA

BIDFIETITVRAR—ILI=T4ILE—5&EE SCCM D[HERE %]
SCCM V547 UM BRT 5 FIREHEZELET

HEICAUR—RL.,

1) WS2012-CM01 [Z. "CONTOSOYAdministrator” THA AU LET,

2) [Configuration Maneger] BIE T, ERA> D [BEELAVTSATUR] &9)vIL.
BE] - [(EREE] OIECEBL. [(EREE] 259Uy

[BE] - [avTIATUREE
LT.[#BRT—2DA(R—K] #0UvoLET,
[ 12 ] ]

Jns- y—) System Center 2012 R2 Configuration Manager (P01 IciéE - Contoso Primary Site)

5]
- il TS~
= h
e ) i
BEREEER BHF-SOOR-F | EEANREER
ZERE BE
€ -[@ ¥ BEeLTSRA » mE O TTMamE » BEEE -2
BREIVTSATIR < WRHE0ES
s “ ez BE | suoEm v
L 24 74Ty B 5-97  BMES 1-Y-@E RO AT FNGH | RS
a4 W _
e 0 EEfRoIDEATUR.

& IRTDSATL
& ESAG SRR 19B PC
&1t aLviay
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V#5047 D
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Sl yIbIr? 54750
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EERT

163



Windows Embedded 8.1 Industry Enterprise EfiH 1K

3) BRT—2DAVR—k D44 —F] @ [T74/)LOFER] EET. [BMN] £7)vIL
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