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Parameter is preliminary for Windows Mobile 7 pre-releases as per 30" September 2009.

1. BB H8E / Cryptographic Capabilities

EESHEEILR. TUAL B XISER T HLEHILS [INO DX es
N=TRTILOETUND BRZEEFTHH,
The cryptographic capabilities are for purposes other than
certification, digital signature, or execution of a copy-
protected program.

B HEEEAHMICEHINTLSEDOMN, ! > No [ YES
The cryptographic capabilities are self-contained in the

product

EEHEEIROVTAMIZKRLETEEDON, [ INO X YES

The cryptographic strength exceeds the following:

A, RBFTILTIVALERAN-LDTH>T, 7/ILIY
ALDBEDREIN 56 EVRERBZDLD
Symmetric algorithms with key length exceeding 56
bit

B. ERMTILTYXLERANLDTH-T.

(a) 512 EVIEBASBHDRELS #E (RSA F)
[CEDFED.,

Asymmetric algorithms based on factorization of
integers in excess of 512 bits (e.g. RSA), or

(b) ARAKDFEEEICEITS 512 EVEBZ St

LAPI &L T 0Ss Mg EE 2155 (XBR<. /As opposed to that provided by the Operating System through
API.
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Bt 8D 5 E (Diffie-Hellman %) ITE D<M,
Computation of discrete logarithms in a
multiplicative group of a finite field of size greater
than 512 bits (e.g. Diffie-Hellman), or

(c) LERICHETDHLDOLUNDEICEITS 112E
YREBADBBT O E (FBMBhER £ D Diffie-
Hellman Z) [CEDLED

Discrete logarithms in a group other than (B.b) in
excess of 112 bits (Diffie-Hellman over Elliptic
Curve).

2. ZILOYXLRUSRE / Algorithms and Key Lengths

FILTIVX L/ RE/
Algorithm Key Length

FOakan/FF)r—a/aroe

Protocol/Application/Comment

MD2 128 Base crypto library is CryptoAPI which brings support
MD4 128 for all algorithms listed.
MD5 128
SHA-1 160 PKCS#5, PKCS#7, PKCS#10, PKCS#12, CMS, CMC
SHA-2 256 - 512 SMIME
DSA 1024 SSL/TLS
RS 1216388 | ol )
o)
DH 1024 - 4096 IPSEC/ESP (RFC 4303)
HMAC-SHA 160 - 512
RC2 40-128
RC4 40-128
DES 56
3DES 112,168
AES 128,192, 256
ECDH 256, 384, 521 Windows Mobile 7.0 adds support for CNG (Crypto
Next Generation) and full Suite-B algorithms (i.e.
addition of EC algorithms).
NIST P-256, P-384, P-521 curves, CryptoAPI/CNG
ECDSA 256,384, 521 NIST P-256, P-384, P-521 curves, CryptoAPI/CNG

3. TEREEBT05 5L XYM / Mass Market Consideration

HENUTOEHZB=TELDMESID, (The product satisfies the following requirements):

1) BAICBLTESOHBRERZTS . (i) FEIZELTI)
XIFEME, EEE (i) HLLIEIBEDEEIZLD
FEXICKY. REEDEENSRFTEINDSGELDIEE
RAEFICHLAILHIRGGEE TRREEIN LD
Generally available to the public by being sold, without
restriction, from stock at retail selling points by means

[ ]NO <] YES
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of (i) over-the-counter transactions, (ii) mail order
transactions, (iii) telecommunication transactions, or
available free without restriction;

2) FBEHEENERBICI>TEETERLED [ ]NO <] YES
The cryptographic functionality cannot easily be
changed by the user ;

3) EAICELTHAE NIREEORTZIESTET []no X ves
HAHLIITFHEFT SN TLNSDLD
Designed for use without technical support by the
supplier or the distributor

4. 8% IEHISE / Conclusion

R 3ICBLLT. TIREETOY S L LIS 5 BEE] XY
ROERZEL. BHIEZALLDTOTS LD, NO YES

In light of 3 above, is the software a mass-market crypto
program that is not controlled under applicable law?
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