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[Defauit:
Bleck most
Few core excepiions

Allow rules:
Programs, Services
Users, computers
Protocols, poerts

@uthotnd

Default:
Allowall interactive
Restrict services

Block rules:
Programs, services
Users, computers
Protocols, ports




CompenENEa:

Windows XP SP2 Windows Vista
Direction Inbound Inbound, outbound
Default action Block : Coniigurable for direction
Packet types TCP, UDP, some All

Rule types Kﬂ}ﬂﬁ’cation, glelkal Multple cenditions fliom basic
ports, ICMP 1ypes five-tuple to IPsec metadata

Rule actions  Block Block, allow, bypass; with rule
merge logic

Ul and tools Control Panel; netsh.  C-Panel, more netsh, MMC

APls Public COM, private = More COM to expose rules,
C more C to expose features

Remote none Via hardened RPC interface
management

Group policy ADM file MMC, netsh
Terminology  Exceptions; profiles Rules; categories=profiles




Wigiclowys filterinc oletforrr

¢ Series et APIS oS pany products to ook into
stack termakefilenegraecisions at varous layers

® Provides nexi-generaoniiienng ieatures
¢ Authenticaied communicanon
® Dynamic firewall'ceniiguration based en WinSeck calls
® Foundation fer WindewssErewall and IPsec
e \Waorks withi encryptediiraiic
¢ \Which Is much more prevalent in Vista; e.g., RPC
® Stack heoking new fully’documented
® No need to build custom filtering loegic

® [ittle risk that conforming apps will break after service
pack release
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ArchlieGullie in&provements

¢ AP| callsiaresynchienous

® Rule s guaranieecieNeappliediicallfreturns success
® User context s avaizije

® Audits off pelicy ChENEES SheW USEr context
® ACLs are inithe APIFcalls i the senvice

® No registry ACLLS new.
® No more escalation ef privilege

® Policy updates are incremental




ConiiguEiie)g

¢ ContrelfpanelssimizfieoNIREeWSHXE
® A few Chanees 1o pEsERieen

¢ New: MIVIC USeEriniegiacesionr all the extra goodies
® “Windews ElrrewaliwinrAcVanced Security” snap-in
® Predelined conseleinrAdministratve Tools
® Can assign settingsiie renmetie computers
® Integrates and simplifies IlPsec settings here, too

® Also new netsh advifrirewall command line




RUIENVPES

Program  Allows traffic for a particular program

Port Allews tiraiiiic en' a particular FCP or UDP port or
list off ports,

Predefine Groups of rules that allow Windows functionality

d on the network (for instance: file and printer
sharing, network discovery, remote assistance,
remote service administration, \Windows
collaboration, others)

All the knebs and dials, switches and buttons
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|

DO Actionl = 4By~-pass | Allow | Block} IiF:

Protecell = X AND

Direction = {lIn | Ouy AND

Local TCR/UDPr pert wshnn {Pert list}; AND

Remote TCR/UDPE poert1s 1a {Port list); AND

ICMP’ type code s 1n {ICVE type-cede bist} AND

Interface NIC 1s 1n {lnterface ID Kist} AND

Interface type 1s 1n {Interface types list} AND

Local address r1s fiound rn {Address list} AND

Remote address i1s found rn {Address list} AND

Application = <Path> AND

Service SID = <Service Short Name> AND

Reqguire authentication = {TRUE | FALSE} AND

Require encryption = {TRUE | FALSE} AND

Remote user has access 1n {SDDL} AND

Remote computer has access 1n {SDDL} AND

OS version 1s 1n {Platform List}




EXAIfeIENUIES

Allow Intemet ExplerefieconECRE N BNIIE e ESHIENG)]
gort g0/ico

Allow, svehestiexeesineiREESSHONISIENNGRRIENRGE
irzifilc o) gort L35/ico fronf) fanmaie cielelfessgeas

Allow: UPnRP seivicericliStieNeReouieRiEiicIer
=lfiiarizice= D= fror USE clavices, o) goris 2869 ziplel (£20)e)
(IMUSHUSEVAEINGIRTIESAVFEIRIEHECE=D>S

Block syehost.exe hosting VPSSV EHiemconnecing
otfigetirielor lisiienllnle) Llclotigfe!

Allow: svehost.exe estine2elICyACERIMCNSIERNEINEREITIE
HEC Jaris ffo rafflois corflgLisr <nlosineirme= ziplel tise
<UISEIHEIME>




RUIESHEIEING

Highe
St

yalaenerder

Service
restrictions

Connection
rules

Restricts connections that services can
establish; OS services already
igured appropriately

RESIICIS CONNECHoNS from particular
COmpUiers; Uses IPsec to require
authentication analauthorzation

Authenticated Allows specified authenticated

bypass

Block rules

Allow rules

Default rules

computers to bypass other rules

Explicitly blocks specified Incoming or
outgeing t@affic

Explicitly allows specified incoming or
outgoing traffic

Default behavior for a connection




AN

RUIES aressiereaNin registry.
Editing ruiesrairectiy in the
registiy/ 1st UNSUPPORTED and

willusually riesultin severe pain,
undefined behavior, loss of all
friends, and general ridicule on
the newsgroups
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- | RemoteAccess
- | RemoteRegistry
-4y RFCOMM

- Ju Rpeclocator

- Ju RpcSs

- L rspndr

- Ju SamSs

- | shp2port

| SCardSwr
| Schedule
| SCPolicySvc
. sdbus

1. SDRSVC

| secdrv

. seclegon
. SENS

. Serenum

L Serial

- | sermouse

o ServiceModelEndpoint 3.0.0.0
) ServiceModelOperation 3.0.0.0
o ServiceModelService 3.0.0.0

, SessionEnv

L sffdisk

- b sffp_mme

) stfp_sd

- sfloppy

| SharedAccess

) .. Defaults

a -} FirewallPolicy

4 || DomainProfile
1. Legging

. FirewallRules
PublicProfile

i J Logging

a- | StandardProfile
. Logging

J! Epoch
|, Parameters
. Shel[HWDetection

- | sisagp

| SiSRaid2

. SiSRaic4

b slsve

| SLUINotify

L Smb

| SMSvcHost3.0.0.0
L smwdm

-}y SNMPTRAP

0 spldr

. Spooler
b sty

L snv2

. srvnet
1. SSDPSRV
o stisve
. swenum
L swpry
. Sym_hi
L Sym_u3

T | 3

m

Mame
i(Default]
28| BITSSVC-In-TCP

b BITSSVC-In-UDP

25| BITSSVC-Out-TCP

5] BITSSVC-Out-UDP

5| BITSSVC-RPC-In-TCP

5| BITSSVC-RPCSS-In-TCP

5] Collab-P2PHost-In-TCP

5] Collab-P2PHost-Out-TCP

5] Collab-P2PHost-WSD-In-UDP

b Collab-P2PHost-WSD-Out-UDP

28| Collab-PNRP-In-UDP
5] Collab-PNRP-Out-UDP

ab| Collab-PNRP-55DPSrv-In-UDP
2b] Collab-PNRP-S5DPSrv- Qut-UDP

ab| CoreMet-DHCP-In

28] CoreNet-DHCP-Out

ab| CoreMet-DNS-Out-UDP

ab]| CoreMet-GP-NP-Out-TCP
ab]| CoreMet-GP-Out-TCP

ab| CoreMet-ICMP4-DUFRAG-In

ab) CoreMet-ICMP4-DUFRAG-Out

ab| CoreMet-ICMPE-DU-In
Al CoreMet-ICMPG-DU-Out
ab| CoreMet-ICMP6-LD-1n

ab| CoreMet-ICMPG-LD-0ut
b CoreNet-ICMP-LQ-In
b CoreMet-ICMP-LQ-Out
At CoreMet-ICMP6-LR2-In
al| CoreMet-ICMP6G-LR2-Out
ab| CoreMet-ICMP6-LR-In
a8 CoreMet-ICMP6-LR-Out
ab] CoreMet-ICMP6-NDA-In
] CoreMet-ICMPS-NDA-Out
5] CoreMet-ICMPS-NDS-In
8] CareMet-ICMPS-NDS-Out
28| CoreNet-ICMPG-PP-In

ab| CoreMet-ICMPG-PP-0ut
ab] CoreMet-ICMPG-PTE-In
5] CoreMet-ICMPS-PTE-Out
ab| CoreMet-ICMPG-RA-In
28] CoreNet-ICMPG-RA-Out
b CoreMet-ICMPG-RS-Out
At CoreMet-ICMPB-TE-In

2l CoreMet-ICMP6-TE-Out
ab| CoreMet-IGMP-In

3] CareMet-IGMP-Out

b CoreMet-IPvé-In

Al CoreMet-1Pvh-Out

ab| CoreMet-Teredo-In

ab| CoreMet-Teredo-Out

8] FPS-ICMP4-ERQ-Tn

b FPS-ICMP4-ERQ-Out

b FPS-ICMP6-ERQ-In

2| FPS-ICMPG-ERQ-Out
k| FPS-NB_Datagram-In-LDP

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data -
(value not set)
v20Action=Allow|Active=FALSE|Dir=In|Protocol=6|LPort=2178|RAd=LocalSubnet|RAG=LocalSubnet| App= Systern|Name= @FirewallAPL dll,-28262|Desc= @FirewallAPLdI, - 28265 Embed Chd = @Firewa
v20]Action=Allow|Active=FALSE|Dir=In|Protocol=17|LPort=3702|RA4=LocalSubnet|RAB= LocalSubnet| App= %:SystemRoot %\ system32\svchost.exe|Sve=bits| Name= @FirewalIAPLdII, - 28254 | Desc= @Fi
v2.0|Action=Allow|Active=FALSE|Dir=0ut|Protocol=6|RPort=2178|RA4=LocalSubnet|RAb=LocalSubnet|App="System|Name= @FirewallAPLdIl, -28266|Desc= @Firewall APLdll, - 28269 Embed Chd = @Firev
v2.0|Action=Allow|Active=FALSE|Dir=0ut|Protocel=17|RPort=3702|RAd=LocalSubnet|RAG=LocalSubnet| App=%:5ystemR oot %\ system32\svchost.exe|Sve=bits|Mame=@FirewallAPLdIl, - 28258 | Desc= &
v2.0|Action=Allow|Active=FFALSE|Dir=In|Protocol=6|LPort=RPC|RAd4=LocalSubnet|RAG=LocalSubnet| App=%:SystemRoot %\ system32\ svchost. exe|Sve=hits|Name= @Firewal lAPLdI| -28270|Desc= @Fire
v20]Action=Allow|Active=FALSE|Dir=In|Protocol=6|LPort=RPC-EPMap|RA4=LocalSubnet|RAG=LocalSubnet| App=%SysternRoot %\systern32\svchost. exe|Sve=RP CS5|Name= @FirewalIAPLdIl, -28274|
v20|Action=Allow|Active=FALSE|Dir=In|Protocol=6]App=%SystemRoot %\system32\ p2 phost.exe|Name= @Firewal APLdIl, -32003| Desc= @FirewallAPLdll, - 32006|Embed Ctct = @ Firewal IAPLdII, -32002| Ay
v2.0|Action=Allow|Active=FALSE|Dir=0ut|Protocol=6]App=%5ystemRoot %\system32\ p2phost.exe|Name= @Firewal IAPLdII, - 32007 | Desc= @Firewal lAPLdI|, -32010|EmbedCtd = @Firewal IAPLdII, - 32002
v20|Action=Allow|Active=FALSE|Dir=In|Protocol=17|LPort=3702|RA4=LocalSubnet|RAG= LocalSubnet|App=%e5ysterRoot 3\ system32\p2phost.exe|[Name= @ Firewall APLdIl,- 32011 |Desc= @Firewal AP —
v2.0|Action=Allow|Active= FALSE|Dir=C0ut|Protocel=17|RPort=3702|RAd=LocalSubnet|RAG=LocalSubnet| App=%SystemR oot %\system32\ p2phost.exe| Name= @FirewallAPLdIl, -32015|Desc=@Firewalls
v20Action=Allow|Active=FALSE|Dir=In|Protocol=17|LPort=3540|App=%5SystemRoot %elsystem3 2 svechost.exe|Sve=PNRPSvc|Name= @FirewallAPLdIl, -32019|Desc= @Firewall APLdIl, - 32022 | Embed Chet
v20|Action=Allow|Active=FALSE|Dir=0ut|Protocol=17|RPort=3540| App= %5ystemRoot %\system32\svchost.exe|Sve=PNRPSvc|Name= @Firewal APLdIl, -32023| Desc= @Firewall APLdll, - 32026[Embed Ct
v20|Action=Allow|Active=FALSE|Dir=In|Protocol=17|LPort=1900|App=%5ystemRoot %\ systern32\ svchost. exe|Sve=Ssdpsrv{Mame= @ Firewall APLdIl, - 32027 | Desc= @FirewallAPLdI|, -32030|Embed Cixdt=
v20|Action=Allow|Active= FALSE|Dir=0ut|Protocol=17|RPort=1300| App= %SystemRoot 3 system32\svchost. exe|Sve=Ssdpsrv|Name= @FirewallAPLdl, - 32031 | Desc= @Firewal IAPLdIl -32034| EmbedCtd
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=17|LPort=68|App= %SystemRoot %\ system3 2\ svchost.exe|Sve=dhcp|Mame= @ Firewall APLdII, - 25301 | Desc= @Firewall APLdII, -25303|Embed Cht= @Fire
v20Action=Allow|Active=TRUE|Dir=Qut|Protocol=17|LPort=68| App=%5ysternRoot %o\ system3 2 svchost.exe|Sve=dhep|Mame= @Firewall APLdII, - 25302| Desc= @FirewalIAPLdII, - 25303 |[Embed Cod = @Fi
v20|Action=Allow]Active=TRUE|Dir=0ut|Protocol=17|Profile=Domain|RPort=33|App= %SystemRoot %\system32\svchost.exe|Svc=dnscache|Name= @FirewallAPLdII, - 25405| Desc= @Firewal IAPLdII, -2
v20|Action=Allow|Active=TRUE|Dir=0ut|Protocol=6|Profile=Domain|RPort=445|App=System|Mame= @Firewal IAPLdIl - 25401 | Desc= @FirewallAPLdIl, - 25401 [Embed Ciet = @ Firewall APLdI, -25000| Auto
v2.0|Action=Allow|Active=TRUE|Dir=0ut|Protocol=6|Profile=Domain|App= %SystemRoot 3 system32\svchost.exe|[Name= @FirewallAPLdll,-25403|Desc= @Firewal APLdIl, - 25404 |Embed Ctd= @Firewa
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=1[ICMP4=3:4| App= System|Mame= @Firewall APLdll, -25251 |Desc= @Firewall APLdIl, -25257|Embed Ctt= @Firewal lAPLdIl, -25000| AuteGenlPsec= FALSE([t
v20]Action=Allow|Active=TRUE|Dir=Qut|Protocol=1[ICMP4 =34 | App= System|Name= @Firewal lAPLdl,-25252|Desc= @FirewallAPLdIl, -25257 |Embed Ctd= @Firewal IAPLdI, -25000| AutoGenlPsec=FALSI
v20|Action=Allow|Active=TRUE|Dir=In|Protocol=58|[CMP6=1:*|App=System|Name=@Firewall APLdII,-25110|Desc= @FirewallAPLdIl, -25112|Embed Ctd=@Firewal IAPLdII, - 25000| Auto GenlPsec=FALSE
v20|Action=Allow|Active=TRUE|Dir=0ut|Protocol=58|[CMP6=1:*|App="System|Name= @Firewall APLdIl,- 25111 |Desc= @FirewallAPLdIl, -25112|EmbedCtd= @ Firewal |APLdII, - 25000 | AutoGenlPsec=FALS
v20|Action=Allow|Active=TRUE|Dir=In|Protocol=58|ICMP6=132:*|RAG = LocalSubnet|App=System|Mame= @Firewall APLdIl, - 25082| Desc= @FirewallAPLAIl, - 25088 [Embed Ctct= @ Firewall APLdIl -25000] &
v20|Action=Allow]Active=TRUE|Dir=Out|Protocol=58ICMP6=132:*|RAG= LocalSubnet| App=System|MName= @Firewall APLdI| - 25083| Desc= @FirewalIAPLdIl, - 25088 |Embed Cht= @ Firewal APLdIl, -25000
v20]Action=Allow|Active=TRUE|Dir=In|Protocol=58[ICMP6=130:"|RAG= LocalSubnet|App=System|Mame= @FirewallAPLdIl,- 25061 | Desc= @FirewallAPLdIl, - 25067 |Embed Ctct= @Firewall APLdll, - 25000] 4
v20|Action=Allow|Active=TRUE|Dir=0ut|Protocol=58|[CMP6=130:"|RAB=LocalSubnet| App= System|Name= @Firewall APLdIl, - 25062| Desc= @FirewallAPLdII, - 25067 [Embed Chet= @ Firewall APLdIL, -25000
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=58|[CMP6=143:"|RAB=LocalSubnet|App=System|Mame= @Firewall APLdIl, - 25075| Desc= @FirewsllAPLAI|, - 25081 [Embed Ciet= @ Firewall APLdIL, -25000] 2
v20|Action=Allow|Active=TRUE|Dir=0ut|Protocol=58|[CMP6=143:*|RA6 = LocalSubnet| App=System|Name= @Firewall APLdIl, - 25076| Desc= @FirewslIAPLAII, - 25081 [Embed Cioct= @ Firewal APLdIL, -25000
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=58ICMP6=131:*|RAG= LocalSubnet|App=System|MName= @Firewall APLdll, - 25068 | Desc= @FirewallAPLAIl, -25074|Embed Ctxt= @ Firewall APLdll, -25000] &
v20]Action=Allow|Active=TRUE|Dir=Qut|Protocol=58[ICMP6=131:|RAG= LocalSubnet| App=System|MNarme= @Firewall APLdIl, - 25069| Desc= @FirewalIAPLdII, -25074|Embed Ctoct= @ Firewall APLdII, - 25000
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=58|[CMP6=136:"|RAB=LocalSubnet|App=System|Name= @Firewall APLdIl, - 25026| Desc= @FirewallAPLAI|, -25032[Embed Cixt= @ Firewall APLdI,-25000] 2
v20|Action=Allow]Active=TRUE|Dir=0ut|Protocol=58|[CMP6=136:"|RAB=LocalSubnet| App=System|Name= @Firewall APLdIl,-25027| Desc= @FirewslIAPLAIl, -25032[Embed Cht= @ Firewal I APLdIL,-25000
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=58|ICMP6=135:*|RA6 = LocalSubnet|App=System|Mame= @Firewall APLdIl, - 25019| Desc= @FirewsllAPLAI|, -25025|Embed Ciot= @ Firewall APLdIl -25000] 2
v20|Action=Allow]Active=TRUE|Dir=Out|Protocol=58ICMP6=135:*|RAG= LocalSubnet| App= System|MName= @Firewall AP1dIl - 25020| Desc= @FirewallAPLdIl, -25025|Embed Chet= @ FirewallAPLdIl, -25000
v20Action=Allow|Active=TRUE|Dir=In|Protocol=58[ICMP6=4:*| App=System|Name= @FirewallAPLdI, -25116| Desc= @Firewall APLdl, - 25118|Embed Ctxt= @ Firewal |APLdII, - 25000| Auto GenlPsec=FALSE
v20|Action=Allow]Active=TRUE|Dir=0ut|Protocol=58[ICMP *|App=>5ystem|Name=@Firewall APLdIl,-25117|Desc= @FirewallAPLdIl, -25118|EmbedCtxt= & Firewal |APLdII, - 25000 | AutoGenlPsec=FAL!
v20|Action=Allow|Active=TRUE|Dir=In|Protocol=58|[CMP6=2:*| App=System|Name=@Firewall APLdII,- 25001 | Desc= @Firewal | APLdII, - 25007 |Embed Ctt= @ Firewal IAPLdII, - 25000 Auto GenlPsec=FALSE
v20|Action=Allow]Active=TRUE|Dir=0ut|Protocol=58|[CMP6=2:*| App=System|Name= @Firewall APLdIl, - 25002 | Desc= @FirewallAPLdIl, -25007 |EmbedCtat= @ Firewal |APLdII, - 25000 | Auto GenlPsec=FAL!
v20|Action=Allow]Active=TRUE|Dir=In|Protocol=58ICMP6=134:*|RA6= LocalSubnet|App=System|MName= @Firewall APLdll, - 2501 2| Desc= @FirewallAPLAIl, -2501&[Embed Ctxt= @ Firewall APLdll, -25000] &
v2.0]Action=Allow|Active=TRUE|Dir= Qut|Protocol=58[ICMP6=134:*|RAG= LocalSubnet| App=System|Marme= @Firewall APLdIl, - 25013| Desc= @FirewalIAPLdII, -25018|Embed Ctoct= @ Firewall APLdII, - 25000
v20]Action=Allow|Active=TRUE|Dir=Qut|Protocol=58[ICMP6=133:*|RA6=LocalSubnet| App=System|Mame= @Firewall APLdII, - 25008| Desc= @FirewalIAPLdII, -25011|Embed Cict= @Firewall APLdII, - 25000
v20|Action=Allow|Active=TRUE|Dir=In|Protocol=58|[CMP6=3:*| App=System|Name=@Firewall APLdII,-25113|Desc= @FirewallAPLdIl,-25115|Embed Ctdt= @ Firewal IAPLdII, - 25000 Auto GenlPsec=FALSE
v20|Action=Allow]Active=TRUE|Dir=0ut|Protocol=58|[CMP6=3:*|App="System|Name= @Firewall APLdIl, - 25114|Desc= @FirewallAPLdIl, -25115|EmbedCta= @ Firewal |APLdII, - 25000 | AutoGenlPsec=FAL!
v2.0|Action=Allow|Active=TRUE|Dir=In|Protocol=2|App=S5ystem|Name=@FirewallAPLdII, -25376|Desc= @Firewal lAPLdIl, - 25382 |Embed Ctt= @FirewallAPLdII, -25000|AutoGenIPsec=FALSE|Edge=FALSE
v2.0]Action=Allow|Active=TRUE|Dir=Qut|Protocol=2|App=System|Name= @FirewallAPLdIl, -25377 | Desc= @FirewallAPLdll, - 25382|[Embed Ctet= @FirewallAPLdIl, -25000| AutoGenlPsec= FALSE|Edge=FAL
v20]Action=Allow|Active=TRUE|Dir=In|Protecol=41|App=System|Name= @Firewal lAPLdIl,-25351 |Desc= @Firewall APLdIl, - 25358 |Embed Cixt= @FirewalIAPLdII, -25000|AutoGenlPsec=FALSE|[Edge=FALS
v2.0|Action=Allow|Active=TRUE|Dir=0ut|Protocol=41|App="S5ystem|MName= @FirewallAPLdI|,-25352|Desc= @Firewall APLdIl, - 25358 |Embed Chd = @FirewallAPLdII, - 25000 AuteGenlPsec=FALSE|[Edge=FA
v20|Action=Allow|Active=TRUE|Dir=In|Protocol=17|LPort=Teredo|App=%SystemRoot %\system32\ svchost.exe|Svc=iphlpsve|Mame= @Firewall APLdIl, - 25326 | Desc= @FirewallAPL I, -25333[Embed Cix
v2.0|Action=Allow]&ctive=TRUE|Dir=0ut|Protocol=17|4p) SystemRoot %\system32\svchost. exe|Sve=iphlpsve|Name= @FirewallAPLdIl, - 25327 |Desc= @Firewall APLdll, -25333|Embed Ctt= @Firewall/
v20|Action=Allow|Active=FALSE|Dir=In|Protocol=1[ICMP4=8:*|Name= @FirewallAPLdIl, -28543|Desc= @Firewall APLdIl, - 28547 |Embed Chit = @FirewallAPLAIl, -28502| Auto GenIPsec=FAL SE[Edge=FALSE|
v20]Action=Allow|Active= FALSE|Dir= Out|Protocol=1[ICMP4=8:*|Name= @FirewallAPLdI|, -28544|Desc= @FirewallAPL Il - 28547|Embed Ctxt= @FirewallAPLdIl, -28502| AutoGenlPsec=FALSE|Edge=FALS
v20|Action=Allow|Active=FALSE|Dir=In|Protocol=58[ICMPE=128:"|Mame=@Firewall APLdIl,- 28545| Desc= @FirewallAPLdIl, - 28547 |Embed Ctxt= @FirewallAPLdIl, - 28502| AutoGenlPsec= FALSE|[Edge=FAL
v2.0|Action=Allow|Active=FALSE|Dir=0ut|Protocel=58[ICMP6=128:*|Mame= @FirewallAPLdIl, - 28546 |Desc= @FirewsllAPLdII, - 28547 |[Embed Ctd= @ Firewal | APLdIL, - 28502| Auto GenlPsec=FALSE|Edge=Fs
v2.0|Action=Allow|Active=FFALSE|Dir=In|Protocol=17|Profile=Private| Profile= Public|LPort=138|RA4 = LocalSubnet|RAG= LocalSubnet|App=System|Name= @Firewal APLdIl - 28527 | Desc= @FirewallAPLd ~

1
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Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSetd01\Services\SharedAccess\Defaults\FirewallPolicy\FirewallRules
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, RemoteAccess

| RemoteRegistry

, RFCOMM

J Rpclocator

J RpcSs

J rspndr

, SambSs

| sbpZport

) SCardSvr

) Schedule

J SCPolicySve

o sdbus

J SDRSVC

) secdry

) seclogon

J SENS

, Serenum

) Serial

| sermouse

o ServiceModelEndpoint 3.0.0.0
) ServiceModelOperation 3.0.0.0
o ServiceModelService 3.0.0.0
, SessionEnv

) sffdisk

, sffp_mmc

) sffp_sd

, sfloppy

) SharedAccess

.. Defaults
J! Epoch
-~ .. Parameters

a -} FirewallPolicy
. DomainProfile

. FirewallRules

. PublicProfile

. RestrictedServices
. Configurable

. System
- | Static

.. System
[~ . StandardProfile

) ShelHWDetection
| sisagp

) Si5Raid2

| SiSRaid4

) slsve

J SLUINotify

J Smb

) SMSvcHost3.0.0.0
) smwdm

| SNMPTRAP

) spldr

| Spooler

=

) s

| srvnet

J SSDPSRYV

) stisve

| swenum

| swpry

o | r

m

1

Name

ab] (Default)

3] AVEndpointBuilder-1
b BFE-1

ab) BFE-2
3,!']cIr_optim\zation_vl‘U.SU?l'."_El-l
f!']clr_optim\Zation_vlﬂ.iﬂ?l?_il—l
38| DHCP-1

b DHCP-1-1

b DHCP-2

| DHCP-3

| DHCP-4

28| DHCP-5

ab] dot3sve-1

ab] dot3sve-2

ak| DPS-1

ab|DPS-2

28| EHSTART-1

ab| EHSTART-2

38| EMDMgrmt-1

28| EMDMgmt-2

g[ﬂ Eventlog-1

3_!'] Eventlog-2

;‘_!'J Eventlog-3

ab| HidServ-1

ab| HidServ-2
2b|IPBusEnum-1
;‘_!']IPBusEnum-Z

ab|| MHosts-1

ab]| MHosts-2

ab| L MHosts-3
ab|LMHosts-4

| MPSSVC-1

ab| MPSSVC-2

ab| Netman-1

ab| Netman-2

;‘!ﬂPZP Grouping Allow In
QE'JPZP Grouping Allow Out
;{?JPZP Grouping BleckIn
EEJPZP Grouping Block Out
ab|P2P Ident Block In
ab|P2P Ident Block Out
3_!'] PeaSve-1

;‘_!'J PcaSve-2

ab| PMRP Allow In

Al | PNRP Allow Qut

ab| PMRP Block In

35| PNRP Block Out

;‘_!'J PolicyAgent-1

3,!'] PolicyAgent-2

3,!'] PolicyAgent-3

g[-] PolicyAgent-4

g[ﬂ PolicyAgent-5

;‘_!'J SearchFilterHost-1

ab| SearchFilterHost-2

ab| SearchIndexer-1
ab]SearchIndexer-2

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

V2.0|Action=Block|Dir=in|App="%5ystemRoot 3\ system32\svchost.exe|Sve= AudioEndpoeintBuilder|Narne=Block any inbeund traffic to AudicEndpointBuilder|
V2.0|Action=Block|Dir=in|App="%SystemRoot:\System32\svchost.exe|Svc=BFE|Name=Block inbound traffic to BFE|

V2.0|Action=Block|Dir=out|App=%SystemRoot %\ System32\svchost. exe|Svc=BFE[Name=Block cutbound traffic from BFE|

V2.0|Action=Block|Dir=In|App=C\Windows\Microsoft. NET\Framework'\v2.0.507 27\mscorsvw.exe|Svc=clr_optimization_v2.0.50727_32|Mame=Block traffic for clr_optimization_v2.0.50727_32|
V2.0|Action=Block|Dir=0ut|App=C\Windows\Microsoft. MET\Framewark\v2.0.5072T\mscarsvw.exe|Sve=clr_optimization_v2.0.50727_32|Mame=EBlock traffic for clr_optimization_v2.0.50727_32|
V2.0|Action=Allow|Dir= Out|LPORT=68|RPort=67|Protocol=17| App=%SystemRoot %\systern32\svchost. exe| Sve= DHCP|Name= @ %SystemRoot %6\ system32\dhcpesve. dil,-102| Desc= @ %5ystemRoot %!
V2.0|Action=Allow|Dir=In|LPORT=68|RPort=67|Protocol=17|App=%5ystemRoot %\systern32' svchost. exe| Svc=DHCP|Name= @ %:SystemRoot %\ system32\dhcpcsve.dil,-102|Desc= @ %SystemRoot %5y
V2.0]Action=Allow|Dir=In|LPORT=546|RPort=347|Protocol=17|App= %SystemRoot %\ system32\svchost. exe| Sve=DHCP|Mame= @ %5ystemRoot %\ system32\dhcpesve.dil, - 102|Desc= @ %5ystemRoot %
V2.0]Action=Allow|Dir= Out|LPORT=546|RPort=547|Protocol=17| App=%SystemRoot 36\ system32\svchost.exe| Sve=DHCP|Mame= @ %5ystemRoot %\ system32\dhcpesve.dil, - 102| Desc= @ %5ystemRoot.
V2.0|Action=Block|Dir=In|App=3:SystemRoot %\ system32\svchost.exe| Sve= DHCP|Name= @ %5ystemRoot %\systern32\dhepesve.dil, -102|
V2.0|Action=Block|Dir=0ut|App=%SystemRoot 3\ systern32\svchost.exe| Sve= DHCP|Name= @ %5ystemRoot %\ system32hdhepesve.dil,-102]
V2.0|Action=Block|Dir=In|App=%SystemRoot %\ System32\svchost.exe|Svc= dot3svc|Name=Block any traffic to and from dot3svc|
V2.0|Action=Block|Dir=0ut|App=%SystemRoot %\ System32\svchost.exe|Svc = dot3svc|Name=Block any traffic to and from dot3svc|
V2.0|Action=Block|Dir=In|App=%SystemRoot 3\ system32\svchost. exe| Sve= DPS|Name=EBlock any other traffic to and from DPS|

V2.0|Action=Block|Dir=0ut|App=%SystemRoot %\ system32\svchost. exe|Sve= DPS|MName=Block any other traffic to and from DPS|

V2.0|Action=Block|Dir=in|App="%SystemRoot %\ system32\svchost.exe| Sve= ehstart| Name=Block any inbound traffic to ehstart|

V2.0|Action=Block|Dir=out|App= %SystemRoot %\ system32\svchost.exe|Svc=ehstart|Name=Elock any outbound traffic from ehstart|
V2.0]Action=Block|Dir=in|App=%:SystemRoot 3\ System32\svchost.exe|Svc=EMDMgmt|Mame=Block any traffic to and from EMDMgmt Service|
V2.0|Action=Block|Dir=out|App=%:SystemRoot %\ System32\svchost. exe|Sve= EMDMgmt|Name=EBlock any traffic to and from EMDMgmt Service|
V2.0]Action=Allow|Dir=In|LPort=RPC|Protocol=6|App=%5SystemRoot %\ system32\svchost.exe| Sve= EventLog|Name= Allow RPC/TCP traffic to EventLog|
V2.0|Action=Block|Dir=In|App="3:SystemRoot\systemn32\svchost. exe|Sve=EventLog|Name= Block any traffic to EventLog|

V2.0|Action=Block|Dir=0ut|App=%5SystemRoot %\system32\svchost. exe|Sve= EventLog|Name=Block any traffic from Eventlog|
V2.0|Action=Block|Dir=in|App=%windir?\System32\svchost.exe|Svc=HidServ|Name=Block any traffic to HidServ|
V2.0]Action=Block|Dir=out|App=Fwindir?s\Systemn32\svchost.exe|Sve=HidSen|Name=Block any traffic from HidServ|

V2.0|Action=Block|Dir=in|App=3SystemRoot %\ system32\svchaost.exe| Sve=IPBusEnum|Mame=Block any inbound traffic to IPBusEnum|
V2.0|Action=Block|Dir=out|App=%5ystemRoot 3\ system32\svchost.exe| Sve=IPBusEnurm|Name=Bleck any cutbound traffic from IPBusEnum|
V2.0|Action=Allow|Dir=0ut|RPort=53|Protocol=17|App=%SystemRoot %\system32\svchost.exe| Svc=Imhosts|Name= @ %5ystemRoot %\system32\Imhsve.dll, -103|

V2.0]Action=Allow|Dir=0ut|RP ort=53|Protocol=6|App= %SystemRoot %\system32\svchost.exe|Svc=Imhosts|Name= @%SystemRoot %\systern32 Imhsve.dll,-103]
V2.0]Action=Block|Dir=0ut|App=%SysternRoot 3\ system32\svchost. exe|Sve= Imhosts|Name= @35y stemRoot %8\systern324 Imhsve.dll, -103]
V2.0|Action=Block|Dir=In|App=3SystemRoot %\ system32\svchast.exe| Sve= Imhosts|Name= @ %5y stemRoot %6\systern32\ Imhsve.dll, -103|
V2.0|Action=Block|Dir=In|App="2:5SystemPRoot3e\system32\svchost. exe| Sve= Mpssvc|Name= @Firewal APLdII, - 23306

V2.0|Action=Block|Dir=0ut|App=%SystemRoot %\system32\svchost. exe|Sve= Mpssvc|Name= @Firewal|APL - 23307 |
V2.0|Dir=In|Action=Block|App=%:SystemRoot 3\ System32\svchost.exe|Svc=MNetman|Name=EBlock all inbound traffic to Metman|
V2.0|Dir=0ut|Action=Block|App=%SystermRoot %\ System32\svchost.exe|Svc=Metman|Name=EBlock all outbound traffic from Metman|
v20[Action=Allow|Dir=In|App=3%SystemRoot %\ system32\svchost. exe| Sve= P2PSvc|LPort=3587|Protocol=6|Name= Allow Grouping to receive from port 3587|
v2.0]Action=Allow|Dir=0ut|App=%SystemRoot 3\ systern32\svchost.exe|Sve=P2PSve|RPort=3587|Protocol=6|Name= Allow Grouping to send to port 3587|

v20|Action=Block|Dir=In|App=%:5ystemRoot %\ system32\svchost.exe|Sve=p2psve|Name=Block Grouping from all other ports|

v20|Action=Block|Dir=cut|App=%SystemRoot %\system32\svchost.exe|Svc= p2psvc|Name=Elock Grouping from all other ports|

v20|Action=Block|Dir=In|App="%:5ystemRoot %\ systern32\svchost.exe|Sve= p2pimsve|Mame=Block Idman from all other ports|
v20|Action=Black|Dir=out|App=%SystemRoot %\ system32\svchost.exe| Sve= p2pimsve|Name=Black Idman from all other parts|
V2.0|Action=Block|Dir=in|App="%SystemRoot %\ systern32\svchost. exe|Sve=PeaSvcName= @pcasve.dll,-3|Desc= @peasve.dil, -5

V2.0|Action=Block|Dir=out|App=%5ystemRoot %\ system32\svchost.exe| Sve=PcaSvc|Name= @pcasve.dll, -4|Desc= @ pcasve.dll,-6|
v20|Action=Allow|Dir=In|App=%SystemRoot %\ system32\svchost. exe| Sve= PNRPSvc|LPort=3540|Protocol=17|Name=Allow PNRP to send to port 3540
v2.0|Action=Allow|Dir=0ut|App=3SysternRoot 3\ system32\svchost. exe|Sve= PNRPSvc|LPort=3540|Protocol=17|Name=Allow PMNRP to send to port 3540
v20|Action=Black|Dir=In|App=%5ystemRoot %\ systern32\svchast.exe|Sve=PNRPSvc|Mame=Block PMRP from all other ports|

v2.0]Action=Block|Dir=0ut|App="%5ystemR oot %\systern32\svchost. exe|Sve=PNRPSve|Marme=Block PNRP from all other ports|

V2.0|Action=Allow|Dir= Out|RPort=389|Protecol=6| App = %:5ystemRoot %\system32\svchost. exe| Sve=PolicyAgent|Name= @ Firewal | APLdII, - 23300| Desc= @Firewal IAPLdIl, -23301|
V2.0]Action=Allow|Dir=0ut|RP ort=389|Protocol=17|App=%:5ystemRoot %\system32\svchost. exe|Sve=PolicyAgent|Name= @Firewall APLdII, - 23302 | Desc= @Firewall APLdIL -23303|
V2.0]Action=Allow|Dir=In|LPort=RPC|Protocol=6|App=%:SystemRoot %\system32\svchost. exe| Sve=PolicyAgent|Name= @Firewal | APLdIl, - 5010|Desc= @Firewal|APLdII, -5011]
V2.0|Action=Block|Dir=In|App=3:SystemRoot %\ system32\svchaost.exe| Sve= PolicyAgent|Mame= @FirewallAPLdII, -23304|
V2.0|Action=Block|Dir=0ut|App="cSystemRoot¥\system32\svechost.exe|Sve=PolicyAgent|Name= @FirewallAPLdIl, -23305]
V2.0|Action=Block|Dir=In|App="%5ystemRoot\system32\ SearchFilterHost. exe|Name=Block all inbound traffic te SearchFilterHost|
V2.0|Action=Block|Dir=0ut|App=%SystemRoot %\system32'SearchFilterHost.exe[Name=Elock all outbound traffic from SearchFilterHost|
V2.0|Action=Block|Dir=In|App=%:SystemRoot %\ system32\ Searchindexer.exe|Sve=WSearch|Name=Block all inbound traffic to Searchindexer|
V2.0|Action=Block|Dir=0Out|App=3SysternRoot %\ system32\Searchindexer.exe|5ve=WSearch|Name=Block all outhound traffic from Searchindesxer|
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Vlore iledole e ceutons

Active Directory user/computer accounts and groups
Source and destinanoen P addresses (Individual or
Soliree and destination TCP/UDP ports
Comma-delimitedlist eff perts (laut net Iew-high range)
IP protocol number

Types ofi nterfaces (wired;, wireless, VPN/RAS)
ICMP type and code

Services (used by service profiling to limit access)




| !! -
Neitwori orofile

Domain When the computer Is domain-joined and
connected to the domain; automatically selected

Private When the cemputeris connected to a defined
private: networik

Public All other networks

NLA detects network clhianges
® |dentifies characteristics, assigns a GUID

Network profile service creates profile upon connection
® |nterfaces, DC, authenticated machine, gateway MAC, ...

* NPS notifies firewall whenever NLA detects change
® Firewall changes category within 200ms

If not domain, user Is gueried for public or private
® Must be local administrator to define a private network




l
Wizt [ rnultiole interfaces?

Exaiminesail ;
conneciedmets S an interface

0)
CORNEcied tera net 1

classiiied“privater?.
All interfaces see ng

domain contreller? —
Hostatthenticate?

s an interface. No Ves
connected to a net -

classiiieapulic”? Set cateyorn
O prvate”

Yes SENCEIEGOIR
ereemamn”

Yes

SERCAIET I
e puklic”




€lfollo golicy orocessiric

|
® Previeusiy, taIsHsAVAENGEU 0o
¢ Compuier pelicesiWHER@S 1De01S
® User peliciesiWhentuseriogsion
® Periodic refiresn
® Now youlalsergeir—
® Computer and useriupen establishing VPN connection

¢ Computer and User: WReR Computer resumes from
hibernation or standiy;

® FW/IPsec policy IS, eff course, per-computer only




'Did He Say Ouitheund Control?




Wil oirier riost firewealls silll 50

Dees USEer .
NG Vi Eif
R as a — - . .
lecal admin?z P

ul

é—» Go to alternate universe!

Warning

Yes l

US To see the dancing pigs vou must make
this dialog go away.

Do you want this dialog o go away?

Duh. OF Mo Bug
coursel me again.

. Useris Own3sd




Thereiene

:
¢ OutheURd cCoRUBINBISIERIVGH MTAchInes that

aren’t compromiseeiane eReRaIEd Y people who
carne apeuiSEeCUiLy

¢ Outbound contrelNVeRIEWerK WhAEKe you want It to:
on compremised MmachinEs or these operated by
people whe dont cane aneut Secunty

¢ Outbound controel istuseiul for administratively
restricting known software from communicating

¢ Switch off the prompting
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¥ Windows Firewall

Turn Windows Firewall on or Windows Eirewall
off

Al th h Windows Firewall can help prevent hackers or malicious software from gaining access to your
\llow

Allow a pragram throug computer through the Internet or network,
Windows Firewall

How does a firewall help protect my computer?

I@ For your security, some settings are contrelled by Group Pelicy

[@ Windows Firewall is helping to protect your computer

Windows Firewall is on, L

Change seffings
Inbound connections that do not have an exception are blocked.

Display a notification when a program is blocked: Yes

Metwark location: Public network

What are network locations?

See also

SE?iril'_',r Center
Metwork Center




ﬂ Windows Firewall Settings

General | Exceptions | Advanced

s Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network,

ﬂ Windows Firewall Settings

l@ @ 0n (recommended}

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab. Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Exceptions | Advanced

Block all i i necti
Os e ons Windows Firewall is currently using settings for the public network location.

Select this option when you connect to less secure networks., All What are the risks of unblocking a program?

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

To enable an exception, select its check box:

Program or port

Allow authenticated IPsec bypass
[JBITS Peercaching

Avoid using this setting, Turning off Windows Firewall will make this O Connect to a Metwork Projector
computer maore vulnerable to hackers or malicious software., Core Networking

[ Distributed Transaction Coordinator
Dungeon Siege 2 Game Executable

[JFile and Printer Sharing
Tell me more about these settings [7iSCSI Service

'@ ) Off (not recommended)

[OMedia Center Extenders
Messenger

[ Metwork Discovery

[ Remote Administration

HI N T ey et Sy

Add program. .. ( Add part.., [— Properties Delete

Motify me when Windows Firewall blocks a new program

ok || cancel




Add a Program

=

Programs:

5 Freecel

.'J Hearts
&

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

B chattage 1.5 I
#3 Chess Titans

@Decnder Configuration Utility
DivX EKG
YCD52VideoConfig

Y CDsvideoConfig

ﬁ- Dungeon Siege

@ Fable - The Lost Chapters

Add a Port

ES

m

-

Path:

C:\program files\SysInternals\autoruns. exe

What are the risks of opening a port?

Lise these settings to open a port through Windows Firewall, To find the
port number and protocol, consult the documentation for the program or
service you want to use,

Mame:
Port number:
Protocal: i@ TCP

© uop

Cancel

Change scope. ., K,

Change Scope

i

option belaw.

Commas.

@ Any computer (incduding those on the Internet):

(™) My network (subnet) only

(7 Custom list:

Euwample:
Sffe:fAHRE31 1282 1460:5260

To spedfy the set of computers far which this port or program is unblocked, dick an

To specfy a custom list, type a list of IP addresses, subnets, or both, separated by

192,168, 114,201,192, 168, 114, 201/255. 255, 255.0,
woh ifdas

| ok

] [ Cancel




E‘ Windows Firewall Settings

advnced

Metwork connection settings

Select the chedk box for each connection you want Windows Firewall to help
protect.

Metwork connections:

Bluetooth Metwork Connection
Local Area Connection
Wireless Network Connection

Default settings

Restoring defaults will remove all Windows Firewall settings that you haw
configured for any network location, This may cause some programs to stop
working.

Restore Defaults
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B Windows Firewall with Advanced Security

(oo )

Eile

|

Action  View Help

4

@ Windows Firewall with Advanced Seci

Inbound Rules

Outbound Rules

¥ Connection Security Rules
. B Monitoring

nr 2

Windows Firewall with Advanced Security on Local Comput:

ﬂ Windows Firewall with Advanced Security provides enhanced network security for Windows computers.

Actions

Overview -

@

Domain Profile

@ Windows Firewallis on.

0 Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Far your security, some settings are controlled by Group Policy

Private Profile

@ Windows Firewallis on.

o Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

Public Profile is Active
@ Windows Firewallis on.

O Inbound connections that do not match a rule are blocked.
'@' Outbound connections that do not match a rule are allowed.

B Windows Firewall Properties

Getting Started S
Anthenticate communications between computers
Specify how and when connections between computers are authenticated and protected using Intemet Protocol

securty (IPsec). After specifying how to protect connections using connection security rules, create firewall rules
for connections you wish to allow.

B Connection Security Rules

View and create firewall rules

Create rules to allow or block connections to specific programs or ports. You can further restrict connections based

on criteria such as whether the connection is authenticated or the users or groups who are initigting the connection.
If & connection does not match a specified rule, the default behavior applies.

EJ Inbound Rules
@ Outbound Rules

View current policy and activity

View information about cumently applied policy settings and security associations for active connections.

B Menitering

Resources
Getting started
Diagnostics and troubleshooting

Documentation owerview

ioom

PR T T WA [P F S ST

»

m

Windows Firewall with Advanced 5e... «
| Import Policy...
4

B @e

Export Policy...

Restore Defaults

View 3
Refresh

Properties

Help
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Windows Firewall with Advanced Security on Local Computer

Windows Firewall with Advanced Security on Local Computer

Domain Profile | Private Profile | Public Profile | IPsec Settings |

@ For your security, some settings are controlled by Group
Palicy
Specify behavior for when a computer is connected to its corporate
domain.
State

Eirewall state: [Dn {recommended)

Inbound connections: [Blnc:k (default)

Outbound connections: [Alluw {defautt)

Settings

= Specify settings that control Windows

¥— | Firewall behavior.

Logging

Specify logging settings for
- | troubleshooting.

Leam more about these settings

Domain Profile | Private Profie | Public Profile | IPsec Settings

Specify behavior for when a computer is connected to a private
network location.

State

Eirewall state: [Dn {recommended) *]

Inbound connections: [Bluc:k (default) - ]

Outbound connections: [Alluw (defautt) - ]

Settings

= Specify settings that control Windows

¥— | Firewal behavior.

Logaing

1 l Specify logging settings for

troubleshooting.

Leam more about these settings

| oK

i




€lloozll satiiric

_w_
Customize Settings for the Private Profile A

Specify settings that control Windows Firewall with Advanced Securty behavior.

Firewall settings
Display notifications to the user when a program is blocked from receiving
inbound connections.

Customize Logging Settings for the Private Profile

Display a notification: [‘r’es {default)

|Unicast regponse
Allow unicast response to multicast or broadcast netwark traffic.

Allow unicast response: Yes (default)

Rule menging
Merging of nules created by local administrators with rules distibuted through
Group Palicy. These setting can only be applied through Group Policy.

Apply local firewall niles: Yes (default)

Apply local connection security rules: ‘Yes (default)

Leam more about these settings

Name: stem 324 LogFilesFrewall“pfirewall log Browse. .

Size limit (KB): 4096 =

Log dropped packets: [Nu {default) ']

Log successful connections: [Nu {default) v]

Mote: f you are configuring the log file name on Group Policy object, ensure
that the Windows Firewall service account has write pemissions to the folder

containing the log file.

Default path for the log file is Ywindir’s system 32 ogfiles firewallpfirewall log.

|| Cancel

Leam maore about logging

0K || Cancel
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File  Action View Help

| H

# Windows Firewsll with Advancy
Inbound Rules
&% Outbound Rules
!"’ Connection Security Rules
» Bl Monitoring

« nr

-

Name

0 Communicator

@ Communicator

@Dungeon Siege 2 Game Executable
@Dungeon Siege 2 Game Executable
@ File Transfer Program

@ File Transfer Program

@ Messenger

@ Messenger

@ Microsoft Office Qutlook

@ Rise of Nations

@ Rise of Nations

@W\ ndows Live Messenger 8.0

@W\ ndows Live Messenger 8.0

@W\ ndows Live Messenger 8.0

@W\ ndows Live Messenger 8.0
@Wmdﬂw; Live Messenger 8.0 (Phone)
@Wmdﬂw; Live Messenger 8.0 (Phone)
@Wmdows Live Messenger 8.0 (Phone)
@Wmdows Live Messenger 8.0 (Phone)
@Yahoo! FT Server

@Yahoo! FT Server

@Yahoo! Messenger

@\"ahoo! Messenger

@\"ahoo! Messenger

@Yahoo! Messenger

.BITS Peercaching (Content-In)
.BITS Peercaching (RPC)

.BITS Peercaching (RPC-EPMAF)
.BITS Peercaching (W5D-In)

. Connect to a Network Projector (TCP-In)
. Connect to a Network Projector (TCP-In)

. Connect to a Network Projector (WSD Ev...
. Connect te a Metwork Projector (WSD Ev...
. Connect to a Network Projector (WSD Ev...
. Connect to a Network Projector (WSD Ev...

. Connect to a Network Projector (WSD-In)

@Cme MNetworking - Destination Unreacha...
@Core Metworking - Destination Unreacha..,
@Core MNetworking - Dynamic Host Cenfig...

OCore Metworking - Internet Group Mana...
(@ Core Networking - IPv6 (IPv6-In)
@Cme MNetworking - Multicast Listener Do...

@ Core Networking - Multicast Listener Qu...
@Cwe MNetworking - Multicast Listener Rep...
OCore Metworking - Multicast Listener Rep...
@ Core Networking - Meighbor Discovery A...
@ Core Networking - Meighbor Discovery S...
@ Core Networking - Packet Too Big (ICMP...
@Core MNetworking - Parameter Problem (...
0 Core Networking - Router Advertisement...

@ Core Networking - Terede (UDP-In)

@Cme Networking - Time Exceeded (ICMP...

. Distributed Transaction Coordinator (TC...
. Distributed Transaction Coordinater (TC...

Group

BITS Peercaching
BITS Peercaching
BITS Peercaching
BITS Peercaching
Connect to a Metwork Proje...
Connect to a Network Praoje...
Cennect to a Metwork Proje...
Cennect to a Metwork Proje..
Connect to a Network Proje...
Connect to a Metwork Proje...
Connect to a Network Proje...
Care Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Care Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Core Metworking
Distributed Transaction Coo..,
Distributed Transaction Coo...

Profile
Domain
Demain
Public
Public
Domain
Domain
Public
Public
Domain
Private
Private
Demain
Domain
Private
Private
Demain
Demain
Private
Private
Domain
Demain
Public
Public
Domain
Domain
Any
Any
Any
Any
Private, Public
Demain
Demain
Private, Public
Domain
Private, Public
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Dornain
Private, Public

Enabled

No

No

Action
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

Override
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No
No

Program

C\Progr...
C:\Progr...
C\Progr...
ChProgr...

Chwindo...
Chwindo...

Cihprogr...
Ci\progr...
ChProgr...
Ch\Progr...
Ch\Progr...
C:\Progr...
C:\Progr...
ChProgr...
Ch\Progr...
C:\Progr...
C:\Progr...
C:\Progr...
ChProgr...
Ch\Progr...
C:\Progr...
Cih\progr...
Ci\progr...
ChProgr...
Ch\Progr...
System

FaSystem...
FeSystem..,

Local Address

ZeSystem...

Remnote Address
Any

Local subnet
Local subnet
Local subnet
Local subnet
Local subnet
Any

Any

Local subnet
Any

Local subnet
Local subnet

Local subnet

Protocol
upp
TCP
upp
TCP
TCP
upp
upp
TCP
upp
upp
TCP
TCP
upp
upp
TCP
upp
TCP
TCP
upp
TCP
upp
upp
TCP
TCP
upp
TCP
TCP
TCP
upp
TCP
TCP
TCP
TCP
TCP
TCP
upp
ICMPvE
ICMPvd
upp
IGMP
IPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
ICMPvE
upp
ICMPvE
TCP
TCP

Local Port  Remote Port  Allowed Users

Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
6004 Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
2178 Any Any
Dynamic... Any Any
RPC End... Any Any
3702 Any Any
Any Any Any
Any Any Any
5357 Any Any
5357 Any Any
5358 Any Any
5358 Any Any
3702 Any Any
Any Any Any
Any Any Any
68 Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Any Any Any
Edge Tra... Any Any
Any Any Any
Any Any Any
Any Any Any

Allowed Computers

m

Actions

Inbound Rules

ﬂ New Rule...

7 Filter by Profile

Y Filter by State

N Filter by Group
View

@ Refresh

5 Export List...

ﬂ Help

Communicator

# Disable Rule

x Delete

Properties

H Hep




RUIENVPES

@ Newnbound ot iz S &

Rule Type

Select the type of firewall rule to create.

Steps:
Rule Type What type of rule would you like to create?

Program

Action @ Program
Profile Rule that controls connections for a program.

MName ) Port
Rule that controls connections for a TCF ar UDF port.

1 Predefined:
BITS Peercaching
Rule that controls connections for a Windows experience.
(") Custom
Custom rule.

Leam more about nile types




RUIENVPES

@ Newnbound ot iz S &

Rule Type

Select the type of firewall rule to create.
Steps:
Rule Type What type of rule would you like to create?

Protocol and Ports

Action ) Program
Profile Rule that controls connections for a program.

MName

Rule that controls connections for a TCF ar UDF port.

1 Predefined:
BITS Peercaching
Rule that controls connections for a Windows experience.
(") Custom
Custom rule.

Leam more about nile types




RUIENVPES

ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
& Rule Type

@ Predefined Rules
@ Action

o=t
o
A

) Port

@ Predefined:

= |Core Metworking

What type of rule would you like to create?

Rule that controls connections for a program.

Rule that controls connections for a TCF ar UDF port.

iFdemd Printer Sharng

BITS Peercaching
Connect to a Metworlc Projectar

Digtributed Transaction Coordinator

File and Printer Sharing

iSCS| Service

Media Center Extenders

Metwaork Discovery

Remote Administration

Remote Assistance

Remote Desktop

Remote Evert Log Management

Remote Scheduled Tasks Management

Lez Remote Service Management

" Remote Volume Management

Routing and Remote Access

Windows Collabaration Computer Name Registration Service
Windows Firewall Remote Management
Windows Management Instrumentation (WMI)
Windows Media Player

Windows Media Player Networc Sharng Service
Windows Meeting Space

Windows Peerto Peer Collaboration Foundation
Windows Remote Management

Wireless Portable Devices




RUIENVPES

ﬁ' Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

& Fule Type What type of rule would you like to create?

Program

Protocol and Ports ) Program

Rule that controls connections for a program.
Scope

Action ) Port

Profile Rule that controls connections for a TCF ar UDF port.

MName ) Predefined:
BITS Peercaching
Rule that controls connections for a Windows experience.
@ Custom
Custom rule.

Leam more about nile types




ProgicifiNiiE

ﬂ Mew Inbound Rule Wizard

Program

Steps:

& Program

Specify the full program path and executable name of the program that this rule matches.

Customize Service Settings

==

Apply this rule as follows:

@ Applyto all programs and services
(™) Apply to services onby

(™) Apply to this service:

Mame Short Mame
'-%Fpplicatiun Experence AelLookupSveo
'-i.{g-,ﬁpplicatiun Irfarmation Appirfo

E..t&” Application Layer Gateway Service ALG
'-%Fq:plicatiun Management AppMgmt

% Background Inteligent Transfer Service BITS

Eng, Base Fittering Engine BFE

E..tg, Block Level Backup Engine Service whengine

5...&, Bluetooth Support Service BthSery

‘Lt Certificate Propaaation CertPropSve

(7} Apply to service with this service short name (example: eventlog):

Leam more about these settings

& Fule Type Does this nule apply to all programs or a specific program?

hat match other rule




ﬂ' Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocol and ports that this rule matches.

Steps:

i 7
@ Rule Type What protocol and ports does this rule apply to?

@ Program

Protocol and Ports Protocol type: ‘ﬁ - '
Scope Protocol number: : |
. Custom

Action HOPOPT
Prfie Local pot: e
Mame TeP
UDP
IPvE
|PvE-Route
IPvE-Frag
GRE
I[CMPvE
|PwE-Mo Mo
|PvE-Opts

Intemet Cortrol Message VRRP

S PGM
{ICMP) settings: LITP

Leam more about protocol and ports




Port rule

ﬂ Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocol and ports that this rule matches.

Steps:
Rule T What protocol and ports does this rule apply to?

Program

Protocol and Ports Protocol type: [TI:F b ]

Protocal number:

Action

Profile Local port: ‘HI Parts *'
Mame

Specific Ports
Cynamic RPC

RPC Endpoirt Mapper
Edge Traversal

L ]
L
L ]
@ Scope
L ]
]
L ]

Bxample: 80, 445, 8080

Intemet Cortrol Message Protocaol
{ICMP) settings:

Leam more about protocol and ports




Predeinennd)
[ @ New inoound ruie Wizerd I

Predefined Rules

Steps:

& FRule Type

@ Predefined Rules
@ Action

Select the rules to be created for this experience.

Which rules would you like to create?

The following rules define netwark connectivity requirements for the selected predefined group.
Rules that are checked will be created. f a rule already exists and is checked, the contents of
the existing rule will be overwrtten.

Bules:

MName Rule Exists Prafile

[] File and Printer Sharing {Echo Request - ICM...  Already exists Ary

[] File and Printer Sharing {Echo Request - ICM...  Already exists Ary

[ ] File and Prirter Sharing {Spocler Service - RP...  Already exsts Private, Public
[] File and Prirter Sharing {Spocler Service - RPC)  Already exists Private, Public
[] File and Prirter Sharing {NE-Datagram-In) Already exists Private, Public
[] File and Prirter Sharing (NE-Name-In) Already exists Private, Public
[ File and Prirter Sharing (SMB-In) Already exists Private, Public
[] File and Printer Sharing {ME-Session-In) Already exists Private, Public

[] File and Printer Sharing {Spooler Service - RP...  Already exists Clomain

|_||ﬂ.=- and Prrtar Sharnn [Snnnler Searvica - RPCY Alreadhe sviste Mamain
L L

Leam more about predefined niles




ﬂ Mew Inbound Rule Wizard

Scope

Steps:
Rule Tvpe

Program

L
L
@ Protocol and Ports
L

Scope

Specify the local and remote |P addresses that this rule matches.

Specify the |P addresses of the local and remote computers that this rule matches.

Which local IP addresses does this rule match?
() Any |P address

@ These IP addresses:

IP Address

|— 23| IP Address

Specify the |P addresses to match:

i@ This IP address or subnet:

Specify the |P addresses to match:

(") Thig IP address or subnet:

Bxamples: 152.168.0.12
152.168.1.0/24
2002:5d3b:1331:4: 208 74 f=39:6c43
2002:9d3b: 1331 :4:208: 74ff fe 39:0/112
(") Thig IP address range:
From:

To:

(7) Predefined set of computers:

Default gateway

Leam more about specifying |P addresses

Bxamples: 152.168.0.12
152.168.1.0/24
2002:59d3b:1331:4: 208 74ff f=39:6c43
2002:9d3b:1a31:4: 208 74ff fe 39:0/112

() Thig IP address range:

From:

To:

@ Predefined set of computers:

Default gatewz

Default gatewa
Lea wINS servers
DHCF servers

[ oK ] [ Eopech DMS servers

Local subnet




ﬂ Mew Inbound Rule Wizard

Scope

Specify the local and remote |P addresses that this rule matches.

Steps:
Rule Type Specify the |P addresses of the local and remote computers that this rule matches.

Frogram Which local IP addresses dees this rule match?
Protocol and Ports () Any IP address

Scope @ These IP addresses:
Action
Profile

Mame

—— — iae the interface types to which this rule applies:
Customize Interface Types ﬁ
remote |P addresses does this rule match?

Thiz rule applies to connections on the following interface types. P sddress

e I[P addresses:

@ Allinterface types

() These interface types:

[[] Local area network:
[[] Remote access

7] Wireless

Leam more about inteface types

| oK




Action

ﬂ Mew Inbound Rule Wizard

Action
Specify the action that is taken when a connection matches the conditions specified in the nle.

Steps:
Rule Type What action should be taken when a connection matches the specified conditions?

Program

Pratocol and Ports i@ Allow the connection

Scope Allow connections that have been protected with |Psec as well as those that have not.

Action 1 Allow the connection if it is secure
Profile Allow anby connections that have been authenticated and integrity-protected through the use

of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
MName Connection Securty Rule node.

Bequire the connections to be encypted

Require privacy in addition to integrity and authentication.

Owvemide block rules

IUseful for tools that must always be available, such as remote administration tools. F you
gpecify this option, you must also specify an authorized computer or computer group.

") Block the connection

Leam more about actions




Action—secu@vvith IPsec

ﬁ Mew Inbound Rule Wizard

Action

Specify the action that is taken when a connection matches the conditions specified in the nle.

Steps:

& Fule Type What action should be taken when a connection matches the specified conditions?

Program

Protocol and Ports ) Allow the connection

Scope Allow connections that have been protected with |Psec as well as those that have not.
Action i@ Allow the connection if it is secure

Allow anby connections that have been authenticated and integrity-protected through the use
of IPsec. Connections will be secured using the settings in IPsec properties and rules in the
Profile Connection Securty Rule node.

Users and Computers

Name [ Require the connections to be encypted
Require privacy in addition to integrity and authentication.
[ Ovemide block rules
IUseful for tools that must always be available, such as remote administration tools. F you
gpecify this option, you must also specify an authorized computer or computer group.

") Block the connection

Leam more about actions




ProiE

ﬂ Mew Inbound Rule Wizard

Profile
Specify the profiles for which this ule applies.

Steps:
Rule Type When does this rule apply?

Program

Protocol and Ports Domain

Scope Applies when a computer is connected to its corporate domain.

Action Private

Profile Applies when a computer is connected to a private networl location.

Mame Public
Applies when a computer is connected to a public network location.

Leam more about profiles




ﬂ Mew Inbound Rule Wizard

Mame

Specify the name and description of this rule.

Steps:
Rule Tvpe
Program
Protocol and Ports

Scope Name:

Action
Praofile Description {optional):

MName

<Back ||

Finish

|| Ccancel




Controlling haerEirewall




Riojcjreirrrriziic Iniarfacas
:
& INetEWIRPeIICY2
® ProVvides aCCEeSs ieriE PeIIcY
¢ INetFwWRUle
® Provides aceess; o lle properties

¢ |NetFWRUIEs

® Provides acecess 1o a collection of firewall or Windows
Service Hardening rules

¢ |INetFwServeceRestrction
® Provides access to the Windows Service Policy

¢ All defined in Netfw.h, requires FirewallAPI.dll




IS theriievweall %nabled?

option explicit

Dim CurrentProfile

" Create the FwPolicy2 object.

Dim fwPolicy2

Set fwPolicy2 = CreateObject("'HNetCfg.FwPolicy2')

CurrentProfile = fwPolicy2.CurrentProfileTypes

1T fwPolicy2.Firewal lEnabled(CurrentProfile) <> TRUE then
WScript.Echo(*'Firewall i1s disabled.™)

else
WScript.Echo("'"Firewall i1s enabled.')

end 1f




netsh advfirem’pll

¢ Full’ configuration fftefelce

® Scriptaible
® DUumpirties
® Export rules
® |mporit rules

® Create rules

¢ Contexts for firewallfitiles and [Psec (connection
security) rules

® Set and show global and! per-profile properties

® Display active state (firewall rules, IPsec rules and
security associations)







Policy-ba"s*'

- ) i
Active Directory

Corporate Domain Controller

Network

7 ¥ Trusted Resource
/ Server

4—‘- S
HR Workstation 3 &S Wit

Sensitive Data

Unmanaged/Rogue !
Computer |

Server
Isolation
¥ Managed
Computer
s, Computer

\\ Domain
~ Isolation

Enable tiered-access to sensitive resources




Tame e bea.%t

¢ Simplitied policy. Confguration
¢ Client-ie-DC proteciien

® |mproved supperioRieadialancing and
clustering

® |mproved authenticaen

¢ More cryptographiciSUItes
® New configuration optons
® More events and counters




\gliec|retiac with the firawell

¢ Eliminaies copitisienanuNuieroveran
¢ AllffirewallNlesicanteeNPSeEc aware

“Allow: applicatiGRNeEHENECEINVENIEIIICIE)]
dort gzif o)l If It's aireriticaiec) (ziel
ogtlorlzilly eneryaiec)) 9y |PsE e

“Allow. Senvice: eI ieNECEIVE NI G
lemote cComplieireRaEmoie USERORIVAIIFIES
dERDITECNAIIE




[Se)fzitjor) auth!tantication
:
® Here siyoeumwizardNeRsenerrana edonain isolation
® Reguest atNSermneelRe2n6 ouiselnd
® ReguirerautaNienieeune reguestionr eutbound
¢ ReguirerautaNternsetndiand eutheund

¢ Authentication| types—

® Computer and user (WithriKereros)
¢ Computer (with; Kerperes)

® Computer certificate

® Health certificate (NAP)

® Combinations




Simpies poliéty

® |nitiater commuURICALESHENESPRNEES
SimultaneeusiyiRiciea=iexirand wWith [IPsec
® Switchiter|PSec i resprnder can support
¢ Remain clear-text oL

® Eliminates delay issues withl cuirent “fall back to
clear” Implementatien

® Eliminates need to create policies filled with
exceptions for nen-1Psec devices




Simpies poli&y

no IPsec

IPsec policy
simplified
IPsec policy:




Wieirldric) with clorrair corrirolleis

Configurin
g IPsec on ...will result in this
Réequest ® Domain joins and logons in clear text
® Subseguent communications protected
Require & Domainjems will require entering user 1D ana
PassWord eff a demain account
® Waorks only: on Windows Vista clients




Woyzic balancing; aricl clustarine
|

¢ 2000/XP/2003! take upIto iwWo minutes to re-
establisir coRMECHBRINAER 2 RGAE fialls

® 1 minute: idiestimerexpiraien
¢ 1 minute: renegpliaiersecuriy associations (SAS)

¢ Vista/Longhom moenitorestablisSned active: SAS

e |f TCP connection Begins retransmiiting segments, this
Indicates that the peeris dewn

® |Psec renegotiates SAs immediately with another node
® Faillever typically newwon't affect app stability




Woyeic balancing auricl fellovers

|

EnegeaIe Wit cluster P




I

IC allcjoriirinns

NSV crygioc)s

Encryption ® AES-128

® AES-192

® AES-256
Key & P-256 (D greup: 19 elliptic curve)
exchange e P-387 (IDH group 20 elliptic curve)




liglaroveacl aljirientcaion

:
® Reguire anealirceriicaie

¢ New exichoed moeee:
o |[KE extension knewpras Authllz
® User authentcationikemeros, NiIfEVV2, certificate
® Health certificates use exiended mode

¢ Multiple: methods tried
® Doesn't give up afterstirst fails
® Tried in the specified eraer

¢ Allows for differing atthentication and crypto sets on
iIndividual' SAs between a pair of peers
® Although, why would you ever do this???




Rule aciions

e TN
Reject if IPsec —‘f@ _QReject ifIPsec

fialls fails

A - | N

Reject ifiIPsec B =l Negotiate

falls

[ _/

INEQOTIATE m— ; m—— N egotiate

B coosece

Proceed in Cleal s—— f@ ——— PrOCEed [ clear
N | N




y
Vlore iledole e ceutons

Active Directory user/computer accounts and groups
Source and destinanoen P addresses (Individual or
Soliree and destination TCP/UDP ports
Comma-delimitedlist eff perts (laut net Iew-high range)
IP protocol number

Types ofi interfaces (wired;, wireless, VVPN)

ICMP type and code

Services (used by service profiling to limit access)

¢ Most require IPsec-aware firewall rules to configure (can’t
be configured through cennection security rules)




MoreraReuiEs

® Ordenng: samerasiclieni\Vinaews
® Ordered! oy SpeCIiciy,
°* O AuthiNFeypass @rBlock  ©! Allew

¢ Authenticated rulessiirewall rules that are aware

of IPSec protection
® Make filteringl decisienshased on SAS

® Do noet control creatingl SAs: you must still write the
IPsec rules to create the SA




Domain Profile | Private Profile | Public Profile | |Psec Settings

|Psec defaults

B Specify settings used by |Psec to
Elil establish secured connections.

|Psec exemptions

& Exempting ICMP from all IPsec requirements can simplify
Elil troubleshooting of network connectivity issues.

Exempt ICMP from [Psec: Mo (default) -




Gleee settmg?

Customize [Psec Settings

Customize IPsec Settings

IPsec will use these settings to establish secured connections when
there are active connection securty rules or firewall rules that require
authentication.

When you use the default, settings that have been specified at a higher
precedence Group Policy object will be used.

Key exchange (Main Mode)
i@ Default recommended)
7 Advanced

Data protection (Guick Mode)
i@ Default recommended)
() Advanced
Authentication Method

@ Default

() Computer and User {using Kerberos VE)

() Computer jusing Kerberos W5)
(71 User jusing Kerberos VE)
(71 Computer cerfficate from this cerification autharity:

= b

(71 Advanced

Leam more about |Psec settings
What are the default values?

IPsec will use these settings to establish secured connections when
there are active connection securty rules or firewall rules that require
authentication.

When you use the default, settings that have been specified at a higher
precedence Group Policy object will be used.

Key exchange (Main Mode)
") Default recommended)

Data protection (Guick Mode)
") Default recommended)
@ Advanced
Authentication Method

() Default

() Computer and User {using Kerberos VE)

() Computer jusing Kerberos W5)
(71 User jusing Kerberos VE)
(71 Computer cerfficate from this cerification autharity:

Leam more about |Psec settings
What are the default values?




1
Glohallsetiiite

Customize Advanced Key Exchange Settings S s

Security methods Key exchange algorthm

Ise the following securty methods for key exchange.
Those higher in the list are tried first.

Securty methods:

Integrity
SHAT
SHAT

 Add.. |

Key lfetimes
Determine when a new key is generated. I both

options are selected, a new key is generated when the
first threshold is reached.

Key lifetime (in minutes):

Key lfetime (in sessions):

Leam more about key exchange settings
What are the default values?

) Bliptic Curve Diffie-Hellman P-384

Strongest securty, highest resources usags
Compatible only with Windows Vista and |

gystems.

1 Bliptic Curve Diffie-Hellman P-256

Stronger security, medium resource Usage.
Compatible only with Windows Vista and |

gystems.

(7 Diffie-Hellman Group 14

Stronger than DH Group 2.

i@ Diffie-Hellman Group 2 (default)

Stronger than DH Group 1.

(" Diffie-Hellman Group 1

This algorthm is provided for backward
compatibility onby.

Security Method

Encryption algorthm

(1 AES-256
Strongest security, highest resources usage.
Compatible only with Windows Vista and later

systems.
) AES-192

Stronger than AES-128, medium resource usage.
Compatible only with Windows Vista and later
systems.

@ AES-128 (default)

Faster and stronger than DES. Compatible onby with
Windows Vista and |ater systems.

) 3DES
Higher resource usage than DES.

) DES {not recommended)
This algorthm is provided for backward compatibility
onky.

Integrity algorthm

@ SHA1 {default)
Considered stronger than MD5, uses slighthy more
MESOUMCES .

) MD5 (not recommended)
This algorthm is provided for backward compatibility
anly.

Leam more about key exchange settings




Customize Data Protection Settings :'“‘: e
aa—

Diata protection settings arz used by conneciion securty nles to protect netwark traffic.

] Reguire encryption for all connection security rules that use these settings.

Data irtegrity Integrity Algerithms

Protect data from modification on the network with these
integrity algorthms. Those higher in the list are tried first. Protocaol

ESP protocol provides integrity onby for the packet payload. ESP is
compatible with Network Address Translation (MAT).

Data integrity algorthms:

Protocaol Integrity Key Lifetime (minutes./KE)

ESP SHAT 60,100,000

AH SHAT 60,100,000 © aH

AH protocal provides integrity for both the packet payload and the
|P header. AH protocol is not compatible with MAT.

Algorithm

@ SHA1 {default)
Considered stronger than MD5, but uses slighthy more resources.

) MD5 (not recommended)
Remave This algorthm is provided for backward compatibility onhy.

Leam more about integrity and encryption Key Ifetimes
What are the default values?

Key lifetime (in minutes):

Key lifetime (n KB):

Leam more about data inteqrity settings
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Customize Data Protection Settings - 'f"‘ M S - ——— H e

Integrity and Encryption Algorithms

j

Protocal

@ ESP (recommended)
Translation (WAT).

) ESP and AH

Encryption algorthm
) AES-256

Strongest security, highest resources usage.
Compatible onby with Windows Vista and later

systems.
) AES5-192

Compatible onby with Windows Vista and later
systems.
‘@ AES5-128 (default)

Faster and stronger than DES. Compatible only
with Windows Vista and later systems.

) 3DES
Higher resource usage than DES.

) DES {not recommended)
This algorithm is provided for backward
compatibility onhy.

Leam more about data encryption settings

Stronger than AES-128. medium resource usage.

ESP protocol provides privacy and integrity for the packet payload. ESP is compatible with Metwors Address

Adding the AH protocol provides additional integrity for the P header. This option is not compatible with NAT.

Integrity algorthm

@ SHA1 (default)

Considered stronger than MD5, uses slighthy
MOre MesoLUnces.

71 MD% (not recommended)
This algorithm is provided for backward
compatibility only.

Key regeneration
Key [fetime {in minutes):

Key lifetime (n KB):

erve confidentiality on
tryption algorthms.

Key Lifetime {min...
60/100,000
60/100,000




h

_—
Customize Advanced Authentication Methods
—

First authentication Second authertication

Specify computer authentication methods to use during Specify user authentication methods or a health cerdificate to
IPsec negotiations. Those higher in the list are tried first. use during |Psec negotiations. Those higher in the list are
tried first.

Eirst authentication methods: Second authentication methods:

Method Additional Information Method Addttional Information
Computer (Kerberos Vi) r

First Authentication Method

Select the credential to use for first authentication:

i@ Computer (Kerberos VE)
™) Computer (NTLMv2)
1 Computer cerificate from this certification authority {CA):

[ "] Firet authertication iz optional

) Preshared key {not recommended):

Leam more about authentication settings
What are the default values?

Preshared key authentication is less secure than other
authentication methods. Preshared keys are stored in plaintet.
When preshared key authentication is used, Second
Authertication cannot be used.

Leam more abaout the first authentication method

0K || Cancel




Customize Advanced Authentication Methods
—

First authentication

Specify computer authentication methods to use during
IPsec negotiations. Those higher in the list are tried first.

Eirst authentication methods:

Method Additional Information
Computer (Kerberos Vi)

Second Authentication Method

Select the credential to use for the second authentication:

@ User (Kerberos Vi)
(71 User (NTLMvZ)
) User cerificate from this cerification authorty {CA):

1 Computer health certfficate from this certification authority {CA):

Mote: You cannot use both user credentials and computer credentials in the
second authentication methods list.

Leam maore about the second authentication method

Second authertication

Specify user authentication methods or a health cerdificate to
use during |Psec negotiations. Those higher in the list are
tried first.

Second authentication methods:

Method Addttional Information

|| Second authentication is optional

A second authentication cannot be specified when a
preshared key is in the first authentication methods list.

oK || Cancel
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Rule Type

Select the type of connection security rule to create.

Steps:
Rule Type What type of connection securty rule would you like to create?

Reguirements

Authentication Method @ lsolation
Profile Restrict connections based on authentication critera, such as domain membership or
health status.

Name 7 Authentication exemption
Do not authenticate connections from the specified computers.
7! Serverto-server
Authenticate connection between the specified computers.
() Tunnel
Authenticate connections between gateway computers.
(71 Custom
Custom rule.

Mote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types
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B New Connectin Scurty Rule Wzard_

Rule Type

Select the type of connection security rule to create.

Steps:
Rule Type
Exempt Computers
Profile ) Isolation

Restrict connections based on authentication critera, such as domain membership or
health status.

@ Authentication exemption
Do not authenticate connections from the specified computers.

What type of connection securty rule would you like to create?

MName

7! Serverto-server
Authenticate connection between the specified computers.

() Tunnel
Authenticate connections between gateway computers.

(") Custom
Custom rule.

Mote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types
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Rule Type
Select the type of connection security rule to create.

Steps:
Rule Type What type of connection securty rule would you like to create?

Endpoints

Requirements ) l=olation
Restrict connections based on authentication critera, such as domain membership or

Authertication Method health status.

Profile

) Authentication exemption
MName Do not authenticate connections from the specified computers.

@ Serverio-server
Authenticate connection between the specified computers.

) Tunnel

Authenticate connections between gateway computers.
) Custom

Custom rule.

Mote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types
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Rule Type
Select the type of connection security rule to create.

Steps:
Rule Type What type of connection securty rule would you like to create?

Tunnel Endpoints

Authentication Method ) l=olation

Restrict connections based on authentication critera, such as domain membership or
Praofile
health status.

Name 1 Authentication exemption
Do not authenticate connections from the specified computers.
! Serverio-server
Authenticate connection between the specified computers.
@ Tunnel
Authenticate connections between gateway computers.

) Custom
Custom rule.

Mote: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types
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Rule Type
Select the type of connection security rule to create.

Steps:
Rule Type What type of connection securty rule would you like to create?

Endpoints

Requirements ) l=olation
Restrict connections based on authentication critera, such as domain membership or

Authertication Method health status.

Profile

) Authentication exemption
MName Do not authenticate connections from the specified computers.

! Serverio-server
Authenticate connection between the specified computers.

) Tunnel

Authenticate connections between gateway computers.
@ Custom

Custom rule.

Mote: Connection securty nules specify how and when authentication ocours, but they do not
allow connections. To allow a connection, create an inbound or outbound rule.

Leam more about rule types
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B9 e ComecionSecurty Rule Ward
Endpoints
Specify the computers between which secured connections will be established using [Psec.

Steps:
Rule Type Create a secured connection between computers in Endpoint 1 and Endpairt 2.

Endpoirts Which computers are in Endpoint 1?
Reqguirements @ Ay IF address

Authertication Method i These P addresses:

Profile

Mame

Customize the interface types to which this nule applies:

Which computers are in Endpoint 27
@ Any IP address

") These IP addresses:

Leam more about computer endpaints




@ Mew Connection Security Rule Wizard

Endpoints
Specify the computers between which secured connections will be established using [Psec.

Steps:
Rule Type Create a secured connection between computers in Endpoint 1 and Endpairt 2.

Which computers are in Endpoint 17
Requirements (") Any IP address

Authertication Method @ These IP addresses:

_ e I r
IP Address [ IP Address <)

Specify the |P addresses to match: Specify the |P addresses to match:

[
& Endpoints
[
-

i@ This IP address or subnet: (") This IP address or subnet:

Bxamples: 152.168.0.12 Bxamples: 192.168.0.12
152.168.1.0/24 152.168.1.0/24
2002:5d3b:1a31:4:208: 74 fe 39:6c43 2002:59d3b:1331:4: 208 74ff f=39:6c43
2002:9d3b: 1331 :4:208: 74ff fe 39:0/112 2002:9d3b:1a31:4: 208 74ff fe 39:0/112

(") This IP address @nge: (") This IP address range:

From: From:
To: To:

(7) Predefined set of computers: @ Fredefined s=t of computers:

Default gateway Defaull gatew
Default gatews
Leam more about specifying IP addresses Lea WINS servers
DHCP servers

[ oK ] [ Eaeed OMS servers
Local subnet
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Endpoints
Specify the computers between which secured connections will be established using [Psec.

Steps:
Rule Type Create a secured connection between computers in Endpoint 1 and Endpairt 2.

Endpoirts Which computers are in Endpoint 1?
Requirements @ Any IP address

Authertication Method (") These IF addresses:

Profile

Mame

1 T Tepg—
Customize Interface Types ﬁ

This rule applies to connections on the following inteface types. & interface types to which this nule applies:
pputers are in Endpoint 27

ddress

@ Allinterface types

() These interface types: b ~ddresses:

[[] Local area network:
[[] Remote access

7] Wireless

Leam more about interface types

Bbout computer endpaints

| oK
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@ Mew Connection Security Rule Wizard

Tunnel Endpoints

Steps:
Rule Tyvpe
Tunnel Endpoints
Authentication Method
Profile

MName

Specify the endpoints for the IPsec tunnel defined by this rule.

Connections from Endpairt 1to Endpaint 2 will pass through the specified tunnel endpoirts.
Turnel endpoints are generally gateway servers.

Which computers are in Endpoint 17

Add...

What is the local tunnel computer (closest to computers in Endpoint 1)7?
|Pv4 address:

|Pv6 address:

What is the remote tunnel computer (closest to computers in Endpoint 2)?
|Pv4 address:

|PvE address:
Which computers are in Endpoint 27

Leam more about tunnel endpaoirts




g Mew Connecticn Security Rule Wizard

Requirements

Specify the authentication requirements for connections that match this rule.

Steps:
Rule Tyvpe
Endpoints
Requirements
Authertication Method
Profile

Mame

When do you want authentication to ocour?

@ Request authentication for inbound and outbound connections
Authenticate whenever possible but authentication is not required.

~ Require authentication for inbound connections and request authentication for
" outbound connections

Inbound connections must be authenticated to be allowed. Outbound connections are
authenticated whenever possible but authentication is not required.

) Reguire authentication for inbound and outbound connections
Both inbound and outbound connections must be authenticated to be allowed.

) Do not authenticate
Mo connections will be authenticated.

Leam more about authertication requirements




g Mew Connecticn Security Rule Wizard

Authentication Method

Specify how authertication is performed for connections that match this rule.

Steps:
Rule Type What authentication method would you like to use?
Endpoints & Default

Requirements IUse the authentication methods specified in the profile properties.

Authertication Method

) Computer and user {Kerberos V5)
Profile

Restrict communications to connections from domainjoined users and computers.

Mame Provides identity information for authorizing specific users and computers in inbound and
outbound rules.

) Computer (Kerberos V5)
Restrict communications to connections from domainjoined computers. Provides identity
information for authorzing specific computers in inbound and outbound nules.

) Computer cestificate

Restrict communications to connections from computers that have a cedificate from this
certfication authority [CA).

Specify custom first and second authentication settings.

Leam more about authentication methads

<Back ||
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Customize Advanced Authentication Methods

Second authentication

Specify user authentication methods or a health cerdificate to
use durng |Psec negotiations. Those higher in the list are

tried first.

First authentication

Specify computer authentication methods to use during
|Psec negotiations. Those higher in the list are tried first .

First authentication methods: Second authentication methods:

Method Additional Information Method Additional Information

[7] Second authentication is optional

A second authentication cannot be specified when a
preshared key is in the first authentication methods list.

[ First authentication is optional

Leam more about authentication settings
What are the default values?

oK || Ccancel
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g Mew Connecticn Security Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Tyvpe
Endpoints

Requirements Domain
Applies when a computer is connected to its corporate domain.

When does this rule apphe?

Authertication Method

Profile Private

Name Applies when a computer is connected to a private netwaork location.

Public
Applies when a computer is connected to a public netwaork location.

Learn more about profiles
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g Mew Connection Security Rule Wizard

Exempt Computers
Specify the IP addresses of computers from which connections should not be secured with |Psec.

Steps:
Rule Type Which remote computers are exempt from authentication requirements ?

Bxempt Computers
Profile

MName

IP Address

Specify the |P addresses to match:

@ This IP address or subnet:

Examples: 152.168.0.12
152.168.1.0/24
2002:9d3b:1a31:4: 208 74 fe 35:6c43
2002:9d3b:1a31:4:208: 74 fe 39:0.112

() Thig IP address range:
From:
To:

Leam more about authentication exemptions ) Predefined set of computers:

Default gateway

Leam more about specifying |P addresses

| oK




g Mew Connection Security Rule Wizard

MName

Specify the name and description of this rule.

Steps:
Rule Tyvpe
Endpoints

Requirements

Authertication Method
Profile

MName Description {optional):




|Psec aleiing l

® Added 15 new IPsec audit-specific events and 20 new firewall events
® 25 legacy event texts rewritten to reflect a more accurate state
® No more generic events

® |mplemented granular contrel el the IPsec audit policy (3 main
categories with 8fsuldl categeries)

Events include all the information needed for troubleshooting; no
tracing required
Oakley log replaced with WPP tracing (intended for Microsoft internal
use only)

» Defined different logical Perimoen counters sets (IKE4, IKEV6,
AUTHIPv4, AuthlPve6, ...)

® Overall added 150 new Perfmon counters between IPsec and: firewall
® Improved IPsecmon—event texts include troubleshooting hints

® |ntegrated with NetXP, an end-user tool for diagnosing and resolving
connection problems
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