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Information Distribution Control System of Host
Based for P2P File Sharing Environment

MASAAKI MATSUOKA, ! TAKAHIRO MATSUKI, !
MasAaTO TERADA,? TETSURO KiTO™
and HIROFUMI NAKAKOJIT?

Recently, problems regarding the P2P file sharing on the Internet are growing.
To promote the safe use of P2P file sharing network while preventing informa-
tion leak through virus infection and circulation of copyrighted materials, we
should reconsider the way of the current P2P file sharing. In this paper, we
propose the information distribution control system of host based for P2P file
sharing environment, a client-based security measure that monitors the specific

file folders used in P2P file sharing and prevents upload and download of copy-
righted materials and malicious files by inspecting and filtering what can be put
in the folders. The effectiveness of the approach obtained with the prototype
system is also presented.
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Fig.2 Overview of proposal P2P file exchange control system.
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Table 1 Stored file profile in P2PDB.
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Fig.3 Overview of upload folder monitoring and IPR hook.
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Fig.8 The dialog of download folder monitoring.
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