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public void setSubcontext (String subcontext) ;
ogooao

subcontext]
O0o0oooooooooooo

RN

ao

ggd

ERN

16



200000000000000000000 API

2.3 ChangeDataFailedException [0 [ [
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ChangeDataFailedException 000000000000
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oad
class ChangeDataFailedException extends UAException

public ChangeDataFailedException() ;
public ChangeDataFailedException (String msg) ;

gooboooon

gooooogo oo

ChangeDataFailedException 0 0 00 0 00O ChangeDataFailedException 0 0 00000000
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public ChangeDataFailedException() ;

public ChangeDataFailedException (String msg) ;
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2.50 LdapSSODataManager [ 0 [
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class LdapSSODataManager

}

public LdapSSODataManager (String realm) ;

public LdapUserEnumeration listUsers()

throws NamingException;
public LdapUserEnumeration listUsers (String uid)

throws NamingException;
public SSOData getSSOData (String uid)

throws NamingException;
public void addSSOData (String uid,

SSOData ssoData)

throws SSODatalistenerException, NamingException,

CryptoException, UnsatisfiedLinkError, SecurityException;
public void removeSSOData (String uid)

throws SSODatalistenerException, NamingException,

CryptoException, UnsatisfiedLinkError, SecurityException;
public void modifySSOData (String uid,

SSOData ssoData)

throws SSODatalistenerException, NamingException,

CryptoException, UnsatisfiedLinkError, SecurityException;
public SSODatalListener[] getSSODatalListeners() ;
public void addSSODatalListener (SSODatalistener listener) ;
public void removeSSODatalListener (SSODatalistener listener);
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listUsers 0000000 10 goooooo IboooOoOoooooo

listUsers 0000000 20 gooIbOoooooooogo
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LdapSSODataManager 0 0 0O 0O 0O O O
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public LdapSSODataManager (String realm) ;
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public void addSSOData (String uid,
SSOData ssoData)
throws SSODatalistenerException, NamingException,
CryptoException, UnsatisfiedLinkError, SecurityException;
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public void addSSODatalListener (SSODatalistener listener) ;
goggd

listenerd
SSODatalistener 000000000000 0OnullO000O0OOOODODODOO
oad

ud

ao

ggd

ERN

21



200000000000000000000 API

getSSOData 0 0 0O [
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public SSOData getSSOData (String uid)
throws NamingException;
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public SSODatalListener[] getSSODatalListeners() ;
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public LdapUserEnumeration listUsers()
throws NamingException;
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public LdapUserEnumeration listUsers (String uid)
throws NamingException;
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SSOData data = new SSOData() ;
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data.setMapping ("RealmA", "user2");
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public void modifySSOData (String uid,
SSOData ssoData)
throws SSODatalistenerException, NamingException,
CryptoException, UnsatisfiedLinkError, SecurityException;
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goododdoddddoooooooooo

com.cosminexus.admin.auth.CryptoException[]
0000000ooo0ooo0oooooooooooooooooooood
0000 Secretbata 0000 O0OO0ODOODO

java.lang.UnsatisfiedLink Exrror]
ol oooo o

java.lang.SecurityException[]
SecurityManager O 0 O O O SecurityManager 0 checkRead D0 O OO OO OO
gobodddddoooooooooooo

javax.naming.Communication Exception[]
LDAPOOOOOODODODODOOOOOODOO

javax.naming.NameNotFoundException[]
goooooo Ibooooooo

25



200000000000000000000 API
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public void removeSSOData (String uid)
throws SSODatalistenerException, NamingException,
CryptoException, UnsatisfiedLinkError, SecurityException;
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removeSSODatalListener 0 0 O [J
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public void removeSSODatalistener (SSODatalListener listener) ;
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2.60] LdapUserDataManager [ [ [

ERN
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gbooooooooboobo

0000000000000 0DOdaddUserData 00O O 0O O modifyUserData O
000 0OremoveUserData 00000000 getUserData 00000000000
goooOoOoOoOoOoOoOoOoOoOoOOOUOOOOODOODOODOODOODODOOO

LdapUserDataManager 0 00000000000
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class LdapUserDataManager
public LdapUserDataManager (String name)

throws ConfigError;
public LdapUserDataManager (String name,

AttributeEntry[] aliases)

throws ConfigError, FormatError;
public LdapUserDataManager (String name,
String aliasesFile)
throws ConfigError, FormatError, IOException,
FileNotFoundException,
SecurityException;
public LdapUserDataManager (String name,

AttributeEntry[] aliases,
ObjectClassEntry[] ocEntries)

throws ConfigError, FormatError;
public LdapUserDataManager (String name,

AttributeEntry[] aliases,

String objclassesFile)
throws ConfigError, FormatError, IOException,
FileNotFoundException, SecurityException;
public LdapUserDataManager (String name,
String aliasesFile,

ObjectClassEntry[] ocEntries)

throws ConfigError, FormatError, IOException,
FileNotFoundException, SecurityException;
public LdapUserDataManager (String name,
String aliasesFile,
String objclassesFile)
throws ConfigError, FormatError, IOException,
FileNotFoundException, SecurityException;

public LdapUserEnumeration listUsers()
throws NamingException;
public LdapUserEnumeration listUsers(String uid)
throws NamingException;
public UserData getUserData (String uid)
throws NamingException;
public void addUserData (String uid,
UserData userData)
throws ObjectClassError, NamingException;
public void addUserData (String uid,
UserData userData,
String name, String value)
throws ObjectClassError, NamingException;
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public void removeUserData (String uid)
throws NamingException;
public void modifyUserData (String uid, UserData userData)
| throws ObjectClassError, NamingException;
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public LdapUserDataManager (String name)
throws ConfigError;

public LdapUserDataManager (String name,
AttributeEntry[] aliases)
throws ConfigError, FormatError;

public LdapUserDataManager (String name,
String aliasesFile)
throws ConfigError, FormatError, IOException,
FileNotFoundException,
SecurityException;

public LdapUserDataManager (String name,
AttributeEntry[] aliases,
ObjectClassEntry[] ocEntries)
throws ConfigError, FormatError;

public LdapUserDataManager (String name,
AttributeEntry[] aliases,
String objclassesFile)
throws ConfigError, FormatError, IOException,
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FileNotFoundException,
SecurityException;

public LdapUserDataManager (String name,

String aliasesFile,
ObjectClassEntry[] ocEntries)

throws ConfigError, FormatError, IOException,
FileNotFoundException,
SecurityException;

public LdapUserDataManager (String name,

String aliasesFile,
String objclassesFile)

throws ConfigError, FormatError, IOException,
FileNotFoundException,
SecurityException;
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public void addUserData (String uid,
UserData userData)
throws ObjectClassError, NamingException;
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public void addUserData (String uid,
UserData userData,
String name,
String value)
throws ObjectClassError, NamingException;
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com.cosminexus.admin.auth.api.repository.ldap.ObjectClassError(
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getUserData 0 0O O [0
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public UserData getUserData (String uid)
throws NamingException;
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public LdapUserEnumeration listUsers()
throws NamingException;
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public LdapUserEnumeration listUsers(String uid)
throws NamingException;
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public void modifyUserData (String uid,
UserData userData)
throws ObjectClassError, NamingException;
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public void removeUserData (String uid)
throws NamingException;
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interface LdapUserEnumeration extends java.util.Enumeration

public boolean hasMore ()
throws NamingException;
public boolean hasMoreElements () ;
public String next ()
throws NamingException;
public Object nextElement () ;

public close ()

throws NamingException;
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public void close()
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throws NamingException;
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public boolean hasMore ()
throws NamingException;
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public boolean hasMoreElements () ;
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public String next ()
throws NamingException;
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public Object nextElement () ;
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class LoginUtil
public static boolean check (HttpServletRequest request,
HttpServletResponse response) ;
public static boolean check (HttpServletRequest request,
HttpServletResponse response,
String realmName) ;
}
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public static boolean check (HttpServletRequest request,
HttpServletResponse response) ;
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public static boolean check (HttpServletRequest request,
HttpServletResponse response,
String realmName) ;
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class ObjectClassEntry

public
public
public

public
public
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public

ObjectClassEntry () ;

ObjectClassEntry(String[] objectClasses);

ObjectClassEntry(String subcontext,
String[] objectClasses) ;

void setObjectClasses (String[] objectClasses);
String[] getObjectClasses() ;

void setSubcontext (String subcontext) ;

String getSubcontext () ;
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public ObjectClassEntry () ;

public ObjectClassEntry (String[] objectClasses) ;

public ObjectClassEntry (String subcontext,

String[] objectClasses) ;
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public String[] getObjectClasses() ;
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public String getSubcontext () ;
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public void setObjectClasses (String[] objectClasses) ;
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public void setSubcontext (String subcontext) ;
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interface PasswordCryptography

public bytel[] encrypt (bytel] plain);

goooboob
ooooo oo
encrypt 1000 gooooooooobooooboooooOooooobooboooooo

gooooooo

encrypt J U 00U

RN

gboboboooboooobobobobobooooobooobooboobobob

oo
public byte[] encrypt (bytel[] plain);
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class PasswordUtil

public static void changePassword (String name,
String uid,
String oldPassword,
String newPassword)
throws LoginException,
SecurityException;

}
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public static void changePassword (String name,
String uid,
String oldPassword,
String newPassword)
throws LoginException,
SecurityException;
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class SSOData

public SSOData () ;

public void setSecretData (String secretData)
throws CryptoException, UnsatisfiedLinkError,
SecurityException;
public void setPublicData (String publicData) ;
public String getPublicData() ;
public Enumeration getMappingRealms () ;
public String getMapping(String realm) ;
public void setMapping (String realm,
String uid) ;
public void removeMapping (String realm) ;

}
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public SSODataf() ;
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public String getMapping(String realm) ;
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public Enumeration getMappingRealms () ;
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public String getPublicData() ;
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public void removeMapping (String realm) ;
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public void setMapping(String realm,
String uid) ;
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public void setPublicData (String publicData) ;
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public void setSecretData(String secretData) ;
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class SSODataEvent

public SSODataEvent (String uid,
String secretData,
String publicData,
String oldSecretData,
String oldPublicData) ;

public String getUserId() ;
public String getSecretDatal() ;
public String getPublicData () ;
public String getOldSecretDatal() ;
public String getOldPublicDatal() ;

}
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public SSODataEvent (String uid,
String secretData,
String publicData,
String oldSecretData,
String oldPublicData) ;
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public String getOldPublicData() ;

goggd

ERN

RN

ao

oaoo

O0O0O0 PublicData000O0O0OO0OOOOOOOODOOOOO nullOOOOOOO

getOldSecretData [0 [0 [ [

ud

0000000000000 0000000 SecretbatalCDOOOODO

60



200000000000000000000 AP

od
public String getOldSecretDatal() ;
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public String getPublicDatal() ;
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public String getSecretDatal() ;
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public String getUserId() ;
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interface SSODatalistener extends java.util.EventListener

public void ssoDataAdded (SSODataEvent event)
throws ChangeDataFailedException;

public void ssoDataModified (SSODataEvent event)
throws ChangeDataFailedException;

public void ssoDataRemoved (SSODataEvent event)
throws ChangeDataFailedException;
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public void ssoDataAdded (SSODataEvent event)
throws ChangeDataFailedException;
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public void ssoDataModified (SSODataEvent event)
throws ChangeDataFailedException;
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public void ssoDataRemoved (SSODataEvent event)
throws ChangeDataFailedException;
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SSODataListenerException 000000000000
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class SSODatalListenerException extends UAException

public SSODataListenerException() ;
public SSODatalistenerException (String msg) ;

public void setException (SSODatalistener listener,
ChangeDataFailedException exception) ;
public SSODatalListener[] getListeners();
public ChangeDataFailedException getException (SSODatalListener
listener) ;
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public SSODatalListenerException() ;

public SSODatalistenerException (String msg) ;
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public ChangeDataFailedException getException (SSODataListener
listener) ;
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public SSODatalListener[] getListeners();
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public void setException (SSODatalistener listener,
ChangeDataFailedException exception) ;
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interface UserAttributes

}

public Object getAttribute (String alias)
throws IllegalStateException;

public Enumeration getAttributes(String alias)
throws IllegalStateException;

public void addAttribute(String alias,

Object attr)

throws IllegalStateException;

public Enumeration getAttributeNames ()
throws IllegalStateException;

public void removeAttribute (String alias)
throws IllegalStateException;

public int size()
throws IllegalStateException;

public Enumeration getAliases()
throws IllegalStateException;
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public void addAttribute (String alias,
Object attr)
throws IllegalStateException;
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public Object getAttribute (String alias)
throws IllegalStateException;
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public Enumeration getAttributeNames ()
throws IllegalStateException;
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nextElement 00000 Object 0000000 DODOOOOOOODOODO

ud

public Enumeration getAttributes(String alias)
throws IllegalStateException;
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public void removeAttribute (String alias)
throws IllegalStateException;
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public int size()
throws IllegalStateException;
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class UserData

public

public
public
public
public
public

public
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}

UserData() ;

void setPassword (String password) ;
Enumeration getAttributeNames () ;
Object getAttribute (String name) ;
Enumeration getAttributes (String name) ;
void addAttribute (String name,

Object attr) ;
void removeAttribute (String name) ;
int size();
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public UserData() ;
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public void addAttribute (String name,
Object attr);
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public Object getAttribute (String name) ;
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public Enumeration getAttributeNames () ;
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public Enumeration getAttributes (String name) ;
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public void removeAttribute (String name) ;
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public void setPassword(String password) ;
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class WebCertificateCallback implements
javax.security.auth.callback.Callback

public

public
public
public
public
public
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public
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public
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}

WebCertificateCallback (String attrName) ;

void setSubjectID(String name) ;

String getSubjectID() ;

void setRequest (HttpServletRequest req) ;
HttpServletRequest getRequest () ;

void setResponse (HttpServletResponse res) ;
HttpServletResponse getResponse () ;

void setAttributeEntries (AttributeEntry[] aliases);
AttributeEntry[] getAttributeEntries() ;
void setTagID(String tid) ;

String getTagID() ;

void setTagEntry (String entry) ;

String getTagEntry () ;
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public WebCertificateCallback (String attrName) ;
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public AttributeEntry[] getAttributeEntries() ;
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public HttpServletRequest getRequest () ;
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public HttpServletResponse getResponse () ;
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public String getSubjectID() ;
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public String getTagID() ;
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public void setAttributeEntries (AttributeEntry[] aliases) ;
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public void setRequest (HttpServletRequest req) ;
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public void setResponse (HttpServletResponse res);
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public void setSubjectID(String uid) ;
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public void setTagEntry (String tid) ;
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class WebCertificateHandler

public WebCertificateHandler (HttpServletRequest request,
HttpServletResponse response,
AttributeEntry[] aliases)
throws ParameterError;
public WebCertificateHandler (HttpServletRequest request,
HttpServletResponse response,
String aliasesFile)
throws ParameterError, FormatError, FileNotFoundException,
IOException, SecurityException;

public void handle (Callback[] callbacks)
throws IOException, UnsupportedCallbackException;
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WebCertificateHandler 0 0 0O O O WebCertificateHandler D D 00D 0000000000000
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handle0 00O SSLOO000000o0ooonooo
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public WebCertificateHandler (HttpServletRequest request,
HttpServletResponse response,
AttributeEntry[] aliases)
throws ParameterError;

public WebCertificateHandler (HttpServletRequest request,
HttpServletResponse response,
String aliasesFile)
throws ParameterError, FormatError, FileNotFoundException,
IOException, SecurityException;
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FormatError 000000000000 DOO0OOOOODOOOODOODO FormatO

gboboboooboooboootm
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java.io.FileNotFoundException[]
oo ooooobbobobooooo
000000000 FilelnputStream 000000000000 OOOOODOO

[EREN

java.lang.SecurityException[]
SecurityManager O 0 O O O SecurityManager 0 checkRead DO O OO OO OO

gbobobooooobooboobobooo

java.io.IOException]
goddddooooooooooo
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HttpServletRequest 0 O O HttpServletResponse 000000000 OOO0O
ogooo
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RN

public void handle (Callback[] callbacks)
throws IOException, UnsupportedCallbackException;
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ERN

class WebLogoutCallback implements
javax.security.auth.callback.Callback

private HttpSession session = null;
private String userID = null;

public WebLogoutCallback() ;

public void setSession (HttpSession session) ;
public String getSession() ;

public void setUserID(String userID) ;
public String getUserID() ;

}
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public WebLogoutCallback() ;
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public HttpSession getSession() ;
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public String getRequest () ;
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public void setSession (HttpSession session);
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public void setUserID(String userID) ;
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class WebLogoutHandler
public WebLogoutHandler (HttpSession session , String userID)
throws ParameterError;

public void handle (Callback[] callbacks)
throws java.io.IOException, UnsupportedCallbackException;
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public WebLogoutHandler (HttpSession session, String userID) ;
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public void handle(Callback[] callbacks)
throws UnsupportedCallbackException;
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class WebPasswordCallback implements
javax.security.auth.callback.Callback

public static final int GETPW;
public static final int NOPW;

public WebPasswordCallback () ;

public void setName (String name) ;

public String getName () ;

public void setPassword(String password) ;

public String getPassword() ;

public void setRequest (HttpServletRequest req) ;

public HttpServletRequest getRequest () ;

public void setResponse (HttpServletResponse res) ;

public HttpServletResponse getResponse () ;

public void setAttributeEntries (AttributeEntry[] aliases);
public AttributeEntry[] getAttributeEntries() ;

public void setOption(int option) ;
public int getOption() ;

public void setTagID(String tid);
public String getTagID() ;

public void setTagEntry (String entry) ;
public String getTagEntry () ;

}
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public WebPasswordCallback() ;
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public AttributeEntry[] getAttributeEntries() ;
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public String getName () ;
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public HttpServletRequest getRequest () ;
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public String getTagEntry () ;
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public void setRequest (HttpServletRequest req) ;
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public void setResponse (HttpServletResponse res) ;
googd

res[]
HttpServletResponse 0 0000000000000



200000000000000000000 AP

RN

ao

oaoo

ao

setTagEntry O O 0O O

RN

gbobobooboobooooobooboboboooboobooon

RN
public void setTagEntry (String tid) ;
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class WebPasswordHandler

public WebPasswordHandler (HttpServletRequest request,
HttpServletResponse response,
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boolean urlforward)
throws FormatError, ParameterError;
public WebPasswordHandler (HttpServletRequest request,
HttpServletResponse response,
String aliasesFile,
String url,
boolean urlforward)
throws IOException, SecurityException, FormatError,
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public void handle (Callback[] callbacks)
throws IOException, UnsupportedCallbackException;
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public WebPasswordHandler (HttpServletRequest request,
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throws IOException, SecurityException, FormatError,
ParameterError;
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public void handle (Callback[] callbacks)
throws IOException, UnsupportedCallbackException;
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class WebSSOCallback implements
javax.security.auth.callback.Callback

public WebSSOCallback() ;

public void setRequest (HttpServletRequest req) ;
public HttpServletRequest getRequest () ;

public void setResponse (HttpServletResponse res) ;
public HttpServletResponse getResponse () ;

public void setTagID(String tid);

public String getTagID() ;

public void setTagEntry (String entry) ;

public String getTagEntry () ;

}
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public WebSSOCallback () ;
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public HttpServletRequest getRequest () ;
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public HttpServletResponse getResponse () ;
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public String getTagEntry () ;
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public void setRequest (HttpServletRequest req) ;
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public void setResponse (HttpServletResponse res);
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public void setTagEntry (String tid) ;
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class WebSSOHandler

public WebSSOHandler (HttpServletRequest request,
HttpServletResponse response,
CallbackHandler ch)
throws ParameterError;

public void handle (Callback([] callbacks)
throws IOException, UnsupportedCallbackException;
}
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public WebSSOHandler (HttpServletRequest request,

HttpServletResponse response,
CallbackHandler ch)

throws ParameterError;
oooo

requestl]

JSP/Servlet 00 OO OO0 ODOODOOOOOODOOO



200000000000000000000 API

responsel[]
JSP/Servlet 1000 000D0ODODOOOOODOODO

chO
000000 CallbackHandler 00 0000000000000 OOO0O0O nullO
oooooo

RN

com.cosminexus.admin.common.ParameterError(d
HttpServletRequest 0 O O HttpServletResponse IO 00000000 OOO0O
oooao

handle O 0 O O

ud

0000000000000 WebSSOCallback 00O OO0OOCallback00O0O0O0O0O0
gboboboobobooooooobobobobooboobDobDobobDobLoOn
god

ud

public void handle (Callback[] callbacks)
throws IOException, UnsupportedCallbackException;
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3.20 <ua:attributeEntries>Entries</ua:attributeEntries> 00 O

3.30 <ua:attributeEntry/> 0 0O

3.40 <ua:login/> 0 O

3.50 <ua:logout/> 0 O

3.60 <ua:notLogin>Body</ua:notLogin> 0 O
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throws IllegalArgumentException,
IllegalStateException;
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public void unsetRequestTimeout ()
throws IllegalStateException;
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public static CJLogRecord create (Level level,
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public static CJLogRecord create (Level level,
String msg,
String appName,
String msgID) ;
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public static CJLogRecord create (Level level,
String msg,
Object paraml,
String msgID) ;
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public static CJLogRecord create (Level level,
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public static CJLogRecord create (Level level,
String msg,
Throwable thrown,
String msglID) ;
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public static CJLogRecord create (Level level,
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Throwable thrown,
String appName,
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public static CJLogRecord create (Level level,
String msg,
Object [] params,
String msglID) ;
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public static CJLogRecord create (Level level,
String msg,
Object [] params,
String appName,
String msglID) ;
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public static CJLogRecord create (Level level,
String msg,
Throwable thrown,
Object [] params,
String msglID) ;

goggd

levelO
000000000000 0O0O0O0OSEVEREODOOOOOOOOO

msgl]
0000000DOo0o00oo0oO00ooOboO0oooooooooooo

thrownO
LogRecord 0000 0D0ODOODODOOOOODOODOODO

params[]
000000000LoggerlogDO0ODOO Object 00000000 0OOODOOODO
0000 Object O ODOOOOOO

msgIDO
MsglDOODOOOOODODOODOODODDOODODOOODDOOOOOOOO

ggd

CJLogRecord 000000000 O0O0OO

create 1 00O UOOO 100

ud

Leveld Messageld Thrown Object 0 0 0 AppName 00 0 MsgIDO OO OO
CdLogRecord D000 0O0OO0ODODOODO

RN

public static CJLogRecord create (Level level,
String msg,
Throwable thrown,
Object [] params,
String appName,
String msglID) ;
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public static CJLogRecord createp (Level level,
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String msg,
String msglD) ;
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public static CJLogRecord createp(Level level,
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public static CJLogRecord createp(Level level,
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public static CJLogRecord createp(Level level,
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Object paraml,
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public static CJLogRecord createp(Level level,
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Throwable thrown,
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public static CJLogRecord createp (Level level,
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public static CJLogRecord createp(Level level,
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