How to setup squid v3.5.20 for Windows as Reverse Accelerator Proxy
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Squid for Windows N:arne - | Drescription | Skatus | Skarkup Type | Log Cn As |
&k 5econdary Lagan Enables st... Manual Lacal System
Start the sarvice i€} Secure Socket Tun..,  Provides s.., Manual Local Service
{;Q;Securit\,f fccounts ... The starku,..  Started Automatic Laocal System
Description: n..‘.";;{”;Server Supports fil,.,  Started Aukomatic Local System
Reducas bandwidth and improves ‘C:Shell Hardware Det... Providesn...  Started Autornatic Local Systemn
response times by caching and reusing n..‘.";;}-.Smart Card Manages a... Manual Local Service
frequently-requested web pages. o
Chomart Card Remaw...  Allows the ... Manusal Local System
n..‘.";;{”;SNMP Trap Receives k.., Manual Local Service
Q;Software Protection  Enables th... Automatic (DL, Mekbwark S,
n..‘.‘;;{”;SpeciaI Adminiskrati... Allows adm... Manual Local System
-E:?-.SF‘F‘ Matification Ser... Provides 5... Marwal Local Service

uid For Windows Feduces b, .. Automatic ]
1L SSDP Discovery Discovers ... Disabled Local Service
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“setup-x86.exe”

(32bit N — ¥ oz v . H ¥ U v 7 X

https://www.cygwin.com/setup-x86.exe ) & L < & “setup-x86_64.exe” (64-bit

N— g v Bf#EY 713 httpst//www.cygwin.com/setup-x86_64.exe )

“Choose Installation Type”/ % /L ClZ“Install from internet” % 4R,
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E Cygwin Setup - Choose Installation Type
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Choosze A Download Source
Chiooze whether ta inztall ar dawnload fram the intemet, ar install from files in
a lozal directon.

2,

% dnstall from Irkernet
[dowrloaded files will be kept for future re-use}

" Download Without Installing

" Install from Local Directony
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Cancel

“Choose Installation Directory” /X3 /L ClIT 7 4/ hDEETOK,
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E Cygwin Setup - Choose Installation Directory

3 Select Root Install Directory -
Select the directory where vau want ta inztall Cogwin, Alza chooze a few =

inztallation parameters.

~ Root Directory

L
| ~ Inztall Far
5 & &l Users [RECOMMENDED)

Cygwin will be available o all users of the spstem.

 Just Me

Cygwin will still be available to all users, but Desktop lcons, Cygwin Menu Entries, and important
Inztaller infarmation are anly available ta the current uzer. Only zelect this if you lack
Adminiztrator privileges or if youw have zpecific needs.

< Back I Meut = I Cancel |

4. “Select Local Package Directory”’ X3/ Cldty N7 v 7 RA U —RT57 7
ANERIFET DT 4 V7 M) EBRET 5, 774/ FTOK,

(= Cygwin Setup - Select Local Package Directory

Select Local Package Directory -
Select a directorny where pau want Setup to stare the inztallation files it o]

downloads. The directory will be created if it does not already exist.

Local Package Directany

C:¥REFPC Browse. .. |

¢ Back I Hest > I Cancel




“Select Connection Type” /SR /LTCHy MU —T i HIEEZ®RIN, b LA V¥ —
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v X v ) LN H DA IE Proxy settings & L<IZHS T % v 2 1E,

(= Cygwin Setup - Select Connection Type

Select Your Internet Connection =
Setup needs to know how pou want it to connect o the internet. Chooze e

the appropriate zettings below.

™ Use |nternet Explarer Prosy Settings
™ Use HTTP/FTF Prosy:

Prowy Host I

Purt IEEI
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“Choose Download Site(s)”/S /L C, iWF U a— KA NEHEE, FOV
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(= Cygwin Setup - Choose Download Site(s)

. Choosze A Download Site
Choosze a zite fram thiz list, or add your cwn sites ta the list

Axaillable Download Sites:

hittp: 4 foygwin. aziz.io
' ftp://bo.miror. garr.it
hitkp:/ Abo.irror. garr it

ftp: /A, jaist. ac.
hittp: 4 fftpjaist. ac.p

ftp: /4 ftp iz wamanata-u. ac. jp
hittp:/ #tp.yz. vamagata-u. ac.jp
ftp: A4 i ad.jp
hittp: A i ad.jp

ftp://ftp kaizt ac. ke

ftp: A mirmar. lagoon, b
hittp: 4 fmniirrar. lagoon, nc
ftp://ftp.ent ubwente. nl
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E Cygwin Setup - Select Packages [_ (O]

Select Packages
Select packages to ingtall

“Select Packages”/ SRV R R,

C

Search || Clear |

" Keep * Cum

" Exp View | Categary

Cateqarny | =

| Bin? | Sre?| Size

B Al &% Default
Accezsibility £ Default
Adriin &% Default
Archive & Default
Audio &% Default
Baze &¥ Default
Database & Default
Cebug 4% Default
; | Devel 4% Default |

[+ Hide cbsolete packages

| Package j

sl

< Back I Mest » I

Cancel |

“openssl” % “Search”!ZAJ) L., “Base” 17 Z VU ZBA<, ATFD X 572/ 3% LA
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Select Packages
Select packages to install E
Search |openssl| Elearl (" Keep ¥ Curr { Exp Miew | Category
Category | New | Bin'?| Src'?| Size Package
B All &% Default
E Baze & Default
&% 1.0.2h-1 O 1,018k  libopenssl100: & general purpose cryptoeraphy toolkit with TLS implementation (runtir
&% 10.2h-1 O 66k openszl A general purpose cryptography toolkit with TLS implementation

Debug £ Default
Devel & Default
Libs &% Default
MHet & Default
Perl & Default
Python & Default

HLERDIIICBIn?” I T L2020 b T = v/ <w—27B3HIL openssl 131
VA R—=NEND, 7272, B LUTOX 3 IZ“na” DA,

= Cygwin Setup - Select Packages =]
Select Packages =
Select packages ko install -

Eearchlnpenssi Elearl " Keep & Cur " Ezp Wiew | Categary

Cateqaory | Mew | Bin? | Sru:?| Size | FPackage 1=
B All &¥ Default
El Baze &% Default
& Ship na e 1.M8k  lbopenzsN00: 4 g
& Skip nfa nfa REGk  openzsl & general
Cebug 4% Default
Devel &% Default
Libs &% Diefault !
Met & Default

Ferl £% Default l
1| | 9

¥ Hide obsolete packages

< Back I MNewt > I Cancel |
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Select Packages
Select packages to install

Search Icurl| Clear |
Category: | e | Elin'?| Src'?| Size Fackage
B All & Default

Debue &% Default
Devel & Default
Doc &% Default
Libz &% Default
B Met &% Default
&r7481-1 O 278k curl Multi-protocol file transfer tool
Perl & Default
PHP & Default

10. i bafF& 728y r—yaiBiiae. (2720, Ao 7 r % D84 openssl &
curl T+47)
11. “W~NEBT Vo, Fura—RRiaEn, &TR5E1T7727 Y v 7
12. Cygwin ® bin 7 4 L7 K U ~OD /R Z B8 % PATH (B0,
squid DR
1. R—=1E5 T HOR—  NESEZRODLVEND S, HEREEIZ WAS £ RTC
ERUAR— &S, b LEIFSLMEIMNERHLHYE. T D technote DNEITHE D
L,
2. FEHE, ¥v v 2B Coredump O 7 7 A VDT 4 L7+
& 3ODF 4L MUMNKE, BIZIE,
> GEHE: C'¥Squid¥certs
> ¥y v ial C¥Squid¥cachedir (EE:F v v a7 7 A LOH A XTEKIC
20 NH 7T, GETOBPUTERESAITIZ L. )
» Coredump: C:¥Squid¥coredump
3. SSL HFEHE: 7YX N SSL > TRTCSCM 7 7 A 7> b & Y— "—|ZHi 7
D, FEHES M
® Cygwin ®bin T 4 L7 kU ~O/RANEREEAE PATH (A > TV 5 F AR,
® GEEMT 4 L7 bUICEEREEERT D, i
openssl req -x509 -sha256 -newkey rsa:2048 -keyout
lcygdrive/C/Squid/certs/privkey.pem -out /cygdrive/C/Squid/certs/server.pem
-days 1000 -nodes
HEE: Cygwin J® Windows D/S 2D FKFE LT, LFO#@EY, -
leygdrive/ <windows N7+ 7% 745 —5 1| 7 4/ 5—% ... 7 714
“cygdrive” L[ EMH, .
o i



C:¥Squid¥certs>openssl req -x509 -sha256 -newkey rsa:2048 -keyout }

leygdrive/C/Squid/certs/privkey.pem -out /cygdrive/C/Squid/certs/server.pem -days 1000 -nodes

Generating a 2048 bit RSA private key

unable to write 'random state'

writing new private key to '/cygdrive/C/Squid/certs/privkey.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:JP

State or Province Name (full name) [Some-State]:Tokyo

Locality Name (eg, city) [l:Chuoku

Organization Name (eg, company) [Internet Widgits Pty Ltd]:MyCompany
Organizational Unit Name (eg, section) [l:MyGroup

Common Name (e.g. server FQDN or YOUR name) [|:proxy.mycompany.com

Email Address [I:jtsadmin@rtcserver.mycompany.com

4. squid ¥y v ¥ =aisquid ¥ ¥ v 2L FOHETHHET 5,
o LLEFLTCWEZLsquidZEA Ly
® T 27 Fv 7 LED“Squid Terminal’ZBi<, (FEE: 2~r F7a 7 Miflib7
W k)

Squid Terminal

® “squid -z”% FE1T
HE bL¥vyvrazZ U7 LA, 1D squid ZA My DF vy vias
A4 V7 MU EHIER 3)F ¥ v aT 4 L7 MY ZFEEER 4) “squid -2” % FEAT,
5. squid.conf
® squid.conf (ff] C:¥Squid¥etc¥sqid¥squid.conf) Zm@bIZZ8 8 GEMIE squid doc
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https_port <proxy server port number> cert=<path to a certificate(pem)> accel key=<path to a private

key(pem)>

I

cache_peer <rfc server name>parent <rtc server port number> 0 no-query originserver }

name=httpsAccel ssl login=PASSTHRU sslflags=DONT_VERIFY_PEER

cache_peer_access httpsAccel allow all
cache_replacement_policy heap GDSF
memory_replacement_policy heap GDSF

cache_dir aufs <path to a cache directory> <max directory cache size (Mbytes)> 256 256
cache_mem <max memory cache size > MB

cache_store_log none

coredump_dir <path to a coredump directory>

acl localnet src <IP address which squid can accept>
http_access allow localnet

http_access allow localhost

refresh_pattern . 0 20% 4320
cachemgr_passwd disable all

maximum_object_size 1024 MB
maximum_object_size_in_memory 16 MB

buffered_logs on

visible_hostname <proxy server name>

#cache_effective_user squid
#cache_effective_group wheel
#debug_options ALL,2
max_filedescriptors 3200

logfile_rotate 7

»  <proxy server port number> 7 11 % 3 — N —R— N EB, ] 9443

»  <path to a certificate(pem)> FHET 7 A N~DXA, ffil cygdrive/C/Squid/certs/server.pem

»  <path to a private keypem)> 7 T A N — F F — T 7 4 b~ D N A, ff
/cygdrive/C/Squid/certs/privkey.pem

»  <rtc server name> RTC ¥ —3—4%4, ffl rtcserver.mycompany.com = DH—_—&ZDNSIZL5
FHIOIRN CED LD THHLEDHY, H LDNSIZBEHEINTORVER M EFBN WSS,
IP7 RLAEHEHF,




»  <vte server port number> RTC $— —DR— &S, il 9443

Y

<path to a cache directory> ¥ % v 27 4 L7 FU~O/R, il [eygdrive/C/Squid/cachedir

A\

<max directory cache size (Mbytes)> Mbytes TIRET HHMAT 4 L7 b U F v v ot A X, f#i
200000

<max memory cache size T KA E ) ¥+ v =¥ A X, 5l 4096 MB

<path to a coredump directory>: coredump 7 4 L' 7 kU ~D/3Z, 5 [cygdrive/C/Squid/coredump

<IP address which squid can accept> Z— D7 X VN ZIFHiF 5 IP 7 FL X, ] 192.168.0.0/16

YV V V V

<proxy server name> 7 1% v —3—4%  ff] proxy.mycompnay.com

® EEO® squidconf Ol (ThECopy&Pas tel T squid.conf DIERLAELAD TL 7ZE W)

https_port 9443 cert=/cygdrive/D/Squid/certs/server.pem accel key=/cygdrive/D/Squid/certs/privkey.pem

cache_peer rtcserver.mycompany.com parent 9443 0 no-query originserver name=httpsAccel ssl login=PASSTHRU sslflags=DONT_VERIFY_PEER

#cache_peer 192.168.43.10 parent 9443 0 no-query originserver name=httpsAccel ssl login=PASSTHRU sslflags=DONT_VERIFY_PEER

cache_peer_access httpsAccel allow all

cache_replacement_policy heap GDSF

memory_replacement_policy heap GDSF

cache_dir aufs /cygdrive/D/Squid/cachedir 30000 256 256

cache_mem 100 MB

cache_store_log none

coredump_dir /cygdrive/D/Squid/coredump

acl localnet src 192.0.0.0/8

http_access allow localnet

http_access allow localhost

refresh_pattern . 0 20% 4320

cachemgr_passwd disable all

maximum_object_size 4096 MB

maximum_object_size_in_memory 2 MB

buffered_logs on

visible_hostname localhost

max_filedescriptors 3200

logfile_rotate 7

squid DA YR b—JLDOREE
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Cygwin ® bin 7 4 L' 7 b U ~O/SAREREEEH PATH IZ A - TV % F & filg,
LLFD X 51 curl % EH)
® curl -k Attps/<proxy server>:<proxy port number>/ccm/service -v -u <rtc user
id>
5] curl -k https://proxy.mycompany.com:9443/ccm/service -v -u jtsadmin
40x H LIE 302 WL AR Aa—RE L Thio TL UL, Proxy IFIEFIZEIEL
W5,
5. 77%vzxus  (f C:¥Squid¥var¥log¥squid¥access.log )& 45 &, LLFD X 97 X
Y=V NRELGEN DD,

1469093176.730 69 192.168.43.10 TCP_MISS/200 2548 POST ...
1469093176.783 1192.168.43.10 TCP_MEM_HIT/200 710 ...

6. Squid VZ/ A NAT—HFRA&EF v 7, H#il:
TCP_MISS: 7 —#I¥ ¥ v =il
TCP_HIT: 7 =437 4 L7 P ¥y v alldbd
TCP_MEM_HIT: ¥ —XFZAEVX*¥ v alldd
Squid V7 = A h A5 —X& A2 LTI, this wiki %5,
access.log 7 4+ —~ v MIBI L TiX, this doc %M,
7. w7774 (access.log and cache.log )DH A XIZEKIZ/2 D B HR72, “squid -k
rotate”’ A~ R&fli 5 Z L Tr 72V K2 5 2 & AVAHE, FEMIE this wiki 22 M,
RTC SCM URL
RTC Eclipse 7 747> & SCM =2a~w> K74 —)LILL D URL Z# RTC SCM
URL & U THE,

® https:!//<proxy server name> <proxy server port number>ccm/



