dWS

>

AWS loT Greengrass V2
®D Tips& FS TNV a—FT 4
24 §

2021/03/10

AWS I0T Deep Dive #3 @
© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



5 24877

78]

Ml 48 (VL\EDD U )
@sparkgene

FTiE

Vy OxzJY—EX IYv)\UKASH

4
FTIZINESVIRT A= A= 3 AKRER
7

-7 77

YL EYT V) a—- 3y 7 —-

HE
mTLﬁ%ﬁéj h94t/7

© 2020, Amazon Web Ser r its Affiliates. All rights r

dWs

\/‘7



XEvayoRE

A9 dC L
AWS loT Greengrass Z{EL\VIGH B[CHTcD> T, Fo>THELVEER®
Tips [CDLT

o =N

BRuZ &
* AWS loT Greengrass V2 OHBED MRS E
 AWS loT Core i"EHET 2L DR (BIDTEY 3 T4 )

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. a S



AWS IoT Greengrass - T/\1 ADQYVJ O ITT7DHEFBEFE<

FINAZA@ITOYV I FIITH

KEECT R ET, BEAD T Device E AWS Cloud
BAEEC L, BEIRALET
PEST

5 mn || B || =) | E

 Greengrass 75147V kY

7 RO ITBRENA-TIY os || o

_ Z Lambda Docker process runtime Other
e F)\A AAITORERY—I - Greengrass Components

O—AJEITFOCLI &EaVY

—)bfﬁ'ﬁ%&'@ < AWS loT Greengrass client software
« HW., OS. SV %14 LMDiER

— TR \ AWS loT Greengrass
l‘-i T‘- ?j\ SHEEM Operating System cloud service
* EIWFEBEHXICEADATLY

Jh0x7EFERUIEEY 2
> —FH%

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

dWS



Greengrass V2 @ Tips& FS TNV a—-Fa V4

 JOEYazZvY
* loT Policy. |AM ¥&E[E

« O DHE:R

o RTEIBERDIER

« AVIR—R2 +FOFTT7OA4,. OTA
e O—=AJLT/I\vTaVV=)l
 Recipe 771 ILDFER

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



Greengrass V2 @) Tips& SNV a—-Fa V%

« JOEYazZVY
* |oT Policy . IAM &FR

o O DHER

o EREIBIFHROMER

« QAVIR—RV EFOFTT7OA4,. OTA
 O—AJbT/I\vTaVV=)l
 Recipe 771 ILDEFE=

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

dWs

\/‘7



JOEY 3=y -Quickty 7y

1. Greengrass Core VI FOIT7&EA O O—-R
2. RIBZENS VLTV vIVEREE
3. 5|fiziEEELCTOEY a =y

sudo -E java -Droot="/greengrass/v2" -Dlog.store=FILE
-jar ./GreengrassCore/lib/Greengrass.jar \
--aws-region ap-northeast-1 \

--thing-name MyGreengrassCore \
--thing-group-name MyGreengrassCoreGaghee

--tes-role-name MyGreengrassV2lg xchangeRole \
--tes-role-alias-name MyGrea®JrassCoreTokenExchag®RoleAlias \
--component-default-4s€r ggc_user:ggc gLae®

--provision true \

--setup-system-service true \

--deploy-dev-tools true

dWS

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://docs.aws.amazon.com/greengrass/v2/developerguide/quick-installation.html
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sudo /greengrass/v2/alts/current/distro/bin/loader

CMXY RT. Greengrass BN TEET,
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JOEYa=>% - greengrass-cli ZE AN TLEHNO B

greengrass-cli BOAVR—RY FHHBDOT. chzETJOMTNIERL)

(Z7OEY 3aZUIBBICEHEIEEIE. EIXET Deployments AMERSN. 704 BNETS
NTHEHOTHEADELDICES)

AWS loT Greengrass Components aws.greengrass.Cli:2.0.4

aws.greengrass.Cli Version: 204 v | | View recipe

Overview

Description Version Status Component scope
The Greengrass CLI component provides 204 © Deployable Public

a local command-line interface that you

can use on Greengrass core devices to ARN Publisher Version created
develop and debug components locally. arn:aws:greengrass:ap-northeast- AWS 27 days ago

The Greengrass CLI lets you create local 1:aws:components:aws.greengrass.Cli:ve

deployments and restart components rsions:2.0.4

on the Greengrass core device, for
example.

Type
aws.greengrass.plugin

dWS
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9.

Greengrass Core Y J 71

C T ET I

10.5|#%IC config.yam| Z357E U T &l

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserve

d.

-—D—DEEgIcCty 7V

H 3k % Policy Z&iB N

—

aws


https://docs.aws.amazon.com/greengrass/v2/developerguide/manual-installation.html
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Greengrass Device
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Alias B1X EXZIFELD

I Greengrass Y7 DI 7% DL

config.yaml Z{ERK
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« Greengrass MM >V X k—=JL5%&EH /greengrass/v2 THhhlL
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ls -la /greengrass/v2/logs/

KX +OO7TIE,

1 root root 696547 Mar
1 root root 256272 Mar

3 10:56
2 07:59

-rwW-r--r--
-rw-r--r--

Greengrass HelloWorld QcnGW 2021 03 02 07 0.

O Feb 26 07:15
-rw-r--r-- 1 root root O Feb 26 07:15
-rw-r--r-- 1 root root O Feb 26 07:22
aws .greengrass.LegacySubscriptionRouter. log
-rw-r--r-- 1 root root 339 Feb 26 07:12
-rw-r--r-- 1 root root 111079 Mar 3 09:48
-rw-r--r-- 1 root root 108629 Mar 2 07:46
| -rw-r--r-- 1 root root O Feb 26 07:12

-rw-r--r-- 1 root root

EVNVST7A)ILHME

Greengrass HelloWorld QcnGW. log

log
aws.greengrass.LambdalLauncher. log
aws .greengrass.LambdaRuntimes. log

aws.greengrass.Nucleus. log
greengrass. Log
greengrass 2021 03 02 07 0.1log
main. log
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» O—-A)NTTOA, V5T ENSDOTTOMRETHREZRENTOND
&. config.tlog ICEEMMEINSENTULIEXT,

1614323517282, "TP": ["system", "rootCaPath"], "W":"changed","V":"/greengrass/v2/rootCA.pem"}
:1614323517281,"TP": ["system", "thingName"], "W":"changed", "V":"component test"}

:1614323517282,"TP": ["system", "privateKeyPath"], "W":"changed",6 "V":"/greengrass/v2/privKey.key"}
:1614323517282,"TP": ["system", "certificateFilePath"], "W":"changed", "V":"/greengrass/v2/thingCert.crt"}
:1,"TP": ["system", "rootpath"],"W":"changed", "V":"/greengrass/v2"}

:1614671164813,"TP":["services", "aws.greengrass.LambdaRuntimes", "componentType"], "W":"changed", "V":"GENERI
:1614671164813,"TP":["services", "aws.greengrass.LambdaRuntimes", "version"],"W":"changed",6 "V":"2.0.3"}
:1614671164813,"TP":["services", "aws.greengrass.LambdaRuntimes", "dependencies"], "W":"changed","V":[]}
:0,"TP":["services", "DeploymentService", "version"],"W":"changed","V":"0.0.0"}

* Greengrass D7 OEA%EELT B &, effectiveConfig.yaml ICF > TEh
£9
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I artifacts
| L— com.example.Pub

L— 1.0.0
L— publisher.py

I
L— recipes
L— com.example.Pub-1.0.0.yaml

- artifacts [CE, V=R =FOETI7MIVEESET
e recipes ICld. LY EI7AIEEESET
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0 /greengrass/v2/bin/greengrass-cli --ggcRootPath /greengrass/v2 deployment crea
acipeDir ./recipes \

rtifactDir ./artifacts \
orge "com.example.Pub=1.0.0"

IR & RE D

sudo /greengrass/v2/bin/greengrass-cli deployment status —1

FJ0O4 Uit DZ=EHIR

0 /greengrass/v2/bin/greengrass-cli --ggcRootPath /greengrass/v2 deployment crea

acipeDir ./recipes \
omove com.example.Pub

dWS
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OS5I RNABAVR—FY FET IO T BEECUEROIL

« artifact( V—XOA—FPETI7AIV)ZES3IC7yvyTO-F

* TES M Policy [ICS3 M)\4 v FICXF UT s3:GetObject =#5Fr]9 3R> —
Z1EN

e recipe 7 71 JIIC artifact OIFHRZIENN
Lifecycle:

Artifacts:
- URI:
53://<bucketé§>/artifacts/com.example.Pub/l.@.@/publisher.py

aws greengrassv?2 Create-component- version \
-inline-recip ab://recipes/com.example.Pub-1.0.0.yaml

greengrassv?2 aWs
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,aW§ Services ¥

AWS loT X

Monitor
Activity
» Onboard

» Manage

¥ Greengrass

Getting started

Deployments

» Classic (V1)

» Secure

» Defend

» Act

Test

Software

Settings

Q, Search for services, features, marketplace products, and docs

[Option+S]

My components

Public components (21)

Public components

AWS loT Greengrass provides public components that you can deploy to core devices. Y

dependencies for you custom components. Learn more [

Q

Name v

aws.greengrass.SNS

aws.greengrass.LegacySubscriptionRout
er

variant.ImageClassification.ModelStore
aws.greengrass.KinesisFirehose
aws.greengrass.Cli
aws.greengrass.TokenExchangeService

aws.greengrass.Nucleus

aws.greengrass.LocalDebugConsole

aws.greengrass.LogManager

AWS loT Greengrass

Components

aws.greend

aws.greengrass.LocalDebugConsole

2) local debug console Z deploy

Version: 2.0.3 ¥

i

1) local debug console &3J£iR

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights resg

Overview
Description Version Status Component scope
. The local debug console 203 ® Deployable Public

L v 2=, component provides a local

dashboard that displays ARN Publisher Version created
203 All information about your Greengrass arn:aws:greengrass:ap-northeast- AWS 1 month ago

PPPS PH PV 'Y -, 1. dem ey re s g
2.03 linux
2.04 linux
203 All
2.0.3 linux, darwin
203 All
2.6~ * '
,, Add to deployment X
2.
Deployment o o
3) BZ1F® deployment A NIXZN
2, O Add to existing deployment Crea E ‘E:E j:R
Q 0118 T
Deployment [ v Target v Status Deployment created v
Deployment for . .
20210118_DEMO_G Active 7 t
O  20210118_DEMO_Group -DEMO_Group @ Active MRS




O-A)F)\vJaAryVyv-=)oF704

Configure components - optional

You can configure the version and configuration parameters of each component to deploy. Components define default configuration parameters
that you can customize in this deployment.

Selected components (2) Configure component

Q

Name [£ N Version v ACCHCL v 5) 7_\_\7 ) G)Eﬁfﬁé 'EE LT 7_\_\7

aws.greengrass.LocalDebugConsole 2.0.3 - D ,r

aws.greengrass.Cli 2.0.3 -

Configuration to merge
Cancel Previous i 9 9

The configuration to merge with the configul «6n on each core device. The deployment merges
at you specity in of reset paths. Learn more [/}

"bindHostname": "0.0.0.0",

155 "port": "8080",
4) local d?EE_g_IgonSOIe EJ:]:R LJ_C\ "websocketPort": "8@81"
A EAZBEDEMIC

dWS
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local debug console ®/\X 7D — REE

sudo /greengrass/v2/bin/greengrass-cli get-debug-password

local debug console ZB <

TJSOYT

http://< 7 )\A4 XA® IP>:8080/

IC7oEX

(COFIEZER— % 8080 ICEZATLIETA
. TI7AILRIX1441)

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

AWS loT Greengrass

Documentation [4

X

Greengrass Console

Local debug console

Components (5)

Name Version v
aws.greengrass.Cli 204
aws.greengrass.LocalDebugConsole 2.0.3
aws.greengrass.Nucleus 204
com.example.java.publisher 1.0.0

main

Dependency Graph
[ com.example java.publisher: Running ] { aws.greengrass.LocalDebugConsole: Running ]

% aws.greengrass.Cli: Running r

Status

) Running
@ Running
@© Finished
& Running

@© Finished
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Recipe 7 71 IVDiFES (1/3)

RecipeFormatVersion: '2020-01-25'

ComponentName: com.example.Pub

ComponentVersion: '1.0.0°

ComponentDescription: A component that publishes messages.
ComponentPublisher: Amazon

ComponentDependencies:

aws.greengrass.Nucleus:
VersionRequirement: '>=2.0.4"

DependencyType: HARQ

EICEEULTCHRENHBDIVR—
XY FORBIREFRFENSNITZ

ICE <




Recipe 771 IV EERR (2/3)

ComponentConfiguration:
DefaultConfiguration:
Message: world

accessControl:
aws.greengrass.ipc.mqttproxy:
‘com.example.Pub:publisher:1";

policyDescription: Allows access to publish to demo/topic topifl.

operations:
- ‘aws.greengrass#PublishToloTCore'

resources:
- '‘demo/topic’

Z D7 & 10T Core I2xF U
T. ‘demoftopic’ EL\D FEYH T
® publish @ #H+EF 8]




Recipe 7 71 I)VDOEER (3/3)

Manifests:

- Platform:
Greengrass D1—Y—TA VA =L

os: linux | / -
_ KL VHFSIE.  RequiresPrivilege:true
Lifecycle: T root {EPE T=1T

Install:
RequiresPrivilege: true
Script: |

python3 -m pip install awsiotsdk
Run: python3 {artifacts:path}/publisher.py '{configuration:/Messpge}’

DefaultConfiguration TE&
E UIcABHSEER] 8

dWS
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NEW

INSTALLED

STARTING

RUNNING

FINISHED

STOPPING

ERRORED

BROKEN

component DS 14 7514 7))

YlbTTr7OMsh, A=Y LEICHBHREE, /I\—-TarhED>IHE

(o}

GG Core [C1 > X k=)l (Recipe @ Install T ) =hifc, GG Core fEERS
€ Install (IEITEND

BIZOCATINY I T30V BRTEITIBDELSOB8YIE. CnzEEDS, BIAIL
MySQL OEEIED, IEFELLTZIRI & RUNNING A5 —FICEDD, D
component ICkTE L TL13 component &, ETERBT 3,

AU TRREZTVT—2 3V HEITHOBIZE T ULRNKSBIHFEIR,
55%&RMA, 7IVT—-2a VN ERBKTZERYT L, FINISHED X7 —
%9 3,

component METH4ET LT,

Z
IC3E

component Z4 TS BBFICETI BRIV U T FHAHNILETIBZIECDR
TF— ~ICE®B, FIAIEX. MySQL OEFELEED,

component EE{TURICIS —MRBE LIS COIRREICR S, 3 [E
Recover %17,

Recover ZE1{TLTE ERRORED JREENZTZTH SR IBSIC T DIRREICE B,

s 2 o V2 = — s Y S RN Y7 — i1 k— [ R S TR

G

Bootstrap

Install

Startup

Run

Shutdown

Recover
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AWS loT Greengrass V2 Z5£ U <HD LI5S

* AWS loT Greengrass v2 Developer Guide

 https://docs.aws.amazon.com/greengrass
[v2/developerguide/what-is-iot-greengrass.html

* AWS loT Deep Dive #2 AWS re:Invent 2020 IoT Updates
* https://aws.amazon.com/jp/blogs/news/aws-iot-deep-dive-2/

* JAWS-UG loT EF9XZE8 T re:Invent 2020 #lIXE 9 %4,

* https://www.slideshare.net/junichikawal/cloud9aws-iot-greeng
rass-v2

dWs
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