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7 HTTPS & HTTP
‘ # HTTPS @ HTTP ® No cert ﬁcaw

Total: 25 item(s), Per Page: 10 item(s) - 2 3
RRAA VEBRL T E IV R=UT, WAFREZHIMCT S FXf 0% e Tmbark
A Tead L X5
(A Tvary)Fatarg g FITHTTPS BETN TV EHEE. BONFEHE 2R L T
ExBMT 2REND D X7,

@‘E:


https://yundun.console.aliyun.com/?p=waf

MoFiEe LT, T2 TIE HTTPS 23R8 3, Web V4 FaREEMRE L. iXEZIENKL 7=
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verify certificate
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Certificate file

Private key file
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Web ¥4 FEREZIBIML 724, WAFIX KX A4 £ D DNS #&%E (CNAME L a— K ) = H#i
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ZRLET,

"Normal " &, Alibaba Cloud WAF %3 Web ¥4 MZIEEIZTF 7uf il e 2Rl %
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EDHBZ e LET,
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2. R—=Y LTV = a v [PEATL] [EHE] 28R %5,


https://yundun.console.aliyun.com/?p=waf
https://yundun.console.aliyun.com/?p=waf

3. [E#] > [wWeb ¥4 FRE] R—T T\
LEJ,

E =

Web ¥4 FREZHIFRS A H1IC DNS REEEILT ABENDH D ET, Z5LEWVYG
N

a. Web ¥4 M7 7 BRATERLRDAREND D D £7,

HIBR S 2 Web ¥4 FEGEZFER L. [HIFR] 227V v 2

4. [Tu T M RX o= XA 70Ky ZAT[OK| Z27 V7 LET,



3 WAF back-to-origin CIDR 7' 0w ¥ OEH

Alibaba Cloud Web Application Firewall (WAF) TlX, &K b#ENh7z wWeb 77V r— a U {R#
PRUEET 2720120 70— oUL WAF = N—D ARy ZERHER L. ¥ —E AEEE X 512 L
LTWET, ARy ZDOER%E. WAF @ WAF back-to-origin CIDR 71 v Z13fEiRX L% 3,

Web DAY VB —N=IZT7 7L RGIHHD IP ZT A4 PV R MEREEF 2V T4 IV —TF
EDD B, WAF back-to-origin CIDR 702 v Z 50D 7 72 ADAFF[ T 512iE. ROHFT L
W WAF back-to-origin CIDR 70y 7 %2R 7 4 F Y X MEMT 288 XD £F, Z5 LR
WHH. WAF IRK o TAHYV DU H—N—WZXENDE 574 v 70, 77 RHIEIARY =1
FoT7uvyrah, HiIFFEBDHITWeb 34 M7 7 2ATZERA,

b
# LW back-to-origin CIDR 71 v 7 Z3BINT 2723 TRk, S, —HOBEFED CIDR 71 v
ZHHEHFINTVET, HLWCDR 7y 7 Z2EEICHIRL £7,

HREA LA > 2% > ZFDOH L WAF back-to-origin CIDR 7' v 7

121.43.18.0/24, 120.25.115.0/24, 101.200.106.0/24, 120.55.177.0/24, 120.27.173.0/24, 120
.55.107.0/24,123.57.117.0/24, 120.76.16.0/24, 182.92.253.32/27, 60.205.193.64/27, 60.205
.193.96/27,120.78.44.128/26, 118.178.15.0/24, 39.106.237.192/26, 106.15.101.96/27, 47.
101.16.64/27,47.106.31.0/24, 47.98.74.0/25, 47.97.242.96/27,112.124.159.0/24, 39.96.130
.0/24, 39.96.119.0/24, 47.99.20.0/24, 47.104.53.0/26, 47.108.23.192/26

FHEEA > 2 & > ZHDH L WAF back-to-origin CIDR 7’1 v 27

47.89.1.160/27, 47.89.7.192/26, 47.88.145.96/27, 47.88.250.0/24, 47.52.120.0/24, 47.254.
217.32/27,47.88.74.0/24, 47.89.132.224/27, 47.91.69.64/27, 47.91.54.128/27, 47.74.160.0/
24,47.91.113.64/27,149.129.211.0/27, 149.129.140.0/27, 47.89.7.224/27, 8.208.2.192/27

F7-. Web Application Firewall E#la >y —icu 74 ~ L, [EH] > [Web ¥4 Fi&E] _R—
JIHEEIL T, ®HTD WAF back-to-origin CIDR 7y 7 ZHER 52 dTE £,
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R—TVRA VLI b Fzv I %FITLT, WAFDB T 74 v 72 MM TEX20MRTHI %
WRLET, VEALZ b F2v TR B—HNLERAN I 7 AL 2EHELT, a—Hhilay
Y2 —&—7% Alibaba Cloud WAF £ Y 2RV 2R EHBITEZ X5 T 2DENH D 7,
DGR, WAF £ VARV ADBIELKBEREL TV AL E IR TANTEZENTEET,

A—ALRIA 7 71ILDOEE

2 —#JL hosts 7 7 £ )L ( F'what is the hosts file?) ) ZZHE L, v—A/L) 7T X b % WAF IZ
%L ¥E9, Windows 27 ADH4E. FIEILLTOLEH T,

1. hosts 7 7 4 L% X EIRTH Z %3, hosts7 7 A L& C:\Windows\System32\drivers\etc\
hosts 74 L Z FVIZH D £7,


https://en.wikipedia.org/wiki/Hosts_(file)

2. BEDITIZ, RONEZBIML %3, WAF_IP_address Domain_name_protected
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bhytes of data:
Reply from 1B T.42.195: bytes=32 time=2ms TTL=186
Reply from iis 42 _.195: hytes=32 time=4mszs TTL=186
Reply from A8 42 _.195: hytes=32 time=4mszs TTL=186
Reply from 1B T.42.195: bytes=32 time=4ms TTL=186

b. XD17% hosts IZEBMLUE T, IP 7 FLRIIRIOFIETHEE L WAFIP 7 FLATH
D, FXAVRHIIMRERX A VBT,

# localhost name resolution is handled within DNS itself

# 127.0.0.1 localhost
0.0.0.0 cert. bandicam. com
# b localhost

C 42,195 ey, al iyundemo. cn

3. W% hosts IKREL 3, cmd THRE R X4 %D ping 2FEITLET,

Reply from 81 0 .42 _195: bhytes=32 time=Zms TIL=186

Reply from f@] . 0N°.42.195: bytes=32 time=4ms TTL=186
Reply from SEI.T.42.195: bhytes=32 time=4ms TTL=186
Reply from 81 0F .42 _195: bhytes=32 time=4ms TTL=186

WAF MIEL S BRET 2356, FRENB IP 7 FLRAZFIOFIETHRE L= WAFIP 7 FL &
WD ET, BMEICIP 7 RLABRREINAGEIEX, 2—HIUDNS F v v 2 DHEFHZHAL
%3, Windows Tl&. cmd T ipconfig £7z1% flushdns ZFEfT L5,

WAF S5iXDHFEER

RAN 77 ANVDEENRENC o0, B—ALasa—R—ofERNXL L RIT77E
ALET, WAF BWIELLERESINTWIUEX, Web 34 MIIEEIIZ7Z7EAEINE T,
X BT, W ORI Ea~ Y FEERT 2 2 CHRENREZHRELE T, X /?

alert(xss) Z URL IZEMLTT A M web B Y 7 =X + Z2{ER L £9, www.aliyundemo.
cn/? alert(xss) IZ7 7 AL kS §5 &,
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CNAME ZfiH 32 2 2HR L F3, CNAME Z2{HHT 22, /— FORERS<I VOREDY
B, /—FDYIDEZR NI 74 v 7V ZEETANDV XA LY FEZADBYR—-FEINET,
RDONEIL. Web 4 FEHD Alibaba Cloud WAF DF Fa L \ZHEHALEd, 2 b, Web #

4 +iZ CDN. DDoS 3. BLUZofio7ux s — v AZ2HHLETA, ZOMDOIF VU X
WOWTIE, LUTORF a2 XY M2 IS8R EX W,

Alibaba Cloud WAF ¥ CDN Z&bH¥7-7 71 1 : CDN & WAF Z—§I1Z Web %4 MicTF 7
A3 B HEEHHL 35
Alibaba Cloud WAF ¥ DDoS f#i#% &b¥ 7771 1 : Web %4 bIZ DDoS 1## ¥ WAF & —
T a4 33 HEEHHL 5,
(3£22) CNAME L O—F%Z2{EELTWAF 27701
AiHESRME

Web A FREDVEFHIERSNATOET, FHHllE. Tweb ¥4 MRES 2 BRI
A%



WAF CNAME 7 RLAZAFLE T,

1. Alibaba Cloud WAF 2> Y —uice 274 Y LT,

2, R—=Y FfTY = a ¥ [WhEAL] [EEE] 28R L £95

3. > Web ¥ A FRE R—IT, #IET D FAA VHD LIRS VX 2BHLET,
[CName D ¥'—] RE U BERRINET,

Exclusive IP

Domain Name DNS resolution status Protocol status
address

HTTP @ Normal

4. [CName Dat—] %27 Vv 27 LTWAFCNAME 7 KL 2% 27y FR—Ricat—L %
ER
B
=)
ALa—RZHEFLTWeb 774 v 2% WAFIZU XA L7 T35, 2D CNAME
7 R L RIC ping Z3XELTHIET 2 WAFIP 7 RLAZEIF L5, . TWAF 7
TRA XY A4 R Z2ZBRIEZI WV, RIS, WAFIP 7 FLRRIEEAEZEDD %
Ao
DNS RA FDT AT LTRRAXA D DNS REZEHT IMHRIED D L3
(A7 a ) Alibaba Cloud WAFIP 7 RLZDART 4 b U R bADESR, BSIC Web ¥-—
N—23 Alibaba Cloud MA@t % 2V 74 ¥V 7 b v = 7 (Fortinet FortiGate =2 &) ZH & L
TWAEAIE. V7MY 7TWAFIP 7 RLREERT A b U R MIERRL T, WAF 518X
NBIERBD T 74 v 270y 7ENRVKIICTI2RENDHD £F, ifflid. [Alibaba
Cloud WAFIP 7 RLZADARY A MY R MADEGR & TS IZE 0,
(AT ar)ym—Anarea—X—TDVXA VLY bF v 7DFITDNS RELLEHET S
S, VEA L b Fzv 2 BFEITLT, REPINRTELWZ e Z2HERLET, Tk
D, MoREIC X 2XBTWZzEE L £, FMliE. 'Te—Ararva—X—ToUx
AV M2y ZDFEIT) ZITBRLILEI WV,
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RDOFIETIZ. Alibaba Cloud DNS TCNAME L a2 — FZEHT A HEZHHLEST, XA
v Alibaba Cloud DNS TH R b R TWABEHIZ. ROFIEIZEVES, FHALUNDEGEE
iZ. DNS FRX FDIRFTLIZ0 74 Y LU TEHZMABADEND D F3,

1. Alibaba Cloud DNS 2>y —nricu2’4 Y LET,

2. BET AR XA VEERLT, RE]| 227V 27 LET,

Alibaba Cloud DNS | BasicDNS

w Manage DNS
D in Nam, Status Actions
Configure fo
. |
o

3. BET 2 KA (KA MR) BEIRL, [WEI 227V 27 LET,
abc.com ZHNCHD £9, RDXIICHRRA MLEHEIRL T,

WWW : WWW TIRZ 29 7 R XA Ve —HL T, Z0%HEIE www.abc.com TI,
@:l—bFFXAL—HLET, Z0%AET abc.com T,
* L= FRAAL VEITRTOI T RAAL VOB EELT ANV RS —F KX A4 VHIT—]

LEF, Z0%EE blog.abc.com, www.abc.com, abc.com 72 ¥ T3,

< | DNS Settings

Type 2 Host 2 Line(ISP) = Value MX Priority TIL Status Actions

Default - 10 minute(s) ormal Disable = Delete = Remark

4. [La— NOWRE]| XA 7u Ry 7 AT, ROBIEZITVE T,

X4 7: CNAME %Z#RL %73,

fid : WAF CNAME 7 FLAZ AN L %7,

MMOBEIZZDEFICLET, TILHEZ 10 7ICHRET 2 2HRL £ 3, TTLHEIKE
WEE, DNS DIREIEEL D £7,

DNS L a2 — FOMREIZEE T 2 FESHIHE:

R MADYE. CNAME La— FIZ—E T3, WAFCNAME 7 F L RIZHRET 2 0ED D
%9,

REZLaA—FEATREVWECFELET, LeAE KR MBO5E, CNAME L a—
FZALa—F MXLa—FK, FRETXTLa—RFeHEFEIEEZZLIETEEFEA, L


https://dns.console.aliyun.com/#/dns/domainList

A— REA TREBREHETELRWEAR, EIHETE2La—FEREIRLTIALH LWL
CNAME L a— FZBML %7,

E =
HIRR 28D 70t 2 2k 2 ERETEITT 28 ER DD £9, 5 THRVWEGE, FXA
VT TRARATERLIRD 5,

MXLa— RpEHINATVWAESIE. ALa—F2{FEHLTWeb N5 74 v 7% WAFIZ
VXA LZ PTEET, fHllZ. "WAF F7a A4 XY b A B 2ISBLIEX WD,

Edit Record

Type: A

Host: | www - C}
ISP Line:  Default C\}
* Value: aliyundunwaf.com

# TTL:

5.[0K] 2% 27V > 27 LTDNS &REZTT L. DNSEEIEMIRZDERHEEE T,
6. (X 7> a2 )DNS REZMRLET, FXA I ping ZXET 25, D DNS Check Z{# [
LTCDNSZEENENLE D 2 EMGEL 3,

EIF
REDEIMNCI 2 ETIZD B RERMD D £, BEEICKRBLEEE. #9110 5550
THHHEMREEL X7,


https://mxtoolbox.com/dnscheck.aspx

7. DNS R R T — R A% MR L £3

a. Alibaba Cloud WAF 2>y —nicaz 4 Y LET,
EH >Web %A FERE R—IT. XA VADDNS fRIRZAT —& R ZHERL 7,

Normal: Alibaba Cloud WAF [ZIEHIZ T a4 &, Web 774 v ZIFWAFIZX -
TE=ZRY Y 7ENTVET,

Exception:"CNAME f#EIR D SN FRATLRE", "F 774 v 2R L". £/
"DNSF = v Z IR L E L7" ORISR v 2= DA, DNS BENIE L  RWVAREN:
MBHYET,

ZOEEE. DNS BELXMR L EF, DNSHENELWZ L 2R L0, 1 ER
FioTHh S DNSFRIRR T — X 2% EHM L £3, HMlE. TDNS ik 27— & 2D
A RIS XV,

l%]@
ZTORANE. WAF BIELL T 74 XN T0WEVWI 2 ZRLTWET, Web 34
D7 7RI EEZZTERA,

Domain Mame DMS resolution status Protocaol status Log search

Mormal HTTF Morma

# Mo CNAME resolution detected
X Mo traffic

(]
[
=]
9]
%]
=

® Fxception ﬂ ¥ HTTF Morma

18]

W EVHOLES:

BLETCLH—N—D IP 7 FLADBRHEI NS &, WEEHIZZNAZEHL T Alibaba Cloud WAF %
FEL, BHECE EERBREGT 2REEL DD £ 3, ZO LI RBBEH S 2DIZ, ECS
X274 N—TERIESIB ARV A YR MEFELT, Alibaba Cloud WAF D IP 7 R L&
MOREBEINTVARVWWeb VTR M2 ITRTI7Ry 732 e 2R3, Gk, T
BTy —N—DRH#E 2 IBRIZZ W,


https://yundun.console.aliyun.com/?p=waf

ALO—-FzEELTWAF 27701
AL a— RFOHEE. MU FO#EWERRWT CNAME 2 [A LT,

Ai¥ES&MF: WAF CNAME 7 F L R ZHUS L7 6. BUT &2 %47 L TR WAF IP 7 F L X 2 S
LE9,

1. Windows A XL =74 Y AT LT, cmd 2~ R4 VYV — L ZHZ T,

2. Roa~x >y FEFEITLE T, ping “copied WAF Cname address”

3. WiRICWAFIP 7 FLRZFRRL 7,

FIE: FE4 v a— FOMRET, UTZITVET,

- AT ARERLET,
- {H:WAFIP 7 FLAZ AN LET,
- oOREIEXZFOEFICLET,



6 WAF AND7 7t X

6.1 HTTPS iFFAE D EH

Alibaba Cloud WAF T Web O HTTPS + 7 74 v 7 2B TEZ 5 X513 512id. Web ¥
4 FRETHTIPS Z 71 b al x4 A&, A7 HTTPS GtlE 2 WAF IZ7y e — K3 %
REDRH D FT, FEHENIEEXIN-EEIX. Alibaba Cloud WAF 2> Y —)L TR A L) —IZi
HEZEH T2 LELH D 75

HEBMD T DIZAFHE 7 7 £ L% Alibaba Cloud SSL Certificate Servicelc 7y 7ua— R L7z
X, HEZYy 7u—FRF 33RO ICROFIETEEZEHAHL £3,

ZhLANDGEZ, FIHEEWERO 7 7 AV EHEL T, ROBERZETTI2LERDD %
EX
—RINT, AT D7 7 L AHRETT,
*ort (NBASE) 7213 *.pem (GEFAE)
*.key (BB )
1. Alibaba Cloud WAF 2>y —icue 74 Y LT,
2. R=Y FHTY = a v [HEAL] [FEEE] Z2%RL £5,

3. [E#] > [Web ¥ 1{ FRE] R—I T, BIETE KX A VA EMREL. [HTTPS], [ bar R
T —XA] DD FEHEZEDOEH KXY () 227V 7 LET,

Website Configuration Mainland China EEBICHERGE] pl_r?lie
‘Web Application Firewall I 9 -
Report :
Cvervi
Report
sclusive IP
Domain Name DNS resolution status Protocol status apemmn ool Attack Monitoring Protection Settings Operation
iz address
Dat:
- HTTR
L ETERETET * Exception @ No attacks in last two days de
No
Website Gonfiguratio e
- Enal

> App Market .


https://yundunnext.console.aliyun.com/?p=casnext
https://yundun.console.aliyun.com/?p=waf

4. FEHEZEOEH] X4 7a Ry 7 AT, [7y Fa— RGE] Z2ERLET,

« 7w 77— K32 HTTPS SEEHE Y Alibaba Cloud SSL Certificate ServicelZ R A b XN T
WBIGE. [MEOFHEREIN 2421, 7y 7a— FHIZZREBEINL £ 7.

Update certificate

[1:]

ect existing certificate

Upload method Manual upload |[e)] S

-

rtificate Select an existing cerificate orma... #

o

18]

- FE7y Tu—FK, [FE7y Tu—FR1 22 Vv 7L, iHEOSLET AN LT, GEHE
T7ANEWREBER I 7 ANDTFAINAYTFRA M2 ZNFNGEHE 7 7 4 V] BX O [#
BT 7 AN Ky 7 AT E T,

S

- PEM. CER. CRT R D—NRERDIHEDLEIZ. 7FAPZT 4 XY — L% f#
HUTHEHE 7 7 A VEEEHOWTTF A bary 7y yEab— L3, PFX X P7B
7DD RDIHFEDLZAIZ, GEHE 7 7 £ L% PEM BRICEBL TS, £
LZAEHEZ 7 A V7 F A bay sy Eat—LE T,

- GEHEF = — VT 7 A VIR E OEBDFEE 7 7 4 VH HTTPS GEIHEIC D 25813,
BREDIMHF 7 7 AN TFA ary 7y e~v—Y LT HREHEZ 74 V] Ky 2
ZIZHE D AT E 9

{1}

FFHEZ > A LDTF A bay T Yol

----- BEGIN CERTIFICATE-----
XXHXXXXXXKXXXKXIKXIEXXXEXKKXKXXKXXKXIXXXXXXXXXXKXXXXXBIXZJAkrc+1M+j2kcubVpsE2
cgHdj4v8H6jUz9Jidmr7vMNS6dXv8PUkL/qoDeNGCNdyTS5NIL5ir+g92cL81GOk
jgvhlgt9vc
65Cgb4mL+n5+DVIu0yTZTW/MojmlgfUekC2xiXa54nx]f17Y1TADGSbyJbsC0Q9
nirHsPL8YKk
VRWVIAQYXXZ7WRWWWmv4TMxFhWRiNY7yZ102ZUhl02SIDNgglEeg==

————— END CERTIFICATE-----

WER7 7 ANDTFAFay Ty ol


https://yundunnext.console.aliyun.com/?p=casnext

DADTPZoOHd9WtZ3UKHJTRgNQmioPQn2bgdKHop+B/dn/4VZL7)t82ZSDGM9sSTMThL

yvsmLQKBgQ

Cr+ujntC1KN6pGBj2FwW2Ll/EA/W3rYEce2tyhjgmG7rZ+A/jVESfld5sQra6ZdwBcQ)

aiygolYo

aMF2EjRwc0qwHalug0C15f6ujSoHh2e+D5zdmkTg/3NKNjgNv6xA2gYpinVDz

FdZ9Zujxvuh9o
4VgfOYF8bv5UK5G04RtKadOw==
----- END RSA PRIVATE KEY

Update certificate

Upload method :
Domain name:

Certificate name :

Certificate file @ :

Private key file @ :

5. URFl 22V v 7 LTFIEEZT LET,

i®l Manual upload

Select existing certificate

o
alC

HTTPS v F a2 /LD R 57— & A% "Normal" £ ZR3INE 7,

Website Configuration  [EYERIERREST International
‘Web Application Firewall l ¢ riematona

How do | use WAF to protect my website?| How do | modify the DNS resolution? | Alibaba Cloud WAF IP range | Need protection for APP? Check here for advanced so
¥ Reports configuration.
Cverview
Domain Name v You've added 6
Reports
Exclusive IP
Domain Name x lf'w Aftack Monitoring
Logs andress )
Data Visualization
-
e ® No attacks in last two days

Website Configuratio.

¥ App Market

.
® Exception C B T
" 6CE HTTPS ® Normal I,

solution. | Tutarial on IP whitelist and blacklist

domains (187 more availabie)

Protection Settings QOperation

Web Application Attack:

® Protection

HTTP Flood Protection Mo Edit
de: Delete
® Normal Policies
HTTP ACL Policy

@ Enabled



6.2 HTTPS DEEMERE
Alibaba Cloud WAF 3 F7z HTTPS 7> a > LT, BMEILZ FMER T 2 Z 2 2L HTTP
back-to-source ¥ HTTPS il V X4 L 27 bOEEEZTHEL T,

1. Alibaba Cloud WAF 2>y —iizua {4 L £,

2. R=Y LTV —Y a v [HEAT] [EEE] 2#RL 95,

3. [E¥f] > [Web ¥ 1 FEE] R—I T, #ET D F AL UHZ2HEKRL, [WEl 227V y 7 L%
ED

4. [Fa a4 71O HTTPS] 24 L., [FEMERE] A =2 —Z2EMAL %7,
*Protocol type: [ HTTP [ HTTPS
Enable HTTPS force redirect:

nable HTTP back-to-source

HTTP back-to-source D HxhL

[HTTP back-to-source] ZH %12 L T, Alibaba Cloud WAF ¥ BtfS7CH— N — DR D
HTTPEEZAMCLE S, UKD, WAFRKRELRZ 74 v 7 Z2EUZICH — N —
DT 7 AN FR—bF80IWELET,

ol
HTTP back-to-source Z{FH L TH. BUEILY — N— HTTPS iXEZZE T 3 L EIXH
DEXVA., 72720, IFLWAFIHE L M0 Alibaba Cloud WAF I 7y 77— FXAT


https://yundun.console.aliyun.com/?p=waf

Web# H B K # V2 TIYA T 7R R [ 6 WAF ANDT 7+ A

W3 Z BRI ALEND D £, Alibaba Cloud SSL Certificate Service TiFBHE %
HERICHEE L 9,

* Protocol type: ¢ HTTPR & HTTPS Advanced seftings ~

Enable HTTPS force redirect:
(Cancel the HTTP protocol first)

Enable HTTP back-to-source:

(If your website does not support HTTPS back-to-source,
make sure to enable this option and the default back-to-
source port is 80)

Schematic diagram :

HTTPS HTTP
Client's
- -
Servr

« HTTPS 58V X4 L7 b OHE#IL

27547 MZIHTTPS ZHLTH A M7 78 A XE 2581, HTTPS #fily &4 L 2
FEEVCLET,

B ».
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HTTPS 5|V X4 L 27 bR AT T BI12E,. HTTP 7a balz v Ve LT 308N D
D%,

HTTPS 58|V £ 4 L 7 P BIEINTIR > T &, HSTS (HTTP Strict Transport Security) %
FR—=PFLTVE—HD Web 77 v TIE, —EHE HTTPS O BRI SN E T, L
72 o T, BUEITLY — N—=D HTTPS ZHR—bLTWVWB Z e 2R T 2R0ENDH D £73,

Confirm

Explorers that support HSTS will be forced to use HTTPS for a period of time, please make sure the

origin supports HTTPS.

HTTPS 5l U X4 L 7 b DBEMTIRoTW0WB e, HTTP U ZZ A FMETARTHTTPS £ LT
ForE., B—F 443 TN F T,

* Protocol type HTTF [« HTTPS Advanced settings ~
Enable HTTPS force redirect: w
Enable HTTP back-to-source J

6.3 B R— FXARDIFIFER— F
Alibaba Cloud WAF &, 774/ b TWebt 774 v 7 ZEEITH —N—DRDKR— MIEL %
To HTTP &Kt A1E. A — b 80 & 8080, HTTPS i dIFad, K— 1 443 L 8443 TT,
Business £ 721 Enterprise ¥ 7227V F> a» 75 TR, MOR— M 2IEETEET, 20D
FEY 7T, fEETESHRARR— MIECHEHTESZIRAZLR—MTOWTHHL £7,

BRAR— M

Alibaba Cloud WAF 7227 V) 7> a > 2212, TXRTD Web 4 M ETISENBER A
F—FRIEXRDE B D TT,



« Business 7’7 ¥: A 10 DR —F (K— b 80, 8080, 443, 8443 &) BIEEL £ 7,
« Enterprise 77 >: A 50 [HDOAR— b (R— F 80, 8080. 443, 8443 &) BIHEEL ¥
3

HR— FHROR—F

.
Alibaba Cloud WAF . ¥+ R—FHROKR— b2V 7T A T2 Web bTF7 74 v 7 DAEHRE
L3, PR—PINTOVRWVWER—F (722 2E, 4444) Y Z A P INTGE, VI A b
BWEIRE T,

« Alibaba Cloud WAF @ Business % 7z1Z Enterprise ¥ 7227 1) F>a v 75 YV DEE, XD
HTTP R— F D3 R—FENTWVE T,

80, 81, 82, 83, 84, 88, 89, 800, 808, 1000, 1090, 3333, 3501, 3601, 5000, 5222, 6001, 6666
, 7000, 7001, 7002, 7003, 7004, 7005, 7006, 7009, 7010, 7011, 7012, 7013, 7014, 7015
, 7016, 7018, 7019, 7020, 7021, 7022, 7023, 7024, 7025, 7026, 7070, 7081, 7082, 7083
, 7088, 7097, 7777, 7800, 8000, 8001, 8002, 8003, 8008, 8009, 8020, 8021, 8022, 8025
, 8026, 8077, 8078, 8080, 8081, 8082, 8083, 8084, 8085, 8086, 8087, 8088, 8089, 8090,
8091, 8106, 8181, 8334, 8336, 8800, 8686, 8888, 8889, 8999, 9000, 9001, 9002, 9003,
9080, 9200, 9999, 10000, 10001, 10080, 12601, 86, 9021, 9023, 9027, 9037, 9081, 9082,
9201, 9205, 9207, 9208, 9209, 9210, 9211, 9212, 9213, 48800, 87, 97, 7510, 9180, 9898,
9908, 9916, 9918, 9919, 9928, 9929, 9939, 28080, 33702

« Alibaba Cloud WAF @ Business % 7z1% Enterprise + 7227 V) 7> a v 77 Y DEE. RD
HTTPS A— P2 R— FZRTVE T,

443, 4443, 5443, 6443, 7443, 8443, 9443, 8553, 8663, 9553, 9663, 18980

6.4 WAF back-to-origin 70—D<3—%

13 H Web Application Firewall TWeb ¥4 b KX A4 VREZBINT 2 L =212, Web ¥4 b K
A4 70 == R ELET, WebH¥ A b FXAL2DFF 74 v 70 WAF Ziliii 5 2 &

X2, WAF eIz e—<—2%2 Y 72X MIBMLET, LadoT, BEMEIEH ——
BHIET 2 M B RICINETE LT,

HTTP A X —7 4 — L FH{He 70—~ — I THRELZ 74 — LV FHIZKE->T, v 74 v oW
WAF Zi@ia3 2% & 22, WAFIZTRTDYVZZA MDD HTTPAY X —IZ7 4 —)L R EfEZEBIML
¥, I T4 vl B —PFTARIELT. WAFICX o THEXN T 74 v 72 RBITHAT



x, ZORIEHEREEITTY —AN—{R#ERY > — (7 7t ZHlH) ORECRENRD N [HET
RS
-
=] &:
70— —2 L LTIHRELEZ—FERD HTTP Ay X — 7 4 — )L KT TIZY 7 T R MTIEE
TG, WAFIZY 7T A FDIEEEINET7n—<—2 74 — )L RET 7 4 —)L Rz & X

LE9,

FIiE
1. Alibaba Cloud WAF 2> Y —izu 4 v L E7T,

2. R=Y EHTY =Y a ¥ [HEAT] [HEE] 2ERL T
3. [EFf] > [Web ¥ 1f FERE] R—JWTBHFIL., FXA VERELa— FZ2ERLT, R 272
Vv 7 LE9,
-

=] H:
MLwWeb A4 FRXA VRELI—FZEMTILZIC70—v—JZIEETEHILHT

=%,
4, Ju—~<—2FEWEHIC, "X —T 4 — V%L 74—V EZ AN LET,

[

ba
FTTCRMHEHINTVWBRZ—HF —ERDHTITP AN X —7 4 — )L FRIFELRVWTL X0,

WBELREGSE, VZZAMNADTZ 4 =L ROfEHIZ, WAFIZX-oT7Rr—"—2 74—V FH

TEHEZINET,

Flow Mark

5. [0K] 227 Vv 27 LES, REDEMIRZL, WAFIZWeb H A F FXAL V7R E
BT 2L X2, BEXINEHTTPAY R —7 4 — )L R EfEREBML 5,


https://yundun.console.aliyun.com/?p=waf

6.5 S DEMETT IP D& F9ER

Web # 4 FEETIRA 20 EOBUEIC IP 7 K L A ZIREHET T,

HRDEMETCIP 7 FLADBEEZIN TV A5G, WAFEZMELZZ Web F 774 v 7 2RT L& &
2. ZhoD7 FLAMTAEMIBEZITVES, WAFE. IXRTOEMEITIP TANLVRAF = v 7
BITVWET, 12D IPIZT 7 EATERVEE, WAF ZHEY 7 A TEL L5285 %XTZ
DIPADY 7T A DHD Y T2FIELET,

1.1.1.1, 2.2.2.2, BXU3333D30DBMEILIPRHZLLET, UTDESIZWeb ¥ A4 b
EPRELET,

=] &:
DDoS 1= CDN 72 ¥, WAF & —ficfhoL £ ¥ — 7 7aF 26 LTWA35E1E. Web
Y4 PRET[LAY—7 7ux (HlzxiZ. Anti-DDoS/CDN) B3EMCHE > T3 HDHH D

FI2?] THIV] ZHERL £5,



* Domain name

* Protocol type: |« HTTP HTTPS

* Server address * P Other addresses

= Server port: HTTP 20 Cus
Any layer 7 proxy (e.g. Anti- yes ® no O
DDoSCOM) enabled?
Load balancing algorithm i) |P HASH Round-robin

Flow Mark neader

value

BEOEMETLIP BIEEINTOVAESIE. P A2 aRe oYy FRb yREDAMDSE T LI
ALEFERL F T,

Ee
PNy Y aZ2@HT 258 BUSICIP 7 RLADHIATHE Z L 2R LET, 5 TR
B, BTHDNIE L S BREE L 7R WATREMEDS D D %55

6.6 WAF ¥ CDN OREF70O1

Alibaba Cloud WAF ¥ CDN (Content Delivery Network) #—#41c7 704 LT, Web ¥%4 + %
A¥—=F7v 7L, FFIZ Web KELSRELEST, ROT7—F77F ¥ 2HHT 2 2



WLET:DN(Z> FY LAY —, Web %4 FAE—F7 v 7)>WAF (FRIL A ¥ —, wWeb KX
BIRFE) > Blf5IC.

FIE

Alibaba Cloud CDN 2322 L ¥ 3, ROTFMEIIHE->T. WAF £ CDN Z—fEIc7 7 a4 L
9,

1. TAlibaba Cloud CDN O DRG] #ZH LT, KX A %I CDN 29U £7,
2. Alibaba Cloud WAF © Web ¥4 FREZTERL £ 7,

RX A4 2% : CDN THEHAIBER R XL > HZANILET, VANV RI—FBHR—-—bZh
TVWET,

P —N— 7 FL R : ECS B XU Server Load Balancer £ VAR ZADNNT Y 7 IP7 K
L ZAFEEEEILY — N — DN —N—DIP 7 FLAZ AN L E T,

LAY —77u0*x (722 213, Anti-DD0S/CDN) AN > TWVWEHDOMNHH £
2?2 TEV]EAIZLET,

arlld. Tweb ¥4 FaE) 2 TBMITES W,

* Domain name:

* Protocol type: & HTTP HTTPS

* Server address m Other addresses

* Server port:  HTTF 80

Any layer 7 proxy (e.g. Anti-  '® yes na
DDoS/CDON) enabled?:

Load balancing algorithm: '@ P HASH Round-robin

Flow Mark




3. Web %4 FREDEFIERE NS &, WAF IZFHHD CNAME 7 RL R Z4ERL £95

S
WAF CNAME 7 R L ZDERGEDFMIZ. TWAF F7aA XY A4 F) 228X
W



4, (DN REZZHE LT, BUYELH A 7 FL X% WAF CNAME 7 RL RIZZEH L £ 7,

a. Alibaba Cloud CDN a2 ¥ Y —nicu 74 Y L¥ 7,
b. FXA VAR—JIBEL., BET L FAL U 2BERLTEREIZZ VY7 LET,
c. BLETHA FPREDT O [EHZZ Yy 7 LTS,
d. FifEocH A MEmRZZEEL X9,
XA T [BETYA MRV 7 LET,
BLETCH A4 +7 KL A IP: WAF CNAME 7 KL 2Z AL ¥7,
back-to-source 7 b a LRI b a LB (BN 22 Vy 2 LET,

Back-to-Source Settings X

Origin Site Information How to set priorities for multiple arigins?

Type | 0SS domain name IP Origin Site 2

Origin Site Address Domain

Name Priority

B A
Vidl -

Add
Port Port 20 a Port 443

Back-to-source method

Use the same protocol Enable 2 Close

as the back-to-source Please make sure your origin site supports http or https

protocol

Back-to-source Follow Hitp Hitps

method

e. Back-to-Source & ED [ T. Back-to-Source R & F DMEFNCHR > TWVWB I e ZHER L E
3


https://cdn.console.aliyun.com/#/DomainList/list

Back-to-Source Settings

Configuration Item  Descripti

Current Configuration

ng the back-to- I:l Modify

BENTETIT A2, b7 7492713 DNZ@BL, BINa> 7 23526 E WAFIZX - T
FrvZ7BIOREXINE T,

6.7 WAF ¥ Anti-DDoS Pro OREEF 701

Alibaba Cloud WAF ¥ Anti-DDoS Pro I35 R ICHEMERH D T, ROT7T—F 7 7F v %
LT, WAF & Anti-DDoS Pro Z—#ic77m A L %73, Anti-DDoSPro (> FV L A
Y —. DDo0S B E{3 & ) > WAF (PRI L 4 ¥ —. Web BE{%#) > BlfZC.

1. Alibaba Cloud WAF T Web ¥4 FH® Web ¥4 FREZIEKL £ 3
YP—N—=7 RL R [IPIZ A i2L. ECS £ Y AR > ZAE KU Server Load Balancer £ >~
ARYADNT VYV 7 IP 7 RLRAEREINBY —N—DIP 7 FLRAZANLET,
LAY —770*x (Jz2 213, Anti-DD0S/CDN) AN > TWVWEHDOMNHH T
2? THRIW]IZAIZLET,
X, Tweb ¥4 FERE) B IS EX W,
2. Anti-DD0S Pro T, Web ¥4 FHD Web 4+ — VY 27 7 AREZIER L £3., FIHIXRD L
BHTI,
a. [7 7t X]>[Web +—E RX]|R=IT, [FXAL>DBMZZV Yy 27 LET,
b. FXA VHAEBRDOANZR T, UTZ2ITVWE T,
RXAL U4  RETERXAL B ANLET,
Jaran P R—brLTVWEIRralEFzv I LET,

BUSICIP / R XA ¥ i BUEICH A D R XA V%A L, WAFCNAME 7 FL A% AT
LE9d,

[%&:



WAF CNAME 7 KL ZDERHEIZOWTIE. [WAFF7uAf X b A4 K] 225
BLZX0n,

stance and ISP Modify DNS resolution Change Origin IP

Domain Name:

Protoco HTTP HTTFS websocket websockets
Domain

f your source IP was exposed, please see What to do afte

C [KNZZ2 Vv 7 LET,
d. A VARV RL ISP 74 VTR L TR EIWRRAZZETLET,

3. FXA VZDDNS BEZHEH LET, DNSHERXFDIZAFAIZ0Z 4> L. CNAME L 22—
RZEMLTWeb b5 74 v 2% Anti-DDoS Pro CNAME 7 FLRIZUY XA L 27 FLET,
FHE. T 2SRRI XW,

Web 34 bAD Web V7 Z A MITARTZ Y =27 v 7D7=9HIZ Anti-DDoS Pro IV X4 L 2
b &N, BUETLY — A= IZJEL IS, BREBED-DICWAFIZU XA L2 FERET,



7 REHEDZEETIP 7 KL ADORE

KFEDT T % —h Web 4 M7 7R T 2, #EIX CDN. WAF, %7213 Anti-DDoS
Pro Z#H T 579, BEHEETY—N—IZERINDZ ZIEDHD EEA, —HBINCIE, X
X, TKEG#& > CDN/WAF/Anti-DDoS Pro > BtfE7CH—N—] DK RT7—F 77 F ¥ 1T/ o T
WET, TlE, IFIFRBBERETERELLKSELHDY 7 TR MZOWVWT, BETLY—
N=RBEDX S BTETKSHEDREITIP 7 FLAZHRETE2DTL £ 50

F =T TEBAE T O XY — N B EDORDY— N2 —F—D Y TR | 2K
I 5%, X-Forwarded-For L 22— K% HTTP ANy X —IZBMLES, ZHOLa—Fik, 2—
P—DREICIP 7 FLRZRRT 272D WfEH SN, X-Forwarded-For: user IP DR % HL
D¥ET, BROTuxIH—nN=—23) 7T X M FuL A5 L TWE5E. X-Forwarded-
For L 22— KX X-Forwarded-For: user's IP address, Proxy 1-IP address, Proxy 2-IP address,
Proxy 3-IP address... DFERTHRRINE T,

OF D, N T TV — a ¥ ——i%. X-Forwarded-For L 22— R L TK3l
FOREEILIP 7 FLAZRR T2 e W TEE T, UFDEZ > a > Tid. Nginx, lIS6, IS
7. Apache, B XU Tomcat #— 3—T®D X-Forwarded-For Di%EFEZHHL 35

ROEVEEEITORNS, ECS AF v T ay b Web +—N—HR7 7 A LR Y, BlIEDOERN%
N 7279 L TLEEW,

Nginx
1. http_realip_module ® 1 > X +—)u

A ELD 7=, Nginx T3 http_realip_module Z{#H L TEETLD IP 7 FLAZEE L %
R

# nginx -V | grep http_realip_module 2= > F%2 547 LT, http_realip_module 2514 > & b —
NENTVEINE SRR LET, 4 YA =L INTORWVEAIX, Nginx ZEa > 341
L T http_realip_module #r— FL £ 73,

I
Nginx 237 7 # )V b DFIETA A b =L INTWBEE, http_realip_module &4 > A b —
NENTVEEA,



RDa— KZFEH LT, http_realip_module €2 — 1% YA —ILTEET,

waget http://nginx.org/download/nginx-1.12.2.tar.gz

tar zxvf nginx-1.12.2.tar.gz

cd nginx-1.12.2

./configure --user=www --group=www --prefix=/alidata/server/nginx --with-http_stub_
status_module --without-http-cache --with-http_ssl_module --with-http_realip_module
make

make install

kill -USR2 “cat /alidata/server/nginx/logs/nginx.pid

kill -QUIT “cat /alidata/server/nginx/logs/ nginx.pid.oldbin’

2. Nginx OFEIC WAFIP 7 K L 2 &8/
default.conf ZBH %, location / {} ICRONEEBML 3,

set_real_ip_from ip_range1l;
set_real_ip_from ip_range2;

gét_real_ip_from ip_rangex;
real_ip_header X-Forwarded-For;

i
ip_rangel,2,....x lX. WAF @ back-to-source IP 7 FL 2%/ L, ZRZUERDO M) %
BT 2R0ERH D £,

3. log_format DA H

log_format 1%, J#% nginx.conf ® HTTP FEDIHIICH Y £3, log_format iZ x-forwarded
-for 3B/ L T, JLD remote-address ZE X2 £9, WERD log_format DNEFIZLT D
EBHTT,

log_format main '$ http_x_forwarded_for-$ remote_user [$ time_local] "$ request™ '$
status $ body_bytes _sent "$ http_referer" "$ http_user_agent"';

FREOEERE T L26. nginx -s reload #%4TL T Nginx ZHEH L, REZBIEL 3,
BEDEMZ S L. Nginx ¥— 3—1Z X-Forwarded-For 7 4 —)L RIZHKHED IP 7 KL 2%
FOERL £ 35

1S 6

F5XForwardedFor.dll 75 74 B34 Y 2 F— X RNTWIUE. IS 6 D1 Zh 5 3KHHDEE
JLIP7 FLRAZEETE X7,

1. F5XForwardedFor.dll 23— X—® 0S N— 3 IZJn LT x86\Release F 7z1% x64\
Release 74 L7 FUDBLEBEED T4 L2 U (C\ISAPIFilters) iI2abE—L, IIS 7’rt A2 Z
DT 4 L7 M) DOHEARDMERIGEINTVWS Z e 2HEREL T,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/cn/slb/0.0.121/assets/F5XForwardedFor2008.zip

2. IS —Y vy —%BE, BEMONTWS Web 34 bE2HEZ Vv 7L TR T 4 ZiBRL,
TanRT 4 R=TEHE LT,

3. [ TR T 4] R=UD[ISAPI 74 VR =] X7 ZER L., [BIN]Z2V vy 27 LET,

4. EM V4 Y RYTRDORIRA=RZFHEL, [OK] 227V v 7 LET,

7 4 V& —4%44: F5XForwardedFor

FITR]RE 7 7 4 JL: F5XForwardedFor.dll D522 A2 AN LT, SHOFITIX. C\
ISAPIFilters\F5XForwardedFor.dll T3,

5. ISH—N—Z2HEH L, HEVEMIRZDOEHLE T,
1S 7
F5XForwardedFor EY a2 — L2323, KFHEDEEILIP 7 FLAZEUSTE X3,

1. F5XFFHttpModule.dll 3 & ¢f F5XFFHttpModule.ini Z#—>3—®D 0S N— a VI LT
x86\Release % 721% x64\Release T4 L7 U SBED T 4 L2 bV (C:\x_forwarde
d_for\x86 B X T C:\x_forwarded_for\x64) icat’—L. IS 7utRI&T4 L2 MV D
A D HERDF G XN TVWE Z e 2R L £ 5,

2. IS —=Y % —T, [EV2—NMEXTNLI )y 7 LTHEET,

3. [B—HNED2—NDK] ZZ V)Y 7 LET,

4. [O—ANET 2 —NVOMR] XA 70 TRy JAD [ 227 Vy 7 LT, Xyru—FLk
DLL 7 7 A V2B g L £ 55

x_forwarded_for x86 € 2 — L DR

- 44l x_forwarded_for_x86
- R C\x_forwarded_for\x86\F5XFFHttpModule.dll

x_forwarded_for x64 € 2 —/L DE§F

- 44l x_forwarded_for_x64
- XA C\x_forwarded_for\x64\F5XFFHttpModule.dll
5. Birth. L QBRI N2EY 22— (x_forwarded_for x86 3 X U x_forwarded_for_x64)
ZEIRL, [OK]Z27 Vv 2 LTHMILET,
6. Bk I N7zDLLZ ZN 21 [ISAPIE X U CGIDHIR] B L. 3&EZ [FFA] Ligw] 225 [FFA]]
WKEBELET,
7. NS Y —N—ZHEE L, RELEMTELETHLET,

Apache

Apache TRIHFEDEEICIP 7 FLAZEUFT 51213, ROFIHIZHENE T,


https://docs-aliyun.cn-hangzhou.oss.aliyun-inc.com/cn/slb/0.0.121/assets/x_forwarded_for.rar

1. Roa— F%Z2FEITL T, Apache HOH¥— K %—F 4 £ 2 —IL mod_rpaf 24 YA b—L L
8

waget http://stderr.net/apache/rpaf/download/mod_rpaf-0.6.tar.gz

tar zxvf mod_rpaf-0.6.tar.gz

cd mod_rpaf-0.6

/alidata/server/httpd/bin/apxs -i -c -n mod_rpaf-2.0.so mod_rpaf-2.0.c

2. Apache DFE 7 7 4 )L /alidata/server/httpd/conf/httpd.conf Z#EE L. KEBIZRDIEH
ZEMUE S,

LoadModule rpaf_module modules/mod_rpaf-2.0.s0

RPAFenable On

RPAFsethostname On

RPAFproxy_ips IP address

RPAFheader X-Forwarded-For
RPAFproxy_ips ip address &, Server Load Balancer 232t 5 2 370 v 7 IP 7 KL AT
EHDFEA, Apache DR ZDLOREED IP 7 FLAZEIRTE 3, M. 22D IP7F
VADEZENE T,

3. IP 7 FLRADEME. RDa~< > FEFETLT Apache ZHEE L £ 3,
/alidata/server/httpd/bin/apachectl restart
Tomcat
RDFNEZHE > T, Tomcat H— 3—D X-Forwarded-For #REZ BT TE £ 3,
tomcat/conf/server.xml % B %, AccessLogValve ZROWNBIZEEL 3,

<Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
prefix="localhost_access_log." suffix=".txt"

pattern="%{X-FORWARDED-FOR}i %l %u %t %r %s %b %D %q %{User-Agent}i %T"
resolveHosts="false"/>


http://stderr.net/apache/rpaf/
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