RTX810

Gigabit VPN Router

Instruction Manual

Thank you for purchasing the Yamaha RTX810.
Please carefully read this manual before use to ensure
appropriate installation and configuration.

Please be sure to follow all the warnings and precautions
provided in this manual to ensure appropriate and safe use.
Please retain this manual in a safe place for future reference.
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Particular usage in
this manual

Abbreviations

The following company and product names will be

abbreviated as below in this manual.

® Yamaha RTXS810: The product

® Microsoft® Windows®: Windows

® Microsoft® Windows® 7: Windows 7

® Microsoft® Windows Vista®: Windows Vista

® Microsoft® Windows® XP: Windows XP

o [0BASE-T/100BASE-TX/1000BASE-T cable: LAN

cable

Concerning example
settings

The examples of setting IP addresses, domain names, URLs
and so on that are contained in this manual are provided

for explanation. Be sure to use those provided by your IPS
(Internet service provider) when setting them.

Concerning detailed
technical information

Detailed knowledge of the Internet and networks may be
required to fully utilize this product. The attached manual
does not describe any such information and hence you will
need to refer to a commercially available guidebook or other
appropriate materials for more details.

® No part of this document may be copied or used in
any form without prior permission from Yamaha.

e The content of this manual, specifications of the
product and “Basic configuration page” are subject
to change for the sake of improvement without notice
(this manual is based on information available as of
March 2013).

® Yamaha cannot accept any liability for any loss of or
damage to information resulting from any use of the
product. Please also note that the warranty only covers

physical damage to the product.

Safety precautions

Please ensure to carefully read and observe the following
precautions in thereby ensuring safe use of the product.
The precautions provided on pages 5 to 9 concern safe and
appropriate use of the product and on preventing any risk
to you and other people as well as any physical damage.
Please ensure to retain it somewhere anyone using the
product can access at any time after having first thoroughly
read it.

1. This product is intended for use in general offices
and was not designed for use in any fields requiring
a high degree of reliability in the handling of human
lives or valuable assets.

2. Pleasenote that Yamaha cannot accept any liability for
any losses or damages resulting from improper use.

3. Please ensure to immediately remove the power cord
from the outlet in any of the following cases. Failure
to observe this may result in fire or an electric shock.
Please ensure to request the dealer concerned to carry
out any necessary repairs or inspections.

* Any abnormal odor or noise occurs;
* Smoke is emitted;
* The product is broken; or
¢ The product has been exposed to water.
4. Do nothandle the product or the power cord with wet

hands. Failure to observe this could result in electric
shock or damage to the product.

5. Do not insert any metal, paper, or foreign objects
into any of the gaps in the panel. Failure to observe
this could result in fire, electric shock, or damage to
the product.

6. Do not disassemble or alter this product in any way.
Failure to observe this could result in fire, electric
shock, or damage to the product.

7. Ensure not to damage the cable. Failure to observe
this could result in fire, electric shock, or damage to
the product.

* Ensure not to place any heavy objects on the cable.

* Ensure not to process the cable in any way.

* Ensure not to use any staples to fix the cable in
place.

* Ensure not to apply excessive force to the cable.

* Ensure to keep the cable away from anything hot.




Safety precautions
(Continued from the previous page)

10.

11.

12.

13.

14.

15.

16.

17.

Ensure to only use the specified power supply
voltage. Use of any different power supply voltage,
for example overseas voltage, could result in damage
to the product.

Connect the power plug to an outlet that you can see
and reach in thereby ensuring that you can easily
remove it if the necessity arises.

Ensure to fully and securely insert the power plug
into the outlet. Being insufficiently inserted could
result in an electric shock. It could also lead to dust
accumulating on the plug, which could then result
in heat or fire.

Verify that the current capacity of the outlet or a power
strip in thereby ensuring that use of the product does
not exceed it. Any overheating or degradation of the
power strip could result in fire.

Ensure to only use cables that suit the specifications of
the port concerned. Connecting any cable other than
which fits the originally intended specifications could
result in fire or damage to the product.

Ensure not to touch any of the ports with your fingers
or anything metallic. Failure to observe this could
result in electric shock or damage to the product.

Ensure the product does not fall or be subjected to
strong impact. The internal parts could break, which
could then result in electric shock, fire, or damage to
the product.

Do not install the product anywhere where it will be
exposed to dust or humidity, oily smoke or steam, or
corrosive gases. Failure to observe this could result in
fire, electric shock, or damage to the product.

Ensure adequate heat ventilation. Failure to observe
this could result in fire or damage to the product.
¢ Ensure not to cover the product with a cloth or
tablecloth.
¢ Ensure the product does not get pushed into a
narrow, poorly ventilated place.
¢ Ensure the ventilation holes do not get blocked.
Ensure not to touch the product or the power cable if

you hear thunder. Failure to observe this could result
in electric shock.

18.

19.

20.

21.

22.

23.

24.

25.

26.

217.

Periodically remove any dirt and dust from the power
cable. Failure to observe this could result in fire.

Be sure not to install the product in an unstable
location or where it will be exposed to vibrations as
it could fall over or turn upside down, thus resulting
in injury or damage to the product.

Be sure not to install the product anywhere where it
will be exposed to direct sunlight or extraordinarily
high temperatures (near a heater, etc.). Failure to
observe this could result in damage to the product.

Be sure not to use the product anywhere where it will
be exposed to rapid changes in ambient temperature.
Any rapid change in ambient temperature could result
in condensation on the product, which could then
result in damage to the product. Ensure to leave the
product for a while until it has dried off with the power
turned off if any condensation has occurred.

Ensure not to stack the product with other equipment.
Failure to observe this could cause heat to build up
and damage to the product.

Ensure not to connect any cables while the power
is turned on. Failure to observe this could result in
damage to the product and any connected equipment.

Ensure to earth any static electricity from your body
or clothing before touching the product. Failure to
observe this could result in damage to the product.

Connecting a USB data communication terminal to the
USB port of the product will enable a wireless WAN
connection via the 3G mobile phone network. Even if
the data communication terminal contract is a flat-rate
system any use of it with an improper configuration
could be charged for under the measured-rate
system. Please note that Yamaha cannot assume any
responsibility for any losses resulting from improper
use or configuration of the product.

Please note that the USB port and microSD slot of
this product will not necessarily support all types of
USB memory sticks and microSD cards.

Operation of USB memory sticks and microSD cards
can be verified from the “Basic configuration page”
—“Advanced settings” — “Configure external device”
screen — “Test performance of external memory”.
Please refer to the following URL for more details on



28.

29.

30.

31.

32.

33.

34.

the supported USB memory sticks and microSD cards.
http://www.yamaha.com/products/en/network/

It is recommended that any data on a USB memory
stick or microSD card be periodically backed
up. Please note that Yamaha cannot assume any
responsibility for any damage resulting from the loss
or destruction of data during usage of the product.

Please note that Yamaha cannot assume any
responsibility for any damage resulting from improper
use or configuration of the product.

Ensure not to install the product anywhere it will be
exposed to any strong magnetic force.

Do not connect any equipment that generates any
noise on the same power line as the product.

Use of the product can result in noise being generated
in telephones, radios, and TVs. If any noise does occur
then please change the place or direction in which the
product is installed.

If you transfer the product you will also need to
transfer the instruction manuals.

A lithium battery is used in the product as a power
backup for the clock function. Ensure to follow the
instructions of your local government when disposing
of the battery.

35.

36.

37.

When transferring/disposing of the product please be
sure to read the “Instructions on transferring/disposing
of the product” (page 166) in this manual and perform
the following.

(1) Delete the netvolante DNS registration.

(2) Initialize all the configurations.

Ensure to follow the instructions of your local
government when disposing of the product.

A 1000BASE-T connection will require an Enhanced
Category 5 (CATS5e) or better LAN cable.




Important notice

Concerning the security measures and
firewall functionality of the product

The Internet is a convenient tool that can be used to collect
information available anywhere in the world on websites and
to exchange messages via e-mail. However, it does include
the risk of unauthorized access to your PC.

When you maintain a constant connection to the Internet
or have a server in place, in particular, you need to
understand the risk of unauthorized access and utilize
security measures. The product is equipped with a firewall
function as a security measure but new unauthorized access
methods and loopholes (security holes) are constantly being
discovered and thus no completely infallible prevention
method exists. We would like you to understand that
an Internet connection always includes risk and thus
strongly recommend that you constantly obtain the
latest information and implement security measures
as your own responsibility.

Concerning billing

When the product is used with a measured-rate line service
(for example: the 3G mobile phone network) please ensure
that you thoroughly understand the auto-outgoing call
function prior to use. Whenever the product is connected
to the Internet or a LAN it monitors all the data sent by the
software on your PC (for example: e-mail software or Web
browser) and the addresses of the data being transferred via
the LAN. The inclusion of any other address than from the
LAN can result in auto-outgoing calls to the line taking
place in accordance with the preset configurations.

If an incorrect configuration is set or you forget to
disconnect the line the software or equipment may
send periodic packets which can then result in
unexpected communication charges and/or provider
connection fees.

Please ensure to check the communication record and verify

whether any unintended communications have taken place.
In addition, it is strongly recommended that you periodically
check the Yamaha network peripheral equipment website
(http://www.yamaha.com/products/en/network/) to obtain
the latest information on the configurations and revisions
of the product.

Unexpected communication charges may occur

when you:

® start using the product;

® change any provider connection settings of the product;

® install new software on your PC;

® connect to the network with a new PC, network
equipment, or peripheral equipment;

® update the firmware of the product; or

e perform any different operations than usual or sense a
difference in the communication response.

® After canceling/changing your provider contract please be
sure to delete or reconfigure the connection configuration of
the product. Failure to observe this could result in unexpected
charges from your telephone carrier or provider.

® Unexpected communication charges could occur according
to the status (change in access point, maintenance, error, etc.)
of the provider side. Please ensure to pay constant attention
to any notifications you receive from your provider.

Control of the cumulative access
period of the product

‘When the product is connected to a measured-rate line service
(for example: the 3G mobile phone network) outgoing
restrictions can be set that are based on accumulative send/
receive data and the cumulative connection period. This
function is based on accumulative send/receive data and
cumulative connection period calculated by the product
and will not necessarily correspond to the different billing
calculation methods used due to factors such as service
discounts and communication period calculation methods
that are unique to the provider concerned.

The outgoing restriction function may not therefore always
work as intended in actual use. If greater accuracy is required
you will need to conduct tests over a certain period of time
to check for any discrepancies.



Concerning trademarks

® All the company and product names used in this manual
are registered trademarks or trademarks of the companies
concerned.

® This product is equipped with RSA®
BSAFE™ software of RSA Security
Inc. RC4 and BSAFE are the registered
trademarks of RSA Security Inc. in the

U.S. and other countries.

Open source software used
in the product

e PCRE

e MT19937

® OpenSSL

® Original SSLeay
® Net-SNMP

Please refer to “License terms and conditions” (page 167) for
more details on the pertinent license terms and conditions.




Concerning software license contracts
when using the DOWNLOAD button

By changing the configuration of the product the DOWNLOAD
button can be used to update its internal firmware.

Changing the setting to enable the revision update and performing
a revision update by pressing the DOWNLOAD button means
that you have thereby agreed with the software license contract
(hereinafter referred to as “the contract”). Please ensure that you
have read the contract before using it.

Ensure not to change the setting to permit firmware revision
update via the DOWNLOAD button if you do not agree with
this contract. Yamaha cannot assume any responsibility for any
damages resulting from software or any other causes including
negligence.

Please ensure to check the “Upgrading the firmware using the
DOWNLOAD button” (page 128) for more details on using the
DOWNLOAD button.

Please retain this manual in a safe place for future reference.
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SOFTWARE LICENSE AGREEMENT

This License Agreement (the “AGREEMENT?”) is a legal
agreement between you and Yamaha Corporation (“YAMAHA”)
under which YAMAHA is providing the firmware of YAMAHA's
router products (the “PRODUCT”) and related software
program, documentation and electronic files (collectively, the
“SOFTWARE).

YAMAHA grants you a personal non-exclusive license to use the
SOFTWARE only for purposes of running it on the PRODUCT.
This AGREEMENT applies to the SOFTWARE which
YAMAHA provides you and the installed copy thereof, subject
to the provision of 1-1 herein, into the PRODUCT or personal
computer owned by you.

1. GRANT OF LICENSE:

1-1. YAMAHA grants you a personal non-exclusive license to
install the SOFTWARE and use the SOFTWARE on the
PRODUCT or other devices, including but not limited to

the personal computer, which you own.

1-2. You shall not assign, sublicense, sell, rent, lease, loan, convey
or otherwise transfer to any third party, upload to a website
or a server computer to which specified or unspecified
persons may access, or copy, duplicate, translate or convert
to another programming language the SOFTWARE except
as expressly provided herein. You shall not alter, modity,
disassemble, decompile or otherwise reverse engineer the
SOFTWARE and you also shall not have any third party to
do so.

1-3. You shall not modify, remove or delete a copyright notice
of YAMAHA contained in the SOFTWARE.

1-4. Except as expressly provided herein, no license or right,
express or implied, is hereby conveyed or granted by
YAMAHA to you for any intellectual property of YAMAHA.

2. OWNERSHIP AND COPYRIGHT:

The SOFTWARE is protected under the copyright laws
and owned by YAMAHA. You agree and acknowledge that
YAMAHA transfers neither ownership interest nor intellectual
property in the SOFTWARE to you under this AGREEMENT
or otherwise.



3. EXPORT RESTRICTIONS:

You agree to comply with all applicable export control laws
and regulations of the country involved, and not to export or
re-export, directly or indirectly, the SOFTWARE in violation
of any such laws and regulations.

4. SUPPORT AND UPDATE:

YAMAHA, YAMAHA's subsidiaries and affiliates, their
distributors and dealers are not responsible for maintaining or
helping you to use the SOFTWARE. No updates, bug-fixes or
support will be made available to you for the SOFTWARE.

5. DISCLAIMER OF WARRANTY:

5-1. THE SOFTWARE IS PROVIDED “AS IS” WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO THE
IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

5-2.IN NO EVENT SHALL YAMAHA, YAMAHA'S
SUBSIDIARIES AND AFFILIATES, THEIR
DISTRIBUTORS AND DEALERS BE LIABLE FOR
ANY DAMAGES WHATSOEVER (INCLUDING
WITHOUT LIMITATION, LOSS OF BUSINESS
PROFITS, LOSS OF BUSINESS INFORMATION,
LOSS OF BUSINESS INTERRUPTION OR OTHER
INCIDENTAL OR CONSEQUENTIAL DAMAGES)
ARISING OUT OF THE SOFTWARE, USE THEREOF,
OR INABILITY TO USE THEREOF EVEN IF YAMAHA,
YAMAHA'S SUBSIDIARIES AND AFFILIATES, THEIR
DISTRIBUTORS OR DEALERS HAVE BEENADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. SOME
STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE
LIMITATION OR EXCLUSION MAY NOT APPLY TO
YOU.

5-3.YAMAHA, YAMAHA'S SUBSIDIARIES AND
AFFILIATES, THEIR DISTRIBUTORS AND DEALERS
SHALL HAVE NO OBLIGATION TO INDEMNIFY YOU
AGAINST ANY CLAIM OR SUIT BROUGHT BY A
THIRD PARTY ALLEGING THAT THE SOFTWARE
OR USE THEREOF INFRINGESANY INTELLECTUAL
PROPERTY OF SUCH THIRD PARTY.

6. TERM:

6-1. This AGREEMENT becomes effective upon your agreeing
the terms and conditions herein and continues in effect
unless or until terminated in accordance with the provision
of 6-2 or 6-3 herein.

6-2. You may terminate this AGREEMENT by deleting the
SOFTWARE installed into the PRODUCT.

6-3. This AGREEMENT will also terminate if you fail to comply
with any of the terms and conditions of this AGREEMENT.

6-4.1In case this AGREEMENT is terminated in accordance
with the provision 6-3, you shall promptly delete the
SOFTWARE.

6-5. Notwithstanding anything contains herein, Sections 2
though 6 shall survive any termination or expiration hereof.

7. SEPARABILITY:

In the event that any provision of this AGREEMENT is declared
or found to be illegal by any court or tribunal of competent
jurisdiction, such provision shall be null and void with respect
to the jurisdiction of that court or tribunal and all the remaining
provisions of this AGREEMENT shall remain in full force
and effect.

8. U.S. GOVERNMENT RESTRICTED RIGHTS
NOTICE:

The Software is a “commercial item,” as that term is defined
at 48 C.F.R. 2.101 (Oct 1995), consisting of “‘commercial
computer software” and “commercial computer software
documentation,” as such terms are used in 48 C.F.R. 12.212
(Sept 1995). Consistent with 48 C.F.R. 12.212 and 48

C.FR. 227.7202-1 through 227.72024 (June 1995), all U.S.
Government End Users shall acquire the Software with only
those rights set forth herein.

9. ACKNOWLEDGMENT:

You agree that this AGREEMENT is the complete and exclusive
statement of agreement between you and YAMAHA concerning
the subject matter hereof and supersedes all proposals or prior
agreements, verbal or written, and any other communications
between you and the parties relating to the subject matter hereof.
NO amendment to this AGREEMENT shall be effective unless
signed by a duly authorized representative of YAMAHA.

10. GOVERNING LAW:
This AGREEMENT shall be governed by and construed in
accordance with the lows of Japan without reference to the
principles of conflict of laws.
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What the product enables you to do

The product is a Gigabit VPN Router that is equipped with
a gigabit LAN port. In addition to CATV/ADSL/FTTH
connections the product can also be used with various other
types of Internet connections that include mobile Internet
via a USB data communication terminal and the 3G mobile
phone network.

Gigabit Ethernet and 3G mobile communication

The product is equipped with a WAN port that can be
connected to FTTH, CATV, or ADSL broadband line
modems. In addition, mobile Internet can also be utilized
by connecting the USB port to a 3G mobile phone network
data communication terminal.

Virtual Private Network with IPsec, L2TP, and

PPTP

The product is compatible with IPsec, L2TP and PPTP, and
data can thus be transferred more safely via the creation of
a Virtual Private Network (VPN) that utilizes the Internet
(broadband) connection.

Power OFF/Log Saving function

Rebooting the product can be performed as an emergency
recovery operation in the case of any instability. The product
shifts to wait status after saving the log in the memory to
the internal non-volatile memory when the power is turned
off, which can then be checked for the status before the
power was turned off.
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Easy operation

® The “Basic configuration page” included with this
product for use with settings can be used to change
the basic configurations of the product using the Web
browser of your PC.

® Merely pressing the DOWNLOAD button enables
revision updates (upgrade) of the internal firmware. If any
new functions have been added after you have purchased
the product they can be accessed via a revision update. In
addition to directly downloading any firmware updates
to the main unit you can also transfer them from a PC,

USB memory stick, or microSD.

Compliance with various external memories

The configuration file and log of the product can be saved
in commercially available USB memory sticks or microSD
cards. In addition, the product can also be booted using
firmware or a configuration file saved on a USB memory
stick or microSD card.

Setting and management of Yamaha switches

supported

The product, in conjunction with proprietary Yamaha
switches, can display the network configuration and port
status on its “Basic configuration page”. In addition,
individual port configurations of the Yamaha switches and
collective VLAN settings both for the product and Yamaha
switches are also available.

Wide range of content available from the

Yamaha network peripheral equipment website
The Yamaha network peripheral equipment website (http://
www.yamaha.com/products/en/network/) has a wide range
of advanced usage examples and detailed explanations of
Yamaha routers available.



Name and function of individual parts

Front panel/Top panel

.

@®YAMAHA

T T T (=0 0.0

AD @ ® @ 6

(O DOWNLOAD button

If the product was set to permit firmware revision updating
via the DOWNLOAD button the firmware can be updated
merely by pressing and holding down the button for three
seconds. Please refer to “Using the latest function (Revision
up)” (page 128) for more details.

@ Lamps

The lamps indicate the operating status of the product.
Please refer to the “Each lamp on the front panel indicates
one of the three statuses” (page 14) for the relationship
between the lamp light and the status of the product.

e POWER: Indicates the current power status of the
product

e STATUS: Indicates whether communication with any
connected equipment is active or not

o LAN: Indicates the usage status of the LAN port

o WAN: Indicates the usage status of the WAN port

(® microSD lamp/button/slot

Commercially available microSD cards can be used to copy
the configurationfile (pages 123 and 134),savethelogfile (page
133), and update the firmware (page 130).

Before ejecting the microSD card, be sure to first cancel
the connection by pressing and holding down the microSD
button for two seconds.

When reinserting a microSD card please ensure that it has first
been completely ejected.

@ USB lamp/button/port

Connecting a commercially available USB memory stick
enables the configuration fileto be copied (pages 123 and 134),
thelogtobesaved (page 133), and the firmware updated (page
130). Inaddition, communication can also take place viause of
a 3G mobile phone line by connecting a USB connection
data communication terminal (page 50).

Before removing any USB devices please be sure to cancel
the connection by pressing and holding down the USB
button for two seconds.

Do not connect the USB memory slot with any other USB
equipment than USB data communication terminals. Failure to
observe this could damage the product.

(5 Ventilator

This is a hole used to release the internal heat.

13
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Name and function of individual parts
(Continued from the previous page)

Each lamp on the front panel indicates one of the three statuses (©Lit

77

- Flashing ©Off)

POWER lamp
@ The product is powered on.
-0} The product is starting up immediately after the power switch is turned on or shutting down
immediately after the power switch is placed in STANDBY position.
© The product is powered off or the power went out.
STATUS lamp
© Communication is disabled.
Refer to “When the STATUS lamp lights up” (page 127).
© Communication is enabled.
LAN lamp

@ LAN is enabled.
“Q  Datais flowing through the LAN.
© LAN is disabled.

©) WAN is enabled.
-0} Data is flowing through the WAN.
© WAN is disabled.

microSD lamp
@ A microSD card is inserted into the microSD slot but the product is not accessing it.
-G} The product is accessing the microSD card.
© No microSD card has been inserted into the microSD slot, or the microSD card inserted into the
slot can be taken out.
USB lamp

©® A USB memory stick is inserted into the USB port but the product is not accessing it.
~Or The product is accessing the USB memory stick.
© A USB memory stick is not inserted into the USB port, or the USB memory stick inserted into the
port can be taken out.

14



Rear panel
e ——w
Wq@mﬁ 0
® é) ® ® 06

@ Power cord

Power cord and plug shape vary depending on the
destination.

(@ Power switch

This switches the power status of the product to ON/
STANDBY.

(® Console port

For use in connecting the RS-232C terminals (serial
connector) of PCs when it is necessary to perform
configurations from the console. For more information,
see “Using the console port” (page 121).

@ LAN ports

The LAN port is for use connections with the LAN port or
hub port of a PC via a LAN cable.

The power part of each LAN port includes a LINK lamp
(left) and SPEED lamp (right).

e Link lamp: Off (link lost), lit up (link established), or
flashing (transferring data) according to the individual
status of the link concerned.

e SPEED lamp: Off (100BASE-TX/10BASE-T) or litup
(1000BASE-T) according to the speed of the connection.

(® WAN port

The WAN port is for connecting to a cable modem, ADSL
modem, or ONU via a LAN cable.

Bottom panel

mr—nm

e ©
° ®
0 -

N
YAMAH Gigablt VPN Router
MIODEL No. RTXB10
ACI00-240V_50/60Hz ~\~ 0.23A =
YAMAHA CORPORATION MADE [N CHINA Z@86040-0

(D Equipment name

Provides the equipment name of the product.

(@ Serial number

Provides the serial number used to manage/classify the
product.

(® MAC address

Provides the individual network ID numbers unique to the
equipment on the LAN side and WAN side. In the example
of “00A0DE3B0000”, “MAC - 3B0001” provided in the
figure above the individual MAC addresses on the LAN
side and WAN side are as follows:

¢ MAC address on the LAN side: 00A0DE3B0000

e MAC address on the WAN side: 00A0ODE3B0001

15
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Flow of preparation steps

You must make preparations for using the product in this order:

[ Make the necessary preparations for configuring network

connections.

Connecting a PC (or PCs) and your
ZEEETIEN | broadband line to the product and » Page 18
powering it on

=
o
X,

=
«Q
O
q
D
O
Q
“
Q
="

v

4 N\

Opening the “Basic configuration
\page” » Page 20

Preparation 2

v

- N

ZEEEEN | Setting the password of the product » Page 22

. J

v

4 N\

o
S
7]

ZEEETNEN | Setting date and time » Page 27

. J

v

Configuring the IP address on the LAN
\side of the product

v

.
Changing the IP addresses of PCs in
LAN > Page 31

\ 4

4 B\

Configuring network connections

Preparation 5

» Page 29

Preparation 6

Steps required for configurations
depend on the connection mode. For
details, refer to “Selecting your Internet
connection mode”.

» Page 32




Ensure the following are available before
beginning preparations
LAN cables

Provide LAN cables based on the number of PCs and distance.

HUB

Up to four PCs can be directly connected to the LAN ports of the product. If you desire to connect
five or more PCs, use a hub (a switch hub) that supports 10BASE-T, 100BASE-TX, or I000BASE-T.

=
D
Information regarding the network to which the product is —
attached

Predetermine the IP address to be assigned to the LAN side of the product.

To connect the product to a network that uses a DHCP server, you need to disable the DHCP server function
of the product. For details, contact your network administrator.

=
(o]
O
q
1]
O
Q
q
Q
—

Cautions when installing the product g
72

Please carefully read and observe the “Safety precautions” on page 5 when installing the product.




Preparation 1

) Making connections

Y

® To connect the product to the Internet through a USB data communication terminal, refer to “Connecting to the Internet using a
USB data communication terminal” (page 49).

suonesedasd Bunjep

CONSOLE

o@B°

unkata F speep

1 Connect the LAN port of your PC to one of the LAN ports of the
product with a LAN cable.

2 Connect the LAN port of your cable modem, ADSL modem or
ONU to the WAN port of the product with a LAN cable.

Please also refer to the document provided by your provider and instruction manuals for ADSL
modem and ONU.

If you switch an environment in which a cable modem, an ADSL modem, or an ONU is directly
connected to a PC to a connection with the product, or an installed router is replaced with the product,
proper connections may not be made because, for instance, addresses cannot be obtained. In some
cases, you may need to configure some settings, to perform a reset, or to wait for a specified period of

time (e.g., at least 20 minutes). For more information, follow the instructions in the relevant manuals.

18



4
5

Plug the power cord of this product into an electrical outlet.

Place the POWER switch in the ON position.

The POWER lamp lights up after flashing several times.

Power your PC or hub.
Ifthe LAN and WAN lamps on the front panel light up or flash, the product is correctly connected

to your PC or hub.

@9If the LAN lamp does not light up or flash:

® Check that the LAN cable is correctly connected and your PC or hub is powered on.
® No LAN lamps light or flash when all PCs and the hub connected the product are powered on.

@9 1f the WAN lamp does not light up or flash:

Check that the ADSL modem (or cable modem or ONU) is correctly connected to the product or the ADSL
modem (or cable modem or ONU) is powered on.

Now, the connecting procedures are completed. P See page 2 0
Proceed with other preparations.

19
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Preparation 2

) Opening the “Basic
configuration page”

suonesedasd Bunjep

20

To change the configurations of the product, open the “Basic configuration page” using a Web browser
on a PC connected to the product.
Follow the steps below to open the “Basic configuration page”.

® To use the “Basic configuration page”, you need Windows Internet Explorer 8 or later.
® The descriptions in this manual use Windows 7 and Internet Explorer 9 screens as examples. For other

environments, you have slightly different screen displays, though operations stay the same.

@ Tip

If you enter commands in a console window using Telnet software, you can configure settings in more detail
compared to doing them in the “Basic configuration page” (console commands). For details on connecting to
the product using Telnet software, please refer to page 118. For information on the commands available to the
product, please refer to “Command reference” (included in the attached CD-ROM).

€& YAMAHA

RTX810 [Rev.11.01.15 Tue Apr 2 14:31:48 2013 ]

e
Configure provider
™ cvienr e |
Switch control

-
Advanced SEﬂInES

Internet settings and
status




= DN -

Check that the product is powered on.

Launch a web browser on your PC.

Type “http:/192.168.100.1/” in the address bar and then press

Enter.

The “Windows Security” screen appears.

Leave the “User name” and “Password” fields blank, and click

‘GOK!’
The top page of the “Basic configuration page” appears.

Enter user name and password if you have set them.

suonesedasd Bunjep n

@ If the top page of the “Basic configuration page” does not appear:

Refer to “Setting failed with the “Basic configuration page™ (page 142).

Understanding the “Basic configuration page”

Indicates the current screen name. Shows Help screen.

o
(S
Advanced settings ‘ Configure machine ' @

[Top] > [Advanced settines] > [Configure machine]

4 N\
Configure date and time
[”] Change to the following date and time setting
Manual configuration 2013 year 04 month 24 day 01 ‘hour

07 minute 22 second

Contact NTP server

Auto adjustment via NTP server  day: not use 0 . 57

Configure buzzer

th{fy following status changes (notification conditions) using buzzer

Notify with buzzer the USE device status

Buzzer alert status

Notify with buzzer the micro SD device status

1
Submit

Back Return to top

Configure the settings as needed. Accept your entries and
save them in the product. saving your entries.

Return to the previous page
without saving your entries.

Return to the top page without

21




Preparation 3

) Setting the passwords

suonesedasd Bunjep

22

The factory default passwords are not set for the product. It is recommended that you set passwords
to provide security measures. Once a password is set, anyone trying to access the product must enter
it which makes it difficult for third parties to modify the configurations of the product.

The product has two passwords: administration password and login password. First, set the administration
password and then set the login password.



& YAMAHA

Configure LAN (IP address, DHCP server) *

Configure machine(Date/Time, buzzer)

1 click ]

Configure users and access limits(HTTP, TELNET, SSH, SFTF)

Configure external device

Advanced settings Configure users and access limits

Top] > [Advanced settings] > [Configure users and access limits]

nfigure user and pa:

Number of registered users: 0

Nameless user

If you setup an admin password you will be prompted for it when
logging onta Basic configuration.

Retype the same again. “"lllll

i

Enecrypt and save the admin password
'

3 Fill in

SSH and SFTP server function

SSHand SFTP server function (U use @ donotuse
Allowable SSH usage hosts Allow all -
IP addressing
Allowable SFTP usage hosts Deny all -
IP addressing
aes128-cir
aes256-ctr
aes128-cbe
aes192-cbe
Encryption algorithm
e 2es256-cbe
3des-cbe
blowfish-cbe
cast]28-cbe
arcfour
Number of simultaneous users [

[ somi ] 5 Click

4 Fill in

23
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Click“Advanced settings” on the top page of “Basic configuration
page”.

The “Advanced settings” screen appears.

Click “Configure” to the right of “Configure users and access
limits(HTTP, TELNET, SSH, SFTP)”.

The “Configure users and access limits” screen appears.

Type the password of the product in “Administration password”.

Each password character entered is represented by a black dot.

Retype the password you entered in Step 3.

Click “Submit”.

The password you have set takes effect and a confirmation screen appears.

Click “Return to top”.

The “Windows Security” screen appears.

Type the password you entered in Step 3 in “Password” and
then click “OK”.

The top page of the “Basic configuration page” reappears.
Set the login password of the product.

@ Tip

Leave “User name” blank.
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@ YAMAHA

8 click ]

Configure machine(Date Time, buzzer)

Configure users and access mits(HTTP, TELNET, S58H, SFTP)

[cotons} | Q Click ]

Configure external device

Number of registered users: 0

Nameless user

[contone

Configure

10 click

sword you will be prompted for it when

ition.

Configure nameless user

Advanced settings

Top] » [Advanced settings] = [Confisure users and access limits] > [Configure nameless user]

Configure nameless user

® Retype the same again

login password
t and save lo ASSWO:
Encrypt and save login p rd

12 Fillin

[11 Fill in v

@ allow ) do not allow

Aflow afl connections
Prohibit all connections
() Aflow per connection method

Restrict connection ~ )
Allow connection from senial console
Allow connection via TELNET
Allow connection via HTTP
Allow connection Allow all -
IP addressing

[ suome —fenl 13 Click
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Click“Advanced settings” on the top page of “Basic configuration
page”.

The “Advanced settings” screen appears.

Click “Configure” to the right of “Configure users and access
limits(HTTP, TELNET, SSH, SFTP)”.

The “Configure users and access limits” screen appears.

Click “Configure” to the right of “Nameless user”.

The “Configure nameless user” screen appears.

Type the login password in “login password”.

Each password character entered is represented by a black dot.

Retype the login password you entered in Step 11.

Click “Submit”.

The password you have set takes effect and a confirmation screen appears.

Click “Return to top”.

The top page of the “Basic configuration page” reappears.



Preparation 4

Setting date and time

In the “Configure machine” screen, configure the date and time for the product.

©YAMAHA

RTX810 [ Rev.11.01.15 Tue Apr.2.14:31:48

=
Q
=
3
«Q
©
=
(1]
o
Q
=
Q
=
o
3
(7]

1 click ]

Configure LAN (IP address, DHCP server)

Configure machine(Date Time, buzzer)

Configure users and access mits(HTTP, TELNET, SSH, SFTP)

Configure external device

€
Advanced settings Configure machine

Top] > [Advanced settings] > [Configure machine]

Configure date and time

3 Check -

[T Change to the following date and time setting

Manual configuration 2013 ear 04 month 24 day 01 hour
07 minute 4 et
Fill in
Contact NTP server
Auto adjustment via NTP server  day- not use - 0 T

Configure buzzer

Notify following status changes (nofification conditions) using buzzer

Notify with buzzer the USB device status

Buzzer alert status

Notify with buzzer the micro SD device status

m 5 click ]
Back Return to top 1—

6 Click ]
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Click“Advanced settings” on the top page of “Basic configuration
page”.

The “Advanced settings” screen appears.

Click“Configure”to the right of “Configure machine(Date/Time,
buzzer)”.
The “Configure machine” screen appears.

Select “Change to the following date and time setting” under
“Configure date and time”.

Enter your local date and time.
@ Tip
To set the exact time, enter a time several minutes ahead and click “Submit” simultaneously with a time signal.

Click “Submit”.

A confirmation screen appears.

Click “Return to top”.

The top page of the “Basic configuration page” reappears.

To automatically set the time of the product:

Using a NTP (network time protocol) server on the Internet allows you to automatically set the
time of the product.

® Depending on the security settings on the product, you might not set a time using an NTP server on the

product as well as on a PC within a LAN. To use an external NTP server, change the filter settings (page
96).

o Ifthe firewall security level is set to 4 or 5 (static security filter), a response packet sent from an NTP server
is discarded. Because of this, it is not possible to set a time. If this is the case, set the firewall security level
to 6 or 7 (dynamic security filter) (page 96).



Preparation 5

Configuring the IP address on 3
the LAN side

To connect LANS at different locations via broadband connections, make sure the network addresses
for LANs do not overlap. Determine a new network address for each LAN and configure the IP address
and netmask according to the new network address on the product and PC.

suonesedaid Bunjep

If a different network address has already been configured, give the product the IP address and netmask
according to that network address. Make sure the product has the IP address that do not overlap with the one
assigned to other device installed within the LAN.

& YAMAHA
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[P ———
Configure provider
- -
Switch control ‘

Advanced settings

1 Click ]

— v o]
Configure UPnP
Configure LAN (IP address, DHCP server) 2 Click ]
Configure machine(Date/Time, buzzer)
1 Click“Advanced settings” on the top page of “Basic configuration
page”.

The “Advanced settings” screen appears.

2 Click “Configure LAN (IP address, DHCP server)”.

The “Configure LAN” screen appears.

29
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Advanced settings Configure LAN

Help

Top] » [Advanced settings] > [Configure LAN]

LAN port IP address setup

@ 192.168.100.1

Primary IP address
) DHCP client

255 255 2550 (24 Bit)

-

@
Secondary IP address
© DHCP client

WAN port (LAN2) IP address setup
(0 Use the WAN port (LAN2) as a LAN
@ Do not use the WAN port (LAN2) as a LAN

DHCP server functions

Use DHCP server function

255 255 2550 (24 Bit)

-

Assigned IP address range
1 192.168.100.2~~192.168.100.191

Netmask bit number
255.255.255.0 (24 Bit)

= 265 265 265 0 (24 Bit) -~

Delete fcope

3 Fill in

]

4 Fill in

]

[ sew = 5 click

)

port IP address setup”.

Primary IP address

Enter the IP address on the LAN side of the product in “LAN

Enter the IP address according to the new network address you determined, and select the netmask.

in “DHCP server functions”.

Assigned IP address range

Entering “1” in identification number overwrites the setting.

Enter the IP address you want to assign to a PC within the LAN

Enter the range of IP addresses that do not overlap with the IP address of the product. Select the

same value as the netmask of the product for the netmask bit number.

Click “Submit”.

A confirmation screen appears.

Click “Execute” before changing the IP addresses of PCs.

For information on changing the IP addresses of PCs, refer to the description on page 31 onward.
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Preparation 6

Changing the IP addresses of 3
PCs in LAN

If you change a LAN network address, you also need to change IP addresses and netmasks of PCs in
the LAN. If'you have devices other than PCs in the LAN, you also need to change their IP addresses
and netmasks. For information on setting these devices, please refer to their instruction manuals.

If you do not change the network address of the LAN to which the product is attached, you do not need to
change IP addresses of PCs in the LAN.

suonesedaid Bunjep

The way to change the IP address of a PC depends on the
version of the operating system.
Please refer to “Changing the IP addresses of PCs” (page 163) for more details.
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Selecting your Internet
connection mode

The product supports different Internet connection modes. Necessary broadband contract or a contract

with an Internet service provider varies depending on the connection mode. Please read instructions
regarding connection modes.

Permanently connecting to the Internet through
a broadband line

P Page 33

Permanently connecting to the Internet using
network connection service

® Network PPPoE connection: Page 43

® Unnumbered connection: Page 43

» Page 43

Connecting to the Internet using a USB data
communication terminal

» Page 49

® After canceling/changing your provider contract please be sure to delete or reconfigure the connection
configuration of the product. Failure to observe this could result in unexpected charges from your telephone

carrier or provider.

® Before using the product as a router (or before signing a new contract with your provider), be sure to determine
whether simultaneous connections of multiple PCs through a router are permitted by your provider. Some
providers do not allow simultaneous connections or require that you sign a separate contract. If you use
the product in violation of the terms and conditions of the contract with your provider, you may be charged
unexpected fees. If simultaneous connections are prohibited by your provider, sign a separate contract with

your provider or sign a contact with a provider that allows simultaneous connections.
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Connection 1

Permanently connecting to the
Internet through a broadband
line (pproE/cATY)

Specify the destination in the “Basic configuration page” to connect to the Internet.
If you use a network PPPoE connection or an unnumbered connection, refer to “Permanently connecting
to the Internet using network connection service” (page 43).

Before configuring the settings
CE»

® After canceling/changing your provider contract please be sure to delete or reconfigure the connection
configuration of the product. Failure to observe this could result in unexpected charges from your telephone
carrier or provider.

® A constant Internet connection increases the risk of illegal access or attack. Be sure to use the product with
extra attention to your network security. For more information, see “Enhancing security” (page 92).

® The descriptions in this manual use Windows 7 and Internet Explorer 9 screens as examples. For other

environments, you have slightly different screen displays, though operations stay the same.

You need the setup document supplied by the provider.

To configure destinations and connect to the Internet, you are required to have the following information
provided by your provider (some connection modes may not need all of the information).

e User ID (authentication ID and account name)

® Passwords (authentication password and initial password)

IP address

Netmask

e Name server addresses (DNS server address, name server IP address, and DNS server [P address)

Default gateway address

33
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Checking the connection mode

@©YAMAHA

REX810.[Rev:li-01:15Tue Apr.2.14:31:48 2013 ]

(P |
conflgure BI.'DVIdeI'

|
Switch control I
[Py ————

Advanced settings

1 click ]

Internet settings and

--4 The line type is automatically detected. ]

. [ )
Conﬁgure pl'DVldEl' 1/ 4 : Type of line and connection method

Configure the type of line and connection mode in this order.

New provider registration

) Terminal broadband connection over PPPoE

() Terminal broadband connection over DHCP (ie. CATV internet)

) Mobile Internet connection

]

Click“Configure provider” on the top page of “Basic configuration
page”.

The broadband line auto-distinction function works to show the window for the connection mode

selected for the connected line.

Note that the broadband line auto-distinction process takes place only once. Be sure to check that the broadband
line is connected to the WAN port of the product before performing this function.



2 Check the connection mode that is automatically determined
and then click “Next”.

3 Click “Next”.

The setting screen corresponding to the connected line appears.
The following configurations vary depending on the connected line. For details, refer to the

description for the connection line you selected.

If no line was chosen

» Failed to automatically determine broadband line.

Select “Terminal broadband connection over PPPoE” or “Terminal broadband connection over
DHCP (i.e. CATV internet)” to your connection type and then click “Next”.

If you are not sure which connection type you use currently, check the contract or contact your
provider.

v

When “Terminal broadband connection over }See e 36
PPPoE” is selected: pag

B When “Terminal broadband connection over }See a e40
DHCP (i.e. CATV Internet)” is selected: pag

35
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Terminal broadband 2 - SpeCifying your prOVider

connection over PPPoE

(from page 35) information

Configure provider 2/ 4. Input information on the subseribed to

provider
Ensure to enter while referring to the contract supplied by the provider.
(Columns with * are mandatory.)

New provider registration

1 Fill in

Configuration name (optional) PPPoE

User ID (or account name) *  username@provider.ne jp 44 2 Fi" in

Connect password (line connection) ¥ ssssssss ﬂ 3 .
Fill in

(ot ) [Lren <t 4 Click

Enter the configuration name.

Enter a descriptive destination name. It is a good idea to name the configuration so that you can

easily identify it when it needs to be modified.

2 Enter the user ID.

Enter the connection user ID specified by the provider. Be sure to check the relevant document

when entering it.

3 Enter your connect password.

Enter the password specified by the provider (or the password you changed). The password is case

sensitive and should be in alphanumeric characters.

Each password character entered is represented by a black dot.

4 Click “Next”.

36

The “Configure provider 3/4” screen appears.



el 3 - Specifying the DNS server

connection over PPPoE

(from page 35) add ress

Configure provider 3/4. Configure DNS server address

Configure or modify provider. Please have the provider-supplied contract document at hand and ensure
to correctly enter the provider information.

New provider registration

) Do not specify DNS server address and auto-retrieve from the provider

@ The contract with the provider stipulates a DNS server address designation

Primary DNS server address 000.000.000.000

Secondary DNS server address 000.000.000.000

(oack ) [t 2 Click ]

1 Specify the DNS server address.

If the DNS server address is not assigned by your provider:

Click “Do not specify DNS server address and auto-retrieve from the provider” to select it.

If the DNS server address is assigned by your provider:

Click “The contract with the provider stipulates a DNS server address designation” to select it and

then set the following addresses.

e Primary DNS server address: Enter the DNS server address assigned by your provider in
numeric characters.

e Secondary DNS server address: Enter the secondary DNS server address if your provider
provides you with two DNS server addresses (if your provider provides you with only one DNS

server address, leave this field blank).

2 Click “Next”.

The “Configure provider 4/4” screen appears.

37
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el 4 - Checking the setting

connection over PPPoE

(from page 35) information

Configure provider 4/4 . Confirm setting

After reviewing the configuration press the [Submit] button.

New provider registration

Connection type Z‘i:];];lpt:gadb and connection

Configuration name PPPcE 1 Check ]
User ID (or account name) username @ provider.ne_jp

Connect password (line connection) 3333333

DNS server address 0.0.00

<: Back ] lr Submit «—H 2 CliCk

Register provider

DNS server IP address configured
Provider to connect to registered.

To connect press the [Connect] button.

Connect [ Return to top |
— | | S——

Ensure that the entries displayed on the screen comply with the
information provided by your provider.

If an incorrect setting has been made, click “Back” to bring up the necessary setting screen

to set it correctly.

2 Click “Submit”.

38

The “Register provider” screen appears.



Terminal broadband 5 - connecting to the Internet

connection over PPPoE
(from page 35)

Register provider

DNS server IP address configured.
 Provider to connect to registered.

To connect press the [Connect] button.

1 click ]

!

FP01]
Connection name - Communicating
FPFPPoE

PPPoE connectioniAutc—global 000 .000.000.000
connect destination)

Configure
providers

Internet settings and

status

1 Click “Connect”.

The product connects to the Internet and shows the “Connect/disconnect provider” screen.

Click “Return to top” to return to the top page of the “Basic configuration page”.

2 Check whether the product is connected to the Internet.

Check that the product is connected to the Internet by viewing the status of Internet connection on

the lower part of the screen.

Configurations | » If you cannot connect to the Internet:
are com pleted . Check 1 Check the connection between the product and your PC, ADSL modem

or ONU.
Configuration settings for | Check 2 Check the entries again on pages 36 and 37.
your Internet connection are | Check 3 If you still have difficulties, refer to “Troubleshooting” for solutions
now complete. (page 139).

39
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Terminal broadband connection 2 - SpeCifying your prOVider

over DHCP (i.e. CATV Internet)

(from page 35) information

Configure provider 2/4. Input information on the subscribed to

provider

Ensure to enter while referring to the contract supplied by the provider.

New provider registration

Configuration name (optional) CATV 1 F|II in ]

@ DHCP client
DHCP client identification name
AN TP © Specified IP address 2 S ecify
‘ ress WAN IP address
netmask 255 255 265 0 (24 Bit) ~
Default gateway

(ﬁ [ﬁ"ﬁ 3 Click

Enter the configuration name.

Enter a descriptive destination name. It is a good idea to name the configuration so that you can

easily identify it when it needs to be modified.
Specify the WAN IP address.

If the IP address is not assigned by your provider:

Click “DHCP client” to select it.
If the DHCP client identification name is assigned by your provider, enter that identification name
in the “DHCP client identification name” (there is no need to enter it if it is not assigned by your

provider).

If the IP address is assigned by your provider:

Click “Specified IP address” and then configure the following settings.

e WAN IP address: Enter the IP address assigned by your provider in numeric characters.

e Netmask: Select the netmask assigned by your provider.

e Default gateway: Enter the default gateway address assigned by your provider in numeric

characters.

3 Click “Next”.
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The “Configure provider 3/4” screen appears.



Terminal broadband connection 3 - SpeCifying the DNS Server

over DHCP (i.e. CATV Internet)

(from page 35) add ress

Configure provider 3/ 4. Configure DNS server address

Configure or modify provider. Please have the provider-supplied contract document at hand and ensure
to correctly enter the provider information.

New provider registration

@ Do not specify DNS server address and auto-retrieve from the provider

(C) The contract with the provider stipulates a DNS server address designation

Primary DNS server address

Secondary DNS server address

(onc | [ vt 2 Ciick ]

1 Specify the DNS server address.

If the DNS server address is not assigned by your provider:

Click “Do not specify DNS server address and auto-retrieve from the provider” to select it.

If the DNS server address is assigned by your provider:

Click “The contract with the provider stipulates a DNS server address designation” to select it and

then set the following addresses.

e Primary DNS server address: Enter the DNS server address assigned by your provider in
numeric characters.

e Secondary DNS server address: Enter the secondary DNS server address if your provider
provides you with two DNS server addresses (if your provider provides you with only one DNS
server address, leave this field blank).

2 Click “Next”.

The “Configure provider 4/4” screen appears.
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Terminal broadband connection 4 - Confirming the entries before

over DHCP (i.e. CATV Internet)

e pee o connecting to the Internet

Configure provider 4/4 . Confirm setting

After reviewing the configuration press the [Submit] button.

New provider registration

Connection type aﬂ&oﬁﬁmic;:;)
Configuration name CATV

WAN IP address auto-retrieve

DNS server address auto-retrieve

Submit <H 2 Click

. l I
‘Iil _ Conmuicaize —= 3 Check |
% Wmmm3

Internet settings and
status

Ensure that the entries displayed on the screen comply with the
information provided by your provider.

If an incorrect setting has been made, click “Back” to bring up the necessary setting screen to set

it correctly.
Click “Submit”.

If you click “Return to top” in the confirmation screen that appears, the product automatically
connects to the Internet and returns to the top page of the “Basic configuration page”.

3 Check whether the product is connected to the Internet.

Check that the product is connected to the Internet by viewing the status of Internet connection on

the lower part of the screen.

v

Config urations | » If you cannot connect to the Internet:
are com p I eted . Check 1  Check the connection between the product and your PC, ADSL modem

or cable modem.

Configuration settings for | Check 2 Check the entries again on pages 36 and 37.
your Internet connection are | Check 3 If you still have difficulties, refer to “Troubleshooting” for solutions
now complete. (page 139).

4




Connection 2

Permanently connecting to
the Internet using network
connection service

Specify the destination in the “Basic configuration page” to connect to the Internet.

The following description also applies when you use unnumbered connections.

If you use an ADSL connection service or a fiber optic Internet service that assigns only one IP address,
refer to “Permanently connecting to the Internet through a broadband line (PPPoE/CATV)” (page 33).

Before configuring the settings
CE

® After canceling/changing your provider contract please be sure to delete or reconfigure the connection
configuration of the product. Failure to observe this could result in unexpected charges from your telephone

carrier or provider.

® A constant Internet connection increases the risk of illegal access or attack via the Internet. Be sure to use
the product with extra attention to your network security. For more information, see “Enhancing security”
(page 92).

® The descriptions in this manual use Windows 7 and Internet Explorer 9 screens as examples. For other
environments, you have slightly different screen displays, though operations stay the same.

You need the setup document supplied by the provider.

To configure destinations and connect to the Internet, you are required to have the following information
provided by your provider (some connection modes may not need all of the information).

e User ID (authentication ID and account name)

® Passwords (authentication password and initial password)

® [P address

® Netmask

e Name server addresses (DNS server address, name server IP address, and DNS server IP address)

Default gateway address

43
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1 Specifying the connection mode

EYAMAHA

RTX810 [ Rev.11.01.15 Tue Apr 2 14:31:48 2013 ]

i ) ) )
CDH'IEU[’E Eru\nder

N
Switch control

19ule1U| 3y} 01 Bunoauuo) u

Advanced settings 1 Click ]

=,
‘|i| ' Confiewre  No provider configured.
[

Internet settings and

Advanced settings

Top] > [Advanced settings]

Configure basic, VPN and LAN-to-LAN

2 Click

|

Detailed basic connection setting Configure

Configure VPN connection Configure

4

Configure auto-connect destination Configure

Other configuration

Configure NetVolante DINS host address service Configure

Configure firewall Caonfigure

Coﬂﬁgll(e URL filter Configure

Configure mail notifications Configure

HIENEEE

Configure [Pv6 Configure

1 Click “Advanced settings”.
The “Advanced settings’ screen appears.

2 Click “Configure” to the right of “Detailed basic connection
setting”

The “Detailed basic connection setting” screen appears.



(&) JF

Top] & [Advanced settinzs] > [Detailed basic connection setting]

Advanced settings Detailed basic connection setting |

Configurable provider

.

Mol e e E
PP[02] Not configured Add

PP[03] Not configured Add

PP[04] Not configured Add

Advanced settings Register provider

Top] > [Advanced settings] = [Detailed basic connection setting] = [Register providen(PP[01])]

2 Terminal broadband comnection over PPPoE

) Terminal broadband connection over DHCP (i.e. CATV internet)

) Mobile Internet connection

Network connection

[o Network broadband connection over PPPOE H 4 click ]

) Non-CATV internet'non-PPPoE typed network broadband connection

LAN-to-LAN connection

() Network LAN-to-LAN connection over PPPoE

5 click ]

—

Click “Add”.

The “Register provider” screen appears.

Click the “Network broadband connection over PPPoE”.

Click “Next”.

The “Register provider” screen appears.
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2 Specifying your provider information

46

Advanced settings Register provider

[Top] > [Advanced settings] > [Detailed basic connection setting] > [Register provider(PP[01])]
Configure providers using the following nterface. (Network broadband connection over PPPoE)

« PP[01]lterface

Modify the input or selected items of each column. After checking them press the [Submit] button.

#Basic matters

Register provider 1
_A Fill in
y—

Configuration name (optional) MNetworkADSL

User ID (or account name) *  usemname 44 2 Fill in
=

Connect password (line connection) * sesssese

3 Fillin

Enter the configuration name.

Enter a descriptive destination name. It is a good idea to name the configuration so that you can

easily identify it when it needs to be modified.

Enter the user ID.

Enter the connection user ID specified by the provider. Be sure to check the relevant document

when entering it.

Enter your connect password.

Enter the password specified by the provider (or the password you changed). The password is case

sensitive and should be in alphanumeric characters.

Each password character entered is represented by a black dot.




(o )
Configure NAT
Dynamic address translation
& Enable IP masquerade -
(NAT) 9
External NAT address range T T ~ . - Start point 10.92.19.126
put [P address using ascii characters
(NAT global address) End poi 4_4 4 . ]
point
\ & Specify
@ NAT covers all addresses
() NAT covers the specified addresses
Internal NAT address range Designation:
(NAT private address) © Apply the following checked range
[CILAN port primary address range
[pott prmary e
(192.168.100.1 ~ 192.168.100.234)

DNS

DNS server address Specify IP address

Primary DNS server address  (If any enter using ascii characters )

Secondary DNS server address {optional) 5 Specify ]

DNS domain name {optional)

Specify the Network Address Translation (NAT) configuration.

Dynamic address translation (NAT)

Select a method for translating the line's address into a LAN address and vice versa.

e Enable NAT: Select when translating a line's address and the LAN address on a one-to-one basis.

® Enable IP masquerade: Select when translating a line's address and the LAN address on a one-to-
many basis.

® Use NAT and IP masquerade in parallel: Select when a mix of global IP and private IP addresses
are configured for equipment on the LAN side.

® do not use: Select when not using any address translation function.

External NAT address range

Enter shared global IP addresses assigned to the line side.

Internal NAT address range

Enter the range of private IP addresses to be address translated.

Specify the DNS server address.

If the DNS server address is not assigned by your provider:

Select “Automatically retrieve upon connecting”.

If the DNS server address is assigned by your provider:

Select “Specify IP address” and then configure the following settings.

® Primary DNS server address: Enter the DNS server address assigned by your provider in numeric
characters.

® Secondary DNS server address: Enter the secondary DNS server address if your provider provides
you with two DNS server addresses (if your provider provides you with only one DNS server
address, leave this field blank).

If a domain name is assigned by your provider:

Enter the specified domain name in the “DNS domain name” field.

47
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3

Connecting to the Internet

[ B> Set seconds 60
@ Do not automatically disconnect using the timer(Per t tion or 1
disconnection)

» Configure NAT : Enable [P masquerade

Provider to connect to registered.
No change in configuration.

» Advanced provider configuration

lr Back ‘J lr Retur:totopH 2 click

]

PRo1]
Gonfigure Connection name Communicating . 3 Check
i MNetworkADSL i=canae

PFPoE connection(Auto-
connect destination)

Internet settings and

status

Click “Submit”.

The “Register provider” screen appears.

Click “Return to top”.

The product is automatically connected to the Internet. The screen returns to the top page of the

“Basic configuration page”.

Check whether the product is connected to the Internet.

Check that the product is connected to the Internet by viewing the status of Internet connection on

the lower part of the screen.

v

Configu rations | » If you cannot connect to the Internet:
are com p I eted . Check 1 Check the connection between the product and your PC, ADSL modem

or ONU.

Configuration settings for | Check 2 Check the entries again on pages 46 and 47.
your Internet connection are | Check 3 If you still have difficulties, refer to “Troubleshooting” for solutions
now complete. (page 139).
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Connection 3

Connecting to the
Internet using a USB data 3
communication terminal

The product can be connected to the Internet by connecting a commercially-available data communication
terminal that supports USB ports to the USB port. Connect a USB data communication terminal to the
product before specifying the destination in the “Basic configuration page” to connect to the Internet.

1oulelu| 8y} 0} Bunosuuo)

Before configuring the settings
CE»

® After canceling/changing your provider contract please be sure to delete or reconfigure the connection
configuration of the product. Failure to observe this could result in unexpected charges from your telephone
carrier or provider.

o [fyour data (packet) communications service contract is based on a pay-as-you-go plan or your flat-rate contract
does not cover data communications, prolonged communications or transfer of large amount of data result in
hefty fees. Pay careful attention to the communication charges before using your communications service.
The product have a function that issues an alert or restricts communication by monitoring communication

time and communications traffic for each connection or on a cumulative basis. Please use it as necessary.

® A constant Internet connection increases the risk of illegal access or attack via the Internet. Be sure to use
the product with extra attention to your network security. For more information, see “Enhancing security”

(page 92).

® Be sure to use a communication terminal as instructed in its instruction manual and under environmental
conditions specified therein.

® This function does not support 64K data communications.

® The descriptions in this manual use Windows 7 and Internet Explorer 9 screens as examples. For other

environments, you have slightly different screen displays, though operations stay the same.

You need the setup document supplied by the provider.

To configure destinations and connect to the Internet, you are required to have the following information
provided by your provider (some connection modes may not need all of the information).

e User ID (authentication ID and account name)

® Passwords (authentication password and initial password)

® [P address

® Netmask

Name server addresses (DNS server address, name server IP address, and DNS server IP address)
® Default gateway address

® Access point name

® CID (Context Identifier)
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50

Connecting a USB data communication
terminal

Connect a USB data communication terminal to the USB port
of the product.

The USB lamp lights up and flashes.

@ Tip

A buzzer beeps when the USB data communication terminal is connected. Please check “Changing the
buzzer settings” (page 126) for beeps.

USB data communication terminals that are known to work

For a list of latest USB data communication terminals that are known to work, please http://www.
yamaha.com/products/en/network/ and go to the product information page on RTX810.



W

Specifying the connection mode

@ YAMAHA

RIX810.[Revl1.0115 Tue Apr 2 14:31:48 2013 ]

y .
CDH'IEUI'E El’DVIdEl’

T cwitni remmermt |
| Switch control ‘

[ vT—

1 click

Advanced setlings

| S—
1oulelu| 8y} 0} Bunosuuo) n

Help

Configure provider 1/ 4. Type of line and connection method

Configure the type of line and connection mode in this order.

New provider registration

2 Terminal broadband comnection over PPPoE

) Terminal broadband connection over DHCP (i.e. CATV internet)

( © Mobile Internet connection ‘H 2 Click ]

el 3 Click J

—

Click“Configure provider” on the top page of “Basic configuration
page”.

The “Configure provider 1/4” screen appears.

Click “Mobile Internet connection”.

Click “Next”.

The “Configure provider 2/4” screen appears.
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3 Specifying your provider information

Gt A~ W N

52

Configure provider 2/4. Input information on the subscribed to

provider
Ensure to enter while referring to the contract supplied by the provider.
(Columns with * are mandatory.)

New provider registration

connection interface @ PP O WAN
1 Fill in
L

Configuration name (optional) UEB_Maobile

Access point name *O0000K A 2 Fill il:
(Word only when pp is N A
selected) ! -—4 3 Fill in

CID

User ID (or account name) o username@proﬂder.ﬂH 4
Fill in

Connect password (line connection) ¥ eeseseee E

Outgoing restrictions @ restrict () do not restrict 1 5 Fl" in

e e —

N 6 Speclify
(o | [ el 7 Click ]

Enter the configuration name.

Enter a descriptive destination name. It is a good idea to name the configuration so that you can

easily identify it when it needs to be modified.

Enter the access point name.

Enter the access point name provided by your carrier or provider. Entries may vary depending on

your contract plan. Be sure to check the relevant document when entering it.

Enter the CID (Context Identifier).

Enter the CID number provided by your carrier or provider. Entries may vary depending on your

contract plan. Be sure to check the relevant document when entering it.

Enter the user ID.

Enter the user ID provided by your provider. Be sure to check the relevant document when entering it.

Enter your connect password.

Enter the password specified by the provider (or the password you changed). The password is case
sensitive and should be in alphanumeric characters.

Each password character entered is represented by a black dot.



6 Configure outgoing restrictions.

Configure the outgoing restrictions based on the cumulative send/received data and the cumulative
connection period. Depending on your contract plan, unusual billing can occur due to long connection

times. Be sure to check your contract plan before configuring it.

7 Click “Next”.

The “Configure provider 3/4” screen appears.
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4 Specifying the DNS server address

54

Configure provider RIZ® Configure DNS server address

Configure or modify provider. Please have the provider-supplied contract document at hand and ensure
to cotrectly enter the provider information.

New provider registration

) Do not specifyy DNS server address and auto-retrieve from the provider

@ The contract with the provider stipulates a DNS server address designation

Primary DNS server address 000.000.000.000 l 1
Secondary DNS server address 000.000.000.000 Spec'fy

]

(o | [ ven el 2 Click

Specify the DNS server address.

If the DNS server address is not assigned by your provider:

Click “Do not specify DNS server address and auto-retrieve from the provider” to select it.

If the DNS server address is assigned by your provider:

Click “The contract with the provider stipulates a DNS server address designation” to select it and

then set the following addresses.

e Primary DNS server address: Enter the DNS server address assigned by your provider in

numeric characters.

e Secondary DNS server address: Enter the secondary DNS server address if your provider

provides you with two DNS server addresses (if your provider provides you with only one DNS

server address, leave this field blank).

Click “Next”.

The “Configure provider 4/4” screen appears.



5 Checking the setting information

Configure provider 4/4 - confim sctting

After reviewing the configuration press the [Submit] button.

der registration

Connection type Mobile Internet connection

connection interface PPInterface

Configuration name UEB_Mobile -

Access point name HHAXAX “< 1 Check ]
CID 1

User ID (or account name) username(@provider.ne. jp

Connect password (line connection) 12345678

Outgoing restrictions restrict

DNS server address 0.0.0.0

(oo ][ suomic —ul 2 Ciick

Register provider

DNS server IP address configured.
Provider to connect to registered.

To connect press the [Connect] button.

Connect [ Return to top |
—I —

1 Ensure that the entries displayed on the screen comply with the
information provided by your provider.

If an incorrect setting has been made, click “Back” to bring up the necessary setting screen

to set it correctly.

2 Click “Submit”.

The “Register provider” screen appears.
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6 Connecting to the Internet

Register provider

DNS server IP address configured
Provider to connect to registered.

To connect press the [Connect] button.

comee el 1 Cick

i

PP[01]
Gonfigure Connection name :  Communicating
T USE_Mehile

Maobile connectionlAuto- global 000.000.000.000
connect destination)

Internet settings and

status

Click “Connect”.

The product connects to the Internet and shows the “Connect/disconnect provider” screen.

Click “Return to top” to return to the top page of the “Basic configuration page”.

Check whether the product is connected to the Internet.

Check that the product is connected to the Internet by viewing the status of Internet connection on

the lower part of the screen.

v

Configurations » If you cannot connect to the Internet:

are com pleted . Check 1 Check the connection between the product and your PC and between

the product and the USB data communication terminal.

Configuration settings for | Check2 Check the entries again on pages 52 and 53.
your Internet connectionare | Check 3 If you still have difficulties, refer to “Troubleshooting” for solutions
now complete. (page 139).
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Creating a Virtual Private Network (VPN)
using IPsec (IPsec LAN-to-LAN connection)

You can create a Virtual Private Network (VPN) to connect LANS if the product is connected to a broadband Internet
connection. LAN-to-LAN connection using [Psec ensures secure connection via the Internet.

A VPN can be created using conventional broadband connections such as ADSL. Thus, VPNs are cheaper than real
private networks using dedicated lines. The LAN-to-LAN connection of the product supports TCP/IP server software.

Create a Virtual Private Network (VPN) using IPsec
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Creating a Virtual Private Network (VPN) using IPsec
(IPSGC LAN-to-LAN con nECtion) (continued from the previous page)

® Because [Psec tunnels are to be configured with the router
connected to a broadband connection, it will be necessary to
configure the broadband connections before setting up the

IPsec that can be used with
the product

e [nternet Key Exchange (IKE) is used as the key exchange

SUON29UU0D NdA d)s-0}-a)s Bunuawajduj B

protocol. Required keys are automatically generated by
IKE. It will be necessary to register pre-shared keys as

the seed (ipsec ike pre-shared key command).

® Management information containing keys, key lifetimes,

encryption and authentication algorithms is managed

with a security association (SA).

® Note the revision of the program for the destination

equipment that is a security gateway. Although there is
an interconnectivity of IPsec between releases 2 and 3,
the settings of the latter must be adjusted to the settings
of the former. The identifiers of the security gateways that
are available for the product are 1 through 50. Similarly,
tunnel interface numbers are 1 through 50.

® The product supports both Main Mode and Aggressive

Mode. However, you cannot freely choose a mode.

— If'the both routers that form a VPN have fixed global
IP addresses, use the Main Mode. If only one router
has a fixed global IP address (e.g., a dial-up VPN), use
the Aggressive Mode.

— When using the Main Mode, it will be necessary to
configure the [P address of the router on the other side.

— When using the Aggressive Mode, the settings depend
on whether or not the routers have fixed global IP

addresses.

e For information on the IPsec specifications and

configuration commands of the product, please refer
to “Command reference” (included in the attached CD-
ROM).

58

LAN-to-LAN connection using IPsec.
IPsec-based LAN-to-LAN connection can be used only in an
environment where a global IP address is assigned by your
provider. Note that the following IP addresses are not global
IP addresses:

-10.0.0.0 - 10.255.255.255

-172.16.0.0 - 172.31.255.255

-192.168.0.0 - 192.168.255.255
When using the LAN-to-LAN connection, be sure to
configure adequate security settings to maintain data integrity.
Inadequate security settings may cause PCs in the LAN to be
hacked, sniffed, intercepted, or destroyed, or their data to be
lost.
The LAN-to-LAN connection of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
protocol.
To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service
(WINS) server.
To share files in Macintosh, open System Preferences, select
“Sharing” and select “File Sharing” check box.



IPsec has two communication modes.

There are basically two types of modes in [Psec-based
communications: tunnel mode and transport mode. These
two modes can be used in combination, but it is not possible
to doubly apply each mode.

Tunnel mode

This is a communications mode that is provided to use a
IPsec-based VPN. The router, acting as a security gateway,
encrypts IP packet data passing on the LAN to exchange
data with the security gateway on the other side. Since
the router performs all processes necessary for IPsec, no
special settings are required for hosts being the start or end
points on the LAN.

To use the tunnel mode, define a virtual interface called
“tunnel interface” and configure the routes so that IP packets
to be processed flow through the tunnel interface. Each
tunnel interface is managed by its tunnel interface number.

Transport mode

This is a special communications mode that ensures the
security of communications in which the router itself is
the start or end point. This mode can be used in a special
case where a router accesses a remote router using telnet.

Before configuring the

settings

® To connect LANSs, it will be necessary to configure
a different network address for each LAN to avoid
overlapping. Change the product's LAN network address
in advance.

® To attach the product to a LAN with a different network
address assigned, change the configuration of the product
according to the network you install. Please refer to
“Configuring the [P address on the LAN side” (page 29)

for more information.

Configuring the product to
use IPsec

Configure the settings required for IPsec communication
with the product.

On the top page of “Basic configuration
page”, click “Advanced settings”, then click
“Configure” to the right of “Configure VPN
connection”.

Advanced settings

[Top] > [Advanced settings]

Configure basic, VPN and LAN-to-LAN

Detailed basic connection setting

[ Configure VPN connection

Configure auto-connect destination

Other configuration

Configure NetVolante DNS host address service

Configure firewall

59
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Creating a Virtual Private Network (VPN) using IPsec
(lPSGC LAN-to-LAN con nection) (continued from the previous page)

3

60

Click “Add ” to the right of the destination you
want to register.

Configute VPN connection
[Top] > [Advanced settings] > [Configure VPN connection]
m&'[m] Not configured
\

s ESrpe— =
e Not configured [Caga_]
m&'[m] Not configured e
s Not configured

e Not configured

m&“ﬂ Not configured

e Not configured

Select “LAN-to-LAN network over IPsec” and
then click “Next”.

The “Register/modify VPN connection setting” screen

appears.
Register VPN connection
[Top] > [Advanced settings] > [Configure VPN 1] > [Register VPN 102) TUNNEL[01])]
LAN-to-LAN netrvork over [Psec ]
emOte access. Server over e (°F) T

© Remote access VPN server over L2TP/IPscc (anonymous)

© LAN-to-LAN network VPN over PPTP

© Password authentication remote access VPN server over PPTP (PP)

© Password authentication remote access VPN server over PPTP (Anonymons)

(=l |

© LAN-to-LAN network over IPIP tunneling

4 Configure the required settings and then click

“Submit”.

The connection destination is registered.

For more details on the settings, click “Help” on the

setup screen and refer to the description displayed.

Advanced settings Register VPN connection setting

[Top] > [Advanced settines] > [Confieure VEN. > [Register VBN setting(TUNNEL[O1])]
[LAN-to-LAN network over IPsec]
Register VPN connection setting
Configuration name (optional) 1Psec
dcation key(pre-shared P
cey) 128 character (ascii)) eyname
Method used to identify © Identify using IP address
destination 10004
[EINotify ovmname
© Identify using name
Authentication algorithm HUACMDS  ~
Encryption algorithm. 3ESCBC  ~
use
IKE Leep alive number of send times 6 times
(1~50)
(Input P address using ascii
ID from my side. characters)
(optional)
netmask (mask bit number) 2552652550 (24 Bit)  ~
payload type(payload) o1 2 03
Configure routing information
default route
© other route
192.168.0.0 256256 265.0 (24 Bit)  ~

Connecting with IPsec

If authentication succeeds on both sites, the IPsec

communication is automatically established (no manual

operations are required). Once the IPsec connections are

complete, the top page of the “Basic configuration page”

shows a message, “Communicating”.

Pro1]
Connection rame.
Confisure  PPPoE
providers  pppog
connection(Auto-
conmect destination)

Communicating

global 000-000.000.000

Peoe  [UNNEL[OT]
T en CONNSCtion name
IPsec

not connecterd

® For the [Psec connection, both sites must have the same pre-

shared key.

® A pre-shared key is a password that provides important
information. Any pre-shared key must be long and not be easily
guessed by outsiders. Use a combination of alphanumeric
characters, lower and upper cases, and symbols. Great care

is needed in managing these keys.



Gaining remote access using L2TP/
IPsec

The product supports L2TP (Layer-2 Tunneling Protocol)/IPsec. If it is connected to a broadband connection, it works
as a virtual private network (VPN), allowing users in remote locations (like on the road) to access to a PC on the LAN.
IPsec VRN connections are more secure than PPTP.

For remote access, register remote users' user IDs and passwords with the product and configure VPN connections on
aremote PC.

Y >

Internet!

Gaining remote access using L2TP/IPsec
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Gaining remote access using L2TP/IPsec

(Continued from the previous page)

L2TP/IPsec that can be used
with the product

® The product supports data encryption for [Psec.

o [nternet Key Exchange (IKE) is used as the key exchange
protocol. Required keys are automatically generated by
IKE. It will be necessary to register pre-shared keys as
the seed (ipsec ike pre-shared key command).

® Management information containing keys, key lifetimes,
encryption and authentication algorithms is managed
with a security association (SA).

® A disconnection timer monitors the communication and
an L2TP/IPsec session is disconnected if data does not
pass through an L2TP/IPsec tunnel for a certain amount

of time.

® Because L2TP/IPsec tunnels are to be configured with
the router connected to a broadband connection, it will be
necessary to configure the broadband connections before
setting up remote access using L2TP/IPsec.

e [ 2TP/IPsec-based remote access can be used only in an
environment where a global IP address is assigned by your
provider. Note that the following IP addresses are not global
IP addresses:

-10.0.0.0 - 10.255.255.255
-172.16.0.0 - 172.31.255.255
-192.168.0.0 - 192.168.255.255

® When using the remote access, be sure to configure adequate
security settings to maintain data integrity. Inadequate security
settings may cause PCs in the LAN to be hacked, sniffed,
intercepted, or destroyed, or their data to be lost.

® The remote access function of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
protocol.

® To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service
(WINS) server.

® To share files in Macintosh, open System Preferences, select
“Sharing” and select “File Sharing” check box.
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Required settings

For remote access, a router, a PC or a smartphone needs to
be configured as shown below.

Router settings

® Configuring the broadband connection

— The WAN or PP side of the product must be assigned
a global IP address.

— For the terminal connection in which WAN or PP
address is dynamically assigned, it will be necessary
to obtain host names that are available using the
netvolante DNS service (page 104).

— For the network connection, check the global IP
address that is assigned to the WAN or PP side of the
product.

e Registering connection destinations (next section)

Settings required for a server or PC in
the LAN

® Configure a fixed IP address.
® Changing the settings of the file server software

Settings required for a smartphone that
remotely accesses a PC

Changing the settings of a smartphone that remotely
accesses a PC (pages 65 and 67)



Registering connection
destinations
Register connection destinations.

Up to ten users can be registered for PP connection. There are
up to 50 L2TP/IPsec tunnel connections at a time, including
the ones used in anonymous connections.

Although any number of users can be registered with
anonymous connections, there are up to 50 L2TP/IPsec
tunnel connections at a time, including the ones used in PP
connections.

On the top page of “Basic configuration
page”, click “Advanced settings”, then click
“Configure” to the right of “Configure VPN
connection”.

Advanced settings

[Top] > [Advanced settings]

Configure basic, VPN and LAN-to-LAN

Detailed basic connection setti Conigure.
| Configare VPN connection ]

Configure auto-connect destination [ configure |

Click “Add ” to the right of the destination you
want to register.

Advanced settings Configure VPN connection
[Top] > [Advanced setings] > [Configure VPN comnection]
B L Notcoufignd T ‘
o ; "
P Not configured Ao
PP[04] or [
e Not configured Ada
el Not configured
PP[06] or
e Not configured Ada
PP[07] or [
it Not configured

3 Select your desired authentication method
and then click “Next”.

The “Register VPN connection setting” screen appears.

® PP: Only the specified host name or IP address
is allowed as the destination, and the user ID and
password are used for authentication.

e Anonymous: The destination does not get

restricted, and the user ID and password are used

for authentication.
Advanced settings Register VPN connection
[Top) > [Advanced setings] > [Configme > Regiter

© LAN-to-LAN network over [Psec

Remote access VPN scrver over L2TP/IPscc (PP)

Remote access VPN server over L2TP/[Psec (anonymous)

LAN-to-LAN network VPN over PPTP

© Password authentication remote access VPN server over PPTP (PP)

© Password anthentication remote access VPN server over PPTP (Anonymons)

© LAN-to-LAN network over [PIP tunneling

=)=
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Gaining remote access using L2TP/IPsec

(Continued from the previous page)

4 Configure the settings required andthenclick  Configuring a server or PC
“Submit’ in the LAN

The connection destination is registered. Remote access requires settings that provide you with
For more details on the settings, click “Help” on the access to the server or PCs in the LAN via TCP/IP protocol.

setup screen and refer to the description displayed. [ Note ]
s VPN comecton stne =) ° Thg remote access function of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
[Top] > [Advanced settings] > [Confizure > [Register VPN [o1)] pI'OtOCOl.
[Remote access VPN server over L2TP/IPsec (PP)] . .

*Basic matters ® To share files in Windows, you need to use NetBIOS over
Register VPN connection setting TCP/IP protocol or have a Windows Internet Name Service
ot (o) e (WINS) server.

- O ’ )

e SRR ® To share files in Macintosh, open System Preferences, select

et AGIDs  ~ “Sharing” and select “File Sharing” check box.

Encryption algorithm DESCEC  +

Keepalive [Duse

NAT traversal []use

CometimerD TR Configuring the IP addresses of the server and
PCs

IP address to assign to the destination

Assign a fixed private [P address to each PC that allows the
servers or PCs on the LAN to gain external access.

assignment method assignment via DHCP senver function ~

5 p
IP address to be provided )

SUON29UU0D NdA d)s-0}-a)s Bunuawajduj B

#Details

Disconnection timer

® ically disconnect vi: status of the timer

Start comnect fan—

Changing the settings of the file server software

| B Wl e B
| T ) e
B semconts @ sesond Configure a network share on a server or a PC exposed to
© Do not automatically disconnect using the timer(Permanent connection or manual
disconection) the Internet and set folders, user IDs and passwords exposed

to the Internet.

(Example of screen displayed when “PP” is selected
in Step 3)



Gaining remote access via
i0S

Changing the settings for a device
(such as a smartphone) that remotely
accesses a PC

1 Tap on “Settings”.

2 Tap on “General”.

aill SoftBank 3G 18:00 79 % =t I

Sounds >
ﬁ Brightness >
ﬁ Wallpaper >
General >
Mail, Contacts, Calendars >
Phone >

Safari >
c Messages >

3 Tap on “Network”.

il SoftBank 3G 18:00 79% b |
Settings General

About >
Usage 1h12m >
Network >
Bluetooth Off >
[Spotlight Search )}
Auto-Lock 1 Minute >
Passcode Lock On >
Restrictions Off >
4 Tap on “VPN".

il SoftBank 3G 18:01 79% =B |
General Network

[ Enable 3G

Lo )

Using 3G loads data faster, but may
decrease battery life.

[Cellular Data

Lo )

[Data Roaming

[ Tor )

Turn data roaming off when abroad
to avoid substantial roaming charges
when using email, MMS, web browsing,
and other data services.

(v

Not Connected >J

| [Wi-Fi

Off )1
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Gaining remote access using L2TP/IPsec

(Continued from the previous page)

. . RSA SecurlD
5 Tap on “Add VPN Configuration”. )
Set it to Off.
il SoftBank 3G 18:01 79% b
- Enter the authentication password you set in Step 4
[VPN \ OFF ]
— on page 64.
Choose a Configuration...
( Add VPN Configuration... )j Secret

Enter the shared key that is configured on the product.

Send All Traffic
Set it to On.

Proxy
Set it to Off.

7 Tap on “Save”.

Now, the setting up of a remote access connection is
6 Select “L2TP” and enter the necessary setup complete.

information.

SUON29UU0D NdA d)s-0}-a)s Bunuawajduj E

Ll SoftBank 3G 18:01

cancel - Add Configuration
PPTP IPSec

Description Required

Server Required
Account Required
RSA SecurlD ‘ OFF

Password  /Ask Every Time

Secret

Send All Traffic [_on [
- Proxy

Description
Type “Yamaha-vpn” as the L2TP client name.

Server
Enter the host address obtained with the netvolante DNS
service or the WAN IP address of the product.

Account
Enter the authentication user ID you set in Step 4 on

page 64.
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Accessing the product Gaining remote access from
Configure broadband connections and Android
connect the product to the Internet. " Note

Some of the screens on your terminal may differ from the screens
used to describe the operations on Android.

2 Tap on “Settings”.

Tap on “General”.
3 P Changing the settings for a device

4 Tap on “Network”. (such as a smartphone) that remotely

accesses a PC
5 Tap on “VPN".

Press the Home icon, press “Menu” and tap

6 Tap on “Yamaha-vpn” and slide “VPN” On. )
on “Settings”.

.l SoftBank 3G 18:04 79% b |
PN

= ol # 826

VPN OFF
Choose a Configuration...

v Yamaha-vpn ©

Custom S

Add VPN Configuration... >

Add Manage apps Wallpaper

Search Notifications

2 Tap on “Wireless & networks”.

VPN connection to the product now begins.

= ol M 830
Settings

- Wireless & networks

¢ Call settings
%) Sound
I¥ Display

{31 Location & security

BY Applications

© Accounts & sync
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Gaining remote access using L2TP/IPsec

(Continued from the previous page)

3 Tap on “VPN settings”. 5 Tap on “Add L2TP/IPsec PSK VPN”.

# mll B 834 % ml B 836
Wireless & network settings Add VPN

Airplane mode Add PPTP VPN

Disable all wireless connections Point-to-Point Tunnelin,

Wi-Fi Add L2TP VPN

Turn on Wi-Fi Layer 2 Tunnelin

Wi-Fi settings Add L2TP/IPSec PSK VPN
Set up & manag s Pre-shared key based L2TP/IPSec VPN

Bluetooth settings Add L2TP/IPSec CRT VPN

Certificatt i L2TP/IPSec VPN

VPN settings

Set up & manage Virtual Private Networks
(VPNs)

Mobile networks

4 Tap on “Add VPN”. 6 Enter necessary setup information.

# ull @ 835 = ol # 837
[UPNsettings " EEE— |Add L2TP/IPSecPSKVPN

Add VPN VPN name

VPN name not set

VPNs

Set VPN server

VPN server not set

Set IPSec pre-shared key (7

IPSec et

Enable L2TP secret
led

L2TP secret i

DNS search domains

VPN name
Type “Yamaha-vpn” as the L2TP client name.

Set VPN server
Enter the host address obtained with the netvolante DNS
service or the WAN IP address of the product.

Set IPsec pre-shared key
Enter the shared key that is configured on the product.
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7

Tap Back key.

Now, the setting up of a remote access connection is

complete.

Accessing the product

CTEaWw N =

Configure broadband connections and
connect the product to the Internet.

Press the Home icon, press “Menu” and tap
on “Settings”.

Tap on “Wireless & networks”.
Tap on “VPN settings”.
Tap on “Yamaha-vpn”.

% wl @ 852

P v
VPN settings

Add VPN

VPNs

Yamaha-vpn

Connect to network

6 Tap on “Connect to Network”.

& wl B 855

Yamaha-vpn

Connect to network
Disconnect from network
Edit network

Delete network

Enter the authentication user ID in “Username”
and password in “Password” you set in Step 4
on page 64 and tap on “Connect”.

& ul B 858

Connect to Yamaha-vpn

USSOEINERE 12tp_user

+/ |Remember username

‘ Connect | |

VPN connection to the product now begins.

Ifyou select the “Remember username” check box, you no
longer need to enter the user ID. If you do not select it, you
need to enter the user ID each time you connect to the VPN.
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Gaining remote access using PPTP

The product supports PPTP (Point to Point Tunneling Protocol). If it is connected to a broadband connection, you can
use it as a virtual private network (VPN) router to access to a PC on the LAN from a remote location.

For remote access, register remote users' user IDs and passwords with the product and configure VPN connections on
aremote PC.

Gain remote access using PPTP

70



PPTP that can be used with
the product

The product supports data encryption for PPTP. The RC4
(either 40- or 128-bit keys) is used as the encryption
algorithm.

The product supports user and password authentication
based on MS-CHAP and MS-CHAP v2.

You can specify whether or not to block incoming traffics
ifan MPPE encryption does not come into effect (access
control).

The product does not support compression. In the PPP
setup on the PPTP client side, deselect the “Enable
software compression” check box.

PPTP uses TCP port 1723 for tunnel control and GRE
protocol number 47 for data communication. When a
PPTP server is installed inside of a firewall or use NAT
in combination with a remote access VPN server, be sure
to pass TCP port number 1723 and GRE protocol number
47. For details, contact your network administrator.

A disconnection timer monitors the communication and
a PPTP session is disconnected if data does not pass
through a PPTP tunnel for a certain amount of time.
The product does not support PPP forwarding.

Because PPTP tunnels are to be configured with the router
connected to a broadband connection, it will be necessary to
configure the broadband connections before setting up remote
access using PPTP.
Remote access via PPTP is available only in an environment
where a global IP address is assigned by your provider. Note
that the following IP addresses are not global IP addresses:

-10.0.0.0 - 10.255.255.255

-172.16.0.0 - 172.31.255.255

-192.168.0.0 - 192.168.255.255
When using the remote access, be sure to configure adequate
security settings to maintain data integrity. Inadequate security
settings may cause PCs in the LAN to be hacked, sniffed,
intercepted, or destroyed, or their data to be lost.
The remote access function of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
protocol.
To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service
(WINS) server.
To share files in Macintosh, open System Preferences, select
“Sharing” and select “File Sharing” check box.
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Gaining remote access using PPTP

(Continued from the previous page)

Required settings

For remote access, a router or a PC needs to be configured
as shown below.

Router settings

® Configuring the broadband connection

— The WAN or PP side of the product must be assigned
a global IP address.

— For the terminal connection in which WAN or PP
address is dynamically assigned, it will be necessary
to obtain host names that are available using the
netvolante DNS service (page 104).

— For the network connection, check the global IP
address that is assigned to the WAN or PP side of the
product.

® Registering connection destinations (next section)

Settings required for a server or PC in
the LAN

® Configure a fixed IP address.
® Changing the settings of the file server software

Settings required for a PC for remote
accessing

Changing the configurations of a PC that is remotely
accessed (pages 74, 77 and 80)

72

Registering connection
destinations

Register connection destinations.

e Up to ten users can be registered for PP connection. There
are up to 50 PPTP tunnel connections at a time, including the
ones used in anonymous connections.

® Although any number of users can be registered with
anonymous connections, there are up to 50 PPTP tunnel
connections at a time, including the ones used in PP
connections.

1 On the top page of “Basic configuration
page”, click “Advanced settings”, then click
“Configure” to the right of “Configure VPN

connection”.

Advanced settings
[Top] > [Advanced settings]

Configure basic, VPN and LAN-to-LAN'

Detailed basic connection setting

Configure VPN connection
< A0 connect aest

Click “Add " to the right of the destination you
want to register.

Advanced settings Configure VPN connection Help,
[Top] > [Advanced sttings] > [Configure VPN comecion]
o o —— ) ‘
e - -
& Notcontigued e
BP[04] or ™ aag |
e Notconsued
oo — e )
PP or
e Notcontgued
BP[07] or ™ aag |
e Not contigured )




3 Select your desired authentication method
and then click “Next”.

The “Register VPN connection setting” screen appears.

® PP: Only the specified host name or IP address
is allowed as the destination, and the user ID and
password are used for authentication.

e Anonymous: The destination does not get

restricted, and the user ID and password are used

for authentication.
Advanced settings Register VPN connection
[Top) > [Advanced setings) > [Confisue > Regiter ToNNEL 1)

© LAN-to-LAN network over [Psec

© Remote access VPN server over L2TP/IPsec (BP)

*) Remote access VPN server over L2TP/IPsec (anonymous)

AN -to-LAN network VPN over PPTP

assword authentication remote access VPN server over PPTP (PP)

assword anthentication remote access VPN server over PPTP (Anonymous)

= —
0 LAN-to-LAN network over IPIP tunneling

=)=

Configure the settings required and then click
“Submit”.

The connection destination is registered.
For more details on the settings, click “Help” on the
setup screen and refer to the description displayed.

Advanced settings Register VPN connection setting

[Top] > [Adv

d settings] > [Confizure > [Register VBN

[Password authentication remote access VPN server over PPTP (PP)]
eBasic matters

Register VPN connection setting

Configuratic

(opiona) potp

Authentication method used to

generste PPTP cnerypeon ke authenticate via MS-CHAP  ~

UserD usemame
Commectpassword  eesesees

Destination host name or IP er——
address

Data encryption Non-encrypted access denied ~

sign to the destination

(Example of screen displayed when “PP” is selected

in Step 3)

Configuring a server or PC
in the LAN

Remote access requires settings that provide you with
access to the server or PCs in the LAN via TCP/IP protocol.

@ The remote access function of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk

protocol.

® To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service

(WINS) server.

® To share files in Macintosh, open System Preferences, select

“Sharing” and select “File Sharing” check box.

Configuring the IP addresses of the server an
PCs

Assign a fixed private [P address to each PC that allows the

servers or PCs on the LAN to gain external access.

Changing the settings of the file server software
Configure a network share on a server or a PC exposed to
the Internet and set folders, user IDs and passwords exposed

to the Internet.

d
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Gaining remote access using PPTP

(Continued from the previous page)

Gaining remote access from
a PC that has Windows 7
installed

Changing the settings of a PC for
remote accessing

Click “View network status and tasks” in
“Control Panel”.

2 Click “Set up a new connection or network”.

Select “Connect to a workplace” and then click
“Next”.

=] ==
@ 2 Set Up a Connection or Network
Choose a connection option
Connect
Setupa
[Connect to a workplace
Set up a dial-up or VPN connection to your workplace]
/= Setup adial-up connection
Connectto the Internet using a dial-up connection,

4 Click “Use my Internet connection (VPN)".

[=] ®
@ iy Connectto a Workplace
How do you want to connect?
< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.
< Dial directly
Connect directly to a phone number without going through the Internet.
What is a VPN connection?

74

o oo

In “Internet address”, enter the host address
obtained with the netvolante DNS service or
the WAN IP address of the product.

Type “VPN_PPTP” in “Destination name”.

[E=3 R =)

@ |i Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 0L

Destination name: VPN_PPTP

u
1) 7] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection

[#]Don't connect now: just set it up se | can connect later

Select “Don't connect now, just setit up so |
can connect later” and then click “Next”.

Click “Create” button.

Click “Close” button.

Now, the setting up of a remote access connection is

complete.



Accessing the product

1

2
3
4

o) O1

Configure broadband connections and
connect the product to the Internet.

Click “View network status and tasks” in
“Control Panel”.

Click “Connect to a network”.

Select “VPN_PPTP” icon and then click
“Connect”.

Currently connected to: ¥

L B NN _NJ
Internet access

Dial-up and VPM ~
VEN_PPTP Lﬁ

Open Network and Sharing Center

Click “Properties”.

Click “General” tab and check that the host
address obtained with the netvolante DNS
service or the WAN IP address of the product
has been entered in “Host name or IP address
of destination”.

= VPN_PPTP Properties ==

General | Options | Securty | Networking | Sharing |

Host name or IP address of destination {such as microsoft.com or
157.54.0.1 or Hfe:1234:1111).

10000006 3006

First connect

Windows can first connect to a public network, such asthe
Intemet. before trying to establish this vitual connection.

Dial another connection first:

See our online privacy statement for data collection and use
information.

7
8

Click “Options” tab, and then click “PPP
Settings”.

Select the check box as shown below and
then click “OK”.

PPP Settings (23]
[7] Enable LCP extensions
Enable software compression
Negotiate muttidink for singledink connections

e Enable LCP extensions: Unchecked

e Enable software compression: Unchecked

® Negotiate multi-link for single-link connections:
Checked

Click “Security” tab and then select “Automatic”
for “Type of VPN".

Select the encryption mode according to the
setting you made in Step 4 on page 73.

o |f “Non-encrypted access denied” is selected
with the product: Select “Require encryption
(disconnect if server declines).

o |f “Non-encrypted access allowed” is selected
with the product: Select your desired encryption

level.
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Gaining remote access using PPTP

(Continued from the previous page)

76

Under “Authentication”, select “Allow these
protocols”, select the check boxes as shown
below and then click “OK”.

—
= VPN_PPTP Properties (3wl
General IOptinns‘ Securty |Networkjng |Shanng|
Type of VPN:
[Mamatic -]
Diata encryption:
[Hequire encryption (disconnect f server declines) v]
Authertication

(7) Use Extensible Authentication Protocol (EAP)
| -]

‘ Properties ‘

(@ Allow these protocols
EAP-MSCHAPv2 will be used for IKEvZ VPN type. Select
any of these protocals for other VPN types.
Unencrypted password (PAP)
Challenge Handshake Authertication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP w2

Automatically use my Windows logon name and
password (and domain, i any)

e Unencrypted password (PAP): Unchecked

e Challenge Handshake Authentication Protocol
(CHAP): Unchecked

e Microsoft CHAP Version 2 (MS-CHAPVv2):
Checked

e Automatically use my Windows logon name
and password (and domain, if any): Unchecked

Windows 7 does not support Microsoft CHAP Version 1
(MS-CHAP). Note the settings you configured in Step 4
on page 76.

Click “OK”in “VPN_PPTP Properties” window

and close the window.

1 Enter the authentication user ID in “User

name” and password in “Password” you set
in Step 4 on page 73 and click “Connect”.

& Connect VPN_PPTP E

User name: usemame

Password: sssssses

Diomain

Save this user name and password for the following users:

Me only
@J Anyone who uses this computer

[[omect ] [ Cancel ] [ Pupeties | [ Heb ]

VPN connection to the product now begins.

If you select “Save this user name and password for the
following users:” check box, you no longer need to enter
the password. If you do not select it, you need to enter the
password each time you connect to the VPN.

To disconnect from a VPN connection, click
“Disconnect”.

This breaks a connection to the product.



Gaining remote access from
a PC that has Windows Vista
installed

Changing the settings of a PC for
remote accessing

Click “View network status and tasks” in
“Control Panel”.

2 Click “Set up a connection or network”.

Select “Connect to a workplace” and then click
“Next”.

e
U % Set up a connection or network

Choose a connection option

Set up a wireless router or access point
Set up a new wireless network for your home or small business,

G Menually connect to a wireless network
<eg, Choose this to connect to a hidden network or create a new wireless profile.

n Setup awireless ad hoc (computer-to-computer) network
A& Set up a temporary network for sharing files or an Internet connection.

= Setup a dial-up connection
P Connectthrough a dicl-up connection to the Intemet.

[Connectto a workplace

Set up a dial-up or VPN connection to your workplace

4 Click “Use my Internet connection (VPN)”.

[E=EEE =)
@ B Connect toa workplace

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Intemet,

L O~ I )

< Dial directly
Connect directly to a phone number without going through the Intemet.

g W

What is 3 VPN connection?

In “Internet address”, enter the host address
obtained with the netvolante DNS service or
the WAN IP address of the product.

6 Type “VPN_PPTP” in “Destination name”.

e
@ % Connect to aworkplace

Type the Internet address to connect to

Your network administrator can give you this address.

Intemet address: 2000002002006

Destination name: VPN_PPTP

Use asmart card

@ [T] Allow other people to use this connection
This eption allows znyone with access to this computer to use this connection.

[V]Don't connect now; just set it up so I can connect latei

7 Select “Don't connect now, just set it up so |

can connect later” and then click “Next”.

8 Click “Create” button.

g Click “Close” button.

Now, the setting up of a remote access connection is

complete.
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Gaining remote access using PPTP

(Continued from the previous page)

Accessing the product

1 Configure broadband connections and
connect the product to the Internet.

Click “View network status and tasks” in
“Control Panel”.

2
3 Click “Connect to a network”.
4

Select “VPN_PPTP” icon and then click
“Connect”.

Select a network to connect to

Show [All -

Ale venpetp VPN connection %
3

5 Click “Properties”.

6 Click “General” tab and check that the host
address obtained with the netvolante DNS
service or the WAN IP address of the product
has been entered in “Host name or IP address
of destination”.

S VPN_PPTP Properties [=cc==|

-

General | Options | Securty | Networking | Sharing |

Host name or IP address of destination (such as microsoft . com or
157.54.0.1 or 3fe:1234:1111):

H00( 00( 3000 3000

First connect

Windows can first connect to a public networle, such as the
Intemet, before trying to establish this vitual connection.

Dial ancther connection first

| =

o) o |

78

7
8

10

Click “Options” tab, and then click “PPP
Settings”.

Select the check box as shown below and
then click “OK”.

PPP Settings (s

Enable LCP extensions
Enable software compression

[ ok ][ cancel

e Enable LCP extensions: Unchecked

e Enable software compression: Unchecked

e Negotiate multi-link for single-link connections:
Checked

Click “Security” tab, select “Advanced (custom
settings)” under Security options, and then
click “Settings”.

Select the encryption mode according to the
setting you made in Step 4 on page 73.

e |f “Non-encrypted access denied” is selected
with the product: Select “Require encryption
(disconnect if server declines)”.

e [f “Non-encrypted access allowed” is selected
with the product: Select your desired encryption

level.



Under “Logon security”, select “Allow these
protocols”, select the check box as shown
below and then click “OK”.

—
Advanced Security Settings u
Data enayption:
lR.equwe encryption {disconnect if server dedlines) v]
Logon security

(2) Use Extensible Authentication Protocol (EAP)
\ -]

| Properties |

Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

(o J[ conel |

e Unencrypted password (PAP): Unchecked

e Challenge Handshake Authentication Protocol
(CHAP): Unchecked

e Microsoft CHAP Version 2 (MS-CHAP v2):
Checked

e Automatically use my Windows logon name
and password (and domain, if any): Unchecked

Windows Vista does not support Microsoft CHAP Version
1 (MS-CHAP). Note the settings you configured in Step
4 on page 73.

Click “Networking” tab and then select
“Automatic” for “Type of VPN”.

Click “OK”in “VPN_PPTP Properties” window
and close the window.

14 Enter the authentication user ID in “User

name” and password in “Password” you set
in Step 4 on page 73 and click “Connect”.

B ==

Connect VPN_PFTP

User name: usemame

Password: LITTTITITY

Domain:

Save this user name and password for the following users:

Me only
@ Anyone who uses this computer

(o] (G ) (P ] [0 )

VPN connection to the product now begins.

If you select “Save this user name and password for the
following users:” check box, you no longer need to enter
the password. If you do not select it, you need to enter the
password each time you connect to the VPN.

To disconnect from a VPN connection, click
“Disconnect”.

This breaks a connection to the product.
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Gaining remote access using PPTP

(Continued from the previous page)

Gaining remote access from 3 Ciick‘Create a new connection’.
a PC that has Windows XP

o Edt Uew Favortes Tools Advanced e

installed om0 8| pm [ =

= @ Network Comnections

LAN or High-Speed Internet.

% Local Area Connection

5] s e ooucton e
e — - R el -

@ office network. =

Changing the settings of a PC for R
remote accessing

The “Welcome to the New Connection Wizard” will

1 In “Control panel”, click “Network and Internet launch.
Connections”. If the “Location Information” screen appears, enter

your area code, and click “OK”".

& Control Panel

Ore - © - B3| Poen Borem |- ’ 4 Click “Next”.

B ot pone

Pick a category
L 4

“

New Connection Wizard

Welcome to the New Connection
wWizard

R Windows Update:
@ Heb and st
© o anl

Network and Internet Connections User Accounts

v This wizard helps you

* Connect to the Intemet.

2
-

() Sounds, Speech,and AudioDevices Accessibility Options.
-~

* Connect to a private network, such as your workplace
netwark

* Setup a home or small office network.

@Y Performance and Maintenance ) Security Center

To continue, click Mext

< Back

)

2 Click “Network Connections”.

® Network and Internet Connections
Ele Edt Vew Favortes Took telp

O oLl ST ’ 5 Select “Connect to the network at my

e [ Notworkond Inkernek Comnctions

See Ao
& My Network Places.
D piters and otter Pick a task...

: workplace” and then click “Next”.
@ Remote Desktop

New Connection Wizard
R Phone and Hodem Optons
g e T e s e Network Connection Type
Troubleshooters [3) Set up or change your home or small office network ‘Wwhat doyou warit to do?

B foper snaloffce (5) Set up a wireless network for a home or small office
orking

Setup or change your Internet connection

(2) tovernet Explrer Change Windows Firewall settings
[2) Network Diagrostics (O Connect to the Internet

Connect to the Internet so you can browss the 'Web and read emai

or pick a Control Panel icon
9 tntermetoptons A Connect to & business network (using dikup or V] so you can work hrom home,
< > a field office, or anather location

.
) etvorkseto wiard £ Vindows Frewal

() Set up & home or small office network

) Connect ta an existing home or small office network or st up & new ane
e ———

() 5et up an advanced connection

Connect diectly to another computer using your serial, parallel, or infrared part, or
set up this computer so that other computers can connect to it

[ <Back | mew» | [ Cancel
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”

Select “Virtual Private Network connection
and then click “Next”.

New Connection Wizard

Network Connection
How da ou want to conneot to the network =t your workplacs?

Create the folowing connectior:

O Dialup connection

Cannect using @ madem and a regular phane ine a1 an Intearated Services Digital
Netwark (15D phane ine:

@*Hitual Private Network connection:
Cannect ta the netwark using a virtual private netwark (¥PN) cannection over the
Intemet.

<Back | Newt> | [ Cancel

Type “VPN_PPTP” in “Company Name” and
then click “Next”.

New Connection Wizard

Connection Name
Specily & name for this connection to your workplace.

Type a name for this connection in the following bos

Company Name

VPN_PFTP

For example, yau could type the name of pour workplace o the name of 2 server you
will connect fo

<Back [ Mest> | [ Cancel

Select “Do not dial the initial connection” or
“Automatically dial this initial connection” and
then click “Next”.

New Connection Wizard

Public Network .

‘windows can make sure the public network is connected first

‘windows can automatically dial the initial connection to the Inteinet or ather public
network. before establishing the vitual connection.

@ g not dalthe niial connecion?

O Automatically dial this initial connection

<Back | New> | [ Cancel

@ Tip
This screen appears if different dial-up settings already
exist. Otherwise, it does not appear.

g Enter the host address obtained with the

netvolante DNS service or the WAN

IP

address of the product and then click “Next”.

New Connection Wizard

VPN Server Selection
What is the name or address of the WPN server?

Type the host name o Interet Pratocal (IP) addhess of the computer ta which you are
conrecting.

Hast name o P address [for example, micrasaft.com or 157.54.01 |

KKK, KA. KKK, KR

<Back _|[__Newt> | [ Cancel

10 Click “Finish”.

New Connection Wizard

Completing the New Connection
Wizard

Yau have successiull completed the steps nesded to
create the fallowing connection:

VPN_PPTP
* Share with all users of this computer

The cannection will be saved in the Netwark
Connections folder.

[TIEdd 2 shorteut bo this connection to my deskiop!

To create the connection and close this wizard, click Finish

<Back [ Finsh | [ Cancel

Now, the setting up of a remote access connection is

complete.
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Gaining remote access using PPTP

(Continued from the previous page)

Accessing the product

3

82

Configure broadband connections and
connect the product to the Internet.

Double-click “VPN_PPTP” icon to bring up the
“Connections” window.

Click “Properties”.

Click “General” tab and check that the host
address obtained with the netvolante DNS
service or the WAN IP address of the product
has been entered in “Host name or IP address
of destination”.

# YPN_PPTP Properties

General | Options || Security || Metwarking ” Advanced‘

Host name or IP address of destingtion [such as miciosoft com or
157.54.01):

| EEER tER R |

First connect

‘wWindows can first connect the public netwark, such as the
Internet, before tving to establish this virual connection.

[ Dial another connection first:

Click “Security” tab, select “Advanced (custom
settings)” under Security options, and then
click “Settings”.

# YPN_PPTP Properties

| General | Dptions| Security |Netw0rking | Advanced|

Security options
() Typical recommended settings)

Walidate my identity as fallows:

Automatically use my Windaws lagon name and
pazaword [and damain if any]

Fiequire data encryption [disconnect if none]

o i

Uzing these settings requires a knowledge -
of security protocols. Seftings...

IPSec Settings...

6 Select the encryption mode according to the

setting you made in Step 4 on page 73.

e [f “Non-encrypted access denied” is selected
with the product: Select “Require encryption
(disconnect if server declines)”.

e [f “Non-encrypted access allowed” is selected
with the product: Select your desired encryption

level.

Advanced Security Settings

Drata encryption:

| Require encryption [dizconnect if server declines) ~ |

Logon security
() Use Extensible Authentication Pratocal [EAF)

Froperties

Under “Logon security”, select “Allow these
protocols”, select the check boxes as shown
below and then click “OK”.

e Unencrypted password (PAP): Unchecked

e Shiva Password Authentication Protocol (SPAP):
Unchecked

® Challenge Handshake Authentication Protocol
(CHAP): Unchecked

® Microsoft CHAP (MS-CHAP): Checked

® Allow older MS-CHAP version for Windows 95
servers: Unchecked

® Microsoft CHAP Version 2 (MS-CHAP v2):
Checked

® For MS-CHAP based protocols, automatically

use my Windows logon name and password (and

domain, if any): Unchecked

@

[[] Unencrypted password [PAF]
[] Shiva Password Authentication Protocol [SPAP)
[[] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP [M5-CHAP)

[] Asllows older M5 -CHAP version for Windovs 95 servers
Micrazoft CHAP Version 2 [MS-CHAP +2]

[] Eor MS-CHAP based pratocols, automatically use my
‘windaws lagon name and passward [and damain i any)




Click “Networking” tab, select “Automatic” for
“Type of VPN” and then click “Settings”.

4 VPN_PPTP Properties

General | Options || Securty | Metworking | Advanced

Type of WPN:

Autamatic

Settings

g Select the check box as shown below and
then click “OK”.

® Enable LCP extensions: Unchecked

® Enable software compression: Unchecked

® Negotiate multi-link for single-link connections:
Checked

PPP Settings

[[] Enable LCP extensions

[] Enable software compression

L oK J [ Cancel

Click “OK”in “VPN_PPTP Properties” window
and close the window.

Enter the authentication user ID in “User
name” and password in “Password” you set
in Step 4 on page 73.

Connect YPN_PPTP

User name: |usemame |

Password: |"uuu |

[[] Save this user name and password for the following users:

e only

Anpone whao uses this computer

L LConnect J[ Cancel ][ Properties ][ Help

12 Click “Connect”.

Connect YVPN_PPTP

User name: | usemanme |

Password: |ooooo... |

[ Save this user name and passward for the follawing users:

Me anly

Anvone who uses this computer

VPN connection to the product now begins.

If you select the “Save this user name and password for
the following users” check box, you no longer need to
enter the password.

To disconnect from a VPN connection, click
“Disconnect”.

This breaks a connection to the product.
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Creating a Virtual Private Network (VPN)
using PPTP (PPTP-LAN-to-LAN connection)

You can create a Virtual Private Network (VPN) to connect LANSs if the product is connected to a broadband Internet
connection. LAN-to-LAN connection using PPTP ensures secure connection via the Internet.

A VPN can be created using conventional broadband connections such as ADSL. Thus, VPNs are cheaper than real
private networks using dedicated lines. The LAN-to-LAN connection of the product supports TCP/IP server software.

Creating a Virtual Private Network (VPN) using PPTP

SUON29UU0D NdA d)s-0}-a)s Bunuawajduj B
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PPTP that can be used with
the product

The product supports data encryption for PPTP. The RC4
(either 40- or 128-bit keys) is used as the encryption
algorithm.

The product supports user and password authentication
based on MS-CHAP and MS-CHAP v2.

You can specify whether or not to block incoming traffics
ifan MPPE encryption does not come into effect (access
control).

The product does not support compression. In the PPP
setup on the PPTP client side, deselect the “Enable
software compression” check box.

PPTP uses TCP port 1723 for tunnel control and GRE
protocol number 47 for data communication. When a
PPTP server is installed inside of a firewall or use NAT
in combination with a remote access VPN server, be sure
to pass TCP port number 1723 and GRE protocol number
47. For details, contact your network administrator.

A disconnection timer monitors the communication and
a PPTP session is disconnected if data does not pass
through a PPTP tunnel for a certain amount of time.
The product does not support PPP forwarding.

L Note J

® Because PPTP tunnels are to be configured with the router
connected to a broadband connection, it will be necessary to
configure the broadband connections before setting up the
LAN-to-LAN connection using PPTP.

® PPTP-based LAN-to-LAN connection can be used only in an
environment where a global IP address is assigned by your
provider. Note that the following IP addresses are not global
IP addresses:

-10.0.0.0 - 10.255.255.255
-172.16.0.0 - 172.31.255.255
-192.168.0.0 - 192.168.255.255

® When using the LAN-to-LAN connection, be sure to
configure adequate security settings to maintain data integrity.
Inadequate security settings may cause PCs in the LAN to be
hacked, sniffed, intercepted, or destroyed, or their data to be
lost.

® The LAN-to-LAN connection of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
protocol.

e To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service
(WINS) server.

@ To share files in Macintosh, open System Preferences, select
“Sharing” and select “File Sharing” check box.

Before configuring the

settings

® To connect LANSs, it will be necessary to configure
a different network address for each LAN to avoid
overlapping. Change the product's LAN network address
in advance.

® To attach the product to a LAN with a different network
address assigned, change the configuration of the product
according to the network you install. Please refer to
“Configuring the IP address on the LAN side” (page 29)

for more information.
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Creating a Virtual Private Network (VPN) using PPTP
(PPTP-LAN-tO-LAN con nection) (continued from the previous page)

Configuring the product to 3 Select LAN-to-LAN network VPN over PPTP”
use PPTP and then click “Next’.

Configure the settings required for the product to act as a The “Register VPN connection setting”” screen appears.

PPTP server or client. Configure the RTX810 attached to _ _
the LAN on the connecting end as a PPTP client and the SOV R
RTX810 attached to the LAN on the connected end as a o7 st oo W comesinl > [z

PPTP SECrver. © LAN-to-LAN network over [Psec

© Remote access VPN server over L2TP/IPscc (PP)

o]

© Remote access VPN server over L2TP/IPscc (anonymous)

© LAN-to-LAN network VPN over PPTP

1 On the top page Of “BaSiC Conﬁguration ™ Password anthentication remote access VPN server over POLD (0D)
page”, click “Advanced settings”, then click [ Pessweord aubenicaion emote access VPN srve over PRIP Ghomymons)
) LAN-to-LAN network over IPIP tunneling
“Configure” to the right of “Configure VPN

connection”. ! E

Advanced settings

o> et s 4 Configure the required settings and then click
Configure basic, VPN and LAN-to-LAN “Sme it”.
Detailed basic connection setti (conrigure|
Confee VP et | The connection destination is registered.

SUON29UU0D NdA d)s-0}-a)s Bunuawajduj B

Configure auto-connect destination Configure:

For more details on the settings, click “Help” on the

Other configuration L. .
setup screen and refer to the description displayed.
Configure NetVolante DN host address service <.
Advanced settings Register VPN connection sctting

[Top] > [Advanced settings] > [Confizure VEN ] > [Register 1))

Configure firewall

[LAN-to-LAN network VPN over PPTP]

Click “Add ” to the right of the destination you @Basic matters

. Register VPN connection setting
want to register. ,
Configuration name (optional) pptp-lan
PPTP server/PPTP client PPTP sever ~

User ID username
Advanced settings Configure VPN connection Connect password fecossene |

Destination host name or IP
ot 200000000100
[Top] > [Advanced settings] > [Configure VPN connection] Py PRSI Dee
— Configure routing information
o Not configured
1] - - defaul route
PTTor P "
b Not configured Add © other route
PR<]or ——
Tugm]u[ox] Not configured 192.168.0.0 265.256.266.0 (24 Bit)
O] “'[ Nt configured Add
T ot conizeed e
R )
Not configured Add
b - .
o Not configured Add
T ot conizeed e
—
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Connecting with PPTP

Connect to a PPTP server.

® To connect to a PPTP server, the product for which you
perform the following operation must be configured as a PPTP
client.

® The “Connect” and “Disconnect” buttons appear when the
product is configured as a PPTP client.

On the top page of “Basic configuration
page”, click “Connect” to the right of the PPTP
settings you want connect to under “LAN-to-
LAN connection”.

Connect to the registered PPTP server to create a
PPTP-LAN-to-LAN connection.

@i Communicating

providers WAN port

global 000.000.000.000

pPrlo1]
LAN-to-LAN Connection name Disconnect
connection pptp-lan Normal termination (0}
WPN connection

Internet settings and

To disconnect a PPTP-LAN-to-LAN connection:
Click “Disconnect” under “LAN-to-LAN connection” on
the top page of “Basic configuration page”.

[ Note J

Clicking “Disconnect” only ends a PPTP session and the
connection with your provider is not terminated.
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Linking LANs together through IPIP
tunnels using a closed network

LAN-to-LAN connections via the Internet involve the risk of data wiretapping or tampering. Thus, it will be necessary
to encrypt data. For a highly confidential network such as a closed network, the need for data encryption is reduced.
Because of this IPIP tunnel connections assure data confidentiality.

The following explains how to set up LAN-to-LAN connections with IPIP tunnels by connecting to a closed network
based on a contract in which only one fixed IP address is issued.

Create an IPIP tunnel

in the closed network No data will be transmitted

to the Internet
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Before configuring the

settings

® To connect LANSs, it will be necessary to configure
a different network address for each LAN to avoid
overlapping. Change the product's LAN network address
in advance.

® To attach the product to a LAN with a different network
address assigned, change the configuration of the product
according to the network you install. Please refer to
“Configuring the IP address on the LAN side” (page 29)

for more information.

| Note J

® With [PIP tunnel connections, data is transferred without being
encrypted. The use of IPIP tunnel connections with no data
encryption on the Internet is very dangerous. Do not use the
IPIP tunnel connections on the Internet.

® Before configuring the IPIP tunnel connections, it is required
to configure the connection to a closed network.

® When using the LAN-to-LAN connection, be sure to
configure adequate security settings to maintain data integrity.
Inadequate security settings may cause PCs in the LAN to be
hacked, sniffed, intercepted, or destroyed, or their data to be
lost.

® The LAN-to-LAN connection of the product does not support
Windows NetBEUI protocol or Apple's Mac OS AppleTalk
protocol.

® To share files in Windows, you need to use NetBIOS over
TCP/IP protocol or have a Windows Internet Name Service
(WINS) server.

® To share files in Macintosh, open System Preferences, select
“Sharing” and select “File Sharing” check box.

Configuring the product to
connect to a closed network

To connect the product to a closed network, configure the
required settings in the “Terminal broadband connection
over PPPoE” screen.

Register provider e

Advanced settings

[Top] > [Advanced settings] > [Detaied ting] > [
Configure providers using the following interface. (Terminal broadband connection over PPPoE)

« PP[01]Interface

Modify the input or selected items of each column. After checking them press the [Submi] button.

®Basic matters

Register provider

Configuration name (optional) flets group

User D (or account name) * usemame

Connect password

PPPOE related configuration

uto

(tine connection) * sesesees

MTU designation stion:

(1280~ 1492Byte)

Keep alive function Vluse

DNS
DNS server address Specily IP address -
Primary DNS server address (I any enter using ascii characters )
Secondary DNS server address (optional)
r—————————————————————
Destination address information

o An =
Services)
etvork for pivate address
Destination address
© other

172.16.0.100 255.266265.0 (24 Bi)

©) All domain name
Specific domain name(Within ascii 64
Destination domain name © specify Sz

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Terminal broadband connection

over PPPoE” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” to the right of “Detailed basic connection
setting”

P “Add” to the right of the destination you want to add
settings

P Select “Terminal broadband connection over PPPoE”
and then click “Next”.
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Linking LANs together through IPIP tunnels using a
closed network (continued from the previous page)

1 Enter necessary setup information.

Configuration name

Enter a descriptive destination name.

User ID
Enter the specified user ID.

Connect password
Enter the specified password (or the password you

changed).

Destination address information
e Destination address: Click “other” and then
configure the following settings.
— route address information: Enter the IP address
assigned to the connection destination
— route net mask information: Select
255.255.255.255 (32 bits)”.
e Destination domain name: Click “none”.

2 Click “Submit”.
The “Register provider” screen appears.

3 To connect the product to multiple LANS, click
“Back” and repeatedly configure “Destination
address information”.

Specify all IP addresses assigned to the connection
destinations for the route.

After you have set all destination addresses for the
connection destinations, click “Return to top” to return

to the top page of the “Basic configuration page”.

Connecting to a closed
network

On the top page of “Basic configuration page”,
click “Connect” to the right of the setting for the
closed network connection under “Configure
providers”.

Disconnect
Normal termination ()

Internet settings and

Configuring the product to
use IPIP tunnels

To use the product and destination equipment by connecting
them with IPIP tunnels, configure the required settings in
the “LAN-to-LAN network over IPIP tunneling” screen.

Advanced settings Register VPN connection setting Help

[Top] > [Advanced settings] > [Confizure

> [Register Setting(TUNNEL[01])]

[LAN-to-LAN nctwork over IPIP tunncling]

Register VPN connection setting

(optional) IPIP

e 000.000.000.000
Connection provider none -
Keepalive Puse

265.265.255.0 (24 Bit)  ~

— . .

192.166.0.0

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “LAN-to-LAN network over IPIP

tunneling” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” to the right of “Configure VPN connection”

P “Add” to the right of the VPN destination you want to
add settings

P Select “LAN-to-LAN network over IPIP tunneling” and
then click “Next”



1 Enter necessary setup information. Creating IPIP tunnel
Configuration name con neCtions

Enter a descriptive destination name. Once the above configurations have been completed, IPIP
tunnel communications are automatically established (no
Destination IP address manual operations are required). Once the IPIP tunnel

Enter the IP address assigned to the connection connections are complete, the top page of the “Basic

destination. configuration page” shows a message, “Communicating”.
. . A PP[o1]

Connection provider ‘lil" b oo I

Specify the configurations used for a closed network %, Copo )

Internet settings and [RESINEY tion Connection name

PP tunel ZUNNEL[O‘] Gommuricating
PP

connection (configurations you set on page 89).

When separately configuring the PPPoE connection for

Internet access, you should exercise care not to incorrectly
specify the connection setting for Internet access.

Configure routing information
Enter the network address of the destination LAN
in “route address information” and “route net mask

information”.
2 Click “Submit”.
The “Register VPN connection setting” screen appears.

3 To connect the product to multiple LANS, click
“Back” and repeatedly configure “Configure
routing information”.

Configure the routing information for each connection
destination.

Correctly set a combination of the IP addresses assigned
to connection destinations and network address of its
destination LAN.

After you have set all routing information for the
connection destinations, click “Return to top” to return

to the top page of the “Basic configuration page”.

91

SUON23UU0D NdA d)s-0}-a)s Bunuawaduj n



Outline of unauthorized accesses and

security measures

What is unauthorized
access from the Internet?

® While you are accessing the Internet, malicious
individuals may attack (gain unauthorized access to)
your PC or router to destroy the data or use the line
without permission. If a router is installed between your
PC and the Internet, then NAT, IP masquerade, and other
address conversion functions of the router can provide
security to a certain degree. However, even in such
an environment, possible setting errors or inadequate
settings pose a similar risk.

® [naddition to unauthorized accesses via the Internet, you
should also be aware of the risk of attacks by computer
viruses.

® Should the settings of the product be modified or the PC
system or data be destroyed, a massive amount of data
and monetary damages would be resulted. You must
configure filter settings of the product or take other

security measures to protect your system.

92

A particular attention is required if a
global IP address is assigned to your
LAN

Malicious individuals mainly use “global IP addresses” to
gain a foothold for attack. The longer the same global TP
address is used, the higher the probability of unauthorized
access to the LAN.

When using a fixed IP address service, or using a network
that keeps using a dynamic address assigned upon
connection with the Internet, we recommend that you
configure adequate security settings.

You should also give heed to the
password setting

Using the product without setting a password will pose
a great risk for security. Be sure to set the password, and
change it periodically.



Addressing unauthorized
accesses

Unauthorized accesses to the Internet can be divided
into several types. The following shows each type of
unauthorized access and measures to be taken against it.

® New unauthorized access methods and security loopholes
(security holes) are constantly being discovered. We would
like you to understand that there is no completely infallible
security measures that can solve all the problems, and
that connecting to the Internet always involves risk. The
functions included in the product are no exception. Thus,
we strongly recommend that you constantly obtain the latest
information and enhance the security settings under your own
responsibility.

® Please note that Yamaha cannot accept any liability for any
losses or damage resulting from incorrect use.

1. Intrusions using invalid packets

® The most effective action is disconnecting the Internet
or changing the global IP address.

® Using a packet filtering firewall to block unwanted
packets is also effective to a certain extent.

e It is also considerably effective to use the firewall
software of application gateway type because it blocks
inconsistent packets, or dubious ActiveX and Java
applets from entering PCs. Virus detection software can
be used in combination with it. In this case, however,
you should set up a firewall server where to install the

firewall software of application gateway type.

Measures to be taken in the product

® Enable the auto-disconnect function so that an assigned
dynamic [P address can be changed each time the product
is disconnected/connected. However, this measure is
difficult to implement when you use the product for the
purpose of having a public server in place. In that case,
take appropriate measures in the server.

® You may be able to block a certain type of attack by
configuring a filter to block specific types of packets
(page 96) used for the attack.

2. Intrusions exploiting security holes
of the operating system or server
software

This type of unauthorized access can be prevented at a high
rate by upgrading the operating system or server software,
configuring proper settings, or conducting adequate
management.

Measures to be taken in the product

® Changing a product setting by malicious third persons
can be prevented by restricting hosts that can change the
product settings (page 100).

® You may be able to block a certain type of attack by
configuring a filter to block specific types of packets
(page 96) used for the attack.

3. Intrusions as e-mail attachment
files (computer viruses)

Your PC is infected with a virus by opening an attached
file. Do not open any dubious attachment files, and install
virus detection software on PCs to detect viruses and clean
them at an early stage so that damage can be minimized.

Measures to be taken in the product
® Security enhancement functions included in the product
are not effective against computer viruses.

® Prepare PC virus detection software separately.
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Configuring the filter settings

In the product, up to 100 filters can be set for each connection destination. Each filter can block packets depending
on the packet transmission source or destination, the protocol type, or the direction. Invalid packets can be prevented
from entering your LAN by setting impossible packets or packets that may be used for unauthorized accesses to be
discarded when they pass the router.

WAN-side
filter

permit traffic
» hitp, ftp, smtp, POP3
Prohibit traffic

» NetBIOS

PO L A N .- Prghibi\WAN accegs
[ Note J 1 in192.168. 100 :
Packets such as highly disguised ones, viruses ' |:| ri" :
attached to e-mail, and ActiveX and Java applets e ) - : :
can pass the router as valid packets. The filter of the 1 9%1:&) 5 1 9% 7 _ 5
product cannot block them. We recommend thatyou | =] L =
use virus detection software or firewall software of |:| = |:| =
application gateway type together with the product. .9 ;% .10 i jr% » :

...................................................

What is “Packet”?

A packet is a unit of data that flows through
the network. Data flowing through the network
is divided in units of a packet, and each packet
has information about the transmission source/
destination and the data type.

The filter function of the router enables you to set
packet conditions to prevent unwanted connections,
or specify destinations of the packets to configure
different connection destination settings.

94



Features of the filter of the
product

Static filter and dynamic filter

The following two types of filters can be configured in the

product. Use advantages of each type together to configure

your settings.

e Static filter: Once this filter has been configured, it is
constantly enabled irrespective of presence of data or
communication.

e Dynamic filter: This filter monitors the communication
status and is enabled on an as-needed basis. For example,
you can configure a setting such as “normally prohibiting
all data from the Internet to LAN, but permitting only

when an access from LAN to ftp occurs”.

When a connection destination is
registered in “Basic configuration
page”, the basic filter is applied

Only by registering a connection destination with “Basic
configuration page”, the following filter is automatically
applied according to the connection type. In addition to
this basic filter, you can add, register, and apply filters if
necessary.

® Security levels and settings are subject to change without
notice.

® [fyou specify a connection destination using the console, no
filter is registered.

For provider configuration

Seven security levels are defined as filter combination
patterns. When a new provider is registered, the security
level 6 settings are automatically applied. The security level
can be changed at a later time if necessary. (page 96)

Filter number indication
You can use almost unlimited filter function numbers of the
product. In “Basic configuration page”, up to 100 numbers
(0 to 99) can be set for each destination. The following
shows the correspondence between areas and filter numbers
used in “Basic configuration page”.

Console command filter
numbers

Assigned area

LAN/WAN port area
100000 - 199999
Connection destination setting area (PPO1 -)
200000 - 299999

Filter type routing area
500000 - 599999

® Before changing a filter setting, you should fully understand
the function to assure security.

® Applying too many filters may complicate the processing,
causing the Internet access speed to be slow.
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Configuring filter settings (Continued from the previous page)

Registering a filter

The concept of filter settings intended
for security

We recommend that you configure filter settings based on
the following point of view:

In principle, permit accesses from the LAN
to the Internet, and prohibit some accesses if

necessary

Ifyousstrictly control accesses from the LAN to the Internet,
the system would be extremely difficult to use, and it would
subsequently create problems in terms of management and
changing settings. Therefore, permit any access in principle
and, if there is a problem, only restrict access related to
the problem.

In principle, prohibit accesses from the Internet
to the LAN, and permit some accesses if

necessary

Prohibit accesses from the Internet to the LAN in principle
so that external accesses can be prevented. Permit the
external accesses only if necessary, for example, to your
public web server.

The access from the Internet indicates a packet with which the
request is started from the Internet. A packet responded to a
request packet sent from the LAN has an identifier called ACK
flag, which can be differentiated from accesses from the Internet
and allowed to pass the filter.
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Select a default filter set (security
level)

In the product “Basic configuration page”, seven security
levels are defined by combining filters. When you register a
new provider, a security level is set automatically according
to the connection type (page 95). The set security level can
be changed from the “Register/Modify provider” screen.
#Details

[[]Re-apply i

security level 6 - strong (Dynamic IP filter) -

security level 1: weakest (Unexpected call)

security level 2 - weak (Unexpected call + NetBIOS)

)
security level 3 - middle weak (Unexpected call + NetBIOS + Ingress)
security level 4 - middle (Static IP fiter)

ct status of the timer

4:Set idle-t]

security level 7 strongest (Static P fitr + Ingess) ded in setonds
o b sson

{1 i s
| g |

Elapsed tine

> [> Set seconds 60
© Do not automatically disconnect using the timer(Permanent connection or manual
disconnection)

Static IP masquerade(Automatically definc filter

Protocol port

. i —

Host IP address to use

sl -

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Register/Modify provider” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Detailed basic connection setting”
P “Configure” of the destination of which settings you

want to change



Create a filter manually in “Basic Create a filter by entering a filter
configuration page” command directly
To configure filter settings, use the “Configure firewall” You can also enter a filter command directly to create a

filter. Creating a filer command previously by using a text
editor program is convenient when you want to apply a
L Note J o, g oY
® When you select LAN, PCs connected to the LAN ports and ter to multiple routers.

To enter a filter command directly, use the “Execute

all PCs connected to the hubs that are connected to the LAN

ports are the targets. command” screen in the “Basic configuration page”.
® Please refer to “Command reference” (included in the attached G Ti

CD-ROM) for examples of actual filter settings. ¢ Tip

screen.

For examples of more professional filter settings and the grammar,

Ad d settings Configure IPv4 firewall ) R .
o v e SR please refer to “Command reference” (included in the attached
gl Pt otinge) > [Confmuefronl] > [Confgs TP frewsP0Y) Confses providss Contgstion CD-ROM) or the Yamaha network peripheral equipment website
://'www.yamaha.com/products/en/network/).
1Pv4 static IP filter list (http Yi p k/)
[ o aan s iRtien Delete .
ae ot sddiess  pot Advanced settings Execute command

1000078
172160012
192.1680.0116
192.168.100024

[Top] > [Advanced settings] > [Execute command]

S 1w wo 1= 10| &

100008
172.160.012
192.1680.0116
192.168.100024

s}

ject log available udp tep . 135
ject log available udp.tcp +
ject log available udp.tcp - 137139
ject log available udp.top c c

135

137139

ject log available udptep * 445
For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.
To open the “Configure firewall” screen
To open the “Execute command” screen

From “Basic configuration page”, click the buttons on the

setup screen in the following order: From “Basic configuration page”, click the buttons on the

. . setup screen in the following order:
P “Advanced settings” in the top page . .
P “Advanced settings” in the top page

P “Configure” of “Configure firewall”
) ) P “Execute” of “Execute command”
P “Configure” of the interface for which you want to

configure the firewall (“Configure” of “IPv4 filter” for
setting with IPv4, or “Configure” of “IPv6 filter” for
setting with IPv6).
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Detecting unauthorized accesses and
warning about them

The intrusion detection function detects intrusions and attacks from the Internet and warns you about them.
It helps enhance security by configuring a filter that can block suspicious transmission sources and applications to
based on the detected information.

This function compares packets passing through

the router with the database of intrusion/attack
patters in the router, and records/discards a packet if
unauthorized access is suspected.

7 N

| Invalid access
database
XXXXXXXXXX

* XXXXX

| & XXXXXXXX

* XXXXXX

® Note that new unauthorized access methods and
intrusion/attack patterns are constantly being discovered ~ -====== L_ AN """ [ - mmmmmmmmmmmmms
and thus no completely infallible prevention method
exists. We would like you to understand that not all of
unauthorized accesses can be detected by this function.

® As this function detects accesses that are similar to
intrusions/attack patterns, some unauthorized accesses
may not be detected due to timing or a range of other
reasons. On the other hand, a detected pattern does
not automatically mean that a serious unauthorized
access has occurred. Please understand thisand use this  ~. .. _ .S~ . p
function only as a guide for your security management.

® This function can apply to each interface and I/O.

® Using this function decreases the speed of accessing the
Internet, etc.

-
o
0
O i
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Configuring the intrusion
detection function

In the “Configure unauthorized access detection”, you can
set the direction of packets to be detected and the processing
method upon detection, for each PP (provider or other
external connection) or LAN (LAN connection) interface.

The intrusion detection function can apply to each interface and
/0, but the larger number of applications may decrease the speed
of accessing the Internet, etc.

. Configure unauthorized access
Advanced settings  Jetection

[Top] > [Advanced settines] > [C > [C
‘providers Configuration name (PPPoE)]

e

detection [PPOT] Confizure

Configure unauthorized access detection

Select the input directi ["|Enable []Di detecting any ized access

Select the output direction finction [JEnable [ Discard upon detecting any unanthorized access

Configure Winny/Share detection

Select the Winny detection function -] Detect Winny version2  [] Discard upon detection

Select the Share detection fanction ] Detect Share version 1 [] Discard upon detection

Return totop

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure unauthorized access

detection” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure firewall”

P “Configure” of “Illegal access detection” of the interface
of which intrusion detection function settings you want

to change.

Checking the history of
illegal access detection

The history of illegal access detection can be checked in
the “Intrusion detection information” field of the “Generate
report on system information” screen.

e The “Intrusion detection information” field of the “Generate
report on system information” screen is displayed only when
the illegal access detection is enabled.

e Note that new unauthorized access methods and intrusion/
attack patterns are constantly being discovered and thus no
completely infallible prevention method exists. We would
like you to understand that not all of unauthorized accesses
can be detected by this function.

® Asthis function detects accesses that are similar to intrusions/
attack patterns, some unauthorized accesses may not be
detected due to timing or a range of other reasons. On the
other hand, a detected pattern does not automatically mean that
aserious unauthorized access has occurred. Please understand
this and use this function only as a guide for your security
management.

To open the “Generate report on system

information” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Generate report on system information”
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Restrict hosts that can change product
settings

The product is equipped with password function and host restricting function to assure the security of the product
itself. Using those functions enables you to prevent third persons from changing a router setting without permission.
The product can be accessed by means of the web browser (HTTP), TELNET, SSH, or SFTP software. You can
configure the restriction individually for each of them.

Prohibit web browsers
from changing settings

X

Permit a specific user to change settings
via TELNET or SSH only from a host with
a specific IP address

oooo O

L 1]
Register the password to prohibit
unauthorized change of settings

Setting the restriction for G s i
each individual service PV —

Configure user and password

In the “Configure users and access limits” screen, you can

Number of registered users: 0

restrict hosts that can change a product setting using the it

web browser (HTTP), TELNET, SSH, or SFTP software. R g@“gmmm%“:f:j::mw

In addition to restricting the IP addresses of hosts that FiEept s sre e siminpasemerd

can access the product for each individual service, you
can also restrict the number of users allowed to connect s el o i ame ot -
simultaneously. e ——
For more details on the settings, click “Help” on the setup
screen and refer to the description displayed. P—

Number of simultaneous users 8 ¥

N ——————————————————————————————
———————————————
SSH and SFTP server function

To open the “Configure users and access limits”

SSHand SFTP semverfunction () use © do notuse

screen Allowsble SSH usage hosts Allow all -
From “Basic configuration page”, click the buttons on the -
setup screen in the following order: p— ’
P “Advanced settings” in the top page e
P “Configure” of “Configure users and access limits(HTTP, S fﬁ%&
TELNET, SSH, SFTP)” ' e
[Ccast128-cbe.

[ arcfour

Number of simultancous users 8+
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Registering users logging in
the product

You can register users on the “Add user” screen, and restrict
users who can log in the product. This function enables you
to specify available services and other detailed rights for
each user, and therefore is convenient when you want to
set detailed access restrictions.

Advanced settings Add user
[Top] > [Advanced settings] > [Confizure d fimits] > [Adduser]
User name user01
Password . Retype the same again $88esese
Promote to administrator user via
command
Restrict connection
[C] Atlow connection via SETP
Allow connection via HTTP
Allow connection Allow all -
IP adiressing
—

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Add user” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure users and access limits(HTTP,
TELNET, SSH, SFTP)”

P “Configure” of the “Number of registered users” field

You can also restrict access from
anonymous users

Access restriction for using anonymous users can be defined
by configuring the settings on the “Configure nameless
user” screen.

Advanced settings Configure nameless user

[Top] > [Advanced settings] > [Configure d

Help

tmits] > [Ce user]

Configurc nameless user
cesssece [Retype the sameagam|o+=oveee

P
ElEncrypt and save login password

‘Promote to administrator user via
command

Restrict connection

Allow connection Allow all -

IP addressing

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure nameless user” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure users and access limits(HTTP,
TELNET, SSH, SFTP)”

P “Configure” of the “Nameless user” field
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Using a service requiring a global IP
address within LAN

When you attempt to use an application program that requires a global IP address from your LAN via the router, the program
may not operate correctly. You can solve the problem using either of the following methods.

1. Registering the conversion table of protocol, port number and the host IP address. (Static [P masquerade).
2. Using the DMZ host function.

1. Using the static IP masquerade setting to solve the
problem

By registering the IP address conversion table (static [P

masquerade) in advance, packets of a specific protocol

192.168.100.190
can be sent to a specific host within the LAN. —

=
sEERrERERRRRRRRRRR |:| =

uuuuu

BRRLERR RN,

= i [
/ %%ﬂ‘*%\{\‘ f ==
i\ s

N

192.168.100.10

If the incoming packet is for communication
port 9072, transfer the packet to a host
having IP address “192.168.100.10”.

For more details on the settings, click “Help” on the setup

1. Set the IP addresses of PCs.

Assign a fixed private IP address to the PC for which you
want to permit external access.

screen and refer to the description displayed.

Advanced settings Register static TP masquerade Help

[Top] > [Advanced settings] > [Detailed
Configuration name (CATV)] > [Register static [P masquerade]

tting] > [Modify provider [PP01] Configure providers

Register static IP masquerade

Protocol TCP v

2. Register the IP address conversion
table.

In the “Register static IP masquerade” screen, register the

port 9072

192.168.100.10

conversion table of protocol, port number and the host IP
address. (Static IP masquerade settings)

e For information about the protocol and port number, please

Return to top

To open the “Register static IP masquerade”

refer to the manual of the software or service to be used.

® So far as representative software programs are concerned,
you can click “Help” on the “Register static IP masquerade”
screen to confirm the port number to be used and other setting
examples.
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screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Detailed basic connection setting”

P “Configure” of the destination of which settings you
want to change

P “Add” in the “Static IP masquerade” field



2. Using the DMZ host function to solve the problem

When the product receives a packet sent to an address that is not registered in the NAT/IP masquerade table, the
packet will be transferred to a host with a specific IP address. This setting is possible owing to the DMZ host function.

e DMZ is the acronym of DeMilitarized Zone. While using
the DMZ host function, packets can pass through the
router because of the DeMilitarized Zone, and you may
be affected by an unintended intrusion or external attack.

® The DMZ host function cannot be used for multiple PCs
at the same time.

l@@%ﬁ
A

@ Tip

By separating the IP address of a public server from internal
addresses, you can prevent damage to other hosts with an
internal address even if the public server should be attacked
externally.

_i —
—
=
e

Provider

1. Set the IP addresses of PCs.

Assign a fixed private IP address to the PC for which you
want to permit external access.

2. Specify the address of the DMZ host.

On the “Register/Modify provider” screen, set the DMZ
host IP address.

Static IP masquerade(Automatically define filter : 80 ~ 94)

Protocol port Host IP address to use Delete.

No static [P masquerade configured.

DMZ host

IP address 192.168.100.10

Return totop

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

LR NN RN NN NN N N

R RN NN RN RN R R AR NN NN TN

192.168.100.10

~
If the incoming packet is for an address unregistered

in NAT/IP masquerade table, transfer the packet to a
host having IP address “192.168.100.10".

J

To open the “Register/modify provider” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Detailed basic connection setting”
P “Configure” of the destination of which settings you

want to change
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Using the netvolante DNS service

What is the netvolante DNS service?

To construct a server to publish your website, or share a working file via the Internet, the global IP address of the
server must be known.

However, an assigned global IP address may be changed upon reconnection or after a certain time even if permanent
connection to the Internet has been established. Therefore, it was difficult to construct a public server when using a
connection service where a fixed global IP address was not assigned.

7R
AT

elnterner

IP address of the server?

XXX XXX XXX XXX

As the server IP address tends to change, users who
want to access the server must check the new address.

If you use the netvolante DNS service,

the global IP address, each time it is changed, is notified to the netvolante DNS service, and a fixed host name assigned
by the netvolante DNS service can be used for accessing the server. Accordingly, the contract of fixed IP address
service is not required to operate various servers using a proprietary domain, or construct a VPN using [Psec or PPTP
to exchange data with external systems.

Netvolante m
DNS service Internet

< > =
<

Notify the
IP address.

Inquire about the IP address
to the netvolante DNS service,

— and access the server.
= e If the server IP address has changed,
4 L the new address is notified to the
i I netvolante DNS service. Users who
=5 want to access the server do not have
xxx.netvolante.jp to concern about the IP address.

XXX XXX XXX XXX
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Host names assigned by the
netvolante DNS service

When using the netvolante DNS service, you can obtain
a host name in the format of “(Your desired host name).
xxx.netvolante.jp”, where “xxx” is an arbitrary string
automatically assigned by the netvolante DNS server. This
function is convenient because you do not have to change
settings each time the global IP address is changed.

® The netvolante DNS service can be set only for terminal
provider connection. It cannot be set for network connection or
LAN-to-LAN connection. Even for terminal CATV provider
connection, it cannot be set if the IP address is fixed on the
WAN side.
® Only asingle host address can be obtained for a unit of router.
® Note that your desired host name is not always available.
® [ ookup of the obtained host address is possible, but reverse
lookup is not possible.
® The netvolante DNS service uses a Yamaha original protocol,
and the obtained host address cannot be registered with
external dynamic DNS servers.
® Thenetvolante DNS service can be used only in an environment
where a global IP address is assigned by a provider. Note that
the following IP addresses are not global IP addresses:
—10.0.0.0 - 10.255.255.255
—172.16.0.0 - 172.31.255.255
—192.168.0.0 - 192.168.255.255
® Depending on the provider you are currently using, the
registered/updated host name settings may not be reflected
on the netvolante DNS service immediately.

Obtaining a host address
from the netvolante DNS
service

Use the “Configure NetVolante DNS host address service”
screen to use the netvolante DNS service.

@ Only asingle host address can be obtained for a unit of router.
® To set the Host address service, enter only your desired host

name in the “Host name” field.

. n Configure NetVolante DN host address
Advanced settings bservice

Hostname Supported number of characters : 63 character

Auto update any change in IP address © on () off

Timeout period 90 1~ 180second

R

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure NetVolante DNS host

address service” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure NetVolante DNS host

address service”

When you cannot obtain a host

address

e Depending on the provider, name resolution is not
possible immediately after registration/update. Retry
after a while.

o Check whether a global IP address has been assigned by
the provider.

o Check whether the [P address of the DNS server that you

specified during provider configuration is correct.
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Publishing a server

If you want to publish a server to the Internet, first assign a fixed private IP address to the server to be published,
and register the [P address conversion table (Static IP masquerade). Then, configure a filter in the product to permit
access from outside the LAN. This allows packets of a specific protocol to be sent to the server in the LAN, and thus

the server can be accessed from the Internet.

Access to a web server with IP address
XXX XXX XXX XXX
-> Packets for communication port “80”

Router IP address

= VY

/é(ﬂlﬂ\*‘\\

4Interne _l/

Prowder

XXX XXX XXX XXX

LR NN RN NN NN N N

RN RN NN R RN NN NN ON

192.168.100.191

,7‘ ——

192.168.100.10

Transfer accesses to communication

(Public web server)

port “80” to the host with IP address
“192.168.100.10” (public web server)

When publishing the server to the outside of your LAN, be sure
to configure adequate security settings to maintain data integrity.
Inadequate security settings may cause PCs in the LAN to be
hacked, sniffed, intercepted, or destroyed, or their data to be lost.

@ Tip

You can use the netvolante DNS service to publish and operate a
server even when using a connection service that cannot assign
a fixed global IP address. Please refer to “Using the netvolante
DNS service” (page 104) for more information.
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Flow of settings

Following settings are required for publishing a server.

Router settings:

® Register the conversion table of protocol, port number
and the server IP address (Static [P masquerade, page 107).

® Change the settings to permit access (page 107).

Server settings:

o Set the server IP address.

® Change the settings of web, ftp, and other file server
software programs according to the services to be
published.



Registering the IP address
conversion table

On the “Register static IP masquerade” screen, register the
conversion table of protocol, port number and the server
IP address (Static IP masquerade settings).

e For information about the protocol and port number, please
refer to the manual of the software or service to be used.

® So far as representative software programs are concerned,
you can click “Help” in the “Register static IP masquerade”
screen to confirm the port number to be used and other setting
examples.

Advanced settings Register static IP masquerade

Top] > [Advanced settings] > [Detailed
Configuration name (CATV)] > [Register static [P masquerade]

tting] > [Modify provider [PPO1] Confizure providers

Register static IP masquetade

Protocol P -
port 80

HostIP address to use 192.168.100.10

Submit
Rotimiotop

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Register static IP masquerade”

screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Detailed basic connection setting”

P “Configure” of the destination of which settings you
want to change

P “Add” in the “Static IP masquerade” field

Changing settings to permit
access

To permit access to the server, configure a filter intended
for the server IP address and communication protocol. The
settings do not allow external access to other PCs in the LAN.
To configure filter settings, use the “Configure firewall”
screen.

| Note J

e [fyou want to restrict users that can access the server, specify
the user's IP address in the “Source IP address” field.

® Set “Destination port number” to the protocol of the server
application to be used.

e Up to 100 filter numbers, 0 to 99, are available for each
connection destination. For more details on filter and protocol,
please refer to “Command reference” (included in the attached
CD-ROM).

Advanced settings Register IP filter
op] > [Advanced settings] > [Cq 3 [Configure [Pv4 firewall [PP01] Configure providers fi ti

name (PPPoE)] > [Register [ fier]

Register [Pv4 static IP filter
PPOI

4.

Filtertype pass (nologging)
Protocol ]
Source IP address

Source port number

Destination IP address

Destination port number

(Examples of what to enter to publish the web
server)

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Register IP filter” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure firewall”

P “Configure” of the interface for which you want to
configure the firewall (“Configure” of “IPv4 filter”
unless IPv6 is used for connection).

P “Add” on the “IPv4 static IP filter list” screen

107

1onpouad ay} jJo asn Buiziwxep n



Using mail notification

The record of unauthorized accesses detected by firewall (page 92) of the product can be sent to the specified e-mail
address periodically (Mail notification).

77

Internet

[Provider | N0/
N —

<
Mail server L, /\

Unauthorized access information
is periodically sent

m Provider of
5 g 9 . . . . access point ,~ - - =TT TmsEEes Another provider

During connection with the provider, if you use this function 4

for a mail server of another provider, password and other

data flow out to the Internet without being encrypted. Please

exercise care not to do so.

Mail
server
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'
]
]
]
'
]
'
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Mail server

Risk of information leak

----- Router
Relatively safe

password flow

RTX810
password flow
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Registering a mail server
used for mail notification

On the “Configure mail server” screen, register a mail server
used for sending e-mail to the notification destination.

The destination's provider is that set on the provider configuration
screen.

Advanced settings Configure mail server Help

[Top] > > >
Configure SMTP server

Mailservername  mail01 Supported mumber of characters 64 character (asci)

SMIP server address  smip provider ne jp Supported mumber of characters - 64 character asci)

port number 2%

Authentication method Do not authenticate ~

Authentic username  usemame (Supported mumber of characters : 64 character (asci)

Authentication password eeseesee (Supported mumber of characters : 64 character (asci)

POPbelore SMTP  “use © do notuse

r——————————————————

POP serveraddress  pop.provider.ne.jp Supported number of characters : 64 character (ascii)
‘port number 110

Authentication method POP3 ~

o ot e

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure mail server” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure mail notifications”
P “Add” in the “Configure mail server” field

To delete the registration of mail server

On the “Configure mail notifications” screen, click “Delete”
of the mail server of which registration you want to delete.

Notifying of illegal access
detection by e-mail

The record of unauthorized accesses detected by firewall
(page 92) of the product can be sent to the specified e-mail
address periodically. This is convenient when you check,
while out the door, any unauthorized access or unintended
automatic connection.

On the “Configure content of notifications” screen, specify
the transmission destination and date/time.

The destination's provider is that set as the auto-connect
destination.

Advanced settings Configure content of notifications Help.
[Tosl > > >
Configure the following mal noifcation function
o Dlegal access detection

Configure content of notifications

Intedface direction

Lax
Notification content -LaNt i Clout

Lan i Clow
123
-epL O Flout
Ml server name mailot
P
Destination mail address(2) Within asci 64 characters
Destination mail address(3) Within asci 64 characters
Destination mail address(4) ‘Within asci 64 characters
Subject RTXB10 Report Supported number of characters : 64 character (sci)
Wait period 30 Second 1~ 86400 second
)
Return to top

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure content of notifications”

screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure mail notifications”
P “Add” in the “Configure content of notifications” field
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Using in the IPv6 environment

The product supports “IPv6” (Internet Protocol Version 6),
an internet protocol of the next generation. As IPv6 inherits
functions related to traditional “TPv4”, you can use the new
protocol without affecting the existing network.

Ifyour provider does not support IPv6, you cannot connect to the
Internet in the IPv6 environment. Confirm in advance whether
your provider provides an IPv6 connection service.

Before introducing IPv6

To use both the IPv6 and IPv4
environments

IPv6 is not compatible with IPv4. To mix those two
protocols on a network, therefore, a mechanism generally
called “transition mechanism” is required. Multiple steps
are usually required for transition from IPv4 to IPv6, and an
appropriate transition technology is required for each step.
As transition technologies, the product supports “IPv6 over
IPv4 tunneling” for connecting an IPv6 network via an [Pv4
network, and “IPv4 over IPv6 tunneling” for connecting an
IPv4 network via an IPv6 network.

Check configuration information from
the provider

‘When you contract an IPv6 connection service, the provider
provides the following information:

® Prefix (Address block)

® Connection method (native connection/dual-stack
connection/tunnel connection)

® Tunnel terminal address (for tunnel connection)

® Routing control method (whether to use RIPng. RIPng
is not used unless specifically described.)

® Method to check connection (address of the other side

of ping6, website to be browsed, etc.)
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Introducing IPv6 into PCs

Introduce IPv6 in a Windows 7 or
Windows Vista environment

Windows 7 and Windows Vista can use IPv6 without
additional settings.

Introduce IPv6 in a Windows XP
environment
Enter the following command from the command prompt:

ipv6 install

@ Tip

For more details on introducing the IPv6 environment, please
refer to the Windows XP Help that is displayed by clicking
“Start” - “Help and Support”. Enter “IPv6” in the “Search” field
to display relevant information.



Configuring the product to
use IPv6

Before beginning configuration, register the connection
destination (provider) using IPv6 on the “Configure IPv6”
screen.

Ifthe provider is not registered, your IPv6 connecting operation

will result in an error.

Advanced settings Configure IPv6 Hetp

[Top] > [Advanced settings] > [Configure IPv6]

Configure IPV6 prefix

Preix configuration method Available providers
© Manually enter a IPv6 address prefix 1(PPO1-PPPOE) PPPOE ~
Prefiprefx length (cannot exceed 64 bits)
/

© Auto-retrieve with DHCPv6-PD 1(PPO1:PPPOE) PPPOE ~

O Receive RA WAN port (LAN 2)

IPv6 DNS server setup
© Automatically configure with DHCPY6 PD or ignore.

© Mamally configure.
Primary DNS server IPv6 address

Secondary DNS server [Pv6 address

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure IPv6” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure IPv6”

Checking the IPv6
connection

Take the following steps to check whether the IPv6
environment has been correctly configured.

@ Tip

The product and a PC can be communicated with each other once

they are connected with a LAN cable. No particular settings are
required in the PC.

1 Checking the connection of LAN

From a PC connected to a LAN port, execute “ping6”
to the LANI address of the product.

If a response is returned, IPv6 has been configured

correctly.

@ Tip

The LAN1 address of this product is a prefix address with
“1” is added to it.

Example: If the prefix is “fec0:12ab::/64”,

® The LANI address is “fec0:12ab::1/64”.

® To execute “ping6” to the LAN1 address of the product,

enter “ping6 fec0:12ab::1” from the command prompt
of the PC and press the Enter key.

2 Checking the connection between LAN and
WAN

Execute “ping6” to the provider, view the special
website, or take other checking procedure specified

by the provider.
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Changing the operation settings of

UPNP function

What is UPnP function?

UPnP is the acronym of Universal Plug and Play, a
mechanism where the UPnP-supported operating system
automatically detects UPnP-supported devices in the
network to facilitate mutual connection. The product
supports UPnP. Therefore, if your LAN has the product
installed, Windows PCs within the LAN can use the audio
chat of Windows Live Messenger and other features.

e Note that not all of the functions provided by UPnP Forum
are supported by the UPnP function of the product.

o [f the IP address assigned by the provider is a private IP
address, the Windows Live Messenger audio chat using the
UPnP function is not available.

® To configure the UPnP function in “Basic configuration page”,
you must register the connection provider in advance.

® Ifyouhave not registered the provider before starting software
such as Windows Live Messenger that requires the UPnP
environment, it may take some time to communicate with the
router. In this case, register the connection provider or stop
the UPnP function.

o [fWindows Live Messenger is exited and started repeatedly,
or the UPnP function information becomes different between
the PC and the router after the router has been restarted or
the line has been disconnected, the connection may not be
established normally.

In this case, sign out Windows Live Messenger once with the
line connected, and then restart it. If you still cannot establish
the connection, restart the PC.
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Configuring the setting to
use UPnP function

The UPnP function of the product is set to “Do not use”
by factory default. Change the setting to start the function.

Advanced settings Configure UPnP

[Top] > [Advanced settings] > [Configure UPnP]

Configure UPnP

Use UPnP

Provider being used

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure UPnP” screen

From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure UPnP”



Checking whether your PC
can use the UPnP function

Take the following steps to check whether your PC can use
the UPnP function.

9 Tip

For more details on introducing the UPnP environment, please
refer to Help that is displayed by clicking “Start” - “Help and
Support”. In the “Search” field, enter “Network Discovery” for

Windows 7 or Windows Vista, or “UPnP” for Windows XP to
display relevant information.

For Windows 7

Click the “Start” button, then click “Control
Panel”.

2 From “Network and Internet”, click “View
network status and tasks”.

3 Click “Change advanced sharing settings”,
and confirm whether the “Turn on network
discovery” checkbox is selected in “Network
Discovery”.

@)=/« Ntwork S ot » Ahancss g i

Change sharing options for different network profiles

access filesinthe Publicfoldrs. What are the Public oldsrs?

o)

e If this checkbox is selected, the UPnP function is
available in the PC.
e If the checkbox is not selected, select it and click

“Save Changes”.

For Windows Vista

1 Click the “Start” button, then click “Control
Panel”.

2 From “Network and Internet”, click “View
network status and tasks”.

3 Click “Network discovery” in “Sharing and
Discovery”, and confirm whether the “Turn
on network discovery” checkbox is selected.

[ Sharing and Discovery
Network discovey o on ®

A\ To tum off network discovery, Windows Firewall will be enabled.

creteclocal @ Change setting:

e [f this checkbox is selected, the UPnP function is
available in the PC.

e [f the checkbox is not selected, select it and click

“Appl}’”-
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Changing the operation settings of UPnP function

(Continued from the previous page)

For Windows XP
1 Click the “Start” button, then click “Control
Panel”.

Click “Add or Remove Programs”.

Click “Add/Remove Windows Components”
on the left of the screen.

Click “Networking Services”, then click
“Details”.

Confirm whether the “UPnP User Interface”
box is selected.

ol A Wik

Networking Services ‘Xl

To add ar remave @ companent, click the check o, & shaded box means that anly part
of the component wil be instaled, To see what's inchided in @ component, click Detal

Subsomponents of Netwarking Servicss

A= Inteinet Giateway Device Discavery and Conirol Client 00Me
[ /= Peerto-Peer 0.0MB
O BRIP Listener n.0Me

[] (= Simpls TCP/IP Services 008
B UPnP User Interface:

ace

Description:  Displays icans in My Netwark Flaces for UPNP devices detected on the
network. Ao, apens the required Windows Firewal ports.

Total disk space required 541 ME

Details..
Space avalable on disk: 32981.5 M8

e [f this checkbox is selected, the UPnP function is
available in the PC.
® [fthe checkbox is not selected, continue step 6 and

subsequent operation.

6 Select the “UPnP User Interface” checkbox,
and click “OK”.

7 Click “Next”.

Then, follow the on-screen instruction to continue

installation.
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Controlling Yamaha switches

From the setup screen of the product, you can change
settings or check the status of Yamaha switches.

To change settings or check the status of Yamaha switches,
take the following steps.

On the “Basic configuration” screen of switch
control, change required setup items.

Switch control Basic configuration

[Top] > [Switch conrol] > [Basic configuration]

Basic configuration

LAN interface (LANI)

tilis
function.

WAN interface (LAN2)

Monitoring switch intervals

Number of times monitored before down detection

For more details on the settings, click “Help” on the

setup screen and refer to the description displayed.

To open the “Basic configuration” screen of

switch control
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Switch control” in the top page
P “Configure” of “Basic configuration”

2 Click “Submit”, then click “Return to top”.

On the “Switch control” screen, click “Execute”
of the LAN interface to which Yamaha switches
are connected.

Switch control

[Top] > [Switch contol]

LAN interface (LANT)

WAN interface (LAN2) Switch control Fanceion dissbled
EeatFpmes cfiath goms e fam

Basic configuration i

Yamaha switches connected to the selected LAN
interface is displayed in tree view.
Please refer to the instruction manual of Yamaha

switches for more details on settings.

To open the “Switch control” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Switch control” in the top page
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Changing the product settings

The following shows the methods to configure the product functions or check the configuration.
Use the easiest method according to your environment.

Use web browser, TELNET,
or SSH software (via LAN)

Use remote setup from a
remote site (3G line)

. Use the console port
Use a USB memory stick

or microSD card

Using an external memory device (page 123)

Types Of co nf i g u rati on You can load a configuration file stored in a commercially-
methods available available external memory device (USB memory stick or

microSD card) to the product to change settings.

Using the web browser of PC (page 20)

If a PC is connected to the product, you can use the web
browser to open “Basic configuration page” included in
the product to view the product status or configure various
function settings.

Using console commands (page 117)

You can use TELNET or SSH software to enter commands
from the console screen to check the product status or
configure various functions.

You can also enter commands from a PC connected to
the console port of the product using a serial cable. Using
console commands enables you to configure more detailed
settings than using other methods.
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Configuring setting with
console commands

The product functions can be configured by sending
commands (console commands) directly. You can change
settings via TELNET or SSH, and also enter console
commands from “Basic configuration page” to configure
settings. If you change settings via TELNET or SSH,
prepare an appropriate software program supporting your
TELNET or SSH environment.

What is console command?

The console command is a method to configure functions
by directly sending instructions to the router. Using console
commands enables you to configure more detailed settings
than using other methods. Please refer to “Command
reference” (included in the attached CD-ROM) for more
details on console commands.

You should fully understand the behavior of a console command
before using it. After configuring a setting in “Basic configuration
page”, if you change the setting with a console command, an
unintended operation may be resulted. Be sure to check whether
the command behaves as you intended after changing the setting.

@ Tip
The product can be configured with console commands from a

PC that is connected to the console port of the product using a
serial cable (page 121).

Register TELNET, SSH, or SFTP users

In the “Add user” screen, register users to be permitted to
log in using TELNET or SSH. TELNET allows a user to
log in as an anonymous user even if s/he is not registered,
but SSH allows only registered users to log in.

Advanced settings Add user

[Top] > [Advanced settings] > [Confizure d

timits] > [Adduser]

Configure users

Return to top

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Add user” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure users and access limits(HTTP,
TELNET, SSH, SFTP)”

P “Configure” of “Number of registered users” in the

“Configure user and password” field
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Changing the pl'OdUCt Settings (Continued from the previous page)

Configure settings to permit login with
SSH

The SSH server function of the product is set to “do not
use” by factory default. To permit login using SSH, in the
“SSH and SFTP server function” field on the “Configure
users and access limits” screen, change the setting to “use”.

[Top] > [Advanced settings] > [C a timits]

Configure user and password

Number of registered users: 0

Nameless user

Administration password

HTTP server function

Hosts permilted to use HTTP Allow if within same network - ‘

IP addressing

TELNET sexrver function

Allowable TELNET usage hosts ~ Allow all

IP addressing

Number of simultancous users 8 ¥

SSH and SFTP server function

Allowable SSH usage hosts

IP addressing

Allowable SFTP usage hosts Allow ll

IP addressing

Eneryption algorithm

2es256-cbe
3des-che
blowfish-cbe

[east128-cbe
[ arcfour

Number of simultancous users 8 v

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure users and access limits”

screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure users and access limits(HTTP,
TELNET, SSH, SFTP)”

Connect with SSH

Follow the instructions of the SSH software to be used.
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Connect with TELNET

The following explains an example of connection from a

PC, using TELNET included as standard in Windows 7.

Q Tip

In Windows 7, TELNET must be enabled by the following

procedure:

1 From “Control Panel”, select “Programs” - “Programs and
Features” - “Turn Windows features on or off”.

2 Inthe “Windows Features” screen, select the “Telnet Client”
checkbox, and click “OK”.

From the “Start” menu, select “Search
programs and files”.

2 Type in“telnet 192.168.100.1”, and click “OK”.

Pragrams (1)
i telnet192.168.100.1

7 See more results

[telnet 192168.1001] < | | shutdown | » |

Ifyou have changed the IP address of the product, type
in the changed address instead of “192.168.100.1”.

3 When “Password:” is displayed, type in the
login password and press the Enter key.

If nothing appears on the screen, press the Enter key
once.
The password to be entered here for TELNET is the

login password for anonymous users.



If you want to log in as a registered user
instead of an anonymous user

Do not type in character and only press the Enter key.
Then a “Username:” prompt is displayed. If you have
already logged in as an anonymous user, or logging in as
anonymous users is prohibited, a “Username:” prompt
is displayed in the first step.

‘When you enter a registered user name in “Username:”,
a “Password:” prompt is displayed. Enter the login

password of the user.

When you log in as an anonymous user for
which no password has been set
Do not type in any character in “Username:” and

following “Password:”. Only press the Enter key.

When “>” is displayed, you can enter a console

command.

@ Tip
® To view the explanation of key operations, type in “help”
and press the Enter key.

® To view the command list, type in “show command”
and press the Enter key.

Type in “administrator”, and press the Enter
key.

When “Password:” is displayed, enter the
administration password.

When “#” is displayed, you can enter various types of

console commands.

d 100 (Fri
1Y C

6
7

Enter console commands to configure
settings.

After the configuration is completed, type in
“save” and press the Enter key.

The settings configured using the console commands

will be saved to the memory included in the product.

To exit the settings, type in “quit” and press
the Enter key.

To exit the console screen, type in “quit” again
and press the Enter key.
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Changing the pl"OdUCt SEttingS (Continued from the previous page)

Use console commands in “Basic
configuration page”

Use commands on the “Execute command” screen.
When you type in a console command and click “Execute”,
the result of command execution is displayed.

Advanced settings Exccute command Help

[Top] > [Advanced settings] > [Execute command]

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Execute command” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Execute command”
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Using the console port

The product can be configured with console commands

from a PC that is connected to the console port of the

product using a serial cable.

In the “Configure users and access limits” screen, you
can prohibit access from web browser (HTTP), TELNET,
SSH, and SFTP software programs (page 100) to make the
product accessible only by means of physical connection.
This restricts users who can change settings, and helps
enhance security.

You can also specify, from the terminal software, a

configuration file to be used upon startup.

The following explains an operation using Windows XP and
Hyper Terminal. As Windows Vista and other later Windows
operating systems do not include the hyper terminal utility,
you should use a terminal software program supplied from a
vendor to control its serial devices.

For more details on how to use the terminal software, please
refer to the instruction manual attached to each software
program.

Connect the console port to your PC

Connect the console port of the product to the serial port of
your PC with a cross type serial cable.

Console port

@ Tip
One of the connectors attached to the serial cable must be 9-pin

D-sub male (to fit the product port), and the other connector must
match the port type of your PC.

Check the console port number

Check the COM port number to which the serial port of
your PC is assigned.

1 From the “Start” menu, click “My Computer”.

On the left of the “My Computer” screen, click
“View system information” in the “System
Tasks” field.

The “System Properties” screen appears.

3 Click the “Hardware” tab.

4 Click “Device Manager”.

The “Device Manager” screen appears.

Expand “Ports (COM & LPT)” and check the
“Communication Port Number” (COMXx).

5, Device Manager (=169
Eie  Action  View Help

- = 5E& 2 =RBa
=]

Normally, “COM1” is assigned.

Close the “Device Manager” screen and the
“System Properties” screen.
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Changing the prOdUCt Settings (Continued from the previous page)

Specify the console port to connect

From the PC connected to the console port, log in the
product using a terminal software program, and send console
commands to configure settings. The following explains an
example using Windows XP and Hyper Terminal.

You should fully understand the behavior of a console command
before using it. After configuring a setting in “Basic configuration
page”, if you change the setting with a console command, an
unintended operation may be resulted. Be sure to check whether
the command behaves as you intended after changing the setting.

@ Tip
Please refer to “Command reference” (included in the attached
CD-ROM) for more details on console commands.

1 From the “Start” menu, click “All Programs”
- “Accessories” - “Communications” - “Hyper
Terminal”.

The “Connect To” screen appears.

2 Type a connection name into the “Name”field,
and click “OK”.

You can specify a desired connection name.

3 After selecting the serial port number confirmed
in the previous page, click “OK”.

Connect To |z| ‘Xl

% RT<810

Enter details for the phone number that you want to dial

Countipfregion: Japan [21]

Area code: 053

Copnect using e

The “COMXx properties” screen appears.
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Change the communication settings to the
following values:

COM1 Properties |1||£|
Part Settings
Flow contral: | Xon / Xoff s
Restore Defaults
L 0K, ] [ Cancel ] [ Apply ]

® Bits per second: 9600

® Data bits: 8

® Parity: None

® Stop bits: 1

® Flow control: Xon/Xoff

5 Click “OK”.

The Hyper Terminal screen appears.

‘& RTXB10 - HyperTerminal [B=E
Flo Edt Vew Cal Tronsfer Help

D =3 DB &

RTRS10 FlashROW Tahle Uer. 1.90
> Rev.11.81.15 (Tue fpr 2 14:31:48 2613)
. ! :

hts Reserved.

d Technology. HOKURIK

Connected 0:00:37 Auto detect | 9600 8-h-1 SCROLL | CAPS | Num | Capture | Print echo

The subsequent procedure is the same as step 3 of
“Connect with TELNET” (page 118).



Using an external memory
device

You can load a configuration file stored in a commercially-
available external memory device (USB memory stick or
microSD card) to the product to change settings. This is
convenient when you want to change the settings of multiple
units of the product.

CED

® External memory devices used for the product must be
formatted in FAT or FAT32.

® You cannot use a USB hub to connect two or more USB
memory sticks or other external memory devices to the
product.

® Some types of USB extension cables may not be able to work
normally. Use the USB memory stick by inserting it directly
into the USB port of the product.

® Do not remove the external memory device while the USB
lamp or microSD lamp of the product is lit up or flashing.
Doing so may damage data in the external device. Before
removing the external device, hold down the USB button or
microSD button for two seconds and make sure that the USB
lamp or microSD lamp has gone off.

Change settings so that the
configuration file in the external
memory device can be loaded to the
product

In the “Startup via external memory” field on the “Configure
external device” screen, select “do not allow”. Also in the
“Configuration file name” field, specify the name of the
configuration file to be copied to the product.

Configure configuration and firmware files

ut before detecting extemal memory (1 - 30second)

Startup via external memory

Use button to copy files

Esternal memoryl  All external memory ~
File namel Configrtfg (re)

Configuration file name. External memory2  All external memory ~

(optional)

(optional)

File name2  config.txt

Extemal memory Al extemal memory +
Firmsrare file name —————— ——
Filename 1tx810_en.bin

© donotuse

To open the “Configure external device” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure external device”

Press the button on the product front
panel to load a configuration file

1 Prepare an external memory device storing
a configuration file.

Specify the same file name as that specified in the
“Configuration file name” field on the “Configure

external device” screen.

2 Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

3 While holding down the USB button or
microSD button, hold down the DOWNLOAD
button for three seconds.

The configuration file prepared in step 1 is loaded to
the product. After the file has been loaded, the product
restarts automatically. After the restart, the product
operates using settings of the loaded configuration file.

If“allow” is selected in the “Startup via external memory”
field on the “Configure external device” screen, the product
starts by using the configuration file in the external memory
device. In this case, do not remove the external device.

@ Tip
Ifa firmware file having the name specified in the “Firmware
file name” field on the “Configure external device” screen is

included in the external memory device, the firmware file
begins to be copied to the product continuously.

4 Hold down the USB button or microSD button
for two seconds.

The USB lamp or microSD lamp of the product goes
off.
5 Remove the external memory device.

If loading the configuration file from the external device fails,
check “Unable to use USB device” (page 160).
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Changing the pl'OdUCt Settings (Continued from the previous page)

Load a configuration file included in an
external memory device from “Basic
configuration page”

1
2

Prepare an external memory device storing
a configuration file.

Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

In the “Source file name to copy” field on
the “Copy configuration and firmware files”
screen, specify the file name you want to
load from the external memory device to the
product.

5 Help
Advanced settings Copy configuration and firmware files b
op] > [Advanced 1> [Cops

Copy firmware file

Source il name tocopy  USB memory + ()

Execute copy

) (e

To open the “Copy configuration and

firmware files” screen

From “Basic configuration page”, click the buttons on

the setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Copy configuration and firmware
files”

In the “Copied file name”field, select “Internal
non-volatile memory” and specify a config
number.

Q@ Tip

If you specify another external memory device instead

of “Internal non-volatile memory”, you can copy the
configuration file to the external device using the product.
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G
6

8

Click “Execute”.

A confirmation screen appears.

Click “Execute”.

The configuration file prepared in step 1 is loaded to the
product. After the configuration file has been loaded,
the product restarts automatically.

After the restart, the product operates using settings of
the loaded configuration file.

| Note J

If ““allow” is selected in the “Startup via external memory”
field on the “Configure external device” screen, the product
starts by using the configuration file in the external memory

device. In this case, do not remove the external device.

Hold down the USB button or microSD button
for two seconds.

The USB lamp or microSD lamp of the product goes
off.

Remove the external memory device.

If loading the configuration file from the external device fails,
see “Unable to use USB device” (page 152).



Operating the product using
a configuration file in an
external memory device

You can operate the product using a configuration file stored
in a commercially-available external memory device (USB
memory stick or microSD card). This is convenient when
you want to store a configuration file for emergency in
an external device and use it only on an as-needed basis,
without changing the configuration file in the product.

Change settings so that the product
can be started by using a configuration
file in an external device

In the “Startup via external memory” field on the “Configure
external device” screen, select “allow”.

Configure configuration and firmware files

©allow
Timeout before detecting extemal memory (1 - 30second)

Startup via external memory .

Use button to copy files

c i All extemal memory ~
File name2  config txt (Caier) optionaty
Password (optional)
© donotuse
S
Extemal memory Al extemal memory ~
Firmware file name (o
Filename tx810_en.bin

© donotuse

To open the “Configure external device” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure external device”

Start the product using a configuration
file in an external device

1 Prepare an external memory device storing
a configuration file.

Specify the same file name as that specified in the
“Configuration file name” field on the “Configure

external device” screen.

2 Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

3 Restart the product.

After the restart, the product automatically loads the
configuration file specified in step 1.

@ Tip

The content of the configuration file stored in the product
is not overwritten. However, if you change a setting
after the restart, the changed setting is overwritten to the
configuration file stored in the product.

If loading the configuration file from the external device fails,
see “Unable to use USB device” (page 152).
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Changing the buzzer settings

The product includes a buzzer, and
it is set to sound in the following cases by factory default:
® When the status of a USB device changes

® When the status of a microSD device changes

You can change the buzzer settings on the “Configure
machine” screen.

e
Advanced settings Configure machine

[Top] > [Advanced scttings] > [Configure machine]

Configure date and time

Change to the following date and time setting
Manual configuration 2013 year ¥ month 24 day 01  hour

07 minute 22 second

Contact NTP server

Auto adjustment via NTP server  day- not use -0, 8

Configure buzzer

Notify buzzer

Notify with buzzer the USB device status
Buzzer alert status

¥ Notty with buzzer the micto SD devie status

‘Submit
Return to top

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure machine” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure machine(Date/Time,

buzzer)”
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Checking the communication status
with the STATUS lamp

If the keep alive function is set to valid in each connection
setting, you can check whether communication with any
connected equipment is active or not only by glancing the
STATUS lamp of the product.

STATUS lamp

This is convenient as you can check the communication

status without viewing the top page of the “Basic

configuration page”.

@ Tip

® When you configure a provider connection or VPN connection
(IPsec, L2TP/IPsec, PPTP LAN-to-LAN connection, or
IPIP tunnel) from “Basic configuration page”, the keep alive
function is set to “Valid” on the initial setup screen.

® To check whether the keep alive function is set to valid or not,
view the setup screen of each connection.

Advanced settings Register provider

[Top] > [Advanced settings] > [Detailed b tting] > [Regi i
Configure providers using the following interface. (Terminal broadband connection over PPPoE)

« PP[01]Interface

Modify the input or selected items of each cohimn. After checking them press the [Submit] brton
‘Basic matters

Register provider

Configuration name (optional) PPPOE

UserID i nejp

Conneet password

PPPGE related configuration

© Auto
© Designation

(ine connection) * essseces

TU designation (1250~ 1492Byte)

Keep alive function use

Example of setup screen for the “Terminal broadband
connection over PPPoE” connection

When the STATUS lamp
lights up

In a connection setting where the keep alive function is set
to valid, communication with any connected equipment
is inactive.

e The keep alive function takes time to detect an inactive state
of communication. Accordingly, communication with a
connected equipment may not be available even when the
STATUS lamp does not light up.

® The STATUS lamp also lights up when you update the
firmware revision using the DOWNLOAD button. For
information about behavior of the product when you upgrade
the firmware using the DOWNLOAD button, please refer to
“Upgrading the firmware using the DOWNLOAD button”

(page 128).

When the problem is resolved
The STATUS lamp goes off.
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Using the latest function (Revision up)

From the Internet, you can download the program (firmware)
managing the product functions to use the latest functions
(Firmware upgrade or revision up).

® When you have started a firmware upgrade process, be
sure not to perform any other operations until the process is
completed and the product restarts. Doing so stops the upgrade
process and the product may become inoperable. Should this
occur, please contact your retailer.

® During the firmware upgrade process, lamps on the front panel
other than the POWER lamp flash in turn.

® All communications are disconnected during the upgrade
process.

® Be sure not to remove cables during the upgrade process.
Doing so may cause the product to be inoperable. Should this
occur, please contact your retailer.

® In the “Execute revision up” screen of “Basic configuration
page”, the firmware can be upgraded only to a formally-
released revision. When using “Basic configuration page”,
you cannot upgrade the firmware to a beta version for which
Yamaha does not formally assure normal operation.

@ Tip

If you change the “Allow for revision down” setting to “allow”

on the “Execute revision up” screen of “Basic configuration

page”, you can downgrade the firmware to an older version

(Revision down). Please refer to the Help on the “Execute

revision up” screen for more information.
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Upgrading the firmware
using the DOWNLOAD
button

If “Revision up” option is selected on the “Configure
DOWNLOAD button” screen, the firmware can be
upgraded simply by holding down the DOWNLOAD
button on the product front panel for three seconds.

DOWNLOAD button

Before upgrading the firmware, confirm “Concerning software
license contracts when using the DOWNLOAD button” (page 10).

While upgrading the firmware using the DOWNLOAD button,
you can check the status of the process with the product lamps.
When a firmware upgrade process has begun after downloading
the firmware, lamps on the front panel other than the POWER
lamp flash in turn.



Permit upgrading the firmware using
the DOWNLOAD button

Use the “Configure DOWNLOAD button” screen.

Advanced settings

[Top] > [Advanced settings] > Configure DOWNLOAD button

DOWNLOAD button functions

ion up

© Obtain radio reception level

Submit
Return to top

Ifyou want to upgrade the firmware using the DOWNLOAD
button, select “Revision up”.

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Configure DOWNLOAD button”

screen

From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure DOWNLOAD button”

Upgrade the firmware by pressing the
DOWNLOAD button

You can hold down the DOWNLOAD button for three
seconds to find a new revision of firmware. If a new revision
of firmware is found, it is automatically download to
upgrade the existing firmware.

If downloading the firmware or upgrading the existing firmware
fails, see “The DOWNLOAD button does not function” (page 151).

When the firmware has been upgraded
The product restarts.

Upgrading the firmware in
“Basic configuration page”

Use the “Execute revision up” screen.

Advanced settings Execute revision up

[Top] > [Advanced settings] > [Execute revision up]

Rev.11.01.15 Tue Apr 2 14:31:48 2013

© Yamaha website
URL to download © other

©allow © donot allow

R

You can click “Execute” to find a new revision of firmware.
If anew revision of firmware is found, the revision number
is displayed on the screen together with the revision number
of the existing firmware. In this state, click “Execute” again
to download the new firmware and automatically upgrade
the existing firmware.

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

¢ Tip

If you change the “Allow for revision down” setting to “allow”

on the “Execute revision up” screen, you can downgrade the
firmware to an older version (Revision down).

To open the “Execute revision up” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Execute revision up” screen

When the firmware has been upgraded
The product restarts.
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Using the latest function (Revision up)

(Continued from the previous page)

Upgrading the firmware
from an external memory
device

You can load a firmware stored in a commercially-available
external memory device (USB memory stick or microSD
card) to the product to upgrade the existing firmware. This
is convenient when you want to manage firmware versions
or change the firmwares of multiple units of the product.

CED

e External memory devices used for the product must be
formatted in FAT or FAT32.

® You cannot use a USB hub to connect two or more USB
memory sticks or other external memory devices to the
product.

® Some types of USB extension cables may not be able to work
normally. Use the USB memory stick by inserting it directly
into the USB port of the product.

® Do not remove the external memory device while the USB lamp
or microSD lamp of the product is lit up or flashing. Doing so may
damage data in the external device. Before removing the external
device, hold down the USB button or microSD button for two
seconds and make sure that the USB lamp or microSD lamp has
gone off.

Change settings so that the firmware
can be upgraded from an external
memory device

In the “Startup via external memory” field on the “Configure
external device” screen, select “do not allow”. Also in the

“Firmware file name” field, specify the file name of the
firmware to be used for upgrading.

Configure configuration and firmware files

efore detecting extemal memory (1 - 30second)
Startup via external memory € e )

nstmenoryt Al xtemal memary +

Flemamel confgtly
C i All external memory +
comfigt (et copionap)

(optional)

Extermalmemory Al exte
x810_en bin

To open the “Configure external device” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure external device”
130

Upgrade the firmware by pressing the
button on the product front panel

1 Prepare an external memory device containing
firmware.

Specify the same file name as that specified in the
“Firmware file name” field on the “Configure external

device” screen.

2 Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

3 While holding down the USB button or
microSD button, hold down the DOWNLOAD
button for three seconds.

The firmware prepared in step 1 is loaded to the
product. After the firmware has been loaded, the
firmware upgrade process begins.

After the upgrade process has been completed, the
product restarts automatically.

If““allow” is selected in the “Startup via external memory”
field on the “Configure external device” screen, the product
starts by using the firmware in the external memory device.
In this case, do not remove the external device.

@ Tip
If a configuration file having the name specified in the
“Configuration file name” field on the “Configure external
device” screen is included in the external memory device,
the configuration file begins to be copied prior to the
firmware.

4 Hold down the USB button or microSD button
for two seconds.

The USB lamp or microSD lamp of the product goes
off.
5 Remove the external memory device.

If upgrading the firmware from the external device fails, see
“Unable to use USB device” (page 152).



Upgrade the firmware from “Basic 5 Click “Execute”.
configuration page” using a firmware

. . The firmware prepared in step 1 is loaded to the
in the external memory device prep P

product. After the firmware has been loaded, the
Prepare an external memory device containing upgrade process begins.
firmware. After the upgrade process has been completed, the
product restarts automatically.

If“allow” is selected in the “Startup via external memory’
field on the “Configure external device” screen, the product

Insert the external device into the USB port
or microSD slot of the product.

i

The USB lamp or microSD lamp of the product lights . i .
starts by using the firmware in the external memory device.

In this case, do not remove the external device.

In the “Source file name to copy” field on 6 Hold down the USB button or microSD button
the “Copy configuration and firmware files” for two seconds.

screen, specify the firmware file name you
want to load from the external memory device
to the product.

up or flashes.

The USB lamp or microSD lamp of the product goes
off.

7 Remove the external memory device.

™ how |
Advanced settings Copy configuration and firmware files

[Top] > [Advanced settings] > [Copy

If upgrading the firmware from the external device fails, see

Copy configuration file

© USB memay = “Unable to use USB device” (page 152).
Source file name to copy B

©) Intemal non-volatile memory CONAg) ¥

© USB memory ~
Copied e mame B

©) Intemal non-volatile memory configd ~

MExccute |

Execute copy Execute

Copy firmware file

Source file name tocopy  USB memory = Reter

Execute copy Execute

To open the “Copy configuration and

firmware files” screen

From “Basic configuration page”, click the buttons on

the setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Copy configuration and firmware
files”

4 Click “Execute”.

A confirmation screen appears.
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Using the latest function (Revision up)

(Continued from the previous page)

Operating the product using
a firmware in an external
memory device

You can operate the product using a firmware stored in
a commercially-available external memory device (USB
memory stick or microSD card). This is convenient when
you want to store a firmware for emergency or trial use in
an external device and use it only on an as-needed basis,
without upgrading the firmware in the product.

Change settings so that the product
can be started by using a firmware file
in an external device

In the “Startup via external memory” field on the “Configure
external device” screen, select “allow”.

Configure configuration and firmware files

Startup via external memory

(Cesie) coptonan

(optional)

Extemal memory Al extemal memory ~
Firmware file name (o
Filename 1tx810_en bin

© donotuse

To open the “Configure external device” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure external device”
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Start the product using a firmware in
an external memory device

1 Prepare an external memory device containing
firmware.

Specify the same file name as that specified in the
“Firmware file name” field on the “Configure external

device” screen.

2 Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

3 Restart the product.

After the restart, the product automatically loads the
firmware specified in step 1.

g Tip

The firmware stored in the product is not overwritten.

If loading the firmware file from the external device fails, see
“Unable to use USB device” (page 152).



Checking the configuration information
and log of the product

Checking configuration
information of the product

Information required for connecting with the provider, and

various types of configuration information are managed as

a single configuration file (config) inside the product. It is

convenient to save the configuration file to your PC because

you can use it as the backup of settings or edit it with the PC.

Furthermore, when you contact our support, being familiar

with the content of the configuration file may help solve the

problem at an early stage.

1 From the top page of “Basic configuration
page”, click “Advanced settings”, then
click “Execute” of “Generate report on all
configurations of product”.

All of the configuration information of the product is
displayed on the “Generate report on all configurations

of product” screen.

Generate report on all configurations of
Advanced settings Iproduct Help
(View in text format) —

[Top] > [Advanced settings] >

RTX810 (en) Rev.11.01.15 (Tue Apr 2 14:31:48 2013)
MAC Address : 00:a0:de:82:d:bl, 00:a0:de:82:d8:b2
Memory 128Mpytes, 2LAN
main: RTX810 ver=00
MAC-Address=00:a0:de:82:d8:b2

+ Reporting Date: Apr 24 07:08:12 2013

# If you want to clear ALL configuration to default,
# zemove “#' of next line.

#clear configuration

+
# System configuration
¢

Copy the displayed configuration information,
and paste it to notepad or other software to
save it.

@ Tip

If you want to transfer the configuration file edited in your PC

to the product, copy the content of the configuration file in text

format to the clip board in advance, and then paste it to the
“Execute command” screen (page 120).

Checking the product log

The history of the product operation is managed as a log file
(Syslog). Checking the history of the product operation from
the log file may give you a clue to solve a network problem.

@ Tip

There are several steps in the method of saving the log file.
Please refer to “Command reference” (included in the attached
CD-ROM) for more information.

1 From the top page of “Basic configuration
page”, click “Advanced settings”, then click
“Execute” of “Generate report on syslog of
product”.

The product log is displayed on the “Generate report
on syslog of product” screen.

Advanced settings Generate report on syslog of product

[Top] > [Advanced 1>

Configure Syslog

7 Debugging mode

[¥1Info mode

[ Notice mode

Syslog host address

View Syslog (

was enapiea.

Fa11 Duplex)

) Rev.11.01.15 (Tue Apr 2 14:31:48 2013)
o

e Apr 2 14:31:48 2013) starcs
21-53K035141 MAC-

n was enabled.

€v.11.01.15 (Tue Apr 2 14:31:48 2013) starcs
RIX810 ver=00 serial=SSKO35141 MAC-

Copy the displayed log, and paste it to notepad
or other software to save it.
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Checking the configuration information and log of the
product (Continued from the previous page)

Saving the configuration

nformation and log to an

external memory device

You can save the configuration information and log of

the product to a commercially-available external memory

device (USB memory stick or microSD card). Compared

with backup via a PC, information required for operation
and management can be collected more easily.

External memory devices used for the product must be
formatted in FAT or FAT32.

You cannot use a USB hub to connect two or more USB
memory sticks or other external memory devices to the
product.

Some types of USB extension cables may not be able to work
normally. Use the USB memory stick by inserting it directly
into the USB port of the product.

Do not remove the external memory device while the USB
lamp or microSD lamp of the product is lit up or flashing.
Doing so may damage data in the external device. Before
removing the external device, hold down the USB button or
microSD button for two seconds and make sure that the USB
lamp or microSD lamp has gone off.
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Save the configuration information
of the product to an external memory
device

1 Insert the external device into the USB port
or microSD slot of the product.

The USB lamp or microSD lamp of the product lights
up or flashes.

2 In the “Source file name to copy” field on
the “Copy configuration and firmware files”
screen, select “Internal non-volatile memory”
and specify a config number.

a Help
Advanced settings Copy configuration and firmware files S
"

[Top] > [Advanced settings] > [Cop:

Copy configuration file

© USB memory ~
Source file name to copy

© Intemal non-volatile memery configd ~

© USB memory ~
Copied file name

© Internal non-volatile memory configd ~
F—

Copy firmware file

Source filenametocopy  USB memory ~ Reter
Execute copy Execute

To open the “Copy configuration and

firmware files” screen

From “Basic configuration page”, click the buttons on

the setup screen in the following order:

P “Advanced settings” in the top page

P “Execute” of “Copy configuration and firmware
files”

3 In the “Copied file name”field, enter a file name
used to save the configuration information of
the product to the external memory device.

4 Click “Execute”.

A confirmation screen appears.



5 Click “Execute”.

The configuration file of the product is written to the
external device.

@ Tip

You can encrypt the configuration file by selecting the
“Encrypt the file” checkbox (The password entered on this

screen will be required to load the encrypted configuration
file.).

6 Hold down the USB button or microSD button
for two seconds.

The USB lamp or microSD lamp of the product goes
off.
7 Remove the external memory device.

If saving of the configuration file to the external device fails, see

“Unable to use USB device” (page 152).

Save the product log to an external
memory device

1 Insert the external device into the USB port

or microSD slot of the product.

The USB lamp or microSD lamp of the product lights

up or flashes.

In the “Save Syslog” field on the “Configure
external device” screen, select “start” and
enter the log file name.

Save administration information

© start
Extemal memory  USB memory ~
Fie name
v
Save Syslog slgorthm © AES12S ©) AES256
Pas

Masimum file size (1-1024) 10 Mbyte
Number of files to be backed up (1-100) 10
© teminate

To open the “Configure external device”
screen

From “Basic configuration page”, click the buttons on
the setup screen in the following order:

P “Advanced settings” in the top page

P “Configure” of “Configure external device”

@ Tip

You can encrypt the log by selecting the “encrypt” checkbox

(The password entered on this screen will be required to
load the encrypted log.).

Click “Submit”.

The product log is written to the external device.
Subsequently, the product log continues to be written
to the external memory until you stop saving the log.
Please refer to “Notes on the log to be saved” (page 136)
for more details on the capacity and other information

related to the log to be written.
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Checking the configuration information and log of the
product (Continued from the previous page)

4 To stop saving the log, select “terminate”in the
“Save Syslog” field on the “Configure external
device” screen, and click “Submit”.

5 Hold down the USB button or microSD button
for two seconds.

The USB lamp or microSD lamp of the product goes
off.

6 Remove the external memory device.

® Thelogisnotrecorded immediately after the start, immediately
after inserting a USB memory stick, and right before removing
the USB memory stick.

® The log cannot be written to the USB memory stick until it
is ready to be written.

® [fsaving of the log to the external device fails, see “Unable
to use USB device” (page 152).
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Notes on the log to be saved

When you start saving the log, the following log files are
generated in the USB memory stick or microSD card.

o A file to which the log is currently written: The file name
is the same as that specified in the “Save administration
information” field on the “Configure external device”
screen.

® A backup file generated for each certain size: The file
name is generated by adding saved date/time to the above

file name.

Restriction of backup file

If the number of backup files has reached the defined upper
limit, or the memory in the external memory device is full,
the oldest backup file is deleted.

If the external memory device does not have sufficient free
space, the defined log file size or number of backup files
may be different from that actually generated.



Customizing the operation according to
your environment (Lua script/Custom GUI)

The product operation can be arranged to better fit your
environment by using the Lua script or custom GUI
function.

Lua scripts

You can run Lua scripts in the product. Embedding APIs
unique to Yamaha routers into Lua scripts enables you
to change settings or program actions according to the
product status.

Example of script:

® Automatically configure settings from the config program
settings.

® [ftransmission to a specific address fails, send e-mail to
the administrator.

o [fthe tunnel is not available, change the route.

Please refer to the following URL for more details on Lua
scripts available for the product:
http://www.yamaha.com/products/en/network/

Language specifications

Please refer to the following URL for information about
specifications of Lua language implemented by Yamaha.

Grammar of Lua language:
http://www.yamaha.com/products/en/network/

Library functions:
http://www.yamaha.com/products/en/network/

Lua tutorial (for programming beginners):
http://www.yamaha.com/products/en/network/

External memory devices and the internal non-volatile memory
must be used only for the purpose of saving script files to be
executed. Frequent writing to those device consumes them
earlier. Please note that, if the internal non-volatile memory fails

because of excessively frequent writing operation, in-warran

repair will not apply even within warranty period.

@ Tip

® Please refer to http://www.lua.org/ for more details on Lua
scripts. For more details on the specifications of the original
Lua language, please refer to the Lua 5.1 Reference Manual
(http://www.lua.org/manual/5.1/).

® The APIs unique to Yamaha routers are published in the
following URL (New APIs will be added as needed):
http://www.yamaha.com/products/en/network/
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Customizing the operation according to your environment
(Lua Script/Custom GU') (Continued from the previous page)

Custom GUI

You can design original GUIs (user interfaces supporting
your web browser) for configuring the product settings, and
embed them into the browser (Custom GUI).

® Asthe product prepares the interface used for transferring
settings from the host via HTTP, you can create GUIs
using JavaScript.

¢ Embedding multiple custom GUIs enables you to switch
screens according to the login user.

e This is convenient because you can control the rights
to access to the product, and also use the restriction of
access to functions by changing GUIs.

® Please refer to the following URL for more details on
how to specify custom GUIs:
http://www.yamaha.com/products/en/network/
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When a problem is suspected

Refer to the individual pages that explain for each symptom.

¢ Q1: Lamps are off (page 140)

* Q2: Setting failed with the “Basic configuration page”
(page 142)

* Q3:Internet connection cannot be established (page
144)

e Q4: VPN communication cannot be established
(page 146)

e Q5:The DOWNLOAD button does not function (page
151)

e Q6: Unable to use USB device (page 152)

e Q7: Other problems (page 154)
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Symptom

Lamps are all off.

1 Lamps are off

Cause

STANDBY.

The POWER switch is in

Remedy
Turn on the POWER switch.

The power cord is not plugged into

an electrical outlet.

If the power cord is not plugged, plug it
correctly.

The main breaker or individual

breaker is thrown.

e [f the breaker is “OUT”, turn it “IN”.
e [f the breaker is “IN”, turn it “OUT”, and
then turn “IN” again.

The power is out.

When the power is out, wait for service to
be restored.

No power is supplied to the

electrical outlet.

(Other electrical appliances do not

function either.)

e |f other appliances do not function either,
ask for repair of the electrical outlet or
electrical wiring.

o |f other appliances function, ask for repair
of the product.

The LAN lamp does
not light up.

is off.

The hub or PC is not powered on.
Although the device is connected
to the LAN1 port correcily, the
LAN1 lamp of the product will not
light up unless the device power

Power on the device connected to the
product.

The device is not connected

correctly.

Disconnect the connectors from the product,
PC and hub, and reconnect them until the
connector clicks.

The LAN cable is not used.

The ISDN cable is used. (Attention
is needed as the shape of the
connector is exactly the same.)

Use the LAN cable.

The LAN (network) card of the PC
does not function correctly, or the
connection mode does not match
with that of the product.

® Check that the LAN board (card) of the
PC is installed correctly, and it functions
correctly.

® Check if the communication speed and
connection (duplex) mode of the LAN
board (card) of the PC matches with those
of the product.

The cable is disconnected.

Replace with another LAN cable.
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Symptom
The WAN lamp does
not light up.

Cause

The ADSL modem, cable modem,
or ONU is not powered on.

Remedy

Power on.

The product is not correctly
connected to the ADSL modem,
cable modem, or ONU.

Disconnect the WAN port of the product,
and the cables of the ADSL modem, cable
modem and ONU, and reconnect until the
connector clicks.

The correct cable is not used.

Use the same cable type that is used for
connection of the ADSL modem, cable
modem or ONU with the PC.
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Setting failed with the
“Basic configuration page”

(12

Symptom

Unable to display the
“Basic configuration
page”.

Cause

The product does not recognize
the PC. (The LAN lamp does not

light up.)

Remedy

Troubleshoot according to the explanation
of “The LAN lamp does notlight up”” (page 140)

The network setting of the PC
is inappropriate. (Other PCs and
network printers on the LAN do
not function either.)

® Try again to set the LAN board and LAN
card settings, and restart the PC.
® Reacquire the IP address.

The product malfunctions.

Restore the product to the default state, and
retry the setting (page 159).

The IP address of the product
has been changed.

® Access the IP address specified for the
product “http://(IP address of the product)/”.

e Restart all PCs connected to the product
and the LAN. If the PCs cannot be restarted
or powered off, connect only one PC to the
product, disconnect all other LAN cables,
and then power on the product and the PC.

e Check that the IP address of the PC
matches with the network address of
the product, and also it does not conflict
with the IP address of another device. If
anything is wrong, change the IP address
to an appropriate one.

The URL of the product is
inappropriate.

When the product is used for the first time,
or after it has been restored to the factory
default, access “http://192.168.100.1”.

LAN is not specified for the
connection path setting of the
Web browser of the PC.

In case of the Windows version of Internet
Explorer, if the dialup connection is enabled
in “Internet Options” - “Connection” tab, you
cannot access the “Basic configuration page”.

Therefore, select “Never dial a connection”.

Proxy server is used in the Web
browser of the PC.

If the proxy setting is incorrect, the “Basic
configuration page” cannot be displayed.
Check the proxy setting.
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Symptom

Unable to display the
“Basic configuration
page”. (Continued
from the previous
page)

Cause

The PC is controlled remotely via
Web browser.

Remedy

® |f the access restriction function through
IP address is enabled, when an access is
attempted from an unauthorized host, the
message
“Error 503 This server is available to
members only. I'm sorry, your host is
not member.” is displayed. To remotely
control the PC, change the setting of
“Hosts permitted to use HTTP” (page 100).

The “Basic
configuration page”
does not appear
after entering the
password.

The password is not correct.
(The password error is displayed.)

e For password, the system distinguishes
between single-byte and double-byte
characters and between upper and lower
cases. Always enter the password using
single-byte characters and be aware of
case sensitivity.

e |f authentication information (user name,
password) remains in the Web browser,
such information will be sent and an
error may result. Delete the user name
before entering the password, or close
the Web browser and reopen the “Basic
configuration page”.

The login password was entered.
(The administration password
should be used here.)

If password has been set, enter the
administration password.

The setting is
returned to the
original state.

You did not click “Submit” after
configuration.

If you have changed the setting in the “Basic
configuration page”, you must click “Submit”
to save the setting. If you fail to click “Submit”
but click “Return to top” or close the window,
the setting will not be saved.

You have entered an invalid
value or one that is outside the
allowable range.

Enter a correct value.

The password
cannot be saved in
the Web browser
when opening the
“Basic configuration
page”.

The “User name”field is empty in
the screen prompting you to enter
the user name and password.

Some Web browsers require user name
entry to save password. In this case, enter
an arbitrary character string.
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Internet connection cannot be
established

Symptom
Broadband
connection cannot
be established.

Cause

The product does not recognize
the broadband line. (The WAN
lamp does not light up.)

Remedy

Troubleshoot according to the explanation of
“The WAN lamp does notlightup.” (page 141)

The user ID or password is not
correct.

Refer to the setup document supplied by the
provider, and enter the required information
correctly.

The homepage is
not displayed or the
display speed is
slow.

The DNS server address specified
by the provider is not correct.

® Check whether the DNS server address
is specified in the provider connection
setting.

® Enterthe IP address of the product in the
DNS server address setting of each PC,
and restart the PC.

® The Web server or DNS server may be
overloaded or suspended. Re-attempt
access after a while.

The filtering function of the product
is enabled.

If the IP address given by the provider is a
private address, and the security filter such
as Firewall is applied, change the security
level to 2, 4 or 6 (page 96).

There is a problem with line type.
(PPPoE method ADSL connection
only)

Depending on the type of ADSL line, with
the standard setting, you cannot receive
some kind of homepage data or the data
reception rate is very slow.

Disconnect the connection, and in the
“Basic configuration page”, click “Advanced
settings” - “Detailed basic connection
setting”. In the “Register/modify provider”
screen, enter 1454 for MTU, enter other
values, and then reconnect.

The IP address given by the
provider conflicts with the IP
address specified for the product.

In the “Basic configuration page” - “Configure
LAN” screen, change the IP address of the
product so as not to conflict with the IP
address given by the provider (page 29). In
this case, the Firewall function of the product
must be applied again.
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Symptom
The homepage is
not displayed or
the display speed
is slow. (Continued
from the previous

page)

Cause

The network setting of the PC is
inappropriate.

Remedy

® Try again to set the LAN board and LAN
card settings, and restart the PC.
® Reacquire the IP address.

The line, provider, or the Web
server is overloaded.

Transmission rate is very slow in some time
zones. If the rate remains very slow for a
long period of time compared to the line
speed, contact your carrier or provider.
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VPN communication cannot be
established

Symptom

In the top page of the
“Basic configuration
page”, the message
“Communicating”

is not displayed for
the IPsec tunnel
connection.

Cause

Internet connection cannot be
established.

Remedy

® Check whether the setting for Internet
connection has been configured.

® Troubleshoot according to the explanation
of “Q3 Internet connection cannot be
established” (page 144).

Communication cannot be
established with the destination
of IPsec connection.

Execute the ping command to the destination
IP address of IPsec, and check whether
a response is returned. If no response is
returned, check whether communication is
enabled in the destination device.

VPN communication
cannot be
established through
IPsec connection.

IPsec connection is not
established.

® Check whether the same pre-shared key
as the IPsec connection destination is
specified.

® Check whether the correct IP address and
correct name are specified in the method
used to identify the destination.

® Check whether the same authentication
algorithm and encryption algorithm as
the IPsec connection destination are
specified.

Incorrect routing information has
been configured.

Configure the correct destination LAN
network address for the routing information.

The setting is not correct in the PC
connected to the destination LAN.

® Check the setting of the application
software used for communication.

o |f the Firewall function is enabled in the
PC, change the Firewall setting so as not
to block packets used for communication.
In Windows 7, on the screen that appears
by clicking “Start” - “Help and Support”,
enter “Firewall” in the search field, and
carry out a search. Relevant information
is displayed. Troubleshoot according to
the instruction.

The VPN
communication of
the IPsec connection
is slow.

The Internet connection is slow.

Troubleshoot according to the explanation
of “Q3 Internet connection cannot be
established” (page 144).

L2TP/IPsec cannot
be configured for the
terminal.

The terminal does not support
L2TP/IPsec.

Prepare a terminal that supports L2TP/
IPsec. For the configuration procedure, refer
to the manual of the terminal.
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Symptom
L2TP/IPsec
connection or VPN
connection cannot
be established.

Cause

The service of L2TP/IPsec is not
enabled.

Remedy

Enable the service of L2TP/IPsec (Configure
as “I2tp service on”.).

The IPsec setting is not correct.

® Check if the pre-shared key of IPsec is
correct.

® Check the type of tunnel interface (tunnel
encapsulation 12tp).

The PPP setting is not correct.

® Checkifthe ID and password for the PPP
authentication are correct.

® Check that the tunnel interface is bound
in the PP interface (pp bind tunnel1).

The terminal setting is not correct.

® Check if the destination address and the
host name are correct.

® Check if the pre-shared key of IPsec is
correct.

® Check if the user ID and password for
PPP authentication are correct. If user ID
or password is not correct, change to the
correct one.

® For the configuration of the terminal, refer
to the manual of the terminal.

Communication with the
destination cannot be established.

Execute the ping command to the destination
IP address, and check whether a response
is returned.

If no response is returned, check whether
communication is enabled in the destination
device.

L2TP/IPsec
connection is
disconnected
immediately.

The signal quality of the terminal
is poor.

Check the signal quality of the terminal, and
move to a place where signal quality is good.

The disconnection timer of L2TP/
IPsec is set.

Set the disconnection timer of L2TP/IPsec
to an appropriate time.

The keep alive setting of L2TP/
IPsec is inappropriate.

Set the interval and count of the keep alive
of L2TP/IPsec to an appropriate value.

In places with poor signal quality, the
response of keep alive may be lost
temporarily.
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VPN communication cannot be established

(Continued from the previous page)

Q

Symptom
Communication
with the terminal
located within the
VPN destination
network cannot be
established.

Cause

IP address has not been acquired.

Remedy

Check on the terminal whether the IP
address used in the VPN destination is
acquired.

For the confirmation procedure of IP
address, refer to the manual of the terminal.

Incorrect routing information has
been configured.

Configure the correct destination LAN
network address for the routing information.

Proxy ARP setting is absent.

Run the proxy ARP in the VPN destination
LAN (ip lan1 proxyarp on).

In the top page of the
“Basic configuration
page”, the message
“Communicating”

is not displayed for
the PPTP tunnel
connection.

A private IP address is assigned
by the provider.

You cannot use the PPTP-related functions
in the environment where no global IP is
assigned to the product.

Internet connection cannot be
established.

® Check whether the setting for Internet
connection has been configured.

® Troubleshoot according to the explanation
of “Q3 Internet connection cannot be
established” (page 144).

Communication cannot be
established with the destination
of PPTP connection.

Execute the ping command to the destination
IP address of PPTP, and check whether a
response is returned.

If no response is returned, check whether
communication is enabled in the destination
device.
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Symptom

VPN communication
cannot be
established through
PPTP connection.

Cause

PPTP connection is not
established.

Remedy

® Check whether the same user ID
and connect password as the PPTP
connection destination are specified.

® Check whether the correct values are
specified in the destination host name
and IP address.

Incorrect routing information has
been configured.

Configure the correct destination LAN
network address for the routing information.

The setting is not correct in the PC
connected to the destination LAN.

® Check the setting of the application
software used for communication.

® |f the Firewall function is enabled in the
PC, change the Firewall setting so as not
to block packets used for communication.
In Windows 7, on the screen that appears
by clicking “Start” - “Help and Support”,
enter “Firewall” in the search field, and
carry out a search. Relevant information
is displayed. Troubleshoot according to
the instruction.

In the top page of the
“Basic configuration
page”, the message
“Communicating”

is not displayed

for the IPIP tunnel
connection.

The product is not connected to a
closed network.

Check whether the setting for connection
to a closed network has been configured.

Communication cannot be
established with the destination
of IPIP tunnel connection.

Execute the ping command to the
destination IP address of IPIP tunnel, and
check whether a response is returned. If
no response is returned, check whether
communication is enabled in the destination
device.
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[1 VPN communication cannot be established

(Continued from the previous page)

Symptom Cause

VPN communication IPIP tunnel connection is not
cannot be established.

established

through IPIP tunnel
connection.

Remedy

® Check whether the IP address issued for
the destination by the closed network is
correctly specified in the destination IP
address.

® |n the “Basic configuration page”, select
“Advanced settings” - “Configure VPN
connection”. In the setting screen for
IPIP tunnel connection, check whether
the interface used for connection with the
closed network is selected for “Connection
provider”.

Incorrect routing information has
been configured.

Configure the correct destination LAN
network address for the routing information.

The setting is not correct in the PC
connected to the destination LAN.

® Check the setting of the application
software used for communication.

o |f the Firewall function is enabled in the
PC, change the Firewall setting so as not
to block packets used for communication.
In Windows 7, on the screen that appears
by clicking “Start” - “Help and Support”,
enter “Firewall” in the search field, and
carry out a search. Relevant information
is displayed. Troubleshoot according to
the instruction.

The VPN The closed network connection
communication is slow.

of the IPIP tunnel

connection is slow.

Contact the carrier regarding problems with
line condition.

Windows files cannot  Filter to NetBIOS traffics is
be shared. enabled.

Click “Advanced settings” - “Configure
firewall” screen, click “Configure”for the IPv4
filter of the LAN port. In the “Configure IPv4
firewall” screen, clear the check box for the
filter of NetBIOS traffics in “IPv4 static IP filter
list”, and then click “Submit”.
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The DOWNLOAD button does not
function

Symptom

The firmware is

not updated even
after pressing the
DOWNLOAD button.

Cause

Internet connection cannot be
established.

Remedy
Check whether the setting for Internet
connection has been configured. Troubleshoot
according to the explanation of “Q3 Internet
connection cannot be established” (page 144).

The download link URL of the
firmware is not correct.

In the “Basic configuration page”, click
“Advanced settings” - “Execute revision up”,
and specify “URL to download” correctly.

Use of the DOWNLOAD button
is not permitted.

In the “Basic configuration page”, click
“Advanced settings”- “Configure DOWNLOAD
button”, and change the setting to permit
upgrading.

The latest version of the firmware
is used.

Use asiitis.

The lamps in the
front side start to
light up in turn.

The firmware is being written to
the non-volatile memory (normal
operation).

Wait a while. Do not disconnect the cable
or power off.
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Uﬁ Unable to use USB device

Symptom
The USB lamp does
not light up.

Cause

Use of the USB port is not
permitted.

Remedy

Change the setting to permit the use of the
USB port.

A device other than USB memory
stick is inserted.

Insert a USB memory stick.

Please refer to the following URL for more
details on use of USB memory sticks:
http://www.yamaha.com/products/en/
network/

The USB memory stick is not
functioning correctly.

Check with a PC or others if the USB memory
stick is usable.

The USB memory stick is
inserted via a hub.

The product does not support USB hub. Insert
the USB memory stick directly into the USB
port of the product.

The USB memory stick is
inserted via a USB extension
cable.

Use the USB memory stick by inserting it
directly into the USB port of the product.

USB memory sticks
cannot be used while
the lamp is flashing.

Use of the USB function is
stopped by the overcurrent
protection function.

Use a USB memory stick with low
consumption current.

To restore the function, press and hold the
USB button for one second or more.

Data is not copied
even after pressing
the USB button and
DOWNLOAD button.

File copy through button operation
is now allowed.

Change the setting to permit file copying
through button operation.

No setting file or firmware file
that allows copy through button
operation exists in the USB
memory stick.

Using a PC or others, copy the file that has
been specified in the “Basic configuration
page” to the USB memory stick.

There is missing
information in the
syslog saved in the
USB memory stick.

The log is not recorded
immediately after the start,
immediately after insertinga USB
memory stick, and right before
removing the USB memory stick.

The log cannot be written to the USB memory
stick until it is ready to be written.

The amount of data in the syslog
is too large to write to the USB
memory stick in time.

Reduce the amount of data in the syslog by
changing the save mode of log or others.

@ Tip

Ifa USB 1.1-compatible USB memory stick is used,
the symptom may be improved by using a USB
2.0-compatible USB memory stick.
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Symptom
Although the
firmware has been
copied manually by
entering a command,
the setting is not
reflected.

Cause

Only copying the firmware
manually by enteringa command,
the setting is not reflected in the
actual operation.

Remedy

Manually copy the firmware, and then restart
the product.

Although the

setting file has been
copied manually by
entering a command,
the setting is not
reflected.

Only copying the setting file
manually by enteringa command,
the setting is not reflected in the
actual operation.

Manually copy the setting file, and then
restart the product.
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07 Other problems

Symptom

Time setting using
NTP server cannot
be made with the
product or PC.

Cause

The NTP server IP address or
domain name is not correct.

Remedy

® Check that the setting is correct by
comparing with the NTP server information
you have obtained.

® Execute the ping command to the NTP
server, to make sure that the NTP server
is running.

The route to the registered NTP
server is not specified.

Check the provider setting and routing setting.

The security filter of the product
is enabled.

1. In the “Basic configuration page”, select
“Advanced settings” - “Configure firewall”
- “Configure IPv4 firewall” screen. Select
both “in” and “out” check boxes in the pass
filter (No. 36 and 37) that allows traffic to
pass through the NTP port (port No. 123)
which are displayed at the bottom of “IPv4
static IP filter list”.

2. Set the security level to 6 or 7 (page 103).

The host address
cannot be obtained
from the netvolante
DNS service.

Depending on the provider,
name resolution is not possible
immediately after registration/
update.

Retry after a while.

The product is connected via a
network provider connection.

If the product is connected via a network
provider connection, the netvolante DNS
service is not available. Directly specify the
IP address for connection.

A private IP address is assigned
by the provider.

You cannot use the netvolante DNS service
in the environment where no global IP is
assigned to the product.

You have forgotten
the password.

Troubleshoot by referring to “If you have
forgotten the password” (page 161).
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Communication charges of the USB data
communication terminal is abnormal

Check the provider setting

Even if the USB data communication terminal contract is a
flat-rate system any use of it with an incorrect configuration
could be charged for under the measured-rate system. In the
“Basic configuration page”, click “Advanced settings ™ -
“Detailed basic connection setting”. In the “Modify provider”
screen, check that the setting is correct.

Check the communication
history

If the Internet connection is made by the auto-connect
function, Internet connection may be made automatically
by software or a device of the PC. Also, certain types
of software are activated automatically while the PC is
starting. In this case, outgoing calls may be generated
automatically without the user's knowledge. If the USB
data communication terminal contract is the measured-rate
system, you may be charged substantial fees. To prevent
this, check the communication history frequently.

Be especially careful when you:

e start using the product;

® change any provider connection settings of the product;

o change the dial network setting of the PC;

e install new software on your PC;

e connect to the network with a new PC, network
equipment, or peripheral equipment;

® update the firmware of the product; or

e perform any different operations than usual or sense a
difference in the communication response.

e After cancelling or changing your provider contract please be
sure to delete or reconfigure the connection configuration of
the product. Failure to observe this could result in unexpected
charges from your telephone carrier or provider.

® Unexpected communication charges could occur according
to the status (change in access point, maintenance, error, etc.)
of the provider side. Please be sure to pay constant attention
to any notifications you receive from your provider.

® The screen and settings used here may vary by software
version.
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Communication charges of the USB data communication
terminal is abnormal (Continued from the previous page)

Checking with the “Generate traffic
history report” screen

In the “Basic configuration page”, click “Advanced
settings”. In the “Generate traffic history report” screen,
you can check the communication history for each port.

Advanced settings Generate traffic history report Help

[Top] > [Advanced settings] > [Generate traffc history repor]

Generate report on traffic history
date. time Co ication class C ication tit i code
- 2013/04/2407:22:33 PP[01] : PPPol 00:00:00 Communicating
 2013/02/2407:21:33 PP(01] :PPPal
— 2013/02/2407:20:36 PP (01 :PPal
. 2013/04/2407:19:14 PP[01] :PPPoE:outgoing

00:00:00 251
00:00:00 51
00:00:00 851

Refresh

Date, time, communication class, communication time, and
disconnect code are displayed for a maximum of 100 records
in the reverse chronological order. If the communication
class appears as PPxx, it is connected to the provider (or
LAN-to-LAN connection pair).
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Checking with log information

In the “Basic configuration page”, click “Advanced
settings”. In the “Generate report on syslog of product”
screen, you can check the access log that triggered auto
connection.

If there is a number of unintended accesses, look for the row
“IP Commencing” from the bottom in the syslog. Use the
IP address of the PC or IP address of the access destination
host, access time (or interval) in the “IP Commencing” row
as a clue, locate the software (or device) that issued the
access request, and identify the cause.

Access example 1

PP[01] IP Commencing :UDP 192.168.
100.1 :53 >
(DNS Query [windowsmedia.com] from
192.168.100.2)

e PP [01]: Provider No.

® 192.168.100.2: IP address of PC

® XXX.XXX.XXX.XxX: Access destination IP address

XXX . XXX . XXX . XXX :53

In this example, when a PC (192.168.100.2) in the LAN
issues an inquiry for the host (windowsmedia.com) IP
address of the Internet to the DNS server, auto connection
to the provider is triggered.

Access example 2
PP[01] IP Commencing : TCP 192.168.
100.2:1311 > xXXX.XXX.XXX.xxx:80

In this example, when a PC (192.168.100.2) in the LAN
issues an access request for the Internet host (XXX.XXX.XXX.
XXX), auto connection to the provider is triggered.



Checking the suspicious
settings

The following settings are suspected as the cause of
unintended Internet access: When you use a new operating
system first time, or when you have installed new software,

check the setting by using the following example as a
reference.

If outgoing calls are generated
frequently,

check the DNS setting value in the network setting of the
PC. Ifan IP address of a DNS server located in the Internet
is specified, Internet access may be made frequently.

If outgoing calls are generated every
time the PC is started,

if there is any software that is started at the same time
with the start of PC, depending on the setting, Internet
access may be made every time the PC is started. Check
the software setting, and if auto update or other functions
are enabled, change the setting.

Setting of Windows XP

If a Web page is displayed on the desktop, Internet access
may be made every time the PC is started, and the content
of the Web page is updated. Therefore, you will be charged
for communication every time the PC is started. If you do
not need such setting, cancel the setting.

If outgoing calls are generated at
regular intervals,

® [f outgoing calls are generated many times a day:
Windows Update may be used or the automatic e-mail
transmission/reception may be enabled. Check the
relevant software setting of the PC connected to the
LAN of this product.

® [foutgoing calls are generated several times a day: check
the settings of the maintenance program of the hardware

or NTP server (Internet automatic time server).

Home page banner advertising

Ifthe homepage includes a banner adverting, the homepage
may be updated automatically at regular intervals although
no operation is performed. If you leave the Web browser
with the page open, Internet connection is made at regular
intervals, incurring fees each time. Close the Web browser
each time, to prevent unintended Internet access.

Subscription of contents

If Internet Explorer fields and Web slices are used, Internet
connection is made at specified intervals to update the
contents. You will be charged every time the contents are
updated. Therefore, when you subscribe a content, check
the update interval carefully.

If you do not need such setting, cancel the setting.
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Communication charges of the USB data communication
terminal is abnormal (Continued from the previous page)

E-mail software setting

E-mail software has a function to check incoming e-mail
messages periodically. If this function is enabled, access to
the mail server on the Internet is made at regular intervals,
and you will be charged each time. When you use this
function, carefully consider the e-mail check frequency.
Ifyou do not need such setting, cancel the setting, and check
e-mail manually.

Automatic updating of operating system

If the automatic updating function of the operating system
is enabled, access to the server on the Internet is made at
regular intervals, and you will be charged each time. If
you do not need such setting, change the setting to manual
update, and manually update while Internet connection is
established.
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If outgoing calls are generated every
time the software is started,

check the environment setting (default setting) of the
software you have installed, and if auto update or other
functions are enabled, change the setting.

Software setting

Ifthe automatic updating function of the software is enabled,
access to the Internet is made every time the software is
started, and you will be charged each time.

If you do not need such setting, cancel the setting.

Windows Media Player operating environment
setting

If you have installed Windows Media Player, Internet
connection is made every time Media Player is opened to
obtain the information in the guide page. Therefore, you
will be charged each time.

If'you do not need such setting, cancel the setting according
to the help page.



Initializing the product settings

You can restore the product settings to their factory defaults.

‘When restoring the settings to their factory defaults, be sure to

note the following:

® All communications are disconnected immediately after the
restoration is performed.

® Any setting that has default value is changed to the default
value.

® Filter definitions and registered address are deleted.

® Non-volatile memory contest are overwritten without the save
command.

® You cannot restore the original setting once the operation is
complete.

@ Tip

Ifyou save the settings to an external memory before initialization,
you can restore the original settings after initialization. Please
refer to “Checking the configuration information and log of the
product” (page 133) for the procedure to save setting.

Initializing from the “Basic
configuration page”

If you want to restore the product settings to their factory
defaults, you can initialize the setting in the “Restore default
factory setting” screen.

Advanced settings Restore default factory setting Help,
[Top] > [Advanced settines] > [Restore default factory setting]
Recover this product to s status when purchased (factory defautt) Exccute

For more details on the settings, click “Help” on the setup
screen and refer to the description displayed.

To open the “Restore default factory setting”

screen

From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page

P Executing the “Restore default factory setting” function

If you cannot initialize from
the “Basic configuration

page!!

If you cannot initialize the setting from the “Basic
configuration page” of the product, for example, when
you have set a wrong IP address of the product, you can
alternatively initialize the setting using the PC connected to
the console port, or through button operation of the product.

Initializing from the PC connected to
the console port

1 Power off the product.

2 Connect the console port of the product to the
serial port of your PC with a serial cable.

Please refer to page 121 for details on the connection and
setting of the PC.

3 Start the terminal software on the PC.

Please refer to page 122 for more information.

4 Power on the product.

The version of the ROM of the product is displayed
in the terminal software screen of the PC, pending for

pressing the Enter key.

5 Press the Enter key before the count down of
“Will start automatically in ... ” ends.

If the count down of “Will start automatically in ...
” ends, the product will start in normal procedure. If
the product has started, power off the product once,
wait for 10 seconds or more, and then power on again

to operate.
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|nlt|a|IZ|ng the pl’OdUCt Settings (Continued from the previous page)

6 When the system goes into a pending status
for selecting a setting file, select a setting file
thatis not shown, from 0 to 4.2, and press the
Enter key.

& RTXB10 - HyperTermmal [8]=1E]

Ditg Dﬂg’

RT%810 BootROM Ue

Coppeaght <> Soi1 ‘ianaha Gorporation. A11 Rights Reserved.

or configuration.

Defontc aettings

| Connected 0:00:15 Auto detect 9600 8-h-1 SCROLL | CAPS | M | Capture | Print echo

If the firmware is started, the firmware version and
other information is displayed.

Wait for around 10 seconds, and press the
Enter key.

~J

When “Password:” appears, press the Enter
key.

o

When “>” is displayed, you can enter a console
command.

@ Tip

Ifthe login password has been set, enter the login password.

g Type in “administrator”, and press the Enter
key.

10 When “Password:” appears, press the Enter
key.
@ Tip
If an administration password has been set, enter the
administration password.

When “#” appears, enter “cold start” and press
the Enter key.
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12 When “Password:” appears, press the Enter
key.
@ Tip
If an administration password has been set, enter the

administration password.
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The product settings are initialized.

Initializing through button operation of
the product
You can also restore the setting to their factory defaults
by turning the power on while pressing the three buttons;
DOWNLOAD, microSD, and USB buttons.
Turn the power on while pressing the three
buttons; DOWNLOAD, microSD, and USB
buttons.

DOWNLOAD button

microSD button
USB button

The lamp at the front side of the main unit lights up
and flashes several times.

2 Turn the power on, wait for 3 seconds, and
then press the three buttons; DOWNLOAD,
microSD, and USB buttons.

The product settings are initialized.



If you have forgotten the password

If you have forgotten the text strings specified as login
password or administration password, you cannot login to
the product. Even in this case, by entering the following
emergency password from the serial terminal connected to
the console port, you can login to the product.

Emergency password
“w,IXIma”

@ Tip
Please refer to page 121 for details on the connection to the console
port and setting of the PC.

If you login to the product by using the emergency
password, you will login with the administrator mode. Then
set again the login password and administration password
that you have forgotten. You can also use this emergency
password for the old password that is requested when setting
a password.

You can disable this function by setting the security class
command. You cannot login using this procedure if the second
parameter is not set to “ON” in the security class command.
In this case, initialize the procedure according to “Initializing
through button operation of the product” (page 160). Please refer
to “Command reference” (included in the attached CD-ROM)
for more details on the security class command.
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Major specifications

External dimensions (Width x Height x Depth):
220 mm x 42.6 mm x 160.5 mm
(not including any protrusions and cable
terminals)

Weight:
Main unit: 870 g

Power supply:
AC100 to 240V (50/60Hz), 0.23A (max)

Power consumption:
Max. 11 W

Operating environment:
Ambient temperature: 0 to 50°C
Ambient humidity: 15 to 80% (no condensation)

Storage environment:
Ambient temperature: -20 to 50°C
Ambient humidity: 10 to 90% (no condensation)

Regulatory Compliance:
Safety: IEC 60950-1, EN 60950-1
EMC: EN 55022 Class A, EN 55024, VCCI Class A

LAN interface:
Ethernet (RJ-45)
10BASE-T/100BASE-TX/1000BASE-T
4-port switching hub
Straight/Cross auto-distinction

WAN interface:
Ethernet (RJ-45)
10BASE-T/100BASE-TX/1000BASE-T
1 port
Straight/Cross auto-distinction

Serial interface:
DTE fixed (cross cable for connecting to a PC)
Number of ports: 1
Asynchronous serial: RS-232C
Connector: D-sub 9 PIN
Data transfer speed: 9600bit/s
Data bit length: 8-bit
Parity check: None
Stop bit number: 1-bit
Flow control: software (Xon/Xoff)
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USB interface:
High/Full/Low speed available
Feed current: Max. 500 mA
Number of ports: 1
Connector: USB Type-A connector

microSD interface:
Number of ports: 1
Connector: microSD slot

Indication function (LED)
Front panel: POWER, STATUS, LAN, WAN,
microSD, USB
Rear panel: LINK/DATA, SPEED

Accessories:
LAN cable (3m, RJ-45, straight) (x1)
Please ensure to read this first.
CD-ROM (x1)
(includes “Please ensure to read this first”,
“Command reference”, etc.)



Changing the IP addresses of PCs

To change the IP address of the PC, take the following steps.

For Windows 7

1
2

ol =

Click the “Start” button, then click “Control
Panel”.

Enter “Adapter”in the search field at the upper
right in Control Panel, and under “Network
and Sharing Center”, click “View network
connections”.

Right-click the connection that you want
to change. From the short cut menus that
appeat, click “Properties”.

Click the “Network” tab.

In the “This connection uses the following
items” field, click to select “Internet Protocol
Version 4 (TCP/IPv4)”, and then click
“Properties”.

L9 Jfesd

Internet Protocol Version 4 (TCP/IPv4) Properties

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

IP address:
Subnet mask:

Default gateway:

(@) Obtain DNS server address automatically
) Use the following DNS server addresses:
Preferred DMNS server:

Alternate DNS server:

Validate settings upon exit

6 Select“Obtain an IP address automatically”and

“Obtain DNS server address automatically”,
and then click” OK”.

In the “Local Area Connection Properties”
screen, click “OK”.

Click the “Start” button, then click “All Programs”
- “Accessories” - “Command Prompt”.

Type in“ipconfig /release”, and press the Enter
key.

The IP address assigned to the PC is released.

10 Type in “ipconfig /renew”, and press the Enter

key.
New IP address is assigned to the PC.

Repeat steps 1 to 10 on all PCs in the LAN,
so that all PCs have different IP addresses.
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Changing the IP addresses of PCs

(Continued from the previous page)

For Windows Vista

1

Ol AWM

~N O
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Click the “Start” button, then click “Control
Panel”.

Click “Network and Internet”.
Click “Network and Sharing Center”.

Click “Manage network connections” on the
left of the screen.

Right-click the connection that you want
to change. From the short cut menus that
appear, click “Properties”.

Click the “Network” tab.

In the “This connection uses the following
items” field, click to select “Internet Protocol
Version 4 (TCP/IPv4)”, and then click
“Properties”.

Internet Protocol Version 4 (TCP/TPwd) Properties

-7l

General | Alternate Configuration |

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Dbtain an Ip address automaticaly;
() Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@ Ohbtain DNS server address automatically
(7) Use the following DNS server addresses:
Preferred DNS server:

Alternate DMNS server:

[[]validate settings upon exit

Select“Obtain an IP address automatically”and
“Obtain DNS server address automatically”,
and then click“ OK”.

In the “Local Area Connection Properties”
screen, click “OK”.

Click the “Start” button, then click “All Programs”
- “Accessories” - “Command Prompt”. Right-
click on it and select “Run as Administrator”.

11 Type in “ipconfig /release”, and press the Enter

key.

The TP address assigned to the PC is released.

12 Type in “ipconfig /renew”, and press the Enter

key.
New IP address is assigned to the PC.

Repeat steps 1 to 12 on all PCs in the LAN,
so that all PCs have different IP addresses.



so that all PCs have different IP addresses.
Click “Change settings of this connection”.

For Windows XP '"]Type in “ipconfig /release”, and press the Enter
key.

1 Click the “Start” button, then click “Control

Panel”. The IP address assigned to the PC is released.

Type in “ipconfig /renew”, and press the Enter

2 Click “Network and Internet Connections”. 11 kiy g

3 Click “Network Connections”. New IP address is assigned to the PC.

4 Click the “Local Area Connection” icon. 2Repeat steps 1 to 11 on all PCs in the LAN,

Select “Internet Protocol (TCP/IP)” and then
click “Properties”.

Internet Protocol (TCPJIP) Properties

General | Alemate Cunfiguralwunl

You can get IP seftings assighed automatically if pour network. supparts
this capahility. Dthenwise, you need ta ask your network. administrator for
the appropriate [P settings.

>
S
>
]
x

®1btain an P address automatical
(O Usze the follawing IP address:

(5) Obtain DNS server address automatically
(0 Use the tallowing DNS server addresses

Breferred DNS server: l:l
Alternate DMS server l:l

Select“Obtain an IP address automatically” and
“Obtain DNS server address automatically”,
and then click” OK”.

In the “Local Area Connection Properties”
screen, click “OK”.

Click the “Start” button, then click “All Programs”
- “Accessories” - “Command Prompt”.

165




xauuy

Instructions on transferring/disposing of

the product

If you transfer/dispose of the product you will need to
perform the following operations.

1.Delete the netvolante DNS registration.
2.Initialize all the configurations.

® [f you initialize the configurations first, you will not be able
to delete the host address registered in the netvolante DNS
server. Be sure to delete the registration of netvolante DNS
before initializing the configurations.

® Deletion of the netvolante DNS registration is necessary only
for customers who have registered the netvolante DNS (host
address service).

® [f you transfer the product you will also need to transfer the
accompanying instruction manuals.

Delete the netvolante DNS
registration

For effective operation of the netvolante DNS service,
your cooperation would be appreciated to delete the
unnecessary netvolante DNS before transferring/disposing
of the product.

In the “Configure NetVolante DNS host address service”
screen, click “Delete”.

g Configure NetVolante DNS host (e
Advanced settings | deiress servio Help

[Top] > [Adv ] > [C

Netval

1(PPOTPPPoE)

Host address

Auto update any change in IP address

TP address 000.000.000.000

Last date/time update 2013/05/07 065141

Timeout period 20 1~-1B0secand

submit =) G

To open the “Configure NetVolante DNS host

address service” screen
From “Basic configuration page”, click the buttons on the
setup screen in the following order:

P “Advanced settings” in the top page
P “Configure” of “Configure NetVolante DNS host

address service”
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Initialize all the
configurations

The saved configurations include ID and password required
for connection to the provider. If you transfer/dispose of
the product without initializing the configurations, such
information may be used for bad ends by a third party
with knowledge.

Please refer to “Initializing the product settings” (page 159)
for details on the initialization procedure.



License terms and conditions

PCRE License

PCRE is a library of functions to support regular expressions whose
syntax and semantics are as close as possible to those of the Perl 5
language.

Release 5 of PCRE is distributed under the terms of the “BSD” licence,

as specified below. The documentation for PCRE, supplied in the “doc”

directory, is distributed under the same terms as the software itself.
Written by: Philip Hazel <phlO@cam.ac.uk>

University of Cambridge Computing Service, Cambridge, England.
Phone: +44 1223 334714.

Copyright © 1997-2004 University of Cambridge All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the University of Cambridge nor the names of
its contributors may be used to endorse or promote products derived

from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT
HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

MT19937 License

A C-program for MT19937, with initialization improved 2002/1/26.
Coded by Takuji Nishimura and Makoto Matsumoto.

Before using, initialize the state by using init_genrand(seed) or init_
by_array(init_key, key_length).

Copyright © 1997 - 2002, Makoto Matsumoto and Takuji Nishimura,
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

3. The names of its contributors may not be used to endorse or
promote products derived from this software without specific prior

written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT
HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE COPYRIGHT OWNER OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE)ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF

ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
Any feedback is very welcome.
http://www.math.sci.hiroshima-u.ac.jp/~m-mat/MT/emt.html

email: m-mat @ math.sci.hiroshima-u.ac.jp (remove space)
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License terms and conditions (Continued from the previous page)

OpenSSL License

This product includes software developed by the OpenSSL Project for
use in the OpenSSL Toolkit. (http://www.openssl.org/

Copyright © 1998-2002 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgment: “This product
includes software developed by the OpenSSL Project for use in the

OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not
be used to endorse or promote products derived from this software
without prior written permission. For written permission, please

contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL”
nor may “OpenSSL” appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment: “This product includes software developed by
the OpenSSL Project for use in the OpenSSL Toolkit (http://www.

openssl.org/)”
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THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT
"ASIS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR

A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;

OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND

ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).



Original SSLeay License

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights
reserved.

This package is an SSL implementation written by Eric Young (eay@
cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long
as the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA, lhash,
DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms

except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in
the code are not to be removed.

If this package is used in a product, Eric Young should be given
attribution as the author of the parts of the library used.

This can be in the form of a textual message at program startup or in
documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

—_

. Redistributions of source code must retain the copyright notice, this
list of conditions and the following disclaimer.

[

Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

v

. All advertising materials mentioning features or use of this software
must display the following acknowledgement: “This product
includes cryptographic software written by Eric Young (eay@
cryptsoft.com)” The word 'cryptographic' can be left out if the
rouines from the library being used are not cryptographic related

).

If you include any Windows specific code (or a derivative thereof)

b

from the apps directory (application code) you must include an
acknowledgement: “This product includes software written by Tim

Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,

EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version
or derivative of this code cannot be changed. i.e. this code cannot
simply be copied and put under another distribution licence [including
the GNU Public Licence.]

Net-SNMP License

Copyright 1988, 1989, 1991, 1992 by Carnegie Mellon University All
Rights Reserved

Permission to use, copy, modify, and distribute this software and its
documentation for any purpose and without fee is hereby granted,
provided that the above copyright notice appear in all copies and
that both that copyright notice and this permission notice appear in
supporting documentation, and that the name of CMU not be used
in advertising or publicity pertaining to distribution of the software

without specific, written prior permission.

CMU DISCLAIMS ALL WARRANTIES WITH REGARD TO
THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS, IN NO EVENT
SHALL CMU BE LIABLE FOR ANY SPECIAL, INDIRECT

OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA

OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT
OF OR IN CONNECTION WITH THE USE OR PERFORMANCE
OF THIS SOFTWARE.

>
S
>
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