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" Trust

“An entity can be trusted if it always behaves in the expected manner for the
intended purpose” by David Grawrock, Intel
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Chain of Trust
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System
Power
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uCode BIOS ACM| | BIOS Init | BIOS Init Non- Load
Critical bootloader
Measures | | Measures | | Init TXT & | Lock TXT Code Load thoot
BIOS ACM| | BIOS Init | | Memory, |& Memory|| Option oad tboo
Code Measure | Config ROMs etc.
&Z SMM etc.
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(http://www.vmware.com/resources/compatibility/search.php?deviceCategory=server)
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Compatibility Guide

Home > Resources > Compatibility Guides

VMware Compatibility Guide

e e T L (e.g. compatibility or esx or 3.0) _ A Search

Looking for management tools optimized for ESXI? See the partner-managed ESXi convergence tools database

W ETETSU TGSl Systems / Servers - Compatibility Guides Help Current Results: @

Product Release Version: System Type: Additonal Criteria: (Collapse All)

All m All

ESXi 5.1 Blade — . - .

ESXi 5.0 U1 Mother Board = Sockets: _ ~MaxMemory: _

ESXi5.0 Rack or Tower LA s [ )

ESX4.1U3 a Rackmount

ESX4.1U2 ] [Tower =JMax Cores per Socket: =/ Enhanced vMotion Capability
(Al B Modes:

Partner Name: Features: - All

All m Fault Tolerant(FT) . AMD Opteron™ Generation 1 m

A10 Networks Trusted Execution Technology(TX =/CPU Series: AMD Opteron™ Generation2 .

Aberdeen LLC VM Direct Path 10 All m AMD Opteron™ Generation 3 v

Ace Computers vSphere Storage Appliance(VSA) AMD Opteron 12xx Series

Acer Inc. AMD Opteron 13xx Series N .

ACMA Computers AMD Opteron 1xx Rev-C Series + — Fault Tolerant Compatible Sets:

Action AMD Bulldozer Generation m
. AMD Opteron™ Generation 3

Qnstl 'g°§'§§§3,3,3 gﬁ:‘;ﬂm"'es =/Posted Date Range: Intel® Iey-Bridge Generation .

Apple LAl 4] |Intel@ Nehalem Generation v

Aquarius 4

Argus Computersysteme GmbH  ~

Keyword: @ Featu rei*ﬁ,i LT@%



FORLF A —1\—D Bl

Model Detall
Model: PowerEdge M620 Notes:
Partner: DELL For further details about BIOS, server product configurations and best practices, please
sl contact the server vendor.

CPU Serles: Intel Xeon E5-2600 Series
System Type: Blade
Number of Sockets: 2
Max Memory: 768 GB
Max Cores Per Socket: 8

VMware Product Name : | ESXi 5.1 )

BIOS Feature Category Features Feature Value Hardware Health
Dell Inc. 1.1.2 UEFI Mode

DellInc. 1.1.2

[+ Dell Inc. 1.0.4 UEFI Mode

[+ DellInc. 1.0.4 /
[+ DellInc.1.0.4 Server Trusted Execution Technology(TXT)
[+ Delllnc. 1.0.4 Server Fault Tolerant(FT)

Print

ESXi5.1585E % & h120414% . 5B TXTERELE (£48H (2.3%)
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vSphereTintel TXTZEnabled %575 %

Dell Inc. (www.dell.com) - Fouerﬁdge R610

= BIOSTlIntel TXT%

BIOS Version 6.0.7

Service Tag: 19Z7WBX

Enable9 %

fisset Tag:

« TPM® Activation® h &

System Password
Setup Password

| ESXi 5.x Password Status

TPM Security

TPM Status
TPM Activation
TPM Clear

* Enable by Default
* AL HWETFL

Intel(R) TXT

Up,Down Arrow to select SPACE, +,- to change ESC to exit | Fi=Help |

= ESXi4.x
* Disable by Default
* enableTboot option AV HE

Enabled

Not Enabled
Not Enabled
Unlocked

On with Pre-boot Measurements
Enabled, Activated

No Change

Enabled




tbootD 7 )LA% (SH#%:Dell Power Edge R610)

TBOOT :
TBOOT :
TBOOT :

TBOOT :
TBOOT :
TBOOT :
TBOOT :
TBOOT :

executing GETSEC[SENTER]...
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TPM is ready

PCRs after extending:

PCR 17: 49 6c 85 30 d2 b4 ba 6a 6f 39 01
PCR 18: £6 fd 30 6d 2f a3 3e 21 c6 9c a5
PCR 19: 97 3d 1la 14 43 7d 69 94 f0 £f2 de
PCR 20: 7f 82 4e a4 8e 5d 50 a4 b2 36 15

45 5¢c 8c 24 Ob bb 48 2d 85
98 33 Ob 64 df 1le d0 dO 02
d9 cl af 09 c7 el 66 £7 b9
22 23 20 6b 00 62 Ob c7 4b

ESXiD—MRDFEFEAIE

~ # bootOption -o

Options : vmbTrustedBoot=true tboot=0x0x101a000 no-auto-partition \
bootUUID=743b963c66f8db873f0c346b224fef87
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