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4.2. ACR32

IS0 7810/7811 IS0 7816

ACR3901 A=< — |
H— R —=%—IC

¥ R—rTr s <:j> Mew

XA VT INA A o SRS y
ESANT A no—wxvx (KD wwmm

>k

ACR32

B2 :ACR327—*7UFv
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€

4.3. ACR35

13. 56 MHz J&H ¥k

IS0 7810/7811

£ ¥ R—r V% vl

! RN W7~ 7
| mEA R Ta T ACR1251
: a—%1C RF F > 7

FNRA VT INA A
INA T NA PR 2D A <:> FEE
¥k
ACR35
B3 : ACR357—+7/UFv

ACR3x - YIPLYANZ27 )

N—>3> 1.04
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5.0. \=ROIFDFHFL>

5 L] 1 L] %;m
ACR31 (£ 90mAh FE{14k0D CR2016 TEIRZHHEL TLEF, ACR32 & ACR35 (FUFILAAYIyT—
TEFRZMHHELTVET, BWEEE 200mAh T,

5.2. LED A7—=9AR1355—-4

£33 ACR32 & ACR35 MiEH>TWARAT—HRAEFRRLET,
e &M LED - EffFh
e 7RO LED - EitiRAE

5.3. Micro USB A7 —-J1—X
Micro USB A>4—J1—R(FFEER— LT, ACR32 & ACR35 2 E 1—4A¢iEHUTIRELFT . Tz, 2O
R—MEFIFALT. ACR32 (& PC h—RY=4—-¢LTENNET,

5.4. A=FTAAFYI2RI

5.4.1. BEENGA—H—
ACR3X [ZA—FTAAF v RIVGBUTENAINTINA R IEHAEEREUET,

E> 55 HHAE

1 = ACR3x [CT—9%iX{5

2 =] T/ HRIESZBREHEED

3 GND GND

4 MIC A= NIAUNCT —HXMELET

+|2 :3.5mmA-—FTAAYVY NECER

5.5. ESKH—K 129=TJ—1 ANFTA—-H—

ACR3x (F2T® ISO 7810/7811 {HARICERLL TW RSN — REERAHEINE T, ISO 7810 (LR (ERIEDN—
ROYIEBFFHZERBALE I, ISO 7811 {EARIFERBI(C{ERIN 2 LRI ZIBELE T .

BRI OWRANSAT (Hi-Co) DBIEF—ARMNICEEBTHY. MU (2750 TILATYR) TRSLEN
F9 . AN T LICRFB{bENIeT —IDNBS (RSN 2L S (SHESNZ AT EEEMELD T, ZOH—RELD
KT, BERAYRICH—RERD1 TS 3¢ BRI OHRANA TEEOKRESMES ) ULAEFE T LN
TET, OBB(EEENT, TI1-RENFT,

AR DBEZN—RANSA4T (Lo-Co) DEBIF—ARMICT SV THO. 55LMES (300 TILATYR) THS
{EENF T, WRAYRCH—REZ DA T 3E. BRI DR H— RANSA THEFETERES/ L AN SR,
NOBZANSATEDNENTT, FERELT, SIN BEEEHINARNT T 2L T, K5I/ 1 XDFH(CLDTZTNT
9, IELES T 1-RIBze(C. LDFiEESN/\—ROI7HR— MNAESUIR T I TV LR EEENTVET .
)R H— REARRB D OB N — ROBISNNE- T3 Izeh. BENFIEHIEEAVEEERA N/ T71-4
IC h—RT. O 2 FEFEOH— RO - A &i&EI T LIIERETSNTLETD,
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5.6. #EMAAY—MI—R125-T1—-R

ACR32 LI AZNIA— ROBIDA >4 -J1—Zh 1ISO 7816-3 £EARTONIILICEERLL T, ACR32 OSERKIA
HEEM Z F B IsIC—TEDHIRHEEEZILRLET .

5.6.1. AN—hh—RKEiIREVCC (C1)
BASNN— ROHEBRIL 50mA LDERCTIBBER A,

5.6.2. J’ODY 39 &R VPP (C6)

ISO7816-3 {H#KIC LD AXN—M1—RO>HIK C6 (VPP) WMAN—M—RICTOY S ERZEEUET .

TIBERDINTOAY—M— RN EEPROM A= THO., SMEBT0I 52 EEDEHEDRENRNTT,

ACR32 01247k C6 (VPP) h@EDHIEMES LU TEERENEUZ, COIAI MNDESUTEKFES RST
(J>H9K C2) DESMAFREEUTY,

5.6.3. h—RHLTDELI>3>

H4H PC (&, AN —RET7I749 3HEi0IC. ACR32 (OELIRIVY REXRELTH— RIAMTHEIRT 2N E
DB, XEUH—Me MCU R-ZH—-RESENF T,

MCU R=ZA—RICHL T U=F=H T=0 Ffzld T=1 hHSERFELV IOV ERUET, UNURHNS, FEASN
feh—REmAOTO RN T2 R- N TEBIBE. U-F - PPS Z@U T, COLLYS3a%ZIFANSNT,
F1TUET . TOISIR-Z0DH—RIE. 1 DRFOTONIINAALT (T=0 £fz(d T=1) ZHR—NITZ8HC, 7T
—2avNEDTORIVEEACELBFRRECT, V-F-EBBMNCCOTONINIA T=RIRUET .

5.6.4. N4-03>bO-5R=AD—RDEHDL1>H-TI—-R
190> bO—35R-2Z8—R(E C1 (VCC) . C2 (RST). C3 (CLK) .C5 (GND) LU C7 (1/10) cn
SO>I MNEZFHERUET . 4AMHz ORKREN CLKES (C3) (CEALET.

5.6.5. 1—R5|ETELRE

BIIANBDIRRET. B(EIEHINTH— RERETBHIC. ACRIX BAXNZXLZIRHLTVET . H—RHEWD
FAENTLVBEF, ACR3x EN— REEIDIESHRADBENEIEN I CIIETIT71T1baNF 9, [RAILL T, EKHIR
BEEEEIBHC, NT-FTILTHS, h—REU-F-HBERESNINETY,

iE 1 ACR32 (TZRUTENBARTIEAINIA— RMOERMAECEIDEDDER A SITHOI E 1M -5 —
(GEEULEIRIN>Y REERU T, BBRNICCNZITOIRENHDFET .
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6.0. @52 0M)V

ACR3x (FAL =TT )\A ZTHBIeIC. (FEALDIRVEFENAINT A AL TRIIAENE T, JNAILT /A ZHH%E
EURINY R, BRIV ROBREIGEDIZIBOR TEMENE T, 2510, LFIOISE Xy —-SH21{E
ENBETIC FILLVER XY E-ZHRFOEI T,

A=TFAAS Y9I > —=T1—AICE DT ACRIX (FENAINTNA RELIEH U CGRIELE T, IBEFrRILIER AR
TY o A=TAATYYID MIC I FZNTUTENANTNA AT —AZREVEFT . —BENANFT A ZANA—FT1
ASvvIDBEF RN ENULT)-4F—(CIX RMXELET .

EIEL CORVBFIC, ACR3X (ET 1 —TRV-TE—RICADET . A—FTAASvWIDEF v RIDSENAILTINA
ADIIAITYTEBZZET DL ACR3X (FRN-TE-RMSRERLUT. ENAINT N\ ACHERICEESERIEL
F9, ACR3x (&, 51 L7 MBRBARICHER A NSA THh— ROR DA T=1F5F T . BRINUIEAERR D1 Th—RhbBT—
AEEUELT. ACR3x (FREUMIN— NIE#HR%Z AES-128 THESLUL T, BES{beniT —9%2EN/ILT /N1 R(C
EDRULET , U= -1 L7 MNFRIARICH— RO DA FIBIRE(EIY RAvE - OEURICKREUIBES.
ACR3X FE/NAMNT NARICKHIET BRT—HAZIEDIRLET , 2O, /\yFUEBNZEHITDIHIC ACR3X (FF7
{—TA)-TE-RIIRDFET,

ACR3x EENAILT NA REDOEDBETO NN EIHESHEE 2 I 3a0(C. ACRIX MHZAEUIESE
DC ATy I(NAZBUET  XOFIRI-I-T1>F AR T (IEEE802.3 (CHEHL) XKEINET—
AlE 10 KHZ (GRESNE T VO FIAI-FBEARICE. T—HEEREFEICIOVIREL LTV
&I, 9 10 kbps DERAMN—L— NEZEK TEET,

E/N1ILT A RE ACR3xX L DIESHEIRIEMIEUTWBASTERZY > TUS I (CEDIWTWS. B TSI R
UIDLEE XOFIRA-D-T A AR TERINZIOVIEIREO 2 5T . 552U I UIE.
EERICHS{taNiT 43, BRIBEOIORIM AILEIDZETBIUNTEET,
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7.0. 7U5—-33>y 095309 A409-J1—-R
ACR3x Android 5173 ACR3x iOS 54 73UH® HTML J71/)L2S8BBULTTF &L\,
NBOIA4T3E ACS D1JHYA MTH>O—-RTEET,
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8.0. #EMH—RIVYR

ARE(F ACR32 OXEUA—ROIYY RICDWTIBNLET,

8.1. AEUAD—F -1, 2, 4, 8 LT 16 kilobit 12C H—F

8.1.1. SELECT_CARD_TYPE

COIN RIEN—RY=A—(HFBAINT, BIRUIEH—RICND =Py T#ETUET . BEEFICUY METT
BEFFEONET,

3EIR : SCardConnect( ) API ([CE>THEYIENIEODWIRAN — ’M— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDsFULERERIE PC/SC BEZSIRU TIZEW,

IXRDITA=RYE
Pseudo-APDU

CLA INS P1
FFh A4h | 00h | O0h | 01h | O1h

WET =AYk

i

ZoH
SW1SW2 =9000h (I5—RLOFEE)

8.1.2. SELECT_PAGE_SIZE
COIX> RIFAN— M= REFRHEBN BRI P X EIRUETS . TIAI MBI 8 N1 hOEEAHNR-T, h—
ROEIBRESNTULSH. FdU—F—DEFENA TR TVBEFC, TI4) MB(CUEYENET,
IR ROITA—IYE
Pseudo-APDU

CLA INS P1 P2 Lc Page Size
FFh | 01h | 00h | O0h | 01h

ZOH :

Page size =03h : 8 \AMDESAHR-T
= 04h : 16 M1 MOBESAHR-S
= 05h : 32 /N1 FOEFSAHR-S
= 06h : 64 )\ NOEBEAHR—

=07h : 128 {1 bOESAHR-S
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ISET—5TA—Xyb

—

Z0H
SW1SW2 =9000h (I5—-RULDFE)

8.1.3. READ_MEMORY_CARD
INRDOITA=RYE
Pseudo-APDU

CLA INS ﬁgg Adf_’:;s‘ MEM_L
FFh | BOh
O :
Byte Address AEUN—ROAEY7RUAIE
MEM_L AEUH—ROS5EAHEINTVRVT-FDES

ET—HTA-vh

BYTE1 .. BYTEN SW1 SwW2 |
SOl
BYTE x XEUN—RhBEsRHEENT—4
SW1 Sw2 =90 00h (I5-RULOEZE)

8.1.4. WRITE_MEMORY_CARD
IR ROITA-XYH

Pseudo-APDU

CLA INS z’g; A‘dirseé’s MEM L  Byte 1

FFh | DOh

EOH
Byte Address AEUN—ROAEY7 RLZIE
MEM_L AEYCEEANTUBLT —SDES
Byte x AEUH—RICZBEANTLRVT -4

ET—HTA-yh

Coumcizn

Z0H
SW1SW2 =9000h (IS5—RULDIHE)

8.2. AEUBN—F - 32, 64, 128, 256, 512 H LTV 1024 kilobit 12C H—F

8.2.1. SELECT_CARD_TYPE
ZOIX> RFEH—RY—F—(THBEASNT, BIRUIEH— R D-A0>7y T ETUET . Ry M EITTS
BEFITEDNET,
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3EIR : SCardConnect() API CESTHEYIESNZOSYIRAY — M— RU—4 —BERIFERULN TEEEA.
SCardConnect( ) APHZDWTOFFUL\ERER(E PC/SC BHEZSERL TIZEL,

INZROITA=XY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh Adh | 00h | 00h | 01h | 02h

lt\é?_gjﬂ_?\y I\

cumzm

Z0H
SW1SW2 =9000h (IS—RULDIKE)

8.2.2. SELECT_PAGE_SIZE
ZOIXY REAN— M- REGRHEBNZR-SHA XZBIRUET . T4 MB(E 8 N1 FOEBSAHR—-T, h—
RAHIBREN TSN\ F(E)—F-DOEFENA TR TV, T4 MBCUYhENE T,
IR ROTA=YY
Pseudo-APDU

CLA INS P1 P2 Lc Page size
FFh | 01h | O0h | 00h | 01h

TOH :
Data H—RISGXESNTLVRW TPDU
Page size =03h : 8 A MDESAHR-T

= 04h : 16 {1 MOESAHR->
=05h : 32 {1 bOESAHNR->
= 06h : 64 /{1 MOESAHR-T
=07h : 128 \{ bOESAHR-Z

ET—H7A-Xvh

———

ZoH
SW1SW2 =9000h (I5—RLODFEE)

8.2.3. READ_MEMORY_CARD
IR ROITA-XYE

Pseudo-APDU
Byte Address

CLA INS MSB LSB MEM_L
FFh
20
INS = BOh : 32. 64. 128. 256 H LU 512 kilobit IC 1—F

=1011 000*b : 1024 kilobit IC h—K,
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ZOH * (F7RLYS > 17 Eybd MSB Z7RUTWVETD,
Byte Address AEUN—ROABY7 RLZIE
MEM_L XEUH—RhBERAEEINTORVT —FDERS

ET—HTA-vh

BYTE1 .. BYTEN  SW1 SW2 |
SOl
BYTE x XEUN—-RhBEHHENT—4
SW1 SW2 =90 00h (I5-RLOEZE)

8.2.4. WRITE_MEMORY_CARD
INROITA=RYE
Pseudo-APDU

Byte Address
CLA INS MSE LSB MEM_L Byte 1
FFh
O :
INS = DOh : 32, 64, 128, 256 HLU 512 kilobit IIC 1—F

= 1101 000*b : 1024 kilobit IIC 7—K,

O * [F7RLYS > 17 Evhd MSB Z7RUTWET
Byte Address AEUN—ROAEY7 RUZIE
MEM_L ABYCEEANTLRVT-IDRE
Byte x XEUH-RICBEANTORVT -4

ll?..\:é:?_l;jﬂ_7‘y I\

i —

Z0H
SW1SW2 =9000h (IS—RULDIKE)
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8.3. XEUH—R — Atmel® AT88SC153

8.3.1. SELECT_CARD_TYPE

COINY RIEN—RY=A—(HFFAINT., BIRUIEH—RICND =Py T#ETUET . BAEFICUY METT
BEFCENNE T, ZNUIESE. 8 N MOR-SOESAHR-IHA IZBIRLET,

3EIR : SCardConnect( ) API (L& THEYIENIEODWIRAN — ’M— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APIHIDWTDFFEULERERIE PC/SC B#EZSIRL TLIZE0,

INZROTA—=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 03h

ET—HT7A-Xvh

i —

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.3.2. READ_MEMORY_CARD
AN ROTA—=Y b
Pseudo-APDU
CLA | INS P1 Byte Address MEM_L

INS =BOh : 00b Z5iHHD
=B1h: 01b Y->%5HED
=B2h : 10b Y->%5HED
=B3h : 11b Y-2%FHHED
=B4h: bi1-X%HEAHD
Byte Address ABUN—ROABYT7 RLZIE
MEM_L XEUA—RESFEHEENTLRVT—FDERS

SET-HTA-Yb

BYTE1 .. BYTEN |/ SW1 SW2 |
ZOH
BYTEx  XEUh—Rhbsstianizs—4
SW1 SW2 =90 00h (I5-RULOZA)
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8.3.3. WRITE_MEMORY_CARD
IRV ROTA—=XY
Pseudo-APDU |

Byte Address MEM_L Byte 1 .... Byte n‘

FFh 00h
EOH
INS =DOh : 00b Y —>%E(
=D1h: 01b Y —2%EL
=D2h : 10b Y —>%EL
=D3h: 11bY—>%EL
=D4h : L1-XZEZTAND
Byte Address AEUN—ROAEU7 RUZIE
MEM_L ABVCEEANTLRVT-IDES
MEM_D AEUH-RICBEANTLRVT -4

SET T4

iz

Z0H
SW1SW2 =9000h (IS—RULDIKE)

8.3.4. VERIFY_PASSWORD
INROITA =Y
Pseudo-APDU

CLA INS P1 P2 Lc Pw() | Pw(1l) Pw(2)

FFh | 20h 00h 03h
20
Pw(0),Pw(1),Pw(2) AEUH—RISGEELTORVNS =Ly RT—-R
P2 = 0000 00rpb

ZOH. 2 By rp”([FEEBENTORWIR D - RERULES
r=0 : J{IZRO—-R&E

r=1 : NRT—-Rz5RHED

p: NAD-REREES.

rp =01 : TF1)57¢3-R,

ET—HTA-Xvh

90h

ZOH
SW1 =90h

SW2 (ErrorCnt) =I5— HJ>4—. FFh (JAREENIELVCEZRL TS, 00H (F/VAD—RA Oy
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JENTVWBIEZRUTVEY (RABGIITRIEZEBURL) . MOEIRED
SRREN KU RUTVE T,

8.3.5. INITIALIZE_AUTHENTICATION
INROITA=RYE
Pseudo-APDU

CLA INS P1 P2 Lc QO Q)
FFh | 84h | 00h | 00h | 08h

20
Q(0),Q(1)...Q(7) RANFFL>S. 8\~

WET—HI7A-Xvh

G

ZoH
SW1SW2 =9000h (I5—RLOIFEE)

8.3.6. VERIFY_AUTHENTICATION

INRDITA=RYE
Pseudo-APDU

CLA INS P1 P2 Lc Ch(0) Ch(1)
FFh |82h |00h [00h | 08h

ZOH
Ch(0),Ch(1)...Ch(7) RARFPL>S, 8 /1~

:L\"é??—’>777r—7‘y I\

Eooker

0/
SW1SW2 =9000h (IS—RULDIKE)

Page 25 of 73

ACR3x - UJ7LYANZa7 ) info@acs.com.hk

=3 1.04 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

8.4. XEUH—R — Atmel® AT88C1608

8.4.1. SELECT_CARD_TYPE

COIN REN—RY=A—(HFBAINT, BIRUIEH—RICND =Py T#ETUET . BEFICUY METT
BEFCENNE T, ZNUIESE. 16 N MOR-SOESIAHR-IHA IRIRLET

3EIR : SCardConnect( ) API (L& THEYIEINIEODWIRAN — ’M— R—4 —@BERIERULN TEEE A,
SCardConnect( ) APHCDWTDFFULERERE PC/SC BHEZSIRU TZEL,

INZROTA=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 04h

ET—HT7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.4.2. READ_MEMORY_CARD
IR ROTA=XY
Pseudo-APDU
CLA | INS Zone Address Byte Address MEM_L

FFh
ZnHh
INS =BOh : 1-H—-Y-2%FHHEND
=B1h: I>J¢F1l—3a>-V-2FFb1—-X%=FHEHERD
Zone Address = 0000 0A10AsAsb. ZDH Aqo (IY—>TRLAD MSB T
= L1-XDEEHAHEEFRR
Byte Address = A7A6AsAs AzA2A1AD ([EXEUN—ROAEU7 RLUAIE THD
= 1000 0000b t1—X %55 HED
MEM_L AEUN—-RhSERAHENTORVT-IDES
ISET—=9TA=XYh
BYTE1 .. BYTEN |/ SW1 SW2 |
EOH
BYTE x XEUH—RhBERHEHENT—4
SW1 Sw2 =90 00h (I5—-RULDIHZE)
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8.4.3. WRITE_MEMORY_CARD
N ROTA—Y b
Pseudo-APDU
INS Zone Address Byte Address MEM_L Byte 1

INS =DOh : 1-H-Y—-%&E
=D1h : >T1F1b—33>-V-2Fldb1-X%E

Zone Address = 0000 0A10AvAsb. D A1o (FY-27RLZD MSB T
= L1-XANEEFAHELBEFZRRRO

Byte Address = A7A6AsA4s AzA2A1A0D (IXEUN—ROXEY7 RLALIETHD
=1000 0000b : b1—RX%ZE<

MEM_L AENCEEANTLRVT-IDRSE

Byte x AEUH—-RICBEANTLRVT -4

BET—HT7A-Xvh

i

Z0H
SW1SW2 =9000h (I5—-RULDFE)

8.4.4. VERIFY_PASSWORD
INZROTA—=XYH

Pseudo-APDU

FFh | 20h | 00h |00h |04h |RP | Pw(0) | Pw(1) | Pw(2)

D
Pw(0),Pw(1),Pw(2) ABUH—-RISEELTVRVWS =Ty RI-R
RP = 0000 rpzp1pob

D, 4 EY RO rpzp1po”(FEEEENTORWIZA D - R2RUET
r=0 : JIRI—REE

r=1 : )\AO—Rz5RHED

pzpipo : NAD—REEEES.

(rpzp1po = 0111 : TF1U7¢1—FK)

ET—HTA-vh

90h

ZOH
SW1 =90h

SW2 (ErrorCnt) =I3— Hh92%—, FFh (I&REENELLCEZRLTVE T, 00H (F/{RT—RA'O
YIENTVWBIEZRLTVWES (RABRTERZEBBUL) . thOMEEIRT
DOFREENKREIUIECEZRUTVE T,
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8.4.5. INITIALIZE_AUTHENTICATION
IR ROTA=Y
Pseudo-APDU

CLA INS P1 P2 Lc Q@O Q)
FFh | 84h | 00h | 00h | 08h

FaOLIR
Byte Address AEUH—ROAEIT RLAIE
Q(0),Q(1)...Q(7)  RARFPLS. 801

ET—HT7A-Xvh

i —

Z0H
SW1 SW2 =90 00h (IS—RLDHE)

8.4.6. VERIFY_AUTHENTICATION
INROITA=RYE
Pseudo-APDU

CLA INS P1 P2 Lc Q10) Q1(1)
FFh | 82h |00h |00h | 08h

ZOH :
Byte Address XEUN—ROAEU7 RLUAIE
Q1(0),Q1(1)...Q1(7) RANFPLS, 8 0~

:L\"é??—’>777r—7‘y I\

Eooker

0/
SW1SW2 =9000h (IS—RULDIKE)
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8.5. XEUB—R — SLE4418/SLE4428/SLE5518/SLE5528

8.5.1. SELECT_CARD_TYPE

COIN RIEN—RY=A—(HFBAINT, BIRUIEH—RICND =07y T#ETUET . BRFICUY METT
BEFFEONZET,

3EIR : SCardConnect( ) API L& THEYIESNIEODWIRAN — Mh— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDFFULERERIE PC/SC B#EZSIRL TLIZE0,

INZROTA=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 05h

ET—HT7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.5.2. READ_MEMORY_CARD
INRDOITA=RYE
Pseudo-APDU

MSB LSB

CLA INs DyteAddress oy

FFh BOh
ZOH :
MSB Byte Address = 0000 00A0Asb (EXEUH—ROAXEVT RUARIE THD
LSB Byte Address = A7A6AsA4 AsA2A1A0b (IXEUH—ROXEVY RUAALE THD
MEM_L AEUH—RISEFRAHEHEINTORVT —FDRS

ET—HT7A-Xvh

BYTE1 ... BYTEN | SW1 Sw2

Z0H
BYTE x AEUH—-RhBiEEHEINET—4
SW1 SW2 =90 00h (IS—RHLOBEE)

8.5.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD
(SLE4428 $&1F SLE5528)

COIRY RN TLESF—33>I5-hU A% FHHEB R EDNE T,
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INROITA=RYE
Pseudo-APDU

CLA INS P1 P2

ET—HT7A-Xvh

ERRCNT | DUMMY1 | DUMMY2 SW1 SW2

ZOH
ERRCNT I5—-HD>%—, FFh RN ELVCERRLTWS, 00h (F/VAD—RAOvS
SNTUWBCEERL TS (BRABRITEEZEBAUR)  MOMEEEREZDRIENEK

BUlecEz =L TS,
DUMMY 73_ Fb\bn/bafﬂyjt_ 2 }\*( I\OJ/;:_T 9
SW1 SW2 =90 00h (IS—RULDHE)

8.5.4. READ_PROTECTION_BIT
IR ROITA-XY A

Pseudo-APDU

Byte Address

CLA INS MSB LSB MEM_L
FFh B2h
2O

MSB Byte Address = 0000 00A0Asb (EXEUH—ROAEVT RUARIE THD

LSB Byte Address = A7A6AsA4s AsA2A1A0b (IXEUN—ROXEVY RUAALE THd

MEM_L h—RhesnateN3RELY MORE(E 8 By bDIEEITT . \RAZUEIL 2
TY,
MEM_L = 1 + INT( (Eyh@dF>/t— - 1)8)

BHIZIE, XEY 0010H 'BIEFE S 8 1REL Y M st AHERBIEHIC, LUT OBEHMI APDU 2F1T9 BN HS :
FF B2 0010 01h

SET—HTA-vh

PROT1 ... PROTL SW1 SW2
0/
PROTy RELYMEDVBINA N
SW1 SW2 =90 00h (IS—RLDIHE)

PROT /{1 MRT, REEYMILU T OLIICHENRTNS :

P6 P5 P4 P3 P2 P1 P16 P15 P14 P13 P12 P11 P10 P9 - . - - . - P18 P17

Px (FIGET—5D BYTE x DRFELYRTT,
‘01 MIESAHMRENTVET
N1 MIBEADTENTEFT
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8.5.5. WRITE_MEMORY_CARD
INROITA=Y
Pseudo-APDU

Byte Address |
CLA INS MSB LSB MEM_L Byte1
FFh | DOh
O :

MSB Byte Address = 0000 00A0Asb (EXEUH—ROAEVT RUARIE THD

LSB Byte Address = A7A6AsAs AsA2A1AD ([FXEUN—ROXAEU7 RLAIE THS
MEM_L XEYCEEANTLRVT-IDRS

Byte x AEUH—-RICBEANTLRVT -5

SET—5TA-vh

Euker

Z0H
SW1,SW2=90 00h (IS—-RLOIHE)

8.5.6. WRITE_PROTECTION_MEMORY_CARD
IV RTIESINEE /A MIREFTH— RICIEESNR 7 RLAFOFT —FELERD, — USRS, JIHLTWS
1RELY MAREIFEN(C0CTOT S LN TVET .

IRDROITA-XYH

Pseudo-APDU

CLA INS ,\B,.‘QS Adf_rse;s MEM_L Byte1
FFh | D1h
ZODH
MSB Byte Address = 0000 00AsAsb ([EXEUN—RDOAENT RLUAIETHD
LSB Byte Address = A7A6AsA4 AsA2A1A0b (FXEUH— ROXEVY RLAALE THD
MEM_L ABVCEEANTLRVT-IDRE
Byte x I\ MBWYA R RLZDSIAE D H— RADT —FELEEENE T, BYTE 1 &

Byte Address DT —45%ttNR% ; BYTE N & (Byte Address + N -1)
FROFT—INLERD,

SET—HTA-yh

Eoukere

Z0H
SW1SW2 =9000h (IS5—RULDIHE)
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8.5.7. PRESENT_CODE_MEMORY_CARD (SLE4428 & U SLE5528)
SLE4428 & SLE5528 ((Z2FADRIFEEMCT 3/HIC. XEUH—RIS—ILyhI—REIRHEIZEF(C, o]
N REERLET AT ORFZ2ETLET,

1. TLEFT-230I5-hUACEYNTZIRZRBUT, ‘OICEE T3,

2. EBENEI—ILyhI-REh—RIARHULET,

3. N T—3a>I5-hI A% BELLIELET,

IR ROTA=Y
Pseudo-APDU
CODE

Byte1 Byte 2

CODE 2 1 hD>—ILyhd—-R (PIN)

:L\"é??—GU?r—?‘y I\

90h
20

swi1 = 90h

SW2 (ErrorCnt) = I5— HhJ>%—, FFh [FEREAENRINLIZCEZRL TS, 00 h (F/{XT—RAY
OYJSNTUVBIEZRL TS (RABTRSZEBBURL) . MMOEFIRTED
FREENRBUIcCEZRL TS,
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8.6. XEUBD—R — SLE4432/SLE4442/SLE5532/SLE5542

8.6.1. SELECT_CARD_TYPE

COIN REN—RY=A—(HFBAINT, BIRUIEH—RICND =D PyT#ETS 3. BIFCUTYNEEITITS
RlCfEDNE T,

3EIR : SCardConnect( ) API L& THEYIESNIEODWIRAN — Mh— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDFFULERERIE PC/SC B#EZSIRL TLIZE0,

INZROTA—=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 06h

ET—HT7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.6.2. READ_MEMORY_CARD
INRDOITA=RYE
Pseudo-APDU

CLA INS P1 Byte Address MEM_L

FFh BOh | 00h

20
Byte Address = A7A6AsA4 AsA2A1A0D (EXEUN—ROXEU7 RLAAIETHS
MEM_L AEUN—-RhSERAHEINTORVT-IDERSE

:L\%‘?—Qjﬁ—?‘y I\

BYTE1 .. BYTEN  SW1 SW2 |
Z0H
BYTE x XEUN—-RhbEHEENT -4
SW1 Sw2 =90 00h (I5-RLOEZE)

8.6.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD (SLE4442
HLUV SLES542)
COIRRWTLEST—23>0I5-hD 9% s+ EBEE (CEDNE T,

IR ROTA=Y
Pseudo-APDU

CLA INS P1 P2 MEM_L
FFh B1h | 00h | 00h | 04h
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ET—HT7A-Xvh

ERRCNT

2O
ERRCNT I5—HD>%—, 07h (FEREBOIEEENELWLCEZRL TS, 00H (F/C 20— R Ows
SNTUWBCEERL TS (BRABRITEEZEBAUR)  MOMEIEREZDRIENEK

BUlecEz =L TS,
DUMMY MR OES 3 NFOMNEDEE
SW1 SW2 =90 00h (IS—RULODHE)

8.6.4. READ_PROTECTION_BITS
COIN> RFIAHD 32 N1 FORELY Mese BRI ENNE T,

INRDITA=RYE
Pseudo-APDU

CLA INS P1 P2 MEM_L
FFh B2h | 00h | 00h | 04h

WET =AYk

PROT1 PROT2 PROT3 PROT4 SWwWi1

ZoH
PROTYy RELYMEDVB/1 b
SW1 SW2 =90 00h (IS—RLOFE)
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PROT {1/ MRT, REEYMILLTFOLICWEARTNS :
PROT 1 PRQ

P7 P6 P5 P4 P3 P2 P1 P16 P15 P14 P13 P12 P11 P10 P9 - - - - - - P18 P17

O :
Px (JI5ET—45D BYTE x DREEYRNTT,
‘01 MIESAHREINTVET
PN NIBESADENTEFT

8.6.5. WRITE_MEMORY_CARD
IR ROTA=Y
Pseudo-APDU

CLA INS P1 Byte Address MEM_L Byte1 ... ByteN
FFh | DOh | 00h
0
Byte Address = A7A6AsA4 AzA2A1A0b (IXEUH— ROXEVY RLUAAIE THD
MEM_L ABUCEZTANTLRVT-IDRS
Byte x XEUH—-RIBEANTLRVT -4

ET—H7A-Xvh

G

ZoH
SW1SW2 =9000h (I5—RLOFEE)

8.6.6. WRITE_PROTECTION_MEMORY_CARD
INY RTHEESNLE/A MIREFTH— RNIEESNZY RUARDOT —FELEARD, —EUIBE . JIEL TS
{REELY MIARELFEM(C0"CTOT S LENTVET,

INROIA=Y
Pseudo-APDU

CLA | INS P1 Byte Address MEM_L Byte1 \ .... ByteN
FFh D1h | 00h
ZOH :
Byte Address = 000A4 AsA2A1Acb (00h - 1Fh) (FXEVH— ROREAEUT7 RLAIE THD
MEM_L ABVICEEANTLRVT-AIDES
Byte x I\ MEDNA RV RUZANSIAF D h— RADT —SELEEENE T . BYTE 1 &
Byte Address 1 DFT—45%LEAR3% ; BYTE N & (Byte Address + N-1) 0
F—ANLERS,

ET—HT7A-Xvh

1

0/
SW1SW2 =9000h (IS—RULDIKE)
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8.6.7. PRESENT_CODE_MEMORY_CARD (SLE4442 & U SLE5542)
SLE4442 & SLE5542 ((E2FHADRIFEEMCT 3/HIC. XEUH—RIS—ILyhI—REIRHEIZ8F(C, o]
N REERLET AT ORFZ2ETLET,

1. NEFT-330I5-hU2AICEY N1 ZIRRUT, ‘OCEELET,

2. EBENE—ILyhI-REH—RIARHULET,

3. N T—3a>I5-hI A% BELLIELET,

NV ROTA—=YY A
Pseudo-APDU
CODE
Byte1 | Byte2 Byte3

CLA INS P1 P2 MEM_L
FFh | 20h | 00h | 00h | 03h
0

CODE 31 bD>—ILyhI—RK (PIN)

ET 574Xy h

90h

FaOLIR
Swi1 =90h
SW2 (ErrorCnt) =I5— H9I2H5—, 07h (FAREENTELLCEZRLTULVD, 00H (/N D—RAOY
JENTVBEZRLTVWD (RABESTRIEZEBUL) . tMOMEFIRTEDR
SENKREILIzCERL TS,

8.6.8. CHANGE_CODE_MEMORY_CARD (SLE4442 & U SLE5542)
BEINLT—ZFHLVS—ILy RI—RELT, h—RICEEANZBFHI, COINV REERLETS
PRESENT_CODE V> RTH—RISRIEDS—ILy h1—RZRBHBLTHS. COIN RZ2ETLET,
IR ROTA—=YY

Pseudo-APDU

CODE
Byte1 Byte2 | Byte3

CLA INS P1 P2 MEM_L

FFh | D2h | 00h | 01h | 03h

ET 574Xy h

i —

01
SW1SW2 =9000h (I5—-RULDFE)
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8.7. XEUH— K- SLE4406/SLE4436/SLE5536/SLE6636

8.7.1. SELECT_CARD_TYPE
COIN RIEN—RY=A—(HFBAINT, BIRUIEH—RICND=AIPyT#ETUET . BEFICUY METT
BEFFEONZET,
3EIR : SCardConnect( ) API L& THEYIESNIEODWIRAN — Mh— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDFFULERERIE PC/SC B#EZSIRL TLIZE0,
X ROTA—=Y A

Pseudo-APDU

CLA | INS P1 P2 Lc Card Type
FFh Adh | 00h | 00h | 01h | O7h

ET—HT7A-Xvh

i

Z0H
SW1SW2 =9000h (I5—-RULDFE)

8.7.2. READ_MEMORY_CARD
INROITA=RYE
Pseudo-APDU

CLA INS P1 Byte Address MEM_L

FFh BOh | 00h

Z0H
Byte Address AXEUN—ROAEY7 RLUAIE
MEM_L AEUA—-RhB5EAEEINTORVT—IDES

;L\"é—“ﬁ:—l;jﬂ'—Q“J I\

BYTE1 .. BYTEN SW1 SW2 |
Z0H
BYTE x XEUN—-RhbEHEENT—4
SW1 SW2 =90 00h (I5-RULOEZE)

8.7.3. WRITE_ONE_BYTE_MEMORY_CARD
COIX R AN H— ROIBESNIZT RLAIL 1L N\A MESIADTEHIERAINE T, N1 ML LSB %24
HICH—RICEMTWD, I—R7RLZ 0 DEYRY 0 /N1 b LSB A RENET
4 DDERZIEFTAHFE—RE. COH—RILTTERTEET, IV RT—5T1—ILRADIFI (CLHTXRIEN
a) Write
Y RTIBEIN)I\ A MENMEESNET RLAICEZTAFN T, h— RIEALIBEREND D HEEZSE
ANZEFd,

b) Write with carry
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IR RTHEESN) A MOMENEEENZ Y RLAICEEATNT, N NIRO FINISHIRT—S%
HEIBLDIH—ROXENT T COFESAHE—NID—RCHISHEZEFHI BIhICOHERT
BIENTEET,

c) Write with backup enabled (SLE4436, SLE5536 and SLE6636 only)
N> RTHEESN\A MBEMETEENZT RUAICESAFTFN T, h—RIABAEIBREDD>HEZEE
ANET, NwiPyTCybeBRICL T h—REINRET DL, T-IDEKRERIETZENTEET,

d) Write with carry and backup enabled (SLE4436, SLE5536 and SLE6636 only)
I RTEEENL\A MBEMEEENIL7 RLUAICESAENT, IV REROTINI AT %
SHETBIHICH—NOXRESNET . COFZAHE—REH— RN AHMEZEHIDHICDHERT
BIENTEET, \wI7vTEYNEBRCUT, h—REINFEETDE, T-IDIBKZMIETBENT
F9,

LIFOE-RT. $8ESNT RLAD/ 1 NIZBEAHDIRFEEITIZRICHESNRVD T, XEVEY 1%
‘0ICTOISLUNTEF A

SLE4436 71— R& SLE5536 h— R THIBAIGERDN\wI 7y TE— RiE. ESAHEMERCBNE(SEINICT
BIENTEFT,

IR ROITA-XYH

Pseudo-APDU

CLA | INS
FFh DOh | 00h 02h
ZTOH
Byte Address AEUH—ROAEVY RLZfIE
MODE 1 MNE—RENYIPYT ATV ZAEELET
00h : Write
01h : Write with carry
02h : Write with backup enabled (SLE4436, SLE5536 and SLE6636
only)
03h : Write with carry and with backup enabled (SLE4436, SLE5536 and
SLE6636 only)
BYTE N—REEEANTLRWA bOfE

ET—H7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.7.4. PRESENT_CODE_MEMORY_CARD
XEUN—RICS—ILy hI—-R2IREU T, 1—ROEIAEE—ReBRIF2EFC. IV R T ORFZEITUE
9

1. T 57—330I5-hUAICEY N1 ZIRZRU T, ‘OICEELET,

2. EEEINZ-ILyhI-Reh—RARHULET,
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>—JLyRI1—-REIRHE IBE. ACR3901X (3T TS T—2avhAmEELLSELER A 7TVT—2a> VTR
DI (LT IR Write with carry XY R T U THITONRIFNERDER Ao

N ROTA=NY b
Pseudo-APDU
CODE
ADDR Byte1 Byte2 Byte3 |

MEM_L
FFh | 20h |00h |00h | 04h 0%h
0
ADDR h—RILESFT—2a>hI29DEY R 7R A
CODE 31 dD—ILyhI—R (PIN)

WET—H7A-Xvh

Siniia

ZoH
SW1SW2 =9000h (I5—RLOFEE)

8.7.5. AUTHENTICATE_MEMORY_CARD (SLE4436. SLE5536 & U SLE6636)
ZDIN>R(E SLES536 h—R&Efe(d SLE6636 h— Rh'Sh— ROFREEAEEAE 25 BB L (ENNE T,
ACR3901x (AT DIRFZEITUET ¢

1. INJRTIEEEINA—RHRO) Key 1 Fzld Key 2 Z#EIRUE T,

2. IN>RTIEEINLELZZH— ROXELE T,

3. H—RICIOTEIEUBREET —9DE LY NI U TIEESNT CLK JULZDEZERKRLET

4. H—RH5 16 EVNDERIET — %R HE T .

5. h—FzEEEEE-RIIYNLET
SREITOCAN ZERFETRITENE T : AF7vT 1 (3h— NCEREEEERAEZIXRELE T o ATV 2 (3. h—RICLDT
STEUR 2 N1 hOEREET —7ZEDET .

ZT‘J? 1: jJ |\(L_u|..n DIEEHE%%{ELlij

X ROTA=Y
Pseudo-APDU
(of0]5]
KEY CLK CNT Byte1 Byte2

CLA INS P1 P2 MEM_L

20

KEY B nEﬂﬂiﬁnfﬁﬁﬁt&)m:—
00h : Key 1. BESJOy/EEEFTOTLVRL
01h : Key 2. H== SJ0v7EEEFOTLRL
80h : key 1, BESJOv/EH{TE (SLES536 & SLE6G636 D)
81h : key 2, mj‘uw’]ﬁ@ﬁ:ﬁﬁ% (SLE5536 & SLE6636 Md+)

CLK_CNT CLK OJVILRER (S, FREEFERAZE DR LY MOFTEDIHCH— RICHtieaNn %, 124
fElx 160 (AO) 'C@“

BYTE 1...6 h—ROEET—5
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ET—HT7A-Xvh

61h | 02h
EOH :
SW1 Sw2 =6102h (I7-RULDZBE) , 21 DOFREET —INERH TETVDLZRT,

GET_RESPONSE XY RICE&O T, ST -2 AFLFET,

ATYD 2 : AT —9%EWWRY (Get_Response)
IR ROTA=Y
Pseudo-APDU

INS P1 P2 MEM_L

FFh COh 00h | 00h | 02h

ET 574Xy h

- .

ZoH :
CERT N—RECLOTETEENERELT —5D 16 Ewh, BYTE 1 @ LSB ($h— RhB5RHHE
NIIBHOEEEEY N,
SW1 SW2 =90 00h (IS—RLOFE)
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8.8. XEUH—I - SLE 4404

8.8.1. SELECT_CARD_TYPE

COIN REN—RY=A—(HFBAINT, BIRUIEH—RICND =Py T#ETUET . BEFICUY METT
BEFFEONET,

3EIR : SCardConnect( ) API (L& THEYIENIEODWIRANY — M— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDFFULERERIE PC/SC B#EZSIRL TLIZE0,

INZROTA—=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 08h

ET—HT7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.8.2. READ_MEMORY_CARD
INRDOITA=RYE
Pseudo-APDU

CLA INS P1 Byte Address MEM_L

FFh BOh | 00h

20
Byte Address XEUN—ROAEY7 RLUAIE
MEM_L AEUA—-RhBsAEEINTORVT-IDES

;L\"é—“ﬁ:—l;jﬂ'—Q“J I\
BYTE1 .. BYTEN  SW1 SW2 |

0/
BYTE x AEUH—-RhBiAHEENET—4
SW1SW2 =9000h (IS5—RULDIHE)

8.8.3. WRITE_MEMORY_CARD

COORYRIEAFASNTZH—ROIBEINLT RLAICT - 42 ESADHIEREINE T, /{1 NI LSB 2#]%
([CH—RICBNMTWVS. h—R7RLZ 0 DEYR 0 /)1 hD LSB EHRENET

IBEINLTRLADNA NIESAHDRIFZRITIZFITHEINRVO T, XBIEY M 1Z0(CTOT S LU
TEFEA.
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INRDOITA=RYE
Pseudo-APDU

|

Byte Address ABUN—ROABYT7 RLZIE
MEM_L SEYCEBEANTOBVT—IDES
BYTE H—RICEEANTORUIA DB

ET—5T7A-Xvh

cumcion

Z0H
SW1SW2 =9000h (IS5—RULDIHE)

8.8.4. ERASE_SCRATCH_PAD_MEMORY_CARD

BASNA—RORISYF I\ READT =A% HE I B85, COTNVY REES, ZI59F /Y RAEUAD IR TDA
BUEY I 1ICTOT S ASNET,

I5-hI2A—FeEd1-5-V - %HEIT 38, /(- 8.8.5 DFRBADLSIC, VERIFY_USER_CODE JYR
2B TZEN,

INROITA=Y
Pseudo-APDU

CLA INS P1 Byte Address MEM_L

FFh D2h | O0h 00h
ZOH :
Byte Address R75vF/\WROXE))\A h7 RL A&

FAE(E(X 02h TY

lt\é?_gjﬂ_?\y I\

Coukcirn

0/
SW1SW2 =9000h (IS—RULDIKEE)

8.8.5. VERIFY_USER_CODE
BASNTOWRH—RCI-Y - - Ly - ReigH 930, COIVY RIMERINES. | 2/(1K) H—Ro
ABUNPIERATERLSC, - -2 Iy I-REENHIBRIENTVET,
FO7I2 a3 nEiTanE9 .
1. BESNS Iy I-Reh—RIGRHULET,
2. FEIFT—330I5-hIACEYNTZRIRU T, OICEEBLEY,
3. JLEIT—3a>I5-NI 9EBEEVET . IRBUES -0y bI—RORINICEREEAN T, 1-HY-15
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—NIUA-EHEIENTEET,

INRDITA=RYE

Pseudo-APDU

CLA | INS Error Counter LEN @ Byte Address | MEM_L g)(/)tZﬁ Byte 2
FFh 20h | 04h 08h 02h
O :
Error Counter LEN  JLE 57-33>I3-hU A0DRSE, EYROEMITY,
Byte Address H—RBDF -0/ K7 RLA
CODE 21 bO1-5->-HLyrI-R

ISET—HIA—Xyb

Sinin

ZOH
SW1 SW2 =90 00h (I5—-RLOBE)
=63 00h (CNBM EOBRITHRVEES)
SERR © SW1 SW2 = 90 00h #Z{ELTHB. VERIFY_USER_CODE HIEULWLWHEIHEFIVITBIHIC.
1-Y-DI5-hI9-BEFHBEI T, I-H-DI5-NI>9-NEEFEEEINT, FFhIZE&EL
VWESNTLRIEE. BIEIOWRIEN I,

8.8.6. VERIFY_MEMORY_CODE
FEASNTUVSH— RICAE)I-REIRE T 28, COIXRMMERENET. | (400 XEVI-REI-53
—REI-TXE)DBO-REFFA] I 3ehfERENET .
UFO7I2aonETEINEs .
1. BEEINS—IbyhI—-Reh—RRHEULED,
2. JLEOFT—330I5-hD 5By N1 2&RU T, ‘OICEELET,
3. NLEIFT—330I5-hI A% BEVET XE) I5— HUSA—h0T—IhEESNROCEZER
LTLIZE 0N,

I ROTA=RYbE

Pseudo-APDU

Error Byte COPE
Gy | Counter LEN Address HEMER 1Byte Byte2 Byte3 Byte4
FFh 20h | 40h 28h 04h
FaOLIR
Error Counter LEN  JL € F7-33>I3-hUADES. EVROBENMITY,
Byte Address H—FRROF—-0)N1 K7 RLA
CODE 4 N1 bOXEYI-R

:L\"é:?—’>777r—7‘y I\

Eooker

20
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SW1 SW2 =90 00h (IS—-RULDIBE)
=63 00h (SN LEDOBEFITHRVES)
SERR © SW1 SW2 =90 00h #={ELTHS. VERIFY_MEMORY_CODE HIELWNESHEF IV Bz8h(C.
TV -3V - EBEGHIBIETTT, 7IUT—230V - 07 —INREBEESIN T, FFhIZELLEN
TVW215E. FIEIOREENRINU,
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8.9. AEUH—R - AT88SC101/AT88SC102/AT88SC1003

8.9.1. SELECT_CARD_TYPE

COIN REN—RY=A—(HFBAINT, BIRUIEH—RICND =Py T#ETUET . BEFICUY METT
BEFFEONZET,

3EIR : SCardConnect( ) API L& THEYIESNIEODWIRAN — Mh— R -4 —@BERIERULN TEEE A,
SCardConnect( ) APHIDWTDFFULERERIE PC/SC B#EZSIRL TLIZE0,

INZROTA—=YY
Pseudo-APDU
CLA INS P1 P2 Lc Card Type
FFh A4h | 00h | 00h | 01h | 0Q%h

ET—HT7A-Xvh

i

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.9.2. READ_MEMORY_CARD
INRDOITA=RYE
Pseudo-APDU

CLA | INS P1 Byte Address MEM_L

FFh BOh | 00h

20
Byte Address XEUN—ROAEY7 RLUAIE
MEM_L AEUH—ROS5RAHEINTVRVT-FDES

ll\..\:é:?_l;jﬂ_V‘y I\
BYTE1 .. BYTEN  SW1 SW2 |

0/
BYTEx XEUp—RhSEHEAHEINET -4
SW1SW2 =9000h (IS5—RULDIHE)

8.9.3. WRITE_MEMORY_CARD

COORYRIEAFASNTZH—ROIBEINLT RLAICT - 42 ESADHIEREINE T, /{1 NI LSB 2#]%
([CH—RICBNMTWVS. h—R7RLZ 0 DEYR 0 /)1 hD LSB EHRENET

IBEINLT7RLADNA NIESAHDRIFZRITIZFITHESINRVO T, XBIEY M 1201 TOT S LU
TEFEA.
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IR ROITA-XYH

Pseudo-APDU

Byte Address ABUN—ROABYT7 RLZIE
MEM_L ABVICEEANTLRVT-IDES
BYTE H—RICEEANTLRWA bDfE

ET—HT7A4-Xvh

cumcion

Z0H
SW1SW2 =9000h (IS5—RULDIHE)

8.9.4. ERASE_NON_APPLICATION_ZONE
COARY RN T IVT =232V =ICZAR T —aNTVRWT —9% B A3 28F(CfEHNFI . EEPROM XEUN 16
EvhDD—RTHEEEINE T, IR 1 EyhDTI—REEELTE. ERASE #ENETOT-REEETEEI. U
Teho T XBURDERDEYNIEEZFEITIBE. TOXEUDIARTD 16 EyhzIUT7U T, "1"DIREEICLRS.
IS5-NIAEET IV -2V -2 07 —A%EE TR0, LUTFOIV RESBL TS ¢
. J){\—=18.9.5 (3 ERASE_APPLICATION_ZONE_WITH_ERASE IX>REFEZELTV3.
2. J\—K8.9.6 (3 ERASE_APPLICATION_ZONE_WITH_WRITE_AND_ERASE XY REFEZELUT
(Ar-N
3. /\—18.9.7 (X VERIFY_SECURITY_CODE X REEZELTLS.

IR ROTA=Y
Pseudo-APDU

CLA INS P1 Byte Address MEM_L
FFh D2h | 00h 00h

FaOLIR
Byte Address JHZELU TVRWT—ROXAEUINA K7 RLUADIZER

ET—HT7A-Xvh

i —

Z0H
SW1 SW2 =9000h (I5—-RULDFE)

8.9.5. ERASE_APPLICATION_ZONE_WITH_ERASE

COIRY RELFORRICEREINET -
1. AT88SC101 : 7T —23> V-7 —5%ZEZEL T, EC HEEENERNICRS.
2. AT88SC102 : 7 Ur—>3>V—> 1 D7 9% HELET.
3. AT88SC102 : 7 U —33a>Y—-> 2 DF —H%HEEL T, EC2 BLEENEERNICR D,
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. AT88SC1003 : 7 Wr—3a>Y-> 1 OF—%EELET,
5. AT88SC1003 : 7 U4r—>3>V—> 2 OF—9%HEL T, EC2 HEEENERNCR S,
AT88SC1003 : 7TUr—33>YV—> 3 DT 9% HELET,

OO RTLAT OIREZEITUET ¢
1. IBEINEI-REA—-RORHUET,
a. NEIT-33>I5-hU 9% BELET, IREUEI—RORINICER EEN T, 7Ur—23a>y—
ST —INEET RN TEET,

INZROTA—=XYH

Pseudo-APDU

Error Byte CODE

el Counter LEN Address MEM_L Byte1 Byte 2
FFh 20h | OOh
20
Error Counter LEN  JFLY>F—330I5-hU 90DES, EYRMOEAITY, 92& 00h THD
&,
Byte Address H—RBRO7IVT-232V =207 RU A, AEEREUEN T OFv— MSEEU
TS,
Byte
Address B
AT 101 : 7 V-3V -2 %HE
88SC Ao : i+} V-3V -2 %BEL 96h 04h
T. EC BERENEERNICIRD.
AT88SC102 : 77 -3V -1 %8
7IVr—23>V-> 1 mHEL s6h 06h
9
AT88SC102 : 7 -3V -2 2 %3
: ‘) 7;')7 AV -2 2 mEEL och 04h
T. EC2 BEREN RN DD,
AT 1 T V=230 -2 1 &
88SC1003 : 7 Wr—33a>V—-> 1 &HE 36h 06h
LET
AT88SC1003 : &7 -3V 2%
j ) 7_";)7 V- 2% sch 04h
EUT. EC2 BERENERRNICIRD.
AT88SC1003 : 7 Ur—33>Y—2 p=|
7IVr—23>Y-> 3mEE con 0sh
LE9
MEM_L HEFT-ORS, BEREEN LOFr—MSBUTUZE,
CODE N /{1 bNDEEF—

:L\%‘?—Qjﬁ—?‘y I\

i

0/
SW1SW2 =9000h (IS—RULDIKE)
3EIR : SW1 SW2 =90 00h #3{ELTHS, ERASE_APPLICATION_ZONE_WITH_ERASE H'
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EULDEIDEFIVITBI0IC, TV —330Y) —> 07— BEGGAHIBE I T, 7 r—33>
V—>0F -4 g hEEBEESINT, FFhICELLSNTWIHE. BIBIOMREEN IR,

8.9.6. ERASE_APPLICATION_ZONE_WITH_WRITE_AND_ERASE
COIRY RELFORRICEREINET -
1. AT88SC101 : 7Ur—23>V—->M7 —4%EELUT. EC HEENERNICRS.
2. AT88SC102 : 7JUr—33>V—-> 2 D7 —H%HZELT. EC2 BEEENBINICRS.
3. AT88SC1003 : 7 Wr—2a>V—> 2 D7 —H%EEL T, EC2 #EENBZNCIRS.,
EC Ffzld EC2 BEEENERNCHOTHS (FADHS5 : ECEN Ffzld EC2EN b1—XMBESNTLVECT, “I"04R
AR)  LITOREREITLET ¢
EBEINLES—ILyR1—-Reh—RIAREUE T,
. ILEYF—330I5-1T By N EIRRRU T, ‘OICEBLET.
3. NI FT—3a>I5-hI 9% BELET . IREULEI—RPRINCERESEEN T, 75 —23> Y -0
T=ANHEEITBENTEET,

IR ROITA-XYH

Pseudo-APDU

Gta I (E::l?r:ter LEN ?ﬁfress b3l g?tiﬁ Byte2 Byte3 Byted
FFh 20h | 80h 04h
FaOLIR
Error Counter LEN TN FT—2a0I5-hU ADRS, EvhTEMEIL 80 h T,
Byte Address H—RbO7IVo -3V =207 R

AT88SC101 96h
AT88SC102 9Ch
AT88SC1003 | 5Ch

CODE 4 XA bOEEF—

ISET—9IA-Xwh

i

ZOH
SW1 SW2 =90 00h (I5-RLOBE)
=63 00h (CNB EOBFRITHIRES)
FERR : SW1 SW2 =90 00h #2{ELTH'S,
ERASE_APPLICATION_ZONE_WITH_WRITE_AND_ERASE HIEULWHESHEF IV BI=6HIC,
TIVT—232Y 207 - BEGHIBEITY, 7T Ir—232Y-207 -4 g hesbEEENn
T, FFhZELLENTWSIHE. BIBIOIRIENRRINU.

8.9.7. VERIFY_SECURITY_CODE
BASNTLSH—RCTEFIYT - R2IRE I8, SOV FMERSINET. (2/X18) h—ROXEINTY
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TATERLIC, tF1UT1d-REENHERENTVEY,
UFO7I2 3 = iT8nE9 .
1. EBEINS—Iby - Rh—RRHEULED,
2. JLEFT—330I5-hI5CEy N1 2&RU T, ‘OICEELET,
3. N T—3a>I5-hI 9% BELET . IREULI—RPRINCEREESN T, E31U7¢1— RosHH
NI A-NEEIENTEET,

IR ROITA-XYH

Pseudo-APDU

CLA | INS Egg;ter LEN ilét(fress MEM_L (B:;Zli Byte 2
FFh 20h | 08h OAh 02h
FaOLIR
Error Counter LEN  JLE 57-33>I3-hU DRSS, EYROEMITY,
Byte Address H—RAROF—-0)N1 K7 RLA
CODE 2 )1{ botFaU74a-R

ET—HT7A-Xvh

i

ZOH
SW1 SW2 =90 00h (I5-RLOBE)
=63 00h (CNB EOBFRITHIRES)
3EIR 1 SW1 SW2 = 90 00h #=EURET. VERIFY_USER_CODE NIELWWWD\ESHVERESE T Bz
&IC, TF1UTI-ROFEH#DNI>F— (SCAC) ZBEFHENBIENTEE Y., SCAC HNEEZN
T, FFhZELLENTWSI5E. BIBIOIRIENRRINUI,

8.9.8. BLOWN_FUSE
COINVYREHFASNTVSIN—ROE1— X ZEE I ZRHAAENNE T, t1—X(F EC_EN Ot1—X, EC2EN ®

E1—X X—h—0b1—-XFeFFRTEDE1—-XBIEETY,
IR b1 XAZTEIRLE AT EBIETY .
N> ROTA-NYH

Pseudo-APDU

il Byte gt?sZEBit Fuse Bit | State of State of
counter  address | MoM-- Addr Addr FUS  RST
(High) (Low) Pin Pin
00h Ffz
FFh | 05h | 00h 00h 04h 01h o
01h
ZOH
Fuse Bit Addr (2 A€ b)  t1—-XDEYRTRUR, {EHEREUBEN T OFv— M SERUTUIZEL,
State of FUS Pin FUS pin MIRRE, 32& 01h THANE,
State of RST Pin RST pin DIRAE, FEHEREUEN T OFv— b SIRU T,
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Fuse Bit Fuse Bit State of
Addr Addr RST Pin
(High) (Low)
A=h—-0t1-X 05h 80h 01h
AT88SC101 EC2EN Ot1—X 05h Coh 01h
FITEOE1-X 05h EOh 01h
A=A—0k1-X 05h BOh 01h
AT88SC102 EC2EN Ot1—X 05h F9h 01h
FEITEOL1-X 06h 10h 01h
A=h—-0t1-X 03h F8h 00h
AT88SC1003 | EC2EN Ot1—X 03h FCh 00h
FITEOL1-X 03h EOh 00h

ET—HT7A-Xvh

i

ZoH
SW1SW2 =9000h (I5—RLOIFEE)
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9.0. JEfEfEHh— ROV R

ZKIA(X ACR35 DIFEARN— OOV REBITLET .

9.1. JEIEfA > H—TJ1—AD PseudoAPDU

9.1.1. Get Data
COIY> RN PICC A—ROINTIFIN—BLLIE ATS ZAF I3 {EDONET,
GET UIDAPDU JA—Yvhk (5/84~)

Get Dat FFh | can | 90N oon | %"
etbaa 01h (BAEY)

5% P1=00h. UID [G&TIA—Xvrz AFULEYT (UID +2/)N(1H)

uiD uiD

TEER LsB) | | | (vsB) SW1 | SW2

5%z P1 = 01h. 1ISO14443 A4 TDH—RD ATS ZAFULFT (ATS +2 /(1K)

&R ATS | SW1 | SW2
HEI-R

=R SW1SW2 Ek ‘

%I 90 00h BRIENRINCTE TUELR.

. 62 82h UID/ATS 000 Le )\ hORTIGELFEUEZ (Le (Z UID DREL
DARZENTY)

I5- 60 XX BhiE-fcRe (Rh&oicF > /\—Le : ‘XX (IFBHEREFEKRT) . Le
(Z. FIATIEER UID ORESKETHIHE

I>- 63 00h BIENEIUEL,

I5- 6A 81h COMBER Y R— NTEER A

& :

/IPICC A—RDIVTINFIN-ZAFLET,
UINT8 GET_UID[5]={FF, CA, 00, 00, 00h};
118014443 A 3L TDH— KD ATS ZAFULET,
UINT8 GET_ATS[5]={FF, CA, 01, 00, 00h};

9.2. MIFARE Classic 1K/4K XEUh—FRD PICC O¥>YR (T=CL IZ1l
—-33Y)

9.2.1. Load Authentication Keys
ZOIYREV—-F—(CF—%0— RIBZBEF(MENONE T, COF—(E MIFARE Classic 1K/4K XEUH— ROKFER
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T %S BIeHIMERENE T, Y- —F ORI+ — 07 RUAMRHBN TS @ RUPITVF—DT
RLZERMFRONF—DT RL -,

Load Authentication Keys APDU JA—<whk (11/{4/~)

Load gt B
Authentication FFh 82h F—E FN 06h ¥ N
Keys - (6/)814K)
O :

F—1RE 1)k

00h = F—HRIWTVF—-DXEYICO-RENFT,
oMt = FHIEH
F-0F2N- (A O
00h — 01h = F—Z{RTF I BI2HDR LI RVF—DAEY, F—(FFRCU—-4
—([RFENT, -4 PC MSUIRTENTHBETE, Y- —DXEIRNIfRIFE
NE9, ZORMTVF-DXEVUICIERK 2 lF—2ZAR7—TEET,
R : T JA)ME(L FF FF FF FF FF FFh TY.
*- 6 N1 Ko V=4 —(CO—-ReNn3EE-D1E,
5 : FF FF FF FF FF FFh,

Load Authentication Keys [5Z&JA—<vh (2 /(1K)

R SW1 Sw2

Load Authentication Keys i5Z&1—R

=3=:] SW1SW2 =Ebk
B Ih 90 00h BAENRRINCTE T UFLIR.
I5—- 63 00h BIEDKRBLFLR.

& :

I SRV VF—DXEYIC 00h F—%20—RUET {FF FF FF FF FF FFh),
APDU = {FF 82 00 00 06 FF FF FF FF FF FFh}

9.2.2. Authentication for MIFARE Classic 1K/4K
ZOIY> RlE ACR3x [CAR—BNTWB3F—T MIFARE Classic 1K/4K h—R (PICC) %:ZREFd3BF(C{ED

nF9. ZFEOSPEF—ZEDNFT : TYPE_AL TYPE_B.

Load Authentication KeysAPDU JA—<wh (10 /(1K)

CLA INS P1 P2 Lc |F—494>
Authentication | FFh 86h | 00h | O0h | 05h | —#4)VA NEREE

T—ANAREREE (581 1K)
b1 Mb2 RABh3 NM1ha IN1h5
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K{h1  NAh2 NAR3 N{ha  NKAh5
6:?3> oh | JowrEs F-094F | F—F2)T—
Z0H

Jovosas 184~

FREESNTLRWVLXEYT OV,
—MD MIFARE 1K 71— KA 16 BED TV B4 —(C(S 4 EDEFRI D
JOvInEEN TS,
%l . £945—-00h 'SFENTLBIOYI{00N. 01h, 02h HLU 03h} ; TH5—
01h NEENTLBIOYY{04h. 05h. 06h BLU 07h} ; SANZIH—0Fh 'S
L3I 0v{3Ch, 3Dh. 3Eh LU 3Fh}.
LHITOVINRRINEREEEN 3. BUEII-D2TOTOVIETICATEET,
FULVEIR(E MIFARE 1K/4K BE#2SBL TS,
SER : JOwINERCSRIIENE. BEI5—-(CFE 922 ToJavIn 7ot
ZABJRETH D,

F-0517 181,
60h = TYPE A ¥—&U T, REEACENNE T,
61h = TYPE B +—¢U T, SREERA(CfENDNE T,

F-0FYIN- 181k
00h ~ 01h = F—%X N7 —FBzHDEKPTVAEY, U-F-HIE1-9Hh5
trENfzEE ENSOF-HEIBRENE T KU T L\ F—%2 _DigftenTuz
9, INBIFERD YAV (CEYSa ELTHEATEET,

Load Authentication Keys i5Z&JA4—<vh (2/81K)

SR SW1 | Sw2

Load Authentication Keys i5Z&1—R

=R SW1sSw2 =k
Ay 90 00h BAENKINCTE TUELR.
I5- 63 00h BUENRELELIC,
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s5- D
(16 Botsy—, &EIH-IC (7; . ;jl?nj‘y 5. &Ll 16 A MN—-3-J0v9
3 4 EOEBHORT OVINE M S (1 Eo7TOv9, 16 K{H)
BL3)
95-0 00 ~ 02h 03h N
9451 04 ~ 06h 07h
. 1 KB
H49—-14 38 ~ 0Ah 3Bh
tH49-15 3C~3E 3Fh v,
|3 : MIFARE Classic 1K 1— ROXEYIYS
ws5= _ F=45J0v) -
(32 BDtHH—, &EEIH—-IC B EOTOYY, Bl 16 /01 N—=-3-2'0v%
& 4 BoOEGENRTOVINE N ! (1 @Bon2'0vs, 16 K1)
BL3)
549-0 00 ~ 02h 03h
hH—1 04 ~ 06h 07h
- 2 KB
4949-30 78 ~ 7Ah 7Bh
4949-31 7C ~ 7Eh 7Fh )
o _ F-4709% _
(8 BotHH—, &EIF—-IC N _ . MN=5-00v9
. A . (15@o070vY, &iiE16 )X X X
(& 16 ElDEFEI BRI OVIH e (1 Bo2'Ovy, 16 X1h)
281\3)
H49-32 80 ~ 8Eh 8Fh
t/949-33 90 ~ 9Eh 9Fh
S 2B
449-38 EO ~ EEh EFh
t449-39 FO ~ FEh FFh
|4 . MIFARE Classic 4K h—ROXEYIYS
Bl :
IH{TYPE A, F—=F>/){=0 00h}CLoT. TOYY 04h ZZREELET
I/l PC/SC V2.01, BElEENFd
APDU = {FF 88 00 04 60 00h};
BIAR(IC
IH{TYPE A, F—=F>)=0 00n}EoT, JOYY 04h ZERFELET
/I PC/SC V2.07
APDU = {FF 86 00 00 05 01 00 04 60 00h}
FEMR : MIFARE Ultralight DXEVEBERIC7IEZATEFT . FREEEVDFER A
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NAMFYN= 0

SUFNFI - SNO SN1 SN2 BCCO 0 \
S)FIVFUIN— SN3 SN4 SN5 SN6 1
REE/OvS BCC1 Internal LockO Lock1 2
OTP OPTO OPT1 OTP2 OTP3 3
=S H_/5
TSI Do Dataf Data2 Data3 4
= A H_/5
TIN5 Data4 Data5 Data6 Data7 5 >
=_m)_H_/5 6 N
TITIBTN baas Data9 Data10 Data11 512Evh
_ X
/5 64 /01~
7= =517 Data12 Data13 Data14 Data15 7
A=
TIN5 Data16 Data17 Data18 Data19 8 }
= _5)—f—/5
T=HN=5=1547 Data20 Data21 Data22 Data23 9
=S H_/5
7= =517 Data24 Data25 Data26 Data27 10
A=
T batans Data29 Data30 Data31 11
=B /5
TIN5 Data32 Data33 Data34 Data35 12
=S H_/5
7= =517 Data36 Data37 Data38 Data39 13
= A H_/5
T batado Data41 Data42 Data43 14
= _5)—f—/5
T=HN=5=1547 Data44 Data45 Data46 Data47 15
|5 : MIFARE Ultralight X<y
9.2.3. Read Binary Blocks
Read Binary Blocks Y > RE#EE DT —4T0v45% PICC A—RNMSERDH T CEICfENDNET . Read Binary
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Blocks OY> RaE1T9BRI1(C. T—HIOVI/MN —5—T 0w ZBAELAFNIERDFEA

Read Binary ® APDU JA—<vhk (5/(1 k)

Read Binary
Blocks 5 LA b

FFh BOh 00h

2O

JovosBS 1 )\(h. FBIOvY

FHFHUTLRL 180k,
FEFHULTLRL MIFARE 1K/4K D)1 N 16 DMEERTT ; BHUL TR
MIFARE Ultralight /{4 M 4 OfZ2(TY
BEHUTLRL MIFARE 1K O/ MIERKIC 48 T (#EEDIOVIE—
R ; 3D0EFHEIOVY)
EFL TLRL MIFARE 4K D)1 NEERAIC 240 TS (#EF0JOvVIE
—R; 15 DOEHIOvY)
L TLVRL MIFARE Ultralight D)\ MIERKIC 1 6 TY,

fl1:10n (16 )X14K) . BERTOVIEG (BE—0JOvIE-R)

il 2 : 40nh (64 )N11) . FEETOVINSEIRTOVIET+3 (IEHOTOYIE-R)

IR : Z2OREHIC. BEOIOYIE—REIT 9T OVIRFCT IR 2L ERINET . NL—5—

JOvIEEEOITOVIE—RTT7IEASNE A B—OT OV E—R2ERL TS,

Read Binary Block DIiS&JA—NXYh (4/16 DfEEL + 2 )N1K)

e ;;’5’ (4/16 )\1 bOfS swi | sw2

Read Binary Block /5&1—R

SW1sSw2 =k

1BVENRRINIC
«17 | 90 00h
A T TUELIZ,
— = \AER
I5 63 00h BAENRERL
- ibr:o

ol :

11 XA F)T0OvT 04h H5 16 )11 MeiRAHERS (MIFARE 1K &Fz(& 4K)
APDU = {FF B0 00 04 10}

ML FYTOvY 80h (C 240 )\ 1 heiRAED (MIFARE 4K)
/1 70w 80 MJOwY 8Eh T (15EJT0OvY)
APDU = {FF B0 00 80 F0}

9.2.4. Update Binary Blocks
Update Binary Blocks JY> R(E#EE DT —4T0v5% PICC 1—RICEZEANZDICfENDNE T, Update
Binary Blocks Y R2ZEITIBHIIC. T—7I0vI/N—5—-TOvHI%ZRIEURIINIERDER Ao
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Update Binary ® APDU JA—Yvhk (16 DfEEX + 5 /)81 K)
CLA INS P1 P2 Le

Jo ' . .
VLY whHT — \
Update Binary Blocks | FFh | D6h | O0h | w/% E“*ﬁbtb Bl jI;I.JGT 7 18/ hO
I Rqk £330
BE=
20
Jovosas 1)W1 b BFUTVRVEEIAT OV
EHRLTULRN 1)1 b BFTUTOERW MIFARE 1K/4K DJVA M 16 DfEERTY ; BFIL

TLRL MIFARE Ultralight MJ/Uf M3 4 OfS#TY

EFLTLRL MIFARE 1K O/ NEERAIC 48 T (#EEH0ITOvIE—
R; 3D20&FEHEIOVY)

EFTLTLVRL MIFARE 4K O/Uf M3ERKIC 240 T (B3 0T0vIE—
R 15 DOEFEIOVY)

EFLTLRL MIFARE Ultralight D)V MI&RKIC 16 T

fl1:10n (16 )X4K) . BIRIOVIEG (BE—0JOvIE-R)

i 2 : 30n (48 /)N11) . FEETOVINSEIRTOVIET+2 (IEHOTOYIE-R)

R : Z2OSIC BEOITOYIE-RET—9TOvIRFCTIERA I B {ERENET . N —5—
JTOvIEEEOTOYIE— RTTICASNFE R Ao BE—DTOYIE— REERL TS,

J0vo7—4 16 DEEL+ 2 N4 (FIE6)X14N)
NAFVITOVIICETANTLRVNT -4,
Update Binary Block i5Z&1—R

fEER SW1sw2 =Rk

BAENBRINICTE
:1h | 90 00h
) TUFEUR,
- Ty
I35 | a3 00n ﬁi’ﬁb\%&bi

ol :

/I MIFARE 1K Fz(d 4K h— RED/\(F1T 0w 04h % {00 01 ... OFHCEHFLES
APDU = {FF D6 00 04 10 00 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE 0F}

MIFARE Ultralight /(44T 0v4 04 h %{00 01 02 03} EFHLET
APDU = {FF D6 00 04 04 00 01 02 03}

9.2.5. Value Block Operation (INC, DEC, STORE)
Value Block Operation J¥> REFUET Oy L TORIEICEDNET (Bl : BUBETOvI0OEUBZEA>7)A>
MLET) o

Value Block Operation ® APDU JA—<vhk (10 /(1)
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CLA INS P1
7o VB_Value
Value Block Operation | FFh | D7h | 00h | w4 | 05h VB OP (4 )X4K)
E== - {MSB ..LSB}
0
JovIoss 1 01 R BRAEESNTVRVEED T Oy
VB_OP 181,
00h = VB_Value ZJOYJICAR7—UT. COTOVIEEMET OV B.
01h = VB_Value (L&D T, BYEITOVIDEEZRA>)A> NI ZEETO
33U TORIEDIHIERUFET
02h = VB_Value ([C&o T, BUET OV DEUEET IR N3, FETD
vI3FL TORVEDIHIERUET
VB_Value 4 N1 Ko BUBEDIRIEERINZHFESAERVELRTY,
1 1 : Decimal —4 = {FFh, FFh, FFh, FCh}
MSB LSB
FFh FFh FFh FCh
7l 2 : Decimal 1 = {00h, 00h, 00h, 01h}
MSB LSB
00h 00h 00h 01h

Value Block Operation QI&&JA—Xvh (2/)84K)

#EER | SW1 | SW2

|

Value Block Operation [G&1—R
=R SW1Sw2 =Sk

BRAENRRINICTE
xIh | 90 00h
A TUEUI
5 = \Yarm =
I35 63 00h }jfb NS
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9.2.6. Read Value Block
Read Value Block JY> REEMET OV DEUBEREVSE T BIeTEDNE T, FUET OV U TOIRVEDH(E
ALET.

Read Value Block ® APDU JA—<whk (5/)\1/K)

CLA INS P1 P2 Le
Jno

Read Value Block | FFh | B1h | 00h | w% 04h

Z0H
Jovoiss 1)W1 be 7OERESNTORVEYEDT O

Read Value Block OIGEIA—YYEN (4 +2/)(1/N)

tm | BB SW1 | SW2
mR {MSB ... LSB}
EOH
e 4 N1 b H—RheRENT# B,

COERFTFSHESRVERTY,

$1 1 : Decimal —4 = {FFh, FFh, FFh, FCh}

e
MSB LSB
FFh FFh FFh FCh

5 2 : Decimal 1 = {00h, 00h, 00h, 01h}

2 U]
MSB LSB
00h 00h 00h 01h

Read Value Block I¥> ROBEI—-R
¥R SW1SW2 =Bk

BAENBRINICTE
:1h | 90 00h
) TUFEUR.
- Y
I3 | 63 00n }th\s%,&bi

9.2.7. Copy Value Block
Copy Value Block Y Ri&. #fiEZ—D>DMEITOYINSRIOMETOvIICIE-TFBEIERINTVET,

Copy Value Block ® APDU JA—<whk (7 )X/ ~)

Y-27'0 A—SyhJ0y
Value Block Operation | FFh D7h 00h - 02h 03h .
YIBS &5 | o
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ZOH :
Y-27OvI&ES 117=F0,
Y-ZEOTOvIOENEREI Oy IE-anE T,
S-Sy NnvIBS 1)1k
B9 3EJnvs.

Y=-ZEA-TyMBEOT OV} HIBEUEIF-AICHD,

Copy Value Block DIGEXvEZ—> (2)84K)

fE5R | SW1 | Sw2

Copy Value Block DQi&&I1—R

=R SW1sw2 =ik

IBENRINICTE
xIh | 90 00h
A TUEUI,
— = SAER
I35 63 00h BRENRERLE
- LJr:o

ol :

1IZ5E 1 2J0v% 05h (LA —UET,
APDU = {FF D7 00 05 05 00 00 00 00 01}

/17 0w%4 05h hB—DDEE% S5 HELS.
APDU = {FF B1 00 05 04}

[ MEZR T Ow4 05h hsJ0Ow% 06h (CIE—-LET .
APDU = {FF D7 00 05 04 02 03 06}

/17094 05h OfE% 5 (C4 27UV RUET,
APDU = {FF D7 00 05 05 01 00 00 00 05}

9.2.8. PC/SC #HDHIETIEATS (1S014443-4)

EARBIC, IATD 1ISO14443-4 (CHEBLUIZH— R, 1SO7816-4 D APDU IR TEE Y, ACR35 H—RU—
H—(F1S0 7816-4 D APDU BLUEERZIRTBTEICLD T, 1S014443-4 EHE(THERLL TLVEH— REBEL
F9. ACR35 (INEBT ISO14443 0 1 — 4 ){—hOTONIINEIIBLET

MIFARE 1K. 4K. Mini 8&U Ultralight #7( T=CL IZ1L—>3>% MU THR—bENET,

ISO 7816-4 APDU J#—Xwh

CLA INS P1 P2

ISO78164 J)\—h@DIY >R FT-HADES BET-IDFEORS

ISO 7816-4 [6&T—HTA—IYE (T—9+2){/K)
BE F-9Hh
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R | IBET-4Y | SW1 | SW2

ISO 7816-4 [x&1— R

=R SWi1sw2 =k

BRIENRRINICTE
xIh | 90 00h
A TUEUR.
5 = \Yarm =
I35 63 00h ﬁi’ﬁb KHBULF

BRI -2
1. 9J%ERUT. PICC BIEEIEHRUET .
2. AJthoERESRAHED/EFUET .

BUFOLITHRIEL TZEL ¢
1. AJEEGEUED.
4450 ATR (£ 3B 88 80 01 00 00 00 00 33 81 81 00 3Ah TY,
zoH,
ATQB 7747 —23>M7—4= 00 00 00 00, ATQB ORI &= 33 81 81, TH(F ISO 14443-4
Type BAJTY,

2. APDUZXEUT. ELEZ AFULEY,
00 84 00 00 08
>> 1A F7 F3 1B CD 2B A9 58h [90 00h]

i 1 /7 1SO 14443-4 Type A DHJ (LT, APDU“FF CA 01 00 00h1C&>T ATS ZAFULET.

11 .

/1ISO14443-4 B 947D PICC h'> 8 )\ Mess#ERS
APDU = {80 B2 80 00 08}

J&Z& : 00 01 02 03 04 05 06 07 [$9000]

9.2.9. FeliCa#9D7ItA
FeliCa #5074 12X Rl PCISC 99 H LU MIFARE H— RO77EZ2Y> RiFELoEED, INBOIYUR
(3 FeliCa E¥E(CEHIL T, AWAHEIENTVET,

FeliCa IV RF—49TJA—vh
CLA INS P1 P2 Lc

Felica FeliCa I¥> R (R&/\1hTiax

Command FFh | O0Oh | OOh | OOh | F=AM&EZE 3)
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FeliCa DIGET—57A-Xyb (F—5+2 /N1 hK)

o | IBET -4

BIOAEYI OYIT—HDERAHED
1. FeliCaZ#&HLE I,
ATR =3B 8F 80 01 80 4F 0C A0 00 00 03 06 11 00 3B 00 00 00 00 42h
ZOH : 11 00 3Bh = FeliCa

2. FeliCa IDM OFEHED,
CMD = FF CA 00 00 00h
RES = [IDM (8bytes)] 90 00h
#51 : FeliCa IDM = 01 01 06 01 CB 09 57 03h

3. FeliCadY RPIER,
Bl 2 XEVTOYIT—AD[ 58H#H0 |
CMD =FF 000000101006 010106 01CB095703010901018000h
209
Felicad¥>R=1006 01 01 06 01 CB 09 57 03 01 09 01 01 80 00h
IDM=01010601CBO0957 03h

RES = XEUJOYI57 -4
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10.0. 54T — Y DB A5 E

AX(IHEET —HIDBATTEZBNUET, HIZE : LOEF17RIRIBTRRZ Y AS—F—. DUKPT #J8#1 PIN
BES{b+—. AES BES{EF—HLUREE ID Z ACR3X (BB AT BT E.

ES{ELEERT —5BITVYSTINAA
L& TEBMICERE SN S,

o tFIVBT-H o JUYTENAIFTNAR e ACR3x
o ANIEH—)(

B4 HEET-HSBAE-R

L ORITRN 3 DDI>FAFT1ERBNDOTVS. INBIE | tF17RT—FUUIBEG— )X, TIySENAITINARE
ACR3x, TF17R27 —FUIBH —)\(F ACR3X ZXIZREU TOIEEILUTME T — 72 S, £ T2E%IE
BUFT, TWSENAITINARFT —F0ERY — ) (¢ ACR3X DREIDXAY—S TS D Fe RV EL TEMEL
F9. 2OXY—SFITVWSENAINT A ATUIRS 2 BN BDERA BRIV —AICT—5Z2BREBLTH
—TAAFPRIVZNTUT ACR3X (GXRESNBHENRLRD)
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10.1. 5REE
T — AN ACR3X (CEASNZHEIIC, T—AUIBH—)U (B0, ENAILTINA L35 —/)NEIEHRL TV
%) ' ACR3x [CEREEEN T, ACR3X WM ZNH DEZREHRZZ E 3 25F ] 2BSRIINERDFEE A HHERE
W ACR3x FITENHN TS,
SREEVIIANIVDET — IR Y — )UK ZT VST INA ANBFALEINE T, €59 L. 16 /1 MDELEK
(RND_A[0:15]) D>—4U>R%IR T £3(C ACR3x & NHLET . 20 16 /U1 ~DELEIN ACR3X hSiX{SaNn
%ailc. AES-128 CBC BES{LE—RZ2#EALT. ACR3x HICR I\l/—9b‘Cb\5EE§77\’9—Z\:—'GH“'='4|:Eﬂ§
9, TWSTNA AN IES (L UELEE T — YUY — ) GXELE T . TNT. T—HNIEH — ) CHEDHTfE
FAUTVW3EEEYAY—F+—%1BUT. AES-128 CBC IES{LE—RTREULT —9%2ESLLET (T —FUuE
H—)\OREE Y AY—F—& ACR3X FDRERYAA—F—NEUT. BBEMRFINETD) . 2DHET. EE1L
LTz 16 /N1 hDELETT —79LIE Y — ) Ui ERKUTZRID 16 /U1 RDELER (RND_B[0:15]) DF&ICEEAINE T,
B#&(C 32 )\1 ’DELEL (RND_C[0:31]) H&ERENELR. I05 !

RND_C[0:31] = RND_B[0:15] + RND_A[0:15],

TR — Xh(ERUTVIBEE Y AT —F—T. 20 32 N1 MOELEEESIELET . AL TOEINB0
BB DT —INRIEDIEE AT — SR ERERL T, TVvST N\ 2%EU T, ACR3X (LX{EENF T,
ACR3X WiEE Nt —S#Z{ET 5L, x\yt—)?—@(ata%}é}otué&ﬁ%?;w—#—mﬁ;ﬂ:bt EiED
32 )1 hOELEUCEIUE T . EERAY(C(E. BT 16 /N1 hDELER(E RND_B[0:15](CAHEL T, 7—54L18H —)(
HERSINET . BID 16 /U MOELER(E RND_A[0:15](CABL T, ACR3xX HMERSNE T,

ACR3x (39 RND_A[0:15]E7cDT —INRBUNEIHLEELE T . BUDIHE . T—5IEH—)(H ACR3x D
SRELICEEUELIE, TN T, ACE3X NEERYAY—F—T RND_BI[0:15]%ES16LT. TUvSFTNARICEDT,
SRELOISE Xyt —>H(CT —H 3B — )NSRUET .,

[SBEXYT—SOEZEZREUE T, T —YUBY —)Ih Xyt —>hDF—4%1ES U T, 16 /\1 MOELEE R
4REUTZ RND_B[0: 150 RIUNEINLEELE T . BIUDIHE . ACR3x ' —~ULIBH — )NDFREECEIEULELUR,
WE. FREETOEIANTE TUFELUZ, BT -9 ACR3 X (CBEATEEY,

SREENRRINT B ACR3x & —FULEBH —) (Y 16 /N1 bty a8z Rk UE T . RND_A OiRsHD 8 /N1 k
% RND_B DI55H®D 8 {1 hDIEICEEAINT. 20ty i (SK[0:15]) (CRB. TRNS :

SK[0:15] = RND_B[0:7] + RND_A[0:7]

PTOTFIT7RT—HUIBY — ) HSREUHEZET —Ih ey 3 ii#xE AL T, AES-128 CBC lES{ELE—R
SbanN£xd, 259 3¢. TUWWST A ANESIEUT — %L TE. BRI AY—F—H LSRR

T CTTOE T — % iHIE T D EN LT T,
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EBULERBADESHIC, FTOBRESRBLTIEEL O TNSELNDERVERADRESIC. FTORRH IS TINA %
AL TWD)

1. FREEVIIARYE—I5%

= TUYSFIARICED

TERIXI .

3. UYJIRRAYE-SOEZ

SZES

6. FRELDICEAYE—
g

9. FMELSEXT—ZOER

K5 : ERELFIR

HUF @ EECOFIEOHIETT :

1.

10. =

F=HUIRH — N[0S F )AL A (&, FREEVIIA MY —SHXETBTECEDT. ACR3X NMSDEREEY
DIANEFEELUET,
SREAEVIIA AV —S%Z{EF L. ACR3x H 16 /N1 hDELEZ AR LEYS (RND_A[0:15]) . 2O
16/\4 ROELEINE ACR3X MEAL TL\ZBER YA —F— TS LEN% 7.,
Uz RND_A[0: 15D RS E XY E—S(C I2E X2 N U TT — IR Y — )N(CERXEN E Y,
’JLEE*J‘ —)\WVELIA - 12218516 T, RND_A[0:15)%2[EH8LE T,
T—QUED‘—/\D\EIJ@ 16 {1 bDELEZERKLEFYT (RND_B[0:15]) - RND_A[0:15]h"
RND_BI[0:15]D#&(CEE AN T, 32 /{1 hMDELELICAD (RND_C[0:31] = RND_B[0:15] +
RND_A[0:15]) . 2TM 32 N1 hDELEZY — )/ CHMERL TV\RER Y AT —F— THES{LLET,
SETOTANSDRIEE T —INERLDIGE X —DXEXEBLU T, ACR3xX [LX{EENFT,
ACR3x 1T, Z{EUIT—4%1ESEL T, 32 /N1 hOELEZEIELF T, [EHELI RND_A[0:15](d5&%
VIDELEERUNEDIN ACRIX I FIVILFET , BIULPRVEE. SRAETOTANMRIEENET,
ACR3x /' RND_B[0:15]2BEE Y A—F—TCHES{ELET . BT, RND_A OR#D 8 )1 bz
RND_B D&zfID 8 {1 hDi&ICsE AL T, 16 /4 I\wt\yia‘/ﬁﬁiﬁibi@:
S1bUTz RND_B[0:15]hSREEDIE X —S#IBU T, T —HIBY —/)N(SGEESNE T,
GLIED‘ JHZEUIET —9%ES{EL T, 7t RND_B[0:15]EBIUNESHEEERLET . BUUY
RVEE. SRETOTANMRIEENE T, TNICKUT, FREANENS. RND_A ORI 8 /N1 hz
RND_B D10 8 {1 bDIEICEEALT. 1 Ty a @i EmenEd.
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10.2. BEENAY—F+—EA

TIHTERESNEE, ACR3X DIZYZ1XEUF, LXKODDT T4 MDBEICIZY heN TV ENH D BEEY
AF—F—F2EPOCIzyheEnE Y,

BRENAI—F—2ZEIdHEE. 7—IEY -/ ACE3x h'tEW\WF—TERsEULRNERDER A BRINICER
SEURAET, 77— A8 — N[ ACR3X [CNAH—F—ZHE I DIV AV - ELET . ZDIV RAvE
—INBENAI—F—2ZVV\%. HLLVBEYRY—F—FIRIEO Y3V TIES(EENRINERDEEA.
FUVEEZ YR —F—HEIN(C ACR3X (CO— K& BT ACR3X ([CI o THEIZSNIZEREENHIBRENE T $i
ULWEEET — 528 A I BRIIC, B— /- FFHUVBE VAT —F—THULVEREEV I IA M RITI 2 EN DD,
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10.3. AES +¥—EA

ACR3x " TIZTRIEENRE. TI4)L M ACR AES F—(EJ5v2 1 XEUCIO—-RENTWVET . ARINICEREEL
#BT. 1-Y-HcnF—2ERDECEETEEY.,

DUKPT WMERNICUTZ S AES F—(Fhow)T7 —ADEESLICERAENE T, UL AES F—(3I<ICHB%D
THh. 2N IRIEOREEEN TLR YA I3 ELE B A,

Page 67 of 73

ACR3x - UJ7L>ANZa7 ) info@acs.com.hk

=3 1.04 www.acs.com.hk




@ Advanced Card Systems Ltd.
Card & Reader Technologies

10.4. DUKPT OMIRA{E

DUKPT S#EIR7 I TV LN ERCEMET BHIIC. VO DHEMEALIREZ R TEINRIINERDEE A

F9. T —HIEH— /)T ACR31(C 10 /1 MDERFDIEDITIES (IKSN) XU ACR31(C 16 /{1 ~DH]
AAPIN B3{t+— (IPEK) ZIRHURFNIRDERA. BFDOINSD 2 DOELFE. EOFFROEERT—T
IR EDMODIRTEZHEAELE T DUKPT F—EIBI> I UL TUERENE T, DUKPT I OES{EhY
JAFBEEMNICUTYNENET,

DUKPT WMIER bENIz#. BERANSA TRy )T —9%B584 3 3zbICfEREN 3+ —(F. DUKPT 7JLJUX
ML TERKENDLSIC, DUKPT AT H BT DNEN DD, h— RHBRINCZA DA TURREIC, IRTON
SOYTIAV[CETFER AES F—%FERI IO TEHARL =I5+ —hH DUKPT (CUJIXMENFT,

ATLTHh—RT=HICI5-HH2BE. EDF—H DUKPT IS UNSUIIZARSNRVNCECEBRINETT
NDIC, I5-AYE—S(ChIVIT—A1=LRIEOTERAINT, I5-1-REFTREZINZIARTOH—RT =4
DIZ—DI1T#EKT, 1-H-HFBUH—-REXD(TEEB 0. KEUIEH—RXD1THh DUKPT hs4—%1)
HDIZANUTOWEB A BEINAINTINART TV -2 BeDEIIRRUET . EEART —5%)\WwII> RY—)(INTy
219 32ERCT, TR —/NEDREHAN RIS hI % HEFUE T,
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11.0. H—R7F—HDIFS4L

N—REZTATENB U, IEEXv—-JEEBNCE/ (T A RSXKESNFT, FHEARINLIE 16b D
0TY) Xvt—dhlchTtiibanizhov)T -9 AES-128 CBC BES{LE— ReERL TIES{tanEd.,

DUKPT WERIICBITWRIHE . I—RERRINCRTATaN3E. SvI57—5DES{LICFV282(E DUKPT #i#

BIEEVITUZXLCEOTERKENET , FEREL T RINUEIRTORH I3 UT. BR2F-HI NS

F-ADBELICERINET .

DUKPT WMMERHICUIZEI(C(E. AES F—(Fhow)T7 —ADEES{LICERAENET, 10.010.0 EU>a>THEMTL
[eHEERT — A% B AT 275552 FAVT. AES T—%2ZEI3ENTEHFT . ACR3X (FTIHZNSHEIENEE(C,

FTIAILRD AES F—H ACR3x RERIC L O—RenExd., T IAIL N AES F—(3 :
4E 61 74 68 61 6E 2E 4C 69 20 54 65 64 79 20h
Hh—RROA TR, F—HTIS5-NMFEITIHEICE. MvIT—I—ILRIPOTRAINE T, I5—Xvt—>0DH

(CIRESNBLZEBRINETT,
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12.0. AES-128 CBC BES{EDFTAMINL

BUF D& ACR3x TEAINTLWS ML AES-128 CBC IESE—ROLKONDTAMYIMLZRL TS

T4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00N
HIHEARI MY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00h
F-: 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00h
ES{botin : 6B 1E 2F FF E8 A1 14 00 9D 8F E2 2F 6D B5 F8 76h
F— 69 88 44 21 13 84 0OA 10 00 0C 02 22 11 88 00 OE
7T * 12 84 00 B1 40 80 80 11 31 02 45 20 20 28 E4 00h
HIHEARI MY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00N
F-: 1029 02 14 03 90 53 09 12 08 20 20 02 CO 9A 80h
- . EF 14 C9 C9 F3 48 96 5B 18 36 0A 2F 81 1A 93 C7
BESEDHT : E2 FF F3 61 04 B8 D4 5E 13 F7 26 FE 2A 94 2B 69h
F— 8083 11 1309 D1 11 30 OE 00 OA 49 04 00 26 99
i ’ C058D17A45CD 17 10 30 00 22 08 10 4C 41 51h
HIHEARI MY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00N
*-: 9A 04 2A 10 21 00 06 20 10 84 20 01 00 00 22 1Ch
EE(LO®S : 56 85 B9 6B A1 B2 09 AB 58 71 58 B5 E0 30 42 71
g ' 64 62 51 FA5594 52 BC 78 33 24 FB 15 F5 33 62h
g 410106 0221 A8 C4 4008 0044 111188 0D 09
7T ’ 10 81 92 10 01 20 20 2E 20 C4 05 81 58 08 18 86h
NI MY 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00h
*-: 30 13 30 C8 91 53 49 44 OE 29 98 42 84 17 00 DOh
BEE(bDHT : ED OF 2EBC 7D EA 58 C4 AB E8 72 91 87 74 2F C3

B1 8B 66 4F F5 E5 3F 8B BD A9 63 40 F8 OD 11 97h
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13.0. TDES ECB ES{EOFAMI N

AT 0FERFE. ACR3X TEAINTLB NI DES ECB BEEE—ROLKIHDTA MY MNLERLTVR,

T4 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00N
F—: 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00h
ES{bothn : 49 FO E7 A6 0C 40 6D BF 49 F9 E7 A6 0C 40 6D BFh
TT—5: 02 50 88 82 22 21 13 C4 42 00 08 44 60 24 8A 04h
F-: 00 CO 08 28 8E 28 16 10 01 80 50 4D 72 00 28 88h
ES{botn : 8E BF 16 AA B4 59 AA C0 13 DB 32 E5 1D 04 BD 66h
T4 611088 1942 31 01 26 4202 74 24 00 07 OC 82h
F-: 00 10 804209 20 13 24 82 22 24 89 62 08 09 90h
ES{bothn : 74 57 DF 51 3B 04 7A F2 2B 26 C4 BF 81 6B 4D 58h
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fH8#A.  NSWOF—HIS5-]—R

MSB |0 0 0 0 RCI5- | Ivktvganis-— |0 TS

IR :
1. b7-h"5b 1 £TIFIS—-I-RTY,
2. I>-1”L = 0
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f18#B. SAFAIS-1—-R

UFOF=IINETOIATAIS-1-REENTNOFHAZ—ERICLET,

o o R

00h ERROR_SUCCESS

FFh ERROR_INVALID_CMD

FEh ERROR_INVALID_PARAM

FDh ERROR_INVALID_CHECKSUM

FCh ERROR_INVALID_STARTBYTE

FBh ERROR_UNKNOWN

FAh ECODE_DUKPT_CEASE_OPERATION
F9h ECODE_DUKPT_DATA_CORRUPTED
F8h ECODE_FLASH_DATA_CORRTPTED
F7h ECODE_VERIFICATION_FAILED

|6 : JAFAIS-I-R

Android (& Google Inc.OBEHRTY .

Atmel (& Atmel EZF RN TXNL/FEENODEDOESFEHETT,

EMV™(x EMVCo LLC OFES#ZETY,

Infineon (F1>J4ZA> F9/03 - OEIREIRTY

Atmel (& Atmel EZFRHNTAUNL/FEENODEDOESFEHIETY,

Microsoft (% - >[% Microsoft Corporation ?3K[E 5 L U # DD EIC 31T 2 B3R5 T4 -

MIFARE. MIFARE Classic. MIFARE DESFire EV1. MIFARE Ultralight 8&U* MIFARE Ultralight C (& NXP B.V.OBZTY .

Page 73 of 73

ACR3x - UJ7LYANZa7 ) info@acs.com.hk

=3 1.04 www.acs.com.hk




	1.0. 紹介
	1.1. 専門用語の定義

	2.0. 特性
	2.1. ACR31
	2.2. ACR32
	2.3. ACR35

	3.0. サポートしているカード
	3.1. 磁気ストライプカード
	3.2. 接触式スマートカード
	3.2.1. MCUカード
	3.2.2. メモリカード

	3.3. 非接触スマートカード

	4.0. システムのブロックデザイン
	4.1. ACR31
	4.2. ACR32
	4.3. ACR35

	5.0. ハードウェアのデザイン
	5.1. 電池
	5.2. LEDステータスインジケータ
	5.3. Micro USBインターフェース
	5.4. オーディオチャンネル
	5.4.1. 通信パラメ—タ—

	5.5. 磁気カード　インターフーイ　スパラメ—タ—
	5.6. 接触式スマートカードインターフェース
	5.6.1. スマートカード電源VCC（C1）
	5.6.2. プログラミング電圧VPP（C6）
	5.6.3. カードタイプのセレクション
	5.6.4. マイクロコントローラベースカードのためのインターフェース
	5.6.5. カード引き裂き保護


	6.0. 通信プロトコル
	7.0. アプリケーション　プログラミング　インターフェース
	8.0. 接触カードコマンド
	8.1. メモリカード – 1、2、4、8および16 kilobit I2Cカード
	8.1.1. SELECT_CARD_TYPE
	8.1.2. SELECT_PAGE_SIZE
	8.1.3. READ_MEMORY_CARD
	8.1.4. WRITE_MEMORY_CARD

	8.2. メモリカード – 32、64、128、256、512および1024 kilobit I2Cカード
	8.2.1. SELECT_CARD_TYPE
	8.2.2. SELECT_PAGE_SIZE
	8.2.3. READ_MEMORY_CARD
	8.2.4. WRITE_MEMORY_CARD

	8.3. メモリカード – Atmel® AT88SC153
	8.3.1. SELECT_CARD_TYPE
	8.3.2. READ_MEMORY_CARD
	8.3.3. WRITE_MEMORY_CARD
	8.3.4. VERIFY_PASSWORD
	8.3.5. INITIALIZE_AUTHENTICATION
	8.3.6. VERIFY_AUTHENTICATION

	8.4. メモリカード – Atmel® AT88C1608
	8.4.1. SELECT_CARD_TYPE
	8.4.2. READ_MEMORY_CARD
	8.4.3. WRITE_MEMORY_CARD
	8.4.4. VERIFY_PASSWORD
	8.4.5. INITIALIZE_AUTHENTICATION
	8.4.6. VERIFY_AUTHENTICATION

	8.5. メモリカード  – SLE4418/SLE4428/SLE5518/SLE5528
	8.5.1. SELECT_CARD_TYPE
	8.5.2. READ_MEMORY_CARD
	8.5.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD
	(SLE4428およびSLE5528)
	8.5.4. READ_PROTECTION_BIT
	8.5.5. WRITE_MEMORY_CARD
	8.5.6. WRITE_PROTECTION_MEMORY_CARD
	8.5.7. PRESENT_CODE_MEMORY_CARD (SLE4428およびSLE5528)

	8.6. メモリカード – SLE4432/SLE4442/SLE5532/SLE5542
	8.6.1. SELECT_CARD_TYPE
	8.6.2. READ_MEMORY_CARD
	8.6.3. READ_PRESENTATION_ERROR_COUNTER_MEMORY_CARD (SLE4442およびSLE5542)
	8.6.4. READ_PROTECTION_BITS
	8.6.5. WRITE_MEMORY_CARD
	8.6.6. WRITE_PROTECTION_MEMORY_CARD
	8.6.7. PRESENT_CODE_MEMORY_CARD (SLE4442およびSLE5542)
	8.6.8. CHANGE_CODE_MEMORY_CARD (SLE4442およびSLE5542)

	8.7. メモリカード– SLE4406/SLE4436/SLE5536/SLE6636
	8.7.1. SELECT_CARD_TYPE
	8.7.2. READ_MEMORY_CARD
	8.7.3. WRITE_ONE_BYTE_MEMORY_CARD
	8.7.4. PRESENT_CODE_MEMORY_CARD
	8.7.5. AUTHENTICATE_MEMORY_CARD (SLE4436、SLE5536およびSLE6636)

	8.8. メモリカード – SLE 4404
	8.8.1. SELECT_CARD_TYPE
	8.8.2. READ_MEMORY_CARD
	8.8.3. WRITE_MEMORY_CARD
	8.8.4. ERASE_SCRATCH_PAD_MEMORY_CARD
	8.8.5. VERIFY_USER_CODE
	8.8.6. VERIFY_MEMORY_CODE

	8.9. メモリカード – AT88SC101/AT88SC102/AT88SC1003
	8.9.1. SELECT_CARD_TYPE
	8.9.2. READ_MEMORY_CARD
	8.9.3. WRITE_MEMORY_CARD
	8.9.4. ERASE_NON_APPLICATION_ZONE
	8.9.5. ERASE_APPLICATION_ZONE_WITH_ERASE
	8.9.6. ERASE_APPLICATION_ZONE_WITH_WRITE_AND_ERASE
	8.9.7. VERIFY_SECURITY_CODE
	8.9.8. BLOWN_FUSE


	9.0. 非接触カードコマンド
	9.1. 非接触インターフェースのPseudoAPDU
	9.1.1. Get Data

	9.2.  MIFARE Classic 1K/4KメモリカードのPICCコマンド（T=CLエミュレ
	ーション）
	9.2.1. Load Authentication Keys
	9.2.2. Authentication for MIFARE Classic 1K/4K
	9.2.3. Read Binary Blocks
	9.2.4. Update Binary Blocks
	9.2.5. Value Block Operation (INC, DEC, STORE)
	9.2.6. Read Value Block
	9.2.7. Copy Value Block
	9.2.8. PC / SC準拠のタグをアクセスする（ISO14443-4)
	9.2.9. FeliCaタグのアクセス


	10.0. 機密データの導入方法
	10.1. 認証
	10.2. 顧客マスターキー導入
	10.3. AESキー導入
	10.4. DUKPTの初期化

	11.0. カードデータの暗号化
	12.0. AES-128 CBC暗号化のテストベクトル
	13.0. TDES ECB暗号化のテストベクトル
	付録A. トラックデータエラーコード
	付録B. システムエラーコード

