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F-. FHEIXMAREAC VT ZAR—VE WAN E—{KELTZIL—T1o T #1558 (.
EIGRP Y@L TULVET,
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AR A

IP 7 FLRABLE

LAN E® IP PRLREEE FERF DR S —DHNIEENITRNET  LLTIF, —BIGERES LU 3 B

BERZRRELI=7FLARRE A S DBITT,

7oA - T4RAME 21— a M VLAN DY TRyk

IVRIRAVINEMT YT RubERY , TAANE 2—30 RA4YFD SVI T I4ILNT—Rox
A1ELZET, IPv4A Tl 16~24 EybERVYRT RS IPV6 Tld 64 EYRET) T4 ORATHRESNDHIE
MNELHYET, IPv4 ITEWTITHNTEDRE (b RY25 EvhRUL) (FEREDFERMEEIEN
STENHYET,
F4AMEa—Yay - a7V IO LDY TRyb

IW—TIRAL2A—DT—RTIP PRLARIIRM 2 /—F 5 DHALNSNET , TRLRAAR—RDEi#Y

DI=BIZIFREDIRIYNIRIE/ TV T4V RREFRELET, (IPv4 : 30 EVMR.IPV6 1 127 EVME),
F4AME1—Yay RAYFELVAT RAYFLDOI—T1\vH £23—Tx—R

LAY 3 #Eed B I AINODARAYFTIE T I—T1\w) A8—TJx—R%EHEL IP PRLRA%E

BAERDRINRRIE/T)I49ZAE(IPv4 : 32 EvhE.IPV6 : 128 EWrR)TItELET,
BEA P PFLR

TR RAYFTlE, TURRAURD VLAN EEBLEAEEAD VLAN [ZIP PRLRZEHELET,
TAARNE2—232/37 RAYFTIE W—TI1\09 /23— —ZADVEDEEBAICFERLET,
¥Catalyst 9000 V) —XI(FEEERADYIBAL3—I1—REHBL. 7O ITNURERIZHHAT S
EMTEET, =1L NetFlow Data Export W TEAULVEE DFIRRAHY EENDETT,
BRENEERL-EE

EROBBRENDERDEEICHNHLST ., ATEELRY LAN 2K, 8&LUTAAME2—3>y T
O DEALIT IPv4 DRV IRY . IPV6 DTV IR TEIARLENTELLSIZEED P PRLRER
BHEZITONET, EXa)T,0 QoS D=6 ACL BEHE ., EHEERAMARLELET,

P 7RLADREE
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2.7 mIBHERK
l OSPFIZ&KBIPVAIL—T 4 2V TDRRA S TS5 T4 REE

ZCTIENPVA W—T42 T Df=bIZ OSPFV2 ANV IEBELIZIHEE DRENRS T34
TARADUVEDFRRLET , MRIE, LAY 3 #EEEEET 5T ANE2— 3> LMV H
KUa7 LAY ® Cisco Catalyst 9000 )—X T3,

B OSPF MARRL FS5HOTARAHKRE
TAANMIE2—S3ay LAYEIUa7 LAV D Cisco Catalyst 9000 ~@ OSPF %7E
DBIEFESIVCRELUBEDLSITHYFES  EEFOUREFE O EHEE CPU BRTDHIR.
BRI OINH, TOMEREDERILEZELIZARN TS50 T4REETT
B OSPF TV 785t
FTIZRYET—OTHWLN TS OSPF T 7EHRETASAHNIE, FNIZHREWNET O
T LAXEFIDEST S LAN £2KT 1 DO— T 7EHERT 5355 . 37 LAY D Cisco
Catalyst 9000 % ABR &L1=R%#7 T17HLLIE Totally - Stubby DFREEREILET . F
f=. TUTHMZRIF @RI — b EHNZETUOET,
B Catalyst9000 I —RIZHITRIL—T1T DERR
IPv4 TO OSPF IZBRYFEHAMS, Catalyst 9000 V—XTIEUTDEAZEELET,
« TCAM 7R45322% | TCAM BEIZHET 5/ \—Fx7 (ASIC) SndE DRI LR
FHAITOKSITEETT D (B ERICOVWTIET—F O —hEESER),
5] - Catalyst 9300 : %9 7,000 (IOS-XE 16.9.x B 5R)
o TIAHILNTREARSETOIRY (Polarization) DR EMNEEIN TS,
CEF B—K \Z2 225 M “Universal” B—R (s BAE (£ R LT-ERI D =% Nk
Liz. TRBEEIONS 70990 BDOT05 LME) B ERESNTEY ., ERMIZIE
Polarization AFE4&H ¢ HEHDHZEKIENREND,

HBERTE

router ospf <70+ XID>

router-id <IPv47 KL X >

ispf

log-adjacency-changes

auto-cost reference-bandwidth 100000
timers throttle spf 10 100 5000

timers throttle Isa all 10 100 5000
timers Isa arrival 80

passive-interface Loopback<#&5&>
passive-interface Loopback<#&5>

I ABRTWEIZIEL L TERE
area <OSPFI ') 7 &&> stub no-summary

area <OSPFL!) 7&E> range <EHMEIPVARY FT—5 >

<IPvaH T3y kR4 > cost 10
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2.7 GmIBREAK

WHITURDOES
avw vk BEE—F HTL)
router-id <IPv47 KL X > router OSPF Router ID MBATRHIRE
ispf router Incremental SPF : SPF BitEEiF &1t
auto-cost reference-bandwidth router 100Gbps M) U EFTEE LR FTED
100000 HAET
timers throttle spf 10 100 5000 router SPF BEtE & LSA £ DOIHI 2 4 < — % 5%
timers throttle Isa all 10 100 5000
timers Isa arrival 80
dampening interface IP Event Dampening : 75 v EVTDEE%
=
ip ospf < 7A+ RID> area <OSPF interface OSPF #A4v8—T 14 R LRILTHEMIE
TY7ES>
ip ospf network point-to-point interface =Ny FODLIEWRY FT—9 44 T~
P
ip ospf prefix-suppression interface W—T 4 VT RED LB (R oD
&)
carrier-delay msec O interface 2y By URHFEDEBEZ&x/IME

(1Gbps UEDY) > TIFEMLGHREELD
BWNMEEHY)

=JL ==

OSPFIZ&KB IPVAIL—TF 42T DRR N TS50 T4 RERTE

TAANEa2—Say LAY | VLAN 128—D /A RERFE

interface vian <&5>

dampening

ip address <IPvARy kD —4> <IPv4y TRy kTR >
ip ospf < 7A+E RID> area <OSPFT ) 7 &HS>

logging event link-status

load-interval 30

carrier-delay msec 0

FA4AMEa—S3y LAY /| 37 L1YHE
I—FIK A B—DARERE

interface <4 YA —J x4 R4 - BE>

dampening

ip address <IPvARy kD —4> <IPv4y TRy kTR >
ip ospf < 7A+E RID> area <OSPFT ) 7 &HS>

ip ospf network point-to-point

ip ospf prefix-suppression

logging event link-status

load-interval 30

carrier-delay msec 0
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l 2.8 LANSR A~ D i

WANA D 5

a7
DG A EDBIEDT=HD WAN DEEHEIZHEWLT, BEL QoS DiEA AP IPsec VPN [ _I _I
FOBEBSILOERE MBI —IRBFLHELET ULTORERAELERLES . 5 xiypa—say A coup)
1. WAN BB HEE . SR A EHUF-I L-#Ee T Oy ELTHRIB DI e [ slg .
G| LB x\E’E%%’J‘LT zmujﬁéﬁb yHELTRIE : +3 s
2. A7 LAVICEHEL. thDOTA AN Ea—23> TavohoiBraE-IERIEMNITIE IPsec VPNJL—%
ITSED ‘I

27 RREY IR AL TOB S AL, AROYEA 4—T1— 2% —4
—TYR R—EREEL. ECMPERLVRBRELET . == =

ARV IERDIGEIZIX MEC SFREEL. R—FFrRILREA U 2—D1—R%E )L —
TYRIR—IREELFE T, L—REITH Y 75T — a3 (#EE4 Link Bundling, Port AT AL TSI A DI
Channel &) Z#FALVET,

a7 RAYFEWAN JL—RIZIZLUTDESEF v TNELCHENZL HRETINE

YL a7
"HYET, I I N....

A=D1 —RREDF 7 (37 40G [ZxF HIL—4 10G, 1G %5&) 2 RRE a—Say o
a7 RAYFIIZT QSA, TLA U7 IoNr—T )L ETHRIG > ;:,::_;jay)
? X8 QSA. HELU Catalyst9000 ')—X D 10GBASE-X 7R—II& 1G SFP [Zxf IPsec VPNJL—%
LLTULET,

- EEMEEDX YT UL—EOSRELEMEREARA 2Gbps ThH. &) =
JL—AI(ZT Ingress / Eggress Shaping 42 IEEE802.3x Flow Control R—XE{SHEEETxE G - da— m
& 7 BREV IR DB E O )
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2.8 LANSF A~ D&%
WANA D $Ef5

WAN$EREIZxt T A INHEREE L T, 7747 DA —IL . IPS. WANER{LEEL
EDTITSATUREBRET REHEIZIE R9VIBB DRy FEEEL-LT.
BT TSAT U RERAYFIEHELET,

ETTFATVRAD) VLT R TCRAYFITH T IER. LNbhpEHIDY 7—
LERHIELES , TV T—LBRDOFREL T, TTSAT7 o RBIDHR R 15

BN D RIS R HWEA A— D1 — 2D L. FESHE =
D7 TSTTRAD AT — oD DYYELAERS . HERHYES . = .

TISATOANTRIESNTWSIGE ., BE7O—EIZ—EICR—DOT7T5
ATV RIZERESNE LS, RAYFRITT TSA T REERBRDY D 7H5)
F—232%0 WCCP DERDHEEIRET I2BHELHYET,

________________

777’47 RAINA

= |

eSSy FUY S —ay) A vy FHIHF—a)
ZA9F (VLAN F52%) ZA9F (VLAN +52 %)
(RE J97f§ﬁ57.) (REYDHERL) %I
:%I \'1
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2.8 LANSA ~ D 18

WANA D 5

TITSATUAD T 7— LB DB

TISAT Y ADH ALYF DA F—TT—REETE FIFATYRD FISATVAD BEER
A8 —Jx—RHERL BE L -k
LAXN 3 T7AT7 74— HATISATORBOE—OYEY Y | ~B—OWMEYY P I—T427

(FOTAT-REVINATLER)

*VLAN k5%

*VLAN k527

REATTZATREITERYMEBIVID
Vo TV —ay
*VLAN k5%

EBMEBIDODI Y TI)T—ay
*VLAN F52%

(VLAN RBIL—F42%)

LAY 2 974704 —)L
A5 EIPS
(FOTAT-REVNATLR)

REATTSATREITERYMEBIVID
Vo TV —ay
*VLAN k5%

EBMEBIDODI Y TI)T—ay
*VLAN F52%

12548 1PS

HEATTSAT o REREE DB Y

H—DYBEY Y FZERDE) Y

VLAN 7wy

BH—Y o yBREROFEMERICEET 5. miEiER
BTG RIZIEIRAyFRITIVY TIIVF—23
URIN) VB DEREEITD.

(config—if)# port—channel min-links <gx/IN)> %0

RAVFRIILY TTIVF—av QAR HEEE

(EHORFUETOVEED | THVF—ay DYy THIVF—=ay JTIP PRLUREZEIESE IP PRLRIZE DLW
I 4TERE) *VLAN b5 % *VLAN b5 % [T B ARIRET T4 TV AD—EMFER)
(config)# port—channel load-balance src—dst—ip %&&
TOSRFrRE IPS HEHONAT ISZATURIZERLND Y | BE—OYE) Rl
NetFlow 4 REE g F7HIF—ay
cR—h3IS5—12 Y
WAN ER{LEE BT ISATUORBOE—DYEYY | <H—DYE)> Y P IL—T125 TISAT U RAED AR5 EE WCCP IZEDGRIE.

TV r—ar Faxy

79+t A VLAN 71R—b
*WCCP F7=I% PBR (F59H L DBARH
TOXREEFAVSSEITMLELL)

FRTITFATURBITOIZRR) TG E
T, (AWAHMET TIAT o RAD—E MR

¥ Catalyst 9000 <1)—X (& IPv6 TD WCCP &4
R—RLTLVER A (I0S-XE 16.12 B )

66






| 2.9 Ei& AN DR

L2 LAN 7O RARA 2 DS

NI TIIERR LAN TOERARAVEDRAYFADEHRIZBLTOEEAICDONWTRRET,
H AR —RAZHESER LAN OtILRETOER LAN 7OERARA U MDERBETE TR
HNELET,

m PoE+ [T&2¥AE M
==

-

#42 LAN QOERIZHEULTIE., B4R DELE LAN 7oA RA U ADSEBIEHRE SR
LT PoE : Power over Ethernet AAFALNONET , Wi-Fi6 ICESEEIEDIEREF R ARSI
EHI =8I, PoE TO#EH25/81T IEEE 802.3at PoE+ (FK 30W) ~DXEHHELS

TIOER LAY RAYF

nEd, — Multi Gigabit Ethernet
m mGig TOJLHEE _[EEE gg;v;e; over Ethernet
3a

F1=. Wi-Fi6 [XESEEM 1Gbps A= EEDEEH. 1000BASE-T (1Gbps) DY
TIIARM LRI EBY BRI DR REEN B ERYET , AERADDERRA—H FIbD ju—
r—JILTH% UTP ZFALNVT 2.5Gbps / 5Gbps DREZEEBH T S mGig : Multi-Gigabit F|is LAN 77 RARA Uk
Ethernet ~MDXIFGAS Wi-Fi6 R LAN 72 RRAU M TITHhNTLVET, 2.5Gbps (Wi=Fi6 %fit:)
(25GBASE-T) [ZBWL\TIZATITY 5e LIt 5GBASE-TIZHWL\TIZATIY 6 LIED UTP

e
TORGERYET . AN
TN LAN 7UERRAU A RIEGERMT 71X LAY DRIYF T,
INZST BESE LAN 7 ERRA U DEHITE LT PoE+ 3K mGig 25t iELIzR—rE ] ] [

DEBEHLHIBERIRLE T, &I AT S PoE+ R—bDEFHIG L=+ 57544 I
BRENDRAN #8E/\P YN, mGig R—FELE I ) ITERICECI-7 YT 78
THEHERTEDRILHIE, BHEBRITDRENHYETS,



| 2.9 Ei& AN DR

N

BIR LAN DUSAT7 UMDY S VLAN ELT, LUTD 2 DD/\Z—UZ R LAN OR&
ORI T4901\8—2 2D —IERICIGCGERLET

AR LAN O bO—5 EIZFEZ STz VLAN (Central Switching)
AR LAN 7O RARA U MDER T 5 Ry F LIZEZESNT= VLAN (Local Switching)

Central Switching & Local Switching . &KX UMERESE VLAN [, TWLAN] (SSID &#E#R LAN 32
SEARDEED YL BIERETHIEMNTEET, 7=1=L. Local Switching [XIFlexconnect
E—KR I TIREILI=7 IV EARA U FTOHATEETT

m Central Switching

Central Switching DF|mEL T, KTAANE 22— 3y RAMYFELUVTIER RAMYFIZ
VLAN ZERIIZERE T S &K, —fELTarba—5 EIZESR LAN O VLAN 2ECE T,
IR ELR LAN OER. P REFD IS TrvIFIEIHAIEETT . TR LAN bS5 719 01E
TOEARA T FO—SETICAPWAP Data | THTILIESN I, R TSN ET,

Central Swithing [ZHULVTH, ACL THEELIHFED T T4 97 DIHEIRKIIZ Local Switching

HHHDEREHETTO Split Tunneling I¥EEEAFIFHRIBE T, Split Tunneling DFI AL, 7o AR
A2 ;DY Flexconnect E—R THALENHYZET,

m Local Switching

Local Switching [&. EMED A Ay F EMSES Ty oD ERES L, Central Switching D K577
& LAN b5 240990 bO—5ADR R TELA NS T4 I DFERAHY FEE A F-.
OV bO—5DERERE N OYIR) I 2K DRI RV Z KD ED BTGV ET,

HE LAN 7O RARA > DS

Z4A7
7'&;{"_:41 arvka—3
i
] ] ]

Local Switching
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l 2.10 IP T JLFF v Rk

TVILFEXENXYRCDEOHDRY FT—5

n L) A AMNEREROEE

IPv4, IPv6 DT ILFFvARE PIMV2 B4 T R TR, T, PIMV2 [ZLAZ{EAIND
BEIERIANDITF)Y (PIM Join) 1 =Fv ARDRBIRIZH-TITOIZET O BN/ \RE FARIZFEMS
B TEBEDOTILF TR b hExdFET (RPF : Reverse Path Forwarding), ZD71=& ., f~ybJ—o%
ARTIL—TDEHNRTELT: IPV4, IPv6 DA=—F ¥ RADIL—T 4T HNEEN TS ENRHRERELYET,

m ECMP (Equal Cost Multi-Path) [ZH[TATILFXY Rk FS5719995 8

IPv4 TIEHHIREE T, ILFF v AMERR(E PIM Join ZHEEE_EDRE IP FRLZAAEHRKD PIM A 73—
DHIEDIL, ECMP [IZEWNWTHIEREL TE—DRFRIRoT=#5E L7EYF T, IP Multicast Load Splitting #&AE
ZAMTTDHE. PIM Join MiE{EZE ECMP LIZHREE . ERELTIILF XY AT T4 IDNZT49 I
ECMP THEIENET . £TD L3 RAMYF, BEUIL—ARIZTl (configlt ip multicast multipath |3 F TEIHE
BEEBMELET , IPv6 TILRIHEEESWIEIKETHEIITY .

m ) HOT7H)E—30 EDTILFXRYRS FS70999 8

TILFFX AR 1V YRDERIEIZHNT, Uy 7HUT—avIZEIT5 B U OBD AR eI =Fv
ARy ERIBD AR S EARIZHELET,

TIW—TT7RLRADEN B TEEETURRAURD IP PRLRIZEDEIToI=TRED K H4HITIE. EIETT.
BEIEETFLAD XOR =T 570, /\wiaZRICLERFSHT LTI X LOFER. FEDYE) I~
DS 7190 RPAEELFET

(Source, Group) : (10.10.10.1, 239.10.10.1), (10.10.10.2, 239.10.10.2), * - *(10.xy.z, 239.x.y.2)
COBRIZIE. BFSHOERIC UDP R—IESEMA D, BEDRELEIZLY. RUYDFHSNET

EETURRAUR

TILTFF YR
g 37497

A D

2

! First H
PIMiJoin  |Router

(1) !

A=Fv R+ !

=TT i N1/ .

_, _ - M Join @

(-'ﬁéﬁ—ciﬁﬁ f "4 X%ﬁﬁlﬁ”:
| =

PIM [Join

i A/
.5

Last Ho

Router

IGMP Report (IPv4)[™ ]
MLD Report (IPv6) -

BETUFARAUE

RPF [ZE DT ILF v A MG
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l 2.10 IP T JLFF v Rk

PIM ElfEE— FIZE T4 SSM DER

m PIM BiEE—F : SSM DFEIBRYLHEET
TILF XY R L—T4T12ET5 PIM OBEE—RIEEIZUTHAHYET,
Source—Specific Multicast : SSM / PIM-SSM - RFC4607

PIM Sparse Mode : PIM-SM (Any Source Multicast : ASM) — RFC7761 |HRFC4601

% Bidirectional PIM [ <4¥55757 T ) r— a0 TOHBEASNST-0 . CCTITRSTERENELE T, PIM
Dense Mode [Z—fiBRI7 AR TIIBEELFHONAZLIEHYFEE AL

SSM TlZ&. PIM-SMTWAZEM Rendezvous Point : RP DERENTRETY , RP DRXBELFDIFHRNELE

rﬁﬁaa&*;hv IRANDIGEIZIEXZIRCHT-PIBH DR EEM G ERAEZELETTH., TNONTE

ERETAMRERICERIEESN D SSM DIRAEZET E—ITRETLET . T1=BXIC PIM-SM A EMEL TL\S15
é‘l:h HfEEFIALLGAS SSM ADBITEIEMNDESIZLET,

m SSMEBAIZEITRERRA

SSM TIEXTILFF VY RAMRETURRALU A IGMPY3 (IPv4) . MLDv2 (IPv6) ZHHR—rLTLVBIE. B
;tlﬁﬁf's“éwwﬂwxI~®’7“)b—7"7l~“b7&l:huii§1§;‘: IP 7RLRADIEHREAHL TS ENFIRE
SUET,

F7=. IGMP Snooping & MLD Snooping HY, TAAMNJE2—2av BLUTIER AL YFDIILF
TV AMRHEIURRAMDIFEIELSSD VLAN TEMZLG-TWVAIEEZERLET,

Catalyst 9000 $/')J—XTl&. IGMPv3 & U MLDv2 28UV TIE. Basic Snooping DHDHHR—KTY,
NIE. B—DYIL—TTRLRADTILF XY RS bS5 709018 EETMNEGE>TOTERBISN DT L%
CRIEIURRAUPDIR—IAL AV 2BLESINDEEZERLET , D=8, SSM #HHT 5158 THRE
LT I—T PRLRZEHRDTILFF v ANMAENET ZEEIBETEIHYEEA,

EEIVRRAUL
TILFFr AL
[774/7
(N
- AW
i First H
1 Router
|
1
1
i 1
PIMv2 — A 4-:’
1
1
1
1
1
1

N
S
iz
ﬂ'
N

Router

(S,G) 1&#R
. .4

BETUFARAUE

IGMPv3 (IPv4)
MLDv2 (IPv6) —

TILFF v Ab RPF
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3.1 Stack
StackWise Virtual, StackWise,
StackPower

3.2 10S Management
Upgrade, ISSU, GOLD, PoE, WireShark,
Energywise, Blue Beacon, TDR

3.3 Basic L2/L3
EtherChannel, VTP, STP, MST, REP,
FHRP, VRF, IGMP

3.4 QoS
QoS, Policing, DTS, WRED, H-QoS,
Auto-QoS

3.5 Security
DA, IP Source Guard, First Hop Security,

SISF, Trustworthy, Cisco Secure Boot,
MACsec, kT —2525

AVC

AVC




3.1 Stack

sco and/or

its affiliates

All rights reserved. Cisco Public

StackWise Virtual
StackWise

<BHOLE>
StackPower
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Stack BEED Y7 R—KZDLVT
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l 3.1 Stack

StackWise Virtual
M BESEAD

StackWise Virtual #4868 TIE. 2 EDRAyFiaRE 1| DDMBRAAVFELTHET HENTE, IRRMEOTEZEICHIELES .

m A
1DDMEBRAYFHD2E DAY F BT, REOT

DtDFERELBALET

m BEF AR LD
BETH/A0—THSH VSS #ReLEBRLEZAXELIC
BYFET

AR URICEL TR ESN ISR TRILREEANTT

BEER
ELC StackWise Virtual ® RAvF BTN H S 10S-
XE @ Version, BILSAtE2 ADHIZT HR—rLTLVE

ER

StackWise Virtual

StackWise Virtual Link (SVL)

|

. 0
Catalyst 9500 TV Catalyst 9500
Dual-Active Detection Link (DAD Link)

- Fast Hello

- Enhanced PAgP
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l 3.1 Stack

StackWise Virtual
HEBESHEAQ)

B FIF

@ stackwise-virtual

@ domain <1-255>

@ interface range TenG x/y/z

@ stackwise-virtual link <1-255>

® interface range TenG x/y/z

@ stackwise-virtual dual-active-detection

© copy run start
reload

mEEEIR
-SWV (StackWise Virtua) 95 2 BDAAYFIE. 0S IN\—230  SAEU R MBETILERIZADENHYET,
HEBDETILEELY OS N—23uIzkY, SVL YLD . DAD YU DIEER—F. BLURKEMNELYET,
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3.1 Stack

StackWise Virtual

SWV EBED

B B0 RMYFAKTE

Switch(config)#stackwise-virtual

Please reload the switch for Stackwise Virtual configuration to take effect

Upon reboot, the config will be part of running config but not part of start up config.
Switch(config-stackwise-virtual)#domain 1

Switch(config)#interface range tenGigabitEthernet 1/0/39-40

Switch(config-if-range)#

Switch(config-if-range)#stackwise-virtual link 1

WARNING: All the extraneous configurations will be removed for TenGigabitEthernet1/0/39 on reboot
INFO: Upon reboot, the config will be part of running config but not part of start up config.
WARNING: All the extraneous configurations will be removed for TenGigabitEthernet1/0/40 on reboot
INFO: Upon reboot, the config will be part of running config but not part of start up config.
Switch(config-if-range)#exit

Switch(config)#

Switch(config)#interface range tenGigabitEthernet 1/0/37-38
Switch(config-if-range)#stackwise-virtual dual-active-detection

WARNING: All the extraneous configurations will be removed for TenGigabitEthernet1/0/37 on reboot.
INFO: Upon reboot, the config will be part of running config but not part of start up config.
WARNING: All the extraneous configurations will be removed for TenGigabitEthernet1/0/38 on reboot.
INFO: Upon reboot, the config will be part of running config but not part of start up config.
Switch(config-if-range)#exit

Switch(config)#stack-mac persistent timer O

WARNING: Stack MAC persistency timer value of 0 means that, after a

WARNING: master switchover, the current stack-mac will continue

WARNING: to be used indefinitely.

WARNING: The Network Administrators must make sure that the old
WARNING: stack-mac does not appear elsewhere in this network
WARNING: domain. If it does, user traffic may be blackholed.
Switch(config)#exit

Switch#fcopy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Switch#tsave

Switch#reload re|oad %}jﬁ?ﬁ 2 'él‘E O)EQF:_(:*;%)




3.1 Stack

StackWise Virtual

SWV EBEQ
B SWV BRERDFER

2019 co ts affiliat

Switch#show switch

Switch/Stack Mac Address : 0027.90bf.0c00 - Local Mac Address
Mac persistency wait time: Indefinite

Switch# Role

H/W  Current

Mac Address  Priority Version State

*1 Active 0027.90bf.0c00 15 V01 Ready
2 Standby 0027.90bf.0c80 14 V01 Ready
Switch#show stackwise-virtual
Stackwise Virtual Configuration:

Stackwise Virtual : Enabled

Domain Number :

Switch

1

2

1

Stackwise Virtual Link Ports

TenGigabitEthernet1/0/39
TenGigabitEthernet1/0/40
TenGigabitEthernet2/0/39
TenGigabitEthernet2/0/40

Switch# show stackwise-virtual link

Stackwise Virtual Link(SVL) Information:

U-Up D-Down
Protocol Status

TenGigabitEthernet1/0/39
TenGigabitEthernet1/0/40
TenGigabitEthernet2/0/39
TenGigabitEthernet2/0/40

Protocol-Status

Enabled 24> TLVAZ &

SVL AEELI=AR—rTHY. Up [TEoTNSHIE
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3.1 Stack

StackWise Virtual
[EERFOENEHER

# KIEH # INEH

q'lll'g

%IH

1 Al DAD Link down
T DAD Link [EE
2  Single DAD Link down

1 Active EiRMT
2 HHRESE
2 Standby EiRET

1 All SVL Link down
3 SVL Link [EE
2  Single SVL Link down

StackWise Virtual DIREES LU, BIEADFELL

StackWise Virtual DIREES LU, BIEANDFELL

HEBYDEE. Standby A Active [ZH]YEHY ., Active
M Standby Tirb LA S

HAEEY DENE. Active A Active FREL .
Standby A% Standby Tirs EMB

HfAY OBE. Active BNH/NY—~FE1T

HA1@Y D EYE. StackWise Virtual MIREE~DEZEAL
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3.1 Stack

StackWise Virtual

[EEROEMEFRE 1 - 1 All DAD Link down

B 3E#EFIZ DAD Link @ Status A% Down [ZZE1{E

JU08-C9500#show stackwise-virtual dual-active-detection
Dual-Active-Detection Configuration:

Switch  Dad port Status

1 TenGigabitEthernet1/0/1 up
TenGigabitEthernet1/0/2 up

2 TenGigabitEthernet2/0/1 up

TenGigabitEthernet2/0/2 up

B SVL OIRRBICIFELEL

JU08-C9500#show stackwise-virtual neighbors
Stackwise Virtual Link(SVL) Neighbors Information:

Switch  SVL Local Port Remote Port

1 1 TenGigabitEthernet1/0/39  TenGigabitEthernet2/0/39
TenGigabitEthernet1/0/40  TenGigabitEthernet2/0/40

2 1 TenGigabitEthernet2/0/39  TenGigabitEthernet1/0/39

TenGigabitEthernet2/0/40  TenGigabitEthernet1/0/40

2019 co ts affiliat Il right Y o Pub

JU08-C9500#show stackwise-virtual dual-active-detection
Dual-Active-Detection Configuration:

Switch  Dad port Status

1 TenGigabitEthernet1/0/1 down
TenGigabitEthernet1/0/2 down

2 TenGigabitEthernet2/0/1 down

TenGigabitEthernet2/0/2 down

JU08-C9500#show stackwise-virtual neighbors
Stackwise Virtual Link(SVL) Neighbors Information:

Switch  SVL Local Port Remote Port

1 1 TenGigabitEthernet1/0/39  TenGigabitEthernet2/0/39
TenGigabitEthernet1/0/40  TenGigabitEthernet2/0/40

2 1 TenGigabitEthernet2/0/39  TenGigabitEthernet1/0/39

TenGigabitEthernet2/0/40  TenGigabitEthernet1/0/40
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3.1 Stack

StackWise Virtual

[EEROEIERESE 1 - 1 All DAD Link down

B DAD Link % Down &&f-&Enn4

*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec
*Dec

19
19
19
19
19
19
19
19
19
19

07:
07:
07:
07:
07:
07:
07:
07:
07:
07:

16:
16:
148,
48.
48.
48.
49.
49.
49.
49.

16

16:
16:
16:
16:
16:
16:
16:

47
47

.632:
.713:
513:
546:
633:
713:
514:
548:
512:
547:

$LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernetl/0/1, changed
$LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed
$LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/2, changed
$LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernetl/0/2, changed

$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/1, changed
$LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed
$LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/2, changed
$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/2, changed
$STACKMGR-1-DUAL ACTIVE CFG MSG: Switch 2 R0/0: stack mgr:
$STACKMGR-1-DUAL ACTIVE CFG MSG: Switch 1 R0/0: stack mgr:

m DAD Link & Up sgf=¢,Enns

*Dec 19 07:19:13.244
*Dec 19 07:19:13.267
*Dec 19 07:19:13.244
*Dec 19 07:19:13.267
*Dec 19 07:19:14.245:
*Dec 19 07:19:14.268:
*Dec 19 07:19:14.398:
*Dec 19 07:19:14.420:
*Dec 19 07:19:15.399:
*Dec 19 07:19:15.421:

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed state to up
%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to up
%STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 2 R0/0: stack_mgr: Dual Active Detection link is available now
%STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 1 R0/0: stack_mgr: Dual Active Detection link is available now
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/1, changed state to up
%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/2, changed state to up
%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/2, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/2, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/2, changed state to up

state to down
state to down
state to down
state to down
Dual Active Detection
Dual Active Detection

state
state
state
state

links
links

to down
to down
to down
to down

are not available anymore
are not available anymore
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3.1 Stack

StackWise Virtual

EEROEMESE 1 - 2 Single DAD Link down

B (R#R8E(Z DAD Link @ Status A% Down IZZE1E

JUO8-C9500##show stackwise-virtual dual-active-detection
Dual-Active-Detection Configuration:

Switch Dad port Status

1 TenGigabitEthernet1/0/1 up
TenGigabitEthernet1/0/2 up

2 TenGigabitEthernet2/0/1 up
TenGigabitEthernet2/0/2 up

B SVL ORBICTIXERLGL

JU08-C9500#show stackwise-virtual neighbors
Stackwise Virtual Link(SVL) Neighbors Information:

Switch  SVL Local Port Remote Port

1 1 TenGigabitEthernet1/0/39  TenGigabitEthernet2/0/39
TenGigabitEthernet1/0/40 TenGigabitEthernet2/0/40

2 1 TenGigabitEthernet2/0/39  TenGigabitEthernet1/0/39

TenGigabitEthernet2/0/40 TenGigabitEthernet1/0/40

JUO8-C9500#show stackwise-virtual dual-active-detection
Dual-Active-Detection Configuration:

1 TenGigabitEthernet1/0/1
TenGigabitEthernet1/0/2
2 TenGigabitEthernet2/0/1

TenGigabitEthernet2/0/2

JU08-C9500#show stackwise-virtual dual-active-detection neighbors
Stackwise Virtual Link(SVL) Neighbors Information:

TenGigabitEthernet1/0/39
TenGigabitEthernet1/0/40
TenGigabitEthernet2/0/39
TenGigabitEthernet2/0/40

TenGigabitEthernet2/0/39
TenGigabitEthernet2/0/40
TenGigabitEthernet1/0/39
TenGigabitEthernet1/0/40
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3.1 Stack

StackWise Virtual

EEROEMESE 1 - 2 Single DAD Link down

B DAD Link % Down &&f=&Enn4

*Dec 19 07:25:46.747: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to down
*Dec 19 07:25:46.774: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/1, changed state to down
*Dec 19 07:25:47.748: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed state to down
*Dec 19 07:25:47.775: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to down

m DAD Link & Up sgf=¢,Enns

*Dec 19 07:27:25.157: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed state to up
*Dec 19 07:27:25.184: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to up
*Dec 19 07:27:26.157: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to up
*Dec 19 07:27:26.184: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/1, changed state to up
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3.1 Stack

StackWise Virtual

[EEROEEEE 2 - 1 Active TBIEET

B FRE#(Z Active ¥ Member [, Standby A% Active IZZE{k

JU08-C9500#sh switch JU08-C9500#sh switch "
Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address Switch/Stack Mac Addressoreign Mac Address
Mac persistency wait time: Indefinite Mac persistency wait time: INCE
H/W  Current H/W  Current
Switch# Role Mac Address  Priority Version State Switch# Role Mac Address  Priority Version State
*1 Active  0027.90be.fa80 1 V01  Ready 1 Member 0000.0000.0000 0  VO1 Removed
2 Standby 00a3.d15b.0980 1  VO1 Ready *2  Active  00a3.d15b.0980 1 VO1  Ready

B BRI ARICIE Active A Standby &ELTIZHE EAD _ _ _
3 "stack-mac persistent timer 0” MEXFEIZLKY.

JU08-C9500#sh switch MAC ZRLRAD 5| EHEANTLNS
Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address

Mac persistency wait time: Indefinite
H/W  Current
Switch# Role Mac Address  Priority Version State

1 Standby 0027.90be.fa80 1 VO1  Ready
*2 Active 00a3.d15b.0980 1 V01 Ready
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*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21

3.1 Stack

StackWise Virtual
EEROEEESE 2-1 Active IR
B EREFEICRRShZO05

%IOSXE_INFRA-6-CONSOLE_ACTIVE: RO/0 console active. Press RETURN to get started!

04:27:19.221:
04:27:19.221:
04:27:19.229:
04:27:19.300:
04:27:19.300:
04:27:19.300:
04:27:19.288:
04:27:19.869:
04:27:19.870:
04:27:19.870:
04:27:20.870:
04:27:20.870:
04:27:20.870:
04:27:20.882:
04:27:20.882:
.838:
.838:
.838:
.840:
.845:
.845:
.897:
.897:
.902:
.902:
.906:
.906:
.906:
.906:
916:
.968:
04:27:22.898:
04:27:22.901:
04:27:22.903:
04:27:22.905:
04:27:22.905:
04:27:29.814:

04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21
04:27:21

%HMANRP-6-HMAN_IOS_CHANNEL _INFO: HMAN-IOS channel event for switch 2: EMP_RELAY: Channel UP!
%PLATFORM-6-HASTATUS: RP switchover, received chassis event to become active
%HMANRP-6-EMP_NO_ELECTION_INFO: Could not elect active EMP switch, setting emp active switch to 0: EMP_RELAY: Could not elect switch with mgmt port UP
%REDUNDANCY-3-SWITCHOVER: RP switchover (PEER_NOT_PRESENT)

%REDUNDANCY-3-SWITCHOVER: RP switchover (PEER_DOWN)

%REDUNDANCY-3-SWITCHOVER: RP switchover (PEER_REDUNDANCY_STATE_CHANGE)
%STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 2 RO/0: stack_mgr: Dual Active Detection link is available now
%LINK-3-UPDOWN: Interface Lsmpi19/3, changed state to up

%LINK-3-UPDOWN: Interface EOBC19/1, changed state to up

%LINK-3-UPDOWN: Interface LIIN19/2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpi19/3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC19/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface LIIN19/2, changed state to up
%CALL_HOME-6-CALL_HOME_ENABLED: Call-home is enabled by Smart Agent for Licensing.
%SMART_LIC-5-COMM_RESTORED: Communications with the Cisco Smart Software Manager or satellite restored
%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to down

%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/2, changed state to down

%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/3, changed state to down

%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/4, changed state to down

%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/39, changed state to down

%LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/40, changed state to down

%LINK-3-UPDOWN: Interface NullO, changed state to up

%LINK-3-UPDOWN: Interface VIan30, changed state to up

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/3, changed state to up

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/4, changed state to up

%LINK-3-UPDOWN: Interface Port-channel2, changed state to up

%LINK-3-UPDOWN: Interface Port-channel3, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback0, changed state to up

%LINK-3-UPDOWN: Interface Loopback0, changed state to up

%LINK-5-CHANGED: Interface Vlan1, changed state to administratively down
%STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 2 R0O/0: stack_mgr: Dual Active Detection links are not available anymore
%LINEPROTO-5-UPDOWN: Line protocol on Interface NullO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/3, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel2, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel3, changed state to up
%HMANRP-6-EMP_NO_ELECTION_INFO: Could not elect active EMP switch, setting emp active switch to 0: EMP_RELAY: Could not elect switch with mgmt port UP
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l 3.1 Stack

StackWise Virtual

EEROEMHETE 2 - 2 Standby EREK

B ERETEIC Active ICEEIZR SN T, Standby A Member [ZZE 1k

JU08B-C9500#sh switch
Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch# Role Mac Address  Priority Version State

1 Standby 0027.90be.fa80 1 VO1 Ready
*2 Active 00a3.d15b.0980 1 V01  Ready

B TR\ ARIZIT Active A Standby ELTIIH EMB

JU08B-C9500#sh switch
Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch# Role Mac Address  Priority Version State

1 Standby 0027.90be.fa80 1 VO1 Ready
*2 Active 00a3.d15b.0980 1 V01  Ready

JUO8-C9500#sh switch

Switch/Stack Mac Address : 0027.90be.fa80 - Foreign Mac Address
Mac persistency wait time: Indefinite

H/W  Current
» Switch# Role Mac Address  Priority Version State

1 Member 0000.0000.0000 O VO1 Removed
*2 Active 00a3.d15b.0980 1 V01  Ready
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3.1 Stack

StackWise Virtual

EEROEMETE 2-2 Standby BB
B EREIARICEK RTShZO05

*Dec 21 04:54:22.953:
*Dec 21 04:54:22.965:
*Dec 21 04:54:22.974:
*Dec 21 04:54:22.983:
*Dec 21 04:54:22.954:
*Dec 21 04:54:22.974:
*Dec 21 04:54:22.974:
*Dec 21 04:54:23.954:
*Dec 21 04:54:23.965:
*Dec 21 04:54:23.974:
*Dec 21 04:54:23.983:
*Dec 21 04:54:30.629:
*Dec 21 04:54:32.629:
*Dec 21 04:54:33.532:
*Dec 21 04:54:35.532:
*Dec 21 04:54:35.550:
*Dec 21 04:54:35.550:
*Dec 21 04:54:36.552:
*Dec 21 04:54:38.551:
*Dec 21 04:54:38.445:
*Dec 21 04:54:38.445:
*Dec 21 04:54:38.829:
*Dec 21 04:54:38.829:
*Dec 21 04:54:39.445:
*Dec 21 04:54:41.447:
*Dec 21 04:54:41.846:
*Dec 21 04:54:41.846:
*Dec 21 04:54:48.342:
*Dec 21 04:54:48.342:
*Dec 21 04:54:48.344:
*Dec 21 04:54:48.344:
*Dec 21 04:54:52.761:
*Dec 21 04:54:53.970:
*Dec 21 04:54:56.610:
*Dec 21 04:54:56.635:
*Dec 21 04:54:56.636:
*Dec 21 04:54:56.665:
*Dec 21 04:52:35.144:

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed state to up

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/2, changed state to up

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/39, changed state to up

%LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/40, changed state to up
%STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 2 RO/0: stack_mgr: Dual Active Detection link is available now
%NIF_MGR-6-PORT_LINK_UP: Switch 2 R0/0: nif_mgr: Port 39 on front side stack link 0 is UP.
%NIF_MGR-6-PORT_CONN_PENDING: Switch 2 R0/0: nif_mgr: Port 39 on front side stack link O connection is PENDING.
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/2, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/39, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/40, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/2, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/2, changed state to up
%NIF_MGR-6-PORT_LINK_DOWN: Switch 2 R0/O: nif_mgr: Port 39 on front side stack link O is DOWN.
%NIF_MGR-6-PORT_CONN_DISCONNECTED: Switch 2 R0O/0: nif_mgr: Port 39 on front side stack link O connection has DISCONNECTED: CONN_ERR_PORT_LINK_DOWN_EVENT
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/39, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/39, changed state to up
%NIF_MGR-6-PORT_LINK_DOWN: Switch 2 R0/O: nif_mgr: Port 40 on front side stack link O is DOWN.
%NIF_MGR-6-PORT_CONN_DISCONNECTED: Switch 2 R0O/0: nif_mgr: Port 40 on front side stack link O connection has DISCONNECTED: CONN_ERR_PORT_LINK_DOWN_EVENT
%NIF_MGR-6-PORT_LINK_UP: Switch 2 R0/0: nif_mgr: Port 39 on front side stack link 0 is UP.
%NIF_MGR-6-PORT_CONN_PENDING: Switch 2 R0/0: nif_mgr: Port 39 on front side stack link O connection is PENDING.
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/40, changed state to down
%LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/40, changed state to up
%NIF_MGR-6-PORT_LINK_UP: Switch 2 R0/0: nif_mgr: Port 40 on front side stack link 0 is UP.
%NIF_MGR-6-PORT_CONN_PENDING: Switch 2 R0/0: nif_mgr: Port 40 on front side stack link O connection is PENDING.
%NIF_MGR-6-PORT_CONNECTION_STATUS_CHANGE: Switch 2 R0O/0: nif_mgr: PORT Ipn:39 changed state from Pending to Ready.
%NIF_MGR-6-PORT_CONN_READY: Switch 2 R0O/0: nif_mgr: Port 39 on front side stack link O connection is READY.
%NIF_MGR-6-STACK_LINK_UP: Switch 2 RO/0: nif_mgr: Front side stack link 0 is UP.
%STACKMGR-6-STACK_LINK_CHANGE: Switch 2 R0O/0: stack_mgr: Stack port 1 on Switch 2 is up
%STACKMGR-6-SWITCH_ADDED: Switch 2 R0/0: stack_mgr: Switch 1 has been added to the stack.
%STACKMGR-6-SWITCH_ADDED: Switch 2 R0O/0: stack_mgr: Switch 1 has been added to the stack.
%IOSD_INFRA-6-IFS_DEVICE_OIR: Device usbflashO-1 added

%SMART_LIC-5-EVAL_START: Entering evaluation period

%SMART_LIC-5-EVAL_START: Entering evaluation period

%IOSD_INFRA-6-IFS_DEVICE_OIR: Device usbflashO-1 added

%IOSXE-3-PLATFORM: Switch 1 RO/O: kernel: igb 0000:0¢:00.0: The NVM Checksum Is Not Valid
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3.1 Stack

StackWise Virtual
EEROEHETE 2 - 2 Standby ERE

B EREIHRICERRSNEO5(#HE)

*Dec 21 04:53:26.938: %PMAN-5-EXITACTION: Switch 1 RO/0: pvp: Process manager is exiting

*Dec 21 04:54:56.985: %FED_PM-3-FRU_SWITCH_TIMEOUT: Switch 1 RO/0: fed: Transeiver update timed out. Remove and re-insert all FRUs in this switch to recover
*Dec 21 04:54:57.309: %NIF_MGR-6-PORT_LINK_UP: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link 0 is UP

*Dec 21 04:54:57.309: %STACKMGR-6-STACK_LINK_CHANGE: Switch 1 R0/0: stack_mgr: Stack port 2 on Switch 1 is nocable

*Dec 21 04:54:57.309: %NIF_MGR-6-PORT_CONN_PENDING: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link 0 connection is PENDING
*Dec 21 04:54:57.309: %NIF_MGR-6-PORT_CONNECTION_STATUS_CHANGE: Switch 1 R0/0: nif_mgr: PORT Ipn:39 changed state from Pending to Ready
*Dec 21 04:54:57.309: %STACKMGR-6-STACK_LINK_CHANGE: Switch 1 R0/0: stack_mgr: Stack port 1 on Switch 1 is down

*Dec 21 04:54:57.309: %NIF_MGR-6-PORT_CONN_READY: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link 0 connection is READY.
*Dec 21 04:54:57.309: %STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 1 R0/0: stack_mgr: Dual Active Detection link is available now
*Dec 21 04:54:57.309: %NIF_MGR-6-STACK_LINK_UP: Switch 1 R0/0: nif_mgr: Front side stack link 0 is UP

*Dec 21 04:54:57.309: %STACKMGR-6-STACK_LINK_CHANGE: Switch 1 R0/0: stack_mgr: Stack port 1 on Switch 1 is up

*Dec 21 04:54:57.309: %STACKMGR-6-SWITCH_ADDED: Switch 1 R0/0: stack_mgr: Switch 1 has been added to the stack

*Dec 21 04:54:57.309: %STACKMGR-6-SWITCH_ADDED: Switch 1 R0/0: stack_mgr: Switch 1 has been added to the stack

*Dec 21 04:54:58.108: %STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 1 R0/0: stack_mgr: Dual Active Detection link is available now
*Dec 21 04:54:58.654: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/1, changed state to down

*Dec 21 04:54:58.655: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/2, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/3, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/4, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/5, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/6, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/7, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/1/8, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface FortyGigabitEthernet1/1/1, changed state to down

*Dec 21 04:54:58.656: %LINK-3-UPDOWN: Interface FortyGigabitEthernet1/1/2, changed state to down

*Dec 21 04:54:58.973: %IOSD_INFRA-6-IFS_DEVICE_OIR: Device usbflash0-1 added

*Dec 21 04:54:59.344: %HMANRP-6-HMAN_IOS_CHANNEL_INFO: HMAN-10S channel event for switch 1: EMP_RELAY: Channel UP!

*Dec 21 04:54:59.345: %BHMANRP-6-EMP_NO_ELECTION_INFO: Could not elect active EMP switch, setting emp active switch to 0: EMP_RELAY: Could not elect switch with mgmt port UP
*Dec 21 04:55:02.528: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/3

*Dec 21 04:55:05.476: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/4

*Dec 21 04:55:25.973: %PLATFORM_PM-6-FRULINK_INSERTED: 2x40G uplink module inserted in the switch 1 slot 1

*Dec 21 04:55:26.170: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/1

*Dec 21 04:55:26.171: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/2

*Dec 21 04:55:27.343: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/39

*Dec 21 04:55:27.374: %PLATFORM_PM-6-MODULE_INSERTED: SFP module inserted with interface name Te1/0/40

*Dec 21 04:55:28.171: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to up

*Dec 21 04:55:28.172: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/2, changed state to up

*Dec 21 04:55:29.171: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/1, changed state to up

*Dec 21 04:55:29.171: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/2, changed state to up

*Dec 21 04:55:29.373: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/39, changed state to up

*Dec 21 04:55:29.375: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/40, changed state to up

*Dec 21 04:55:30.373: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/39, changed state to up

*Dec 21 04:55:30.374: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/40, changed state to up

*Dec 21 04:56:56.353: %IOSXE_REDUNDANCY-6-PEER: Active detected switch 1 as standby

*Dec 21 04:56:56.352: %STACKMGR-6-STANDBY_ELECTED: Switch 2 R0O/0: stack_mgr: Switch 1 has been elected STANDBY

*Dec 21 04:57:01.422: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion (raw-event=PEER_FOUND(4))
*Dec 21 04:57:01.422: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion (raw-even EER_REDUNDANCY_STATE_CHANGE(5))
*Dec 21 04:57:42.440: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

*Dec 21 04:57:43.441: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO)

*Dec 21 04:57:45.887: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/3, changed state to up

*Dec 21 04:57:45.893: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/4, changed state to up

*Dec 21 04:57:46.887: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/3, changed state to up

*Dec 21 04:57:46.893: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/4, changed state to up




3.1 Stack

StackWise Virtual

[EERFOEEFESE 3 - 1 All SVL Link down

B SVL £Br#&(C Active A% Recovery-mode 2. Standby A% Active [ZZE 1k (FAct)

SBY{I Act{al
JU08-C9500#show switch JU08-C9500(recovery-mode)#show switch
Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address Switch/Stack Mac Address : 0027.90be.fa80 - Foreign Mac Address
Mac persistency wait time: Indefinite Mac persistency wait time: Indefinite
H/W Current H/\/\/ Current
Switch# Role Mac Address  Priority Version State

Switch# Role Mac Address  Priority Version State

1 Active 0027.90be.fa80 1~ VO1  Ready 1 Member 0000.0000.0000 0 VOl Removed
2 Member 0000.0000.0000 0  VO1 Removed *D Active 0023.d15b.0980 1 V01  Ready

B SVL #§I8# (<3t Active T Reload =i, ZD# Standby &L TiIH EMND

*Dec 21 07:07:46.408: %NIF_MGR-6-DAD_RECOVERY_RELOAD_ALERT: Switch 2 R0/0: nif_mgr: Switch is in recovery mode, needs Reload now. one or more SVL is up

JUO8-C9500#show switch \ . _

Switch/Stack Mac Address : 0027.90be.fa80 - Local Mac Address R ESIZ,

Mac persistency wait time: Indefinite 7t Active flIZ reload #{R T AvtE—UMKRTREIND,
H/W Current

Switch# Role Mac Address  Priority Version State

*1 Active 0027.90be.fa80 1 VO1 Ready
2 Standby 00a3.d15b.0980 1 VO1 Ready
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3.1 Stack

StackWise Virtual

EEROEERESE 3 - 1 All SVL Link down

B SVL HRBER(ICERREShD05(1/2)

*Dec 21 07:05:41.507: %NIF_MGR-6-PORT_LINK_DOWN: Switch 2 R0/0: nif_mgr: Port 39 on front side stack link 0 is DOWN.

*Dec 21 07:05:41.507: %NIF_MGR-6-PORT_CONN_DISCONNECTED: Switch 2 RO/0: nif_mgr: Port 39 on front side stack link O connection has DISCONNECTED: CONN_ERR_PORT_LINK_DOWN_EVENT
*Dec 21 07:05:41.610: %NIF_MGR-6-PORT_LINK_DOWN: Switch 1

%IOSXE_INFRA-6-CONSOLE_ACTIVE: RO/0 console active. Press RETURN to get started!

Configuration succeed, but fail to parse the address. Perhaps DNS configuration is not done yet or you configure an invalid address.

*Dec 21 07:05:42.998: %PLATFORM-6-HASTATUS: RP switchover, received chassis event to become active

*Dec 21 07:05:43.003: %HMANRP-6-HMAN_IOS_CHANNEL_INFO: HMAN-IOS channel event for switch 1: EMP_RELAY: Channel UP!

*Dec 21 07:05:43.015: %HMANRP-6-EMP_NO_ELECTION_INFO: Could not elect active EMP switch, setting emp active switch to 0: EMP_RELAY: Could not elect switch with mgmt port UP
*Dec 21 07:05:43.026: %REDUNDANCY -3-SWITCHOVER: RP switchover (PEER_NOT_PRESENT)

*Dec 21 07:05:43.027: %REDUNDANCY-3-SWITCHOVER: RP switchover (PEER_DOWN)

*Dec 21 07:05:43.027: %REDUNDANCY -3-SWITCHOVER: RP switchover (PEER_REDUNDANCY_STATE_CHANGE)

*Dec 21 07:05:43.033: %PLATFORM-6-HASTATUS: RP switchover, sent message became active. IOS is ready to switch to primary after chassis confirmation

*Dec 21 07:05:43.035: %PLATFORM-6-HASTATUS: RP switchover, received chassis event became active

*Dec 21 07:05:43.136: %IOSD_INFRA-6-IFS_DEVICE_OIR: Device usbflash0-2 removed

*Dec 21 07:05:42.989: %NIF_MGR-6-PORT_LINK_DOWN: Switch 1 R0/0: nif_mgr: Port 40 on front side stack link 0 is DOWN.

*Dec 21 07:05:42.989: %NIF_MGR-6-PORT_CONN_DISCONNECTED: Switch 1 RO/O: nif_mgr: Port 40 on front side stack link O connection has DISCONNECTED: CONN_ERR_PORT_LINK_DOWN_EVENT
*Dec 21 07:05:42.989: %NIF_MGR-6-STACK_LINK_DOWN: Switch 1 RO/0: nif_mgr: Front side stack link 0 is DOWN.

*Dec 21 07:05:42.989: %STACKMGR-6-STACK_LINK_CHANGE: Switch 1 R0/0: stack_mgr: Stack port 1 on Switch 1 is down

*Dec 21 07:05:43.075: %STACKMGR-1-DUAL_ACTIVE_CFG_MSG: Switch 1 R0/0: stack_mgr: Dual Active Detection link is available now

*Dec 21 07:05:43.282: %PLATFORM-6-HASTATUS_DETAIL: RP switchover, received chassis event became active. Switch to primary (count 1)

*Dec 21 07:05:43.371: %LINK-3-UPDOWN: Interface Lsmpi18/3, changed state to up

*Dec 21 07:05:43.372: %LINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Dec 21 07:05:43.372: %LINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Dec 21 07:05:44.371: %LINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpi18/3, changed state to up

*Dec 21 07:05:44.371: %LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed state to up

*Dec 21 07:05:44.372: %LINEPROTO-5-UPDOWN: Line protocol on Interface LIIN18/2, changed state to up
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StackWise Virtual

EEROEERESE 3 - 1 All SVL Link down

B SVL {RBR(ICERTREShDO05(2/ 2)

*Dec 21 07:05:44.570: %CALL_HOME-6-CALL_HOME_ENABLED: Call-home is enabled by Smart Agent for Licensing.
*Dec 21 07:05:44.571: %SMART_LIC-5-COMM_RESTORED: Communications with the Cisco Smart Software Manager or satellite restored
*Dec 21 07:05:45.081: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/40, changed state to up

*Dec 21 07:05:45.345: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/1, changed state to down

*Dec 21 07:05:45.345: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/2, changed state to down

*Dec 21 07:05:45.345: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/3, changed state to down

*Dec 21 07:05:45.347: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/4, changed state to down

*Dec 21 07:05:45.351: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/40, changed state to down

*Dec 21 07:05:45.587: %LINK-3-UPDOWN: Interface NullO, changed state to up

*Dec 21 07:05:45.588: %LINK-3-UPDOWN: Interface VIan30, changed state to up

*Dec 21 07:05:45.588: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/1, changed state to up

*Dec 21 07:05:45.589: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/2, changed state to up

*Dec 21 07:05:45.589: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/3, changed state to up

*Dec 21 07:05:45.590: %LINK-3-UPDOWN: Interface TenGigabitEthernet1/0/4, changed state to up

*Dec 21 07:05:45.594: %LINK-3-UPDOWN: Interface Port-channel2, changed state to up

*Dec 21 07:05:45.595: %LINK-3-UPDOWN: Interface Port-channel3, changed state to up

*Dec 21 07:05:45.607: %LINK-5-CHANGED: Interface Vlan1, changed state to administratively down

*Dec 21 07:05:46.587: %LINEPROTO-5-UPDOWN: Line protocol on Interface NullO, changed state to up

*Dec 21 07:05:46.587: %LINEPROTO-5-UPDOWN: Line protocol on Interface VIan30, changed state to up

*Dec 21 07:05:46.588: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/1, changed state to up
*Dec 21 07:05:46.590: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/2, changed state to up
*Dec 21 07:05:46.590: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/3, changed state to up
*Dec 21 07:05:46.591: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/4, changed state to up
*Dec 21 07:05:46.597: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel2, changed state to up

*Dec 21 07:05:46.597: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel3, changed state to up

*Dec 21 07:05:53.575: %HMANRP-6-EMP_NO_ELECTION_INFO: Could not elect active EMP switch, setting emp active switch to 0: EMP_RELAY: Could not elect switch with mgmt port UP
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3.1 Stack

StackWise Virtual

[EERFOEEFESE 3 - 1 All SVL Link down
B SVL fEIRRIZEFER~Shd04

*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21
*Dec 21

© 2C

)19

07:07:37.636
07:07:37.636
07:07:38.636
07:07:41.872
07:07:41.872
07:07:41.872
07:07:42.872
07:07:42.937
07:07:42.937
07:07:42.937
07:07:42.937
07:07:45.938
07:07:45.938

- %NIF_MGR-6-PORT_LINK_UP: Switch 1 R0O/0: nif_mgr: Port 40 on front side stack link O is UP.

- %NIF_MGR-6-PORT_CONN_PENDING: Switch 1 R0/O: nif_mgr: Port 40 on front side stack link O connection is PENDING.

- %BLINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/40, changed state to up

- %BLINK-3-UPDOWN: Interface TenGigabitEthernet1/0/39, changed state to up

- %NIF_MGR-6-PORT_LINK_UP: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link 0 is UP.

- %NIF_MGR-6-PORT_CONN_PENDING: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link O connection is PENDING.

- BLINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet1/0/39, changed state to up

- %BNIF_MGR-6-PORT_CONNECTION_STATUS_CHANGE: Switch 1 RO/0: nif_mgr: PORT Ipn:40 changed state from Pending to Ready.
- %NIF_MGR-6-PORT_CONN_READY: Switch 1 R0O/0: nif_mgr: Port 40 on front side stack link O connection is READY.

- %NIF_MGR-6-STACK_LINK_UP: Switch 1 RO/0: nif_mgr: Front side stack link O is UP.

. BSTACKMGR-6-STACK_LINK_CHANGE: Switch 1 R0/0: stack_mgr: Stack port 1 on Switch 1 is up

- %BNIF_MGR-6-PORT_CONNECTION_STATUS_CHANGE: Switch 1 RO/0: nif_mgr: PORT Ipn:39 changed state from Pending to Ready.
- %NIF_MGR-6-PORT_CONN_READY: Switch 1 R0/0: nif_mgr: Port 39 on front side stack link O connection is READY.

Cisco and/or its affiliates. All rights reserved. Cisco Public
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I 3.1 Stack

StackWise Virtual

EEROEHET 3 - 2 Single SVL Link down

B XAV DKREEIZEILXAEL. IREELT= SVL RT—42XH Up M5 Down ~,
Protocol RF—42XH Ready > Suspendid ~ZE 1k

JUOB-C9500#show stackwise-virtual link
Stackwise Virtual Link(SVL) Information:

U-Up D-Down
Protocol Status

Switch  SVL Ports Link-Status Protocol-Status

1 1 TenGigabitEthernet1/0/39 © 0O
TenGigabitEthernet1/0/40 R

2 1 TenGigabitEthernet2/0/39 @
TenGigabitEthernet2/0/40 U
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l 3.1 Stack

StackWise

StackWise #REIE. EBD Ry FHERZE 1 DDMBRAAYFELTHET HIENTE, IRRMEOCTEZSEICHIELES .

m R

T DDRMEBRAAVFRATEIEBALLRECEDMDFEHRZEZLFLRZY
DORBAICTHEEEINFY,

ERZPHT ALK BERDR 2y VIR L THERZE MLV El
BRI BHIEMNTEET,

B EFE#ISRLEOHER
StackWise D ENEAL. A< RIZBEALTIXRCEYEY,

MIRRYZL Stack EDA— L0 —JILITERRELGYET DO TELS
HELOBEHRECHEERIIHYEEA,

mFER
BL I0S-XE @ Version, RLZ4 2 AM#IZT StackWise HaE%F
YR TNET, <C9200L-STACK-KIT> < STACK-T1-xxCM >
— =N “ S50 — “ — NSEE 2 - - -1 1=XX
AR O St ':—fo Jl](, BV PRIV T =T LD EROIRE -C9200L SKUEARAYIES 21—l X 2@ -CO300THEATES, RAvIr—T )L
LTWETH., #EFRYR—FLTOEE A, - F—BZAYH 50cm r—T L X 1K s —J LEF50cm. 1m. 3m

(STACK-KITDIZHEERT—T)L)
-50cm 77— JLEROMIZ1m, 3mEE R AT 4L
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/16-9/configuration_guide/sys_mgmt/b_169_sys_mgmt_9200_cg/configuring_online_diagnostics.html
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StackWise

Cisco Catalyst 9200 ) —X DB H.

StackWise ZHER 9 B IZIFERR TG LTz STACK-KIT DN Rl@EEEGY AT aVBAICBYET,

B 2AyOEDa1—)LOEY T

HEBSEE AR LRIBFC STACK-KIT ZBBALTWSIBE. BMYFIToh
=B ETHAESNET,

AABARIC STACK-KIT ZBALIGE O, EELETRIVIE
Da—LERRT D EITHLIGE XYM (TEENBEIZHRYET,
StackWise T9/82—IXI T HERIZEDT=80. 1 BDHEIRIZTDOLT
2 DDAV EDa— )LERYAMITET,

Ry BEDa—)LOEYMIF BRUSLIZIE, FLOR(T15) K54
N—DREIZEYET , MLYRFRSGVTRYMFITEILIETEEE
Ao

B Ay EDa—ILOBMYSL

MLOR(TIB) RSAN—EFERALBYSNLETVET .

R59Y EDa—I)LBEKIZITEROFNEN D, X290 7—TILEER
UK T —T L ER > TEIEHLET,
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FLHRT15O R

¥ STACK-KIT ZAl&EA Lz
BEFLLYFRDOMNLIATIS

RBuY r—T LERY =1 BB TLET,
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~ StackWise~ = EEE

StackWise 79/ —TIER K 8 EDHBREEAIHLIEN 28 = P
ISEXE " Co300sy—%> <C92009Y—X>
B X53yY r—JILOEY T

StackWise DARHAEIZREYY r—TLERYA T, 2 ZOFSEBHEYISHOET, — StackWiseh—T L
MBHE L EITIRY A FERYSNLETHEN TS,

B StackWise @D 2 & DEFIBREA A—D B StackWise @ 4 B DIEHEREA A—
AAYY r—T)LIEHARIZEBXSIZEYMFIFEIT TS,

Cisco Catalyst 9300
151l

Cisco Catalyst 9200 4|
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| 3.1 Stack

StackWise

W StackWise D#E®EIZDLNT

EIREN ON DIREEMDRAYY T—T )L EHEHRT HE RV I#BRA
TEBEIBEAERELTITAT (RAZ—) AL YFDRE . TRE— R
AVFUNDOHRIBELTIE—EBESHEIT>TREIYY JIL—TAIC
SmLEv,

TOTATHBIEAEHEUTOBYICRYET,

1. ToAA)T1EBRELTHELIEICKYBELTTITATITHYFE
Y TTAMAYTAHRLDIZE L MAC TRLREA L EHINE
WRAYFINTIOT4T%5%,

2. BEICERET VT4T RAVFERDI-WNBEIEX. 7OT47
AAYFIZLEWEREZRAICAN, 1 FLURIZHOR(yFDE
BEeANnD,

— B REYY TV —TERI o= #35 1. A2V IERMISEENT=
BACHLRELSIEHESFERT D EIEAREICHYET A, BERSY
9 N—TRBBICRLIZGEIE. —EBEHETO>THLREVI
IW—TRAIZSmLET,

maE

StackWise #&R(CiEdE. Mg LERICOVY—ILRRICHEYET,
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I 3.1 Stack

StackWise

B JSAFTAEDRE
TIOT47 (RRE—) AL VFEROD-ODEERELETS

(TI4IWIT 1 &BEET 15 [TRYFETS, TIAIVT 1, &R&SET 15 [THYES,

C9200#switch 1 priority 10

WARNING: Qhanging the switch priority may result in a.configuration change for that switch. New Switch Priority Z7‘77$§mbﬁﬁiéhéf:&)\ ﬁﬁ@]tﬁ&@ﬁ1§

\C/:vg2%eogffect|ve after next reboot. Do you want to continue?[y/n]? [yes]: yes — g)éig;ﬁf)“%é:&’é%%L’CL\i?o Fl:ﬁﬁﬁ”h(f
yes’EAALTLZELY,

B 2MYFBEBEZEETIRTE

C9200#switch 2 renumber 3
WARNING: Changing the switch number may result in a configuration change for that switch. The interface

AAVTF 2 DESZE I ITKELFEY,

configuration associated with the old switch number will remain as a provisioned configuration. New Switch “ S . R R
Number will be effective after next reboot. Do you want to continue?[y/n]? [yes]: yes 59 Jg;fﬁﬁkb"iiéhéat&i 15150‘??52%f3\37)%)
C9200# CEFEEELTVEY, BB TNIL “yes"EAR
LTL=ZELY,
<EE>

BEBRICAEMGYET.
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3.1 Stack

StackWise

W StackWise 1RO FERE

C9200#show switch

Switch/Stack Mac Address : 70b3.17e3.f600 - Local Mac Address

Mac persistency wait time: Indefinite
H/W  Current

Switch# Role Mac Address  Priority Version State

*1 Active 70b3.17e3.f600 10 VO1
2 Standby 70b3.17€9.cf00 1 VO1

C9200#

B StackWise #ESBROREER

C9200#show switch stack-port summary

SwH/Port# Port Status Neighbor Cable Length Link OK Link Active Sync OK #Changes to

LinkOK  In Loopback

1/1 OK 2 50cm Yes
1/2 OK 2 50cm Yes
2/1 OK 1 50cm Yes
2/2 OK 1 50cm Yes
C9200#

Ready
Ready

Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

No
No
No
No

<FE>
StackWise #8RIZH4H L. mEREERICOV Y —ILERTR
[ZHRYET, 2SR OFESRIZIE Blue Beacon MMEFITY .

MAC 7 KLX : 70b3.17e3.f600 I 7 & T4 TTH S
L EHERR,

ARy K— bORE, ERT7T—ITIVRGENRTSN
E S
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| 3.1 Stack

StackWise

B REOHGEFERTIES

C9200#reload slot 2
Proceed with reload?[confirm]

reboot: Restarting system
Initializing Hardware...

C9200¢treload slot 1
System configuration has been modified. Save? [yes/noj: VS =
Building configuration...

[OK]
Proceed with reload?[confirm]

reboot: Restarting system
Initializing Hardware...

m 2y OB RER/ERTSBE

C9200#reload
Proceed with reload? [confirm]

reboot: Restarting system
Initializing Hardware...

C9200#reload

System configuration has been modified. Save? [yes/nol: yes w_

Building configuration...

[OK]Reload command is being issued on Active unit, this will reload the whole stack

Proceed with reload? [confirm]

reboot: Restarting system
Initializing Hardware...

<FEE>
BEHIHAOHBICTAVY—LEEKELTV -GS
ARV ZEROA)—ILEYIYRESNET

RAA9F 2 &) T—FLET,

BESDHEREEZROONET,

AA9F 1 &I)T—FLET,

BRENMREENTOVEVMGS [FREEZRET 2NEIHDFE
RERDONFET, "yes D no"ERATLTIZELY,

BREBDHEREROONFTT,

AREVIERERER/EHLET .
BREBDHEREROONFT,

ABVIBRERER/EHLETT

RENREENTOLEWNMEAIIRTEERETEINEIHDHE
FEROLONFET, "yes” M “no” ZRATLTLZELY,

BESDHERZROONET,
101



l 3.1 Stack

StackWise

B EBORTEYILYSAITDNT

<FEE>
AAVFDAIVIBSDERR. BEBNDEITGYET .

REVIBRMDON LRV FERATHET DEHE. RECHIRE LV AIVTFDREVIBESLEET DD ESHYET .

C9200#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]

(OK]
C9200#

C9200#reload

System configuration has been modified. Save? [yes/nol: no
Reload command is being issued on Active unit, this will reload the whole stack

Proceed with reload? [confirm]

~HEH%R~

Switch#show running-config

interface GigabitEthernetS/O/ 1

Switch#sWitch 3 renumber 1

WARNING: Changing the switch number may result in a configuration change for that switch. The
interface configuration associated with the old switch number will remain as a provisioned
configuration. New Switch Number will be effective after next reboot. Do you want to continue?[y/n]?

[yes]: yes
Switch#

Switch#reload
System configuration has been modified. Save? [yes/no]: no

Reload command is being issued on Active unit, this will reload the whole stack
Proceed with reload? [confirm]

~HEHKR~

Switch#show running-confiQ =

interface GigabitEthernetS/O/ 1

2019 Cisco and/or its affiliat All rights reserved Jisco Pub

REDHIRZEITLET,
BEOBESELLGVET,
FREDRFIFITOEN=EH “no” ZAAL TSN,
BESDHEREZROONET,

REZHIRL TORIVIEHBEDERENFZF OTLET,
Interface A% ”3” hixiRE->TLVS,

A EREFDENEHEDN 1V IZEET B,

AREVIBHENERSNS=0, BIEDZELNHH_LEEE
LTWET, BERITNIE “yes” EANLTEELY,

BRESETL. REEHESEFT,

REDRFEHERINT S REMNELMESE o ZERL
TSN,

CHEDHREZROONET,
AV EREF DR EA BTG TNDEZHERELET

X BN, —HOEESAVE—CORERBELEVDTVET.
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l 3.1 Stack
StackPower

StackPower #EETIEL, RMYF B DEBRMIGZERLGDIRM Y FHBFCOLHIGLEMFIT D LN TE, HERMEOTHEFIER L

x99,

LIS TE

AAYFDERBEBREMD RV FREEFTHIENTREELY . RMYFIZERE1 BEML
T. StackPower AV /N\—HDERDTTREZAREIZLET,

A#HEIX Cisco Catalyst 9300 1 J—XDHHHR—FLTLET,

B BRFaR DL
Cisco Catalyst 3850 & StackPower DENMEIZBEIL TIXRCIZAYE T AY, show a2 RIZE
LTIETRRNELGYET,

mEE
StackPower HREDERITRRK 4 BFTITHRYET,

m8E

StackPower M A4 v F#25/T [StackWiseZ #8351 / [StackWise Z#FE T 1T L TEY
EEEBI1OWITNEEEETT , =1L, StackPower AT StackWise ##IHEIZITETD
AL yFH2R%ER—D StackWise T IL—TZTDRHENHYET , 1=, StackWise [FFxK 8
B THMTEET A, StackPower ATHEKT IHGEIZIERK 4 BFETELGYET,

RE9r—T )b
( CAB-SPWR-30CM )

< StackPowersr—J L DTEE>

CAB-SPWR-30CM :
CAB-SPWR-150CM :

30cm®dStackPowersr—7J )L
150cm®StackPowers—7 JL
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® 3.1 Stack

StackPower

StackPower ZH T B2 R I LT= StackPower ¥—TJ JLANRILER L ELTYET,

m StackPower —7JILOERY 11T

StackPower a4 4EBIZ StackPower 55— ILEELRAH 1 KDL

DERETEIYICHEOES .
MHEL EITHYMFITERYSLEITHEN TS0,

m StackPower —7IILOEY 5L
StackPower 5¥—TILD AT (1 K)ZHEEEYICESHET,
StackPower #—7J JLEBIZRNTLIESLY,

maE

StackPower 7—7 )LI& IREBRB TIHERICDE 1 AD Stack
Power #—2 )L (30cm B) M ftEESNTLVET,

30cm RS StackPower 7—JJLIEAa— /)L BB (ICTEMFEE
TOLELHYET,
T—JIILORMIGHICRELERDODMAHYET A, RM Y FREEHRDS
BIZAMOFIRIEHYEE A

(BREEEADHER XPS LERT HHEITBRELLGYET,)

W L2
BRASE 2 RMULDERANZHELET,

StackPower r—7J L% 1 REY TR EE
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l 3.1 Stack
StackPower

StackPower T2/00—TIIHm K 4 EDEBEERIHO ZENTEET,

StackPower BifEEFD LED &R

<StackPower 2 & DIEFIEBR A A—D> < StackPower 4 & DEHIBRA A—2>

== StackPower —7JJL
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3.1 Stack
StackPower

B StackPower DIREEREEITF

C9300#show stack-power budgeting

Power Stack Stack Stack Total Rsvd Alloc Sw_Avail Num Num

Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS
Powerstack-1 SP-PS Ring 1100 O 575 0 1 1

Power Stack PS-A PS-B Power Alloc Poe_Avail Consumd Pwr

SW Name (W) (W) Budgt(W) Power(W) Pwr(W) Sys/PoE(W)

1 Powerstack-1 1100 0O 1145 575 570 182 /O

Totals: 575 570 182 /O

C9300#

B StackPower O #EHIREREZEI<TUF

C9300#tshow stack-power neighbors

Power Stack Stack Stack Total Rsvd Alloc Sw_Avail Num Num
Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS
Powerstack-1 SP-PS Ring 1100 O 575 0 1 1

Power Stack Port 1 Port 1 Port 2 Port 2
SW Name Status Neighbor SW:MAC Status Neighbor SW:MAC
1 Powerstack-1 Conn -:501¢.b079.eb80 Conn -:700b.4ff4.fd80
C9300#

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub

Stack Mode  : ZR#EHEDE—F

Stack Topolgy :StackPower®#& 5k

Standaln (E4%K) |Ring (StackPowerf& k)

Total Pwer(W) EBREEC1—ILOEHERE
Alloc Pwr(W) B RAYF~DEREIETEEE

Poe Avail Pwr(W) :PoW®DERLIATIEES
Consumd Pwr Sys/PoE(W): EEREHEE

Port 1 Status :StackPowera 441 DiEkEE
(Conn|NoConn)

Port 1 Neighbor SW:MAC :StackPowera R o421 DiEkT F iz DMAC

TELR

Port 2 Status :StackPowera R o422 D&k &

Port 2 Neighbor SW:MAC :StackPowera R o422 D1kt Fc 2z DMAC
TELR
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3.1 Stack

StackPower

ERHEOELCELYBREI2—IL A AiEE->TLEL

mlya
» EREELLBODY /
C9300#
*Apr 1 12:12:17.939: %PLATFORM_FEP-1-FRU_PS_SIGNAL_FAULTY: Switch 1: signal on power supply A is faulty
C9300#

B EREZELLTULDIREETO StackPower DIREEFEEZEATUR

C9300#show stack-power budgeting

Power Stack Stack Stack Total Rsvd Alloc Sw_Avail Num Num R e . R
Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS ___ Total Pwr(W)AY 0 IZRY Ry F N TEIREIEN 0 THLHEK
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 7T=

Powerstack-1 SP-PS Ring O 0 575 0 1 0

Power Stack PS-A PS-B Power Alloc Poe_Avail Consumd Pwr

SW Name W) (W) Budgt(W) Power(W) Pwr(W) Sys/PoE(W)

1 Powerstack-1 O 0 78 575 210 183 /0 — PS-A(W). PS-B(W)DFERTH Rk

Totals: 575 210 183 /0

C9300#

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub
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3.1 Stack

StackPower

StackPower MEXTE TIE. TIAICTEZ G TWET . MEIZIECTEYIZT A ELAEETT,

B StackPower MEZH{E

C9300#

C9300#conf t StackWise B§® Switch HFEZ AN, BIADZEIE 1
C9300(config)tstack-power switch 1
C9300(config-switch-stackpower)# " - = ”
C9300(config-switch-stackpower)#standalone NEDERTE, TTIZRTIHE(L. “no standalone” ZAH
*Apr 1 12:29:44.438: %PLATFORM_STACKPOWER-6-CABLE_EVENT: Switch 1 stack power cable 2 removed

C9300(config-switch-stackpower)#end

C9300#

B StackPower $EXH{E DFERE

C9300#tshow stack-power

Power Stack Stack Stack Total Rsvd Alloc Sw_Avail Num Num

Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS

Powerstack-11  SP-PS Stndaln 1100 0 575 525 1 1 =S}Eacl< DAT—HRAY Stndaln( standalone ) THH=LZHE
Bits

C9300#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.1 Stack

StackPower

StackPower Tl&., 2 8D E—FTEITT S LD, StackPower ZEXETEET,
B FREEFE—F (power-shared) :

FTRTOANBHEEREFIFERATEEY, BRAZY VOITRTDRAVF (K 4 B) DHRERTRENLS. BE—DKRELE
BEDa—ILELTIRDN, BARF. IRXNTORAMYFELY POE R—MIIEHREINTWETRTORET /N A ATHEATEEY,
(TIHILEDE—FTHY. Cisco Catalyst 9300 V) —XTIEBARFE—FEHRELTLET,)

B TR{E—F (redundant) :

VATLATRADBEREDA—ILNERNADIVIMGBEESN, ERFTREENNBYET M. Chizk>T. BRED21—ILICKE
ENRELIBEDN\VITYTEBRERELET . RAVFELIUVRETNARADT— IV THEATESBAERYET A, BIRIES
FEABHRGENEFNRELLEZEETH AMVFELRERET NAADI vy FOUNBEICGHATREMENRYET

Ft=, LD 2 DOE—FREFRIC. ENEEREBOEBNRKELHEFICEETIN. VLOERKRNILHIIGEZTDOEFEEIES
NDE—FRBHYET, EELDE—FIZEWTEH, EARMBOEHAAIGELRBE AN GGSE, BREHLNIEETINET,
B R E—K (strict) :
ﬁiﬁ%ﬁl—)bliﬂﬁiﬁbﬁ%ibs FRAREENABRERDOBENIVETHIGE . ERICHEHESNDSEANERATEE LY
BIELTH. VATLIEIZET /N A ARFIRICE>TERERESEHSEET,
m JEEEFEE—F (no strict) :

EEOBENNERTREBENEEALGVRY, ERAZVINEV L TRERETHRBTE, RELELZREOFETY . COE—FTII,
RETNAANBEDENEBATENZSIEHT L BRAZVIDERFGIRZFIIRT AZENHYET , TS RIEHEREANTIE

BREBET . R2VIDERDZET/NA AN EIRICRARKENZVELTHEFIFEFEN O, BEIIBRBIZRYET A, (TI4)L
rDE—FIZHYZET,)
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3.1 Stack

StackPower

B power-shared & strict DEREDIHE

C9300?conf t) <BE>
C9300(config)#stack-power stack Powerstack-1 I~ B A
C9300(config-stackpower)#mode power-shared strict nxm%z%j—éiﬁ SIS
C9300(config-stackpower)#end CQSOO(conflg—stackpower)#no mode
C9300# ZAHALTHLERELTZELY,
B power-shared & no strict DFREDIFE: (F7+/ILHE) <EES
bE J=N
C9300#conf t 8 = I SR —
C9300(config)#stack-power stack Powerstack- 1 StackFZower AU NBERIEETRILE—REEIS
C9300(config-stackpower)#mode power-shared LTLEELY,
C9300(config-stackpower)#end
C9300#
B redundant & strict DREDIFES
C9300#conf t

C9300(config)#stack-power stack Powerstack-1
C9300(config-stackpower)#mode redundant strict
C9300(config-stackpower)#end

C9300#

B redundant & no strict DEREDIF S

C9300#conf t

C9300(config)#stack-power stack Powerstack-1
C9300(config-stackpower)#mode redundant
C9300(config-stackpower)#end

C9300#
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l 3.1 Stack
StackPower

ERBIGOEEIERLICOLT, StackPower OERMIGZEITIICHIZYERA KON, ARFIRABRIZGSIIHEIC,
AAYFER—EMO v Ib FOUENBIEFERET HENTEET,
W | ow port priority {&:
BEEIEBMAR—FELTHRESNI=AAYFD PoE R—bDERTSAA)T1ERELET,
HE L 1 ~ 27 &2Y. 1 DEBEENEALYET, High port priority B ZERE T HIE. KU Switch priority B [ZERE T HELYVEKR
ELRHMFICTILELBYET ., (TIHILMEE22)

® High port priority {i&:
EREIBLR—FELTEHRESNI=ZAAYFD POE R—FDERT A4 ) T4 EZTELET,
fBIX 1~ 27 &2Y, 1 NMEEELNSL<EYZET, High port priority {E (. Low port priority {E [ZERE 3 HEXYE/NEL, Switch priority
EICERETHELVEREGHFICTTOILELHYET , (TIAILMEIE 13)

m Switch priority {E&:
AAYTFDERTFAA)T1EHRELET .
FHEIE 1~ 27 &Y, 1 MEEENSLEYET, ZOMEIX. Low port priority B & & U High port priority B 23R E T AIELYE/NSE
HFIZTEIDELHYET, (TIAHILMEIE 4)

<BE>

CLI [Z&BEHEEMNSNTLVELVESE T, MAC ZELRADK/MZFEL Priority A5 EhET , StackPower & 4 B THERLTWAEB A,
MAC ZREL AWM —F/NSVEBRNRK -3 ShiBLLY . —BRELEHBN T IAHILMEIZLEYET,
(StackPower & 2 B THEBLTWSIEEIL. MAC FRLURDINSLVEZRA -1 Shi-fEICARYET,)



3.1 Stack

StackPower

TREROBEIBLERTNICRETSBA(E. LT OITIRIZLY

W Low port priority {E® 5% %€ #l

C9300#conf t

C9300(config)#stack-power stack Powerstack-1
C9300(config-stackpower)#power-priority low 24
C9300(config-stackpower)#end

C9300#

® High port priority fE® & 54l

C9300#conf t

C9300(config)#stack-power stack Powerstack-1
C9300(config-stackpower)# power-priority high 14
C9300(config-stackpower)#end

C9300#

m Switch priority {ED & EHI

C9300#conf t

C9300(config)#stack-power stack Powerstack-1
C9300(config-stackpower)# power-priority switch 5
C9300(config-stackpower)#end

C9300#

ffiliat

REEITVET,

<FEE>

StackPower A /NN TIIHT 2 TELGAHIEICL TS

LY,

12



3.1 Stack

StackPower

m FEREtIG OB EIRGLERE DFERE

C9300# Switch#show stack-power detail

Power Stack Stack Stack Total Rsvd Alloc Sw_Avail Num Num
Name Mode Topolgy Pwr(W) Pwr(W) Pwr(W) Pwr(W) SW PS
Powerstack-1 SP-PS Ring 1100 O 575 O 1 1

Power stack name: Powerstack-1
Stack mode: Power sharing
Stack topology: Ring
Switch 1:

Power budget: 1145
Power allocated: 575
Low port priority value: 22

High port priority value: 13

Switch priority value: 4

Port 1 status: Connected

Port 2 status: Connected

Neighbor on port 1: 501¢.b079.eb80
Neighbor on port 2: 700b.4ff4.fd80

Switch#
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3.1 Stack

StackPower

B StackPower 5 8#EkZL-1B&

C9300#

*Apr 1 08:33:43.307: %PLATFORM_STACKPOWER-3-INVALID_TOPOLOGY: Invalid
power stack topology observed by switch 1. More than four switches are connected in
ring topology

*Apr 1 08:36:47.593: %PLATFORM_STACKPOWER-4-PRIO_CONFLICT: Switch 1's

power stack has conflicting power priorities
C9300#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

StackPower #RM 4 BEFBADIBREL>THYZEEDAY

T—U%FRTR

114



3.2 10S
Management
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Upgrade
ISSU

GOLD

PokE
WireShark
Energywise
Blue Beacon
TDR
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l 3.2 10S Management

Upgrade

HREER A

Upgrade MHLEETIE, RSB DY IR 7 DN—230 Py FFN—2ay FH0EERLET .

B F|[§
@ install remove inactive
@ copy usbflash0:*.bin flash:

@ boot system flash:*.conf
@ install add file *.bin activate commit

mEEEIE
« WebUl ETOERIITEELEAs
+ “request platform software” A< K&, 10S XE Gibraltar 16.10.1 LA TIXIEHER LA >TULVET,

KHYIZ “install” a2 FETFERIESLY,
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3.2 10S Management

Upgrade

Upgrade EBE®

B OS59LahDHEWIPSILERETIHTE

Switch#install remove inactive
install_remove: START Wed Mar 6 07:16:24 UTC 2019
Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k-cc_srdriver.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-guestshell. 16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.16.09.01.SPA.pkg
File is in use, will not delete.
cat9k-webui.16.09.01.SPA.pkg
File is in use, will not delete.

packages.conf
File is in use, will not delete.
done.

The following files will be deleted:

[switch 1]:
[flash/cat9k-cc_srdriver.16.09.02.SPA.pkg
[flash/cat9k-espbase.16.09.02.SPA.pkg
[flash/cat9k-guestshell. 16.09.02.SPA pkg
[flash/cat9k-rpbase.16.09.02.SPA.pkg
[flash/cat9k-rpboot.16.09.02.SPA.pkg
[flash/cat9k-sipbase.16.09.02.SPA.pkg
[flash/cat9k-sipspa.16.09.02.SPA.pkg
[flash/cat9k-srdriver.16.09.02.SPA.pkg
[flash/cat9k-webui.16.09.02.SPA.pkg
[flash/cat9k-wlc.16.09.02.SPA.pkg
[flash/cat9k_iosxe.16.09.01.SPA bin
[flash/cat9k_iosxe.16.09.01.SPA.conf

Do you want to remove the above files? [y/nly

[switch 1]:

Deleting file flash:cat9k-cc_srdriver.16.09.02.SPA.pkg ...

done.

Deleting file flash:cat9k-rpboot.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-wlic.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k_iosxe.16.09.01.SPA.bin ... done.
Deleting file flash:cat9k_iosxe.16.09.01.SPA.conf ... done.
SUCCESS: Files deleted.
--- Starting Post_Remove_Cleanup ---
Performing Post_Remove_Cleanup on all members

[1] Post_Remove_Cleanup package(s) on switch 1

[1] Finished Post_Remove_Cleanup on switch 1
Checking status of Post_Remove_Cleanup on [1]
Post_Remove_Cleanup: Passed on [1]
Finished Post_Remove_Cleanup

SUCCESS: install_remove Wed Mar 6 07:18:59 UTC 2019
Switch#

cat9k-wlc.16.09.01.SPA.pkg
File is in use, will not delete.

Deleting file flash:cat9k-espbase.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.09.02.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.09.02.SPA.pkg ... done.
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3.2 10S Management
Upgrade
Upgrade $E®@

B IS5 alTHLWNAA—D TP ILEIE—T HERTE

Switch#tcopy usbflash0:cat9k_iosxe.16.09.02.SPA.bin flash:

Destination filename [cat9k_iosxe.16.09.02.SPA.bin]? cat9k_iosxe.16.09.02.SPA.bin
Copy in
progress...CCCCCCCCCCCCCCCCCcrrereeeeeeeeeeeeeeeeeececeecececececee
CCCCOCCCTCCCOCCCOtCCiCtCCCOCCCitOCCCOCCCCCCCCOCCCCtCCCOCt
CCCCOCCCTOCCCOCCllt. .. COCCOCCCTCCCCOCCCTCCCCOCCCtCCCCotC e
CCCCOCCCTCCCCoCCCtioCCCocCo

700524979 bytes copied in 131.313 secs (5334772 bytes/sec)

Switch#

B aOFf—#DI7MIETHER

Switch#dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

647178 -rw- 700524979 Mar 6 2019 07:22:13 +00:00
cat9k_iosxe.16.09.02.SPA.bin

11353194496 bytes total (7475007488 bytes free)
Switch#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

ZZTlX USB MoaE—LTULAM TFTP H—73\hin
aE—9 52 EEHDATEE (tftp:)
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3.2 10S Management

Upgrade

Upgrade BBE®

- ERERTE

Switch(config)#boot system flash:packages.conf

Switch(config)#
Switch(config)#exit
Switch#write
Switch#write

*Mar 6 07:23:17.316: %SYS-5-CONFIG_I: Configured from console by consolememo
Switch#write memory

Building configuration...

[OK]

B REEHRFICEELS RSN TS0 FEER

Switch#tshow boot system

Current Boot Variables:
BOQT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;

Manual Boot = no
Enable Break = no
Boot Mode = DEVICE
iPXE Timeout = 0
Switch#

© 2019 Cisco and/or its affiliates. All rights reservec
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REDREF
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3.2 10S Management

Upgrade
Upgrade ${E@
YT T7 DA A—IL

Switch#tinstall add file flash:cat9k_iosxe.16.09.02.SPA bin activate  /flash/cat9k-cc_srdriver.16.
commit

install_add_activate_commit: START Wed Mar 6 07:25:05 UTC 2019 This operation requi
*Mar 6 07:25:06.621: %INSTALL-5-INSTALL_START_INFO: Switch proceed? [y/nly

“y" &R

Checking status of Activate on [1]
Activate: Passed on [1]
a reload of the system. Do you want to Finished Activate

1 RO/0: install_engine: Started install one-shot --- Starting Activate --- --- Starting Commit ---
flash:cat9k_iosxe.16.09.02.SPA bininstall_add_activate_commit: Performing Activate on all members Performing Commit on all members
Adding PACKAGE [1] Activate package(s) on switch 1
--- Starting list of software package changes --- *Mar 6 07:41:20.525: %INSTALL-5-

--- Starting initial file syncing --- Old files list: INSTALL_AUTO_ABORT_TIMER_PROGRESS: Switch 1 R0/0:
Info: Finished copying flash:cat9k_iosxe.16.09.02.SPA.bin to the Removed cat9k-cc_srdriver.16.09.01.SPA.pkg rollback_timer: Install auto abort timer will expire in 7200 seconds [1]
selected switch(es) Removed cat9k-espbase.16.09.01.SPA.pkg Commit package(s) on switch 1
Finished initial file syncing Removed cat9k-guestshell.16.09.01.SPA.pkg [1] Finished Commit on switch 1

Removed cat9k-rpbase.16.09.01.SPA.pkg Checking status of Commit on [1]
--- Starting Add --- Removed cat9k-rpboot.16.09.01.SPA.pkg Commit: Passed on [1]
Performing Add on all members Removed cat9k-sipbase.16.09.01.SPA.pkg Finished Commit

[1] Add package(s) on switch 1 Removed cat9k-sipspa.16.09.01.SPA.pkg
[1] Finished Add on switch 1 Removed cat9k-srdriver.16.09.01.SPA.pkg [1]: Performing Upgrade_Service

Checking status of Add on [1] Removed cat9k-webui.16.09.01.SPA.pkg %IOSXEBOOT-4-BOOTLOADER_UPGRADE: (local/local): Starting
Add: Passed on [1] Removed cat9k-wlic.16.09.01.SPA.pkg boot preupgrade300+0 records in
Finished Add New files list: 300+0 records out

Added cat9k-cc_srdriver.16.09.02.SPA.pkg 307200 bytes (307 kB, 300 KiB) copied, 0.309814 s, 992 kB/s
install_add_activate_commit: Activating PACKAGE Added cat9k-espbase.16.09.02.SPA.pkg SUCCESS: Upgrade_Service finished
Following packages shall be activated: Added cat9k-guestshell. 16.09.02.SPA.pkg Install will reload the system now!
/flash/cat9k-wlc.16.09.02.SPA.pkg Added cat9k-rpbase.16.09.02.SPA.pkg SUCCESS: install_add_activate_commit Wed Mar 6 07:41:33 UTC
[flash/cat9k-webui.16.09.02.SPA.pkg Added cat9k-rpboot.16.09.02.SPA.pkg 2019
/flash/cat9k-srdriver.16.09.02.SPA.pkg Added cat9k-sipbase.16.09.02.SPA.pkg
[flash/cat9k-sipspa.16.09.02.SPA.pkg Added cat9k-sipspa.16.09.02.SPA.pkg Switch#
/flash/cat9k-sipbase.16.09.02.SPA.pkg Added cat9k-srdriver.16.09.02.SPA.pkg
[flash/cat9k-rpboot.16.09.02.SPA.pkg Added cat9k-webui.16.09.02.SPA.pkg Chassis 1 reloading, reason - Reload command
[flash/cat9k-rpbase.16.09.02.SPA.pkg Added cat9k-wlc.16.09.02.SPA.pkg
/flash/cat9k-guestshell.16.09.02.SPA.pkg Finished list of software package changes
[flash/cat9k-espbase.16.09.02.SPA.pkg [1] Finished Activate on switch 1
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Upgrade

Upgrade BB E®

W/ —2a> 7y TRl

Switch#show ver
Cisco 10S XE Software, Version 16.09.01

Cisco 10S Software [Fuji], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.9.1,

RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Tue 17-Jul-18 17:00 by mcpre

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

WN—2arv7yTk

Switch#show ver

Cisco I0S XE Software, Version 16.09.02

Cisco 10S Software [Fuiji], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.9.2,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 05-Nov-18 19:32 by mcpre
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ISSU

HREER A

anlh

ISSU(In-Service Software Upgrade) #EETIE, U—ERF IS B HTELRRBER DY I DT DN—230 TV TEEELET

TREMZHEENT-HEE 1 8T 2/\—23> PyT$HIET, N—Pay ZPyTHICEVWTHLREZRESEET,

B F|[§
(D show ver | in INSTALL T—rE—FHInstalllTZE>TLNAIVEFERR
@ show boot system BB T—H > TR HERERR
@) install add file flash:catok_iosxe.XX.XX.XX.SPA.bin activate issu commit 774 L—REER (A—/Ls SyHFa])
9400 9500 9600
ISSU 16.9.1 LA 16.9.2 LA 16.171.1LABE
ISSU on StackWise Virtual 16.9.2 LAPE* 16.12.1LAB& (9500-HD#) F 3t
B FEEH

o BB AUBITO ISSU [ZIEXE
* *StackWise Virtual E—F#., Bl—EAXRDXA—/\—/ A F—D T RALIERF IS,
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B 5158
ISSU(In-Service Software Upgrade) #EETIE, U—ERF IS B HTELRRBER DY I DT DN—230 TV TEEELET

TREMZHEENT-HEE 1 8T 2/\—23> PyT$HIET, N—Pay ZPyTHICEVWTHLREZRESEET,

B F|F
T—rE—FAInstallizZz> T\ & FEEE

@ show ver | in INSTALL
@ show boot system BHET—HMIiE> TS EHEER
@ install add file flash:cat9k_iosxe.XX.XX.XX.SPA.bin activate issu commit 7v7J'L—FZRE(O—/L/\v)

A1)

mEEEIE
¢ ISSUZEZEITTBIZIE, N—DavHR—bN\—U3 28 HY(%iap X TISSU /N\—Da B #f )
c MR TIT—F E—FNAURb—IL E—FTHIDLENHYET (A Ab—JL E—FIE xxx.pkg T. /AU FILE—FIE xxx.bin TI—+%
 Manual-boot NENTHIMLENHYET,

—~

112)

« StackWise VirtuallZ&%ISSU. Dual SupervisorlZ&3ISSUMHYE T, (3t i #kiE #%siip. X Cisco Catalyst 9000 ') —X @ ISSU )
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ISSU
ISSU DEED

B J—k E—FORER

C9500#show ver | in INSTALL

150 C9500-40X 16.9.3 CAT9K_IOSXE INSTALL _
* 250 C9500-40X 16.9.3 CATIK_IOSXE INSTALL BANDLE TH21=15E (& INSTALL ANEFEF H &
C9500#

m J—hEREDRERR

C9500#show boot system

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;

Manual Boot = no y = LA =3
Enable Break = no %:—Ejj IN[‘ &O—CL &L ht&ﬁm‘"
Boot Mode = DEVICE

iPXE Timeout = O

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = no

Boot Mode = DEVICE

iPXE Timeout = O
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ISSU
ISSU DERTED

B |SSU DX

C9500#add file flash:cat9k_iosxe.16.09.03.SPA.bin activate issu commit
install_add_activate_commit: START Tue Mar 26 15:20:03 JST 2019

*Mar 26 06:20:04.536: %INSTALL-5-INSTALL_START_INFO: Switch 1 R0/0: in
install one-shot ISSU flash:cat9k_iosxe.16.09.03.SPA.bininstall_add_activate_

ll_engine: Started
mmit: Adding ISSU

--- Starting initial file syncing ---

[1]: Copying flash:cat9k_iosxe.16.09.03.SPA bin from switch 1 to switch 2
[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k_iosxe.16.09.03.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
[2] Add package(s) on switch 2
[2] Finished Add on switch 2

Checking status of Add on [1 2]

Add: Passed on [1 2]

Finished Add

install_add_activate_commit: Activating ISSU
NOTE: Going to start Oneshot ISSU install process

STAGE O: Initial System Level Sanity Check before starting ISSU

Image 77/ LIFEERTIE—SND

BIIZRB I DDA A —ILDBREA

STAGE 1: Installing software on Standby

--- Starting install_remote ---

Performing install_remote on Chassis remote
[2] install_remote package(s) on switch 2

[2] Finished install_remote on switch 2
install_remote: Passed on [2]

Finished install_remote

--- Verifying install_issu supported ---

--- Verifying standby is in Standby Hot state ---
--- Verifying booted from the valid media ---
--- Verifying AutoBoot mode is enabled ---
Finished Initial System Level Sanity Check

ISSU FrsaRTDZERTHER
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| S S U RB N THESABIA

ISSU OHER

TOT47 TAOAM—ILHESR

B |SSU DX}
STAGE 2: Restarting Standby STAGE 3: Installing software on Active
--- Starting standby reload --- --- Starting install_active ---
Finished standby reload Performing install_active on Chassis 1
--- Starting wait for Standby to reach terminal redundancy state --- *Mar 26 06:29:13.591: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/3, changed state to up

*Mar 26 06:29:13.595: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/4, changed state to up
*Mar 26 06:22:53.908: %SMART_LIC-5-EVAL_START: Entering evaluation period *Mar 26 06:29:13.741: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/10, changed state to up
*Mar 26 06:22:53.909: %SMART_LIC-5-EVAL_START: Entering evaluation period *Mar 26 06:29:14.591: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/3,
*Mar 26 06:22:53.934: %HMANRP-5-CHASSIS_DOWN_EVENT: Chassis 2 gone DOWN! changed state to up

*Mar 26 06:29:14.595: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/4,
*Mar 26 06:22:55.912: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/3, changed state to down changed state to up

*Mar 26 06:22:55.914: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/4, changed state to down *Mar 26 06:29:16.208: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/10,
*Mar 26 06:22:55.914: %LINK-3-UPDOWN: Interface TenGigabitEthernet2/0/5, changed state to down changed state to up/usr/binos/conf/pglobals-pd.sh: line 16:

*Mar 26 06:22:56.929: %LINEPROTO-5-UPDOWN: Line protocol on Interface TenGigabitEthernet2/0/40, /tmp/chassis/local//chasfs/midplane/chassis_type: No such file or directory

changed state to down [1] install_active package(s) on switch 1
*Mar 26 06:28:23.015: %STACKMGR-6-STANDBY_ELECTED: Switch 1 R0/0: stack_mgr: Switch 2 has [1] Finished install_active on switch 1
been elected STANDBY. install_active: Passed on [1]

*Mar 26 06:28:28.044: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion Finished install_active
(raw-event=PEER_FOUND(4))

*Mar 26 06:28:28.044: %REDUNDANCY-5-PEER_MONITOR_EVENT: Active detected a standby insertion
(raw-event=PEER_REDUNDANCY_STATE_CHANGE(5))

*Mar 26 06:28:28.861: %REDUNDANCY-3-IPC: I0S versions do not match.
*Mar 26 06:29:10.383: %HA_CONFIG_SYNC-6-BULK_CFGSYNC_SUCCEED: Bulk Sync succeeded

*Mar 26 06:29:11.384: %RF-5-RF_TERMINAL_STATE: Terminal state reached for (SSO)Finished wait for
Standby to reach terminal redundancy state
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ISSU

ISSU DHFED
TOT47 CHIZEHBHA
B |SSU DOET#

STAGE 4: Restarting Active (switchover to standby)

--- Starting active reload --- Mar 26 06:32:21.693: %PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:
New software will load after reboot process is completed

SUCCESS: install_add_activate_commit Tue Mar 26 15:30:26 JST 2019 Waiting for 120 seconds for other switches to boot

Chassis 1 reloading, reason - Non participant detected HHHHHHHHHH R

C9500#Mar 26 15:30:28.577: %PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload fp Switch number is 1

action requested All switches in the stack have been discovered. Accelerating discovery

Mar 26 15:30:29.805: %PMAN

Initializing Hardware...

System Bootstrap, Version 16.9.1r [FC2], RELEASE SOFTWARE (P)
Compiled Tue 05/29/2018 14:59:59.99 by rel

Current ROMMON image : Primary
Lastreset cause  : PowerOn
C9500-40X platform with 16777216 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]

boot: reading file packages.conf

#

HHAHAHHAHARAR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR AR A AR AR AR AR AR AR AR AR A HAH

HHHHHHAHHHHH AR H AR AR AR R H AR R AR AR HH
HHHHHHAHHHHH AR H AR AR AR R H AR R AR AR HH

HHHHHHAHHHHH AR H AR AR AR AR AR H AR R AR AR
HHHHHHAHHHHHAHHRHHAHHHHHAH

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISSU /N\—T 3>

B

B |SSUIFHR—bN—DaV BBRED1=-8 . JT7LUR [Catalyst 3850, 9400, 5&U 9500 U 1)—X XA YF DA H—E
R YIEIT 7YvTTL—R(ISSV) 1ZHRBTIDENHYET

https://www.cisco.com/c/ja jp/support/docs/switches/catalyst-9500-series-switches/214406-in-service-software-upgrade-issu-on-ca.html

—~ o — o

TOTTL—RIFo0TL—RIRR

16.9.x <-> 16.9.x
E—EM!) 1) — X [H)

16.9.x <-> 16.12.x
EM1 1) —X[H)

(
(
(

H7R— k ShaL
7YTT L= FIEHL T L— KRR

16.9.x <-> 16.10.x, 16.11.x
SM-EM1) 1) — X i)

16.10.1 <-> 16.10.2
[—SM1) 1) —Xfd)

16.X.X <=> 17.X.X
AT —1) 1) —XfH)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

SM= 1ZE#EAVTF VR —R
EM= iR AVTF RN —R
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3.2 10S Management

Cisco Catalyst 9000 1)—X® ISSU

99220000L 9933(§)OOL 9400 9500 9500-H 9600
: 16.9.2~x1 16.9.2~x1 16.12.1~ 16.12.1~
SFaCk\lee = — Network Network Network Network
Virtual ISSU Advantage Advantage Advantage Advantage
— 16.9.1~x12 16.11.1~
EAENTT - - Network - - Network
= ISSU Advantage Advantage

¥1.16.9.x -> 16.10.x/16.11.x DT YT T L—KNR[EHHR—rEh L
$%2.16.9.1 -> 16.9.2 DT7YFT T L—ERRIFHR—rShizN
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GOLD

HREEREAD

GOLD ( Generic Online Diagnostics ) [&. /\N—FRD 7 aViR—RUbDELEMEEF v oL, D AT ALAITEBEMGESGE A ECIE

HIZEIMEL TWVATEERERLET,

m R

GOLD MEETIE, N—Foz7 avR—UbOEEMHEFIVIL.
;X-T-AI:;’E‘?:EE‘Jﬁ[‘ﬁ%@&h‘ﬁ(EﬁI:EM’FL’CD%;:&’EEEEEL?
TRARDIEMNZE D RT LEEF (T—F7 v T 28 [CEESh S
;D;E&Shldi VAT LEER (534 LB ICRESNDSDLHY

mEEQ

HREEDBETIL. ZhETO Cisco Catalyst 2000 LY—XBET
[FEEENEFFIZ POST DBV IHERNR RSN TOELA, AR TILIE
FERBBEOOVEFRRESNEEYEL , CLIZEYRERT S EIFH
BETY,

mEE
Cisco Catalyst 9000 ) —XD#FEIZK>TTRANEENELBYET,

mJ—k 7yTBHRR

C9200-01#show diagnostic post
Stored system POST messages:

Switch 1

POST: CRYPTO Tests : Begin

POST: CRYPTO Tests : End, Status Passed POST T AR

IS—hH55E
X,

“Status Failed”
ERRSNFET,

POST: PORT Loopback: loopback Test : Begin
POST: PORT Loopback: loopback Test : End, Status Passed

POST: SIF Tests : Begin
POST: SIF Tests : End, Status Passed

POST: Thermal, Temperature Tests : Begin
POST: Thermal, Temperature Tests End, Status Passed

C9200-01#
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GOLD
HEEBEI
BSR4 LEHDOEE

B HIEA AR

C9200-01#show diagnostic content switch 1 C9200 C9300 C9500
switch 1:
Diagnostics test suite attributes: f o
~N
M/C/* - Minimal bootup level test / Complete bootup level test / NA DIagGO|detTeSt (MAC L )l’) O O O
B/* - Basic ondemand test / NA . 8 .
P/V/[* - Per port test / Per device test /| NA DlagThermalTeSt (/mEtJ'H') O O O
D/N/* - Disruptive test / Non-disruptive test / NA X
S/* - Only applicable to standby unit / NA DiagFanTest (F7>) = O O
X/* - Not a health monitoring test / NA .
F/* - Fixed monitoring interval test / NA DiagPhyLoopbackTest (PHY Fv7) O O O
E/* - Always enabled monitoring test / NA
A/l - Monitoring is active / Monitoring is inactive DiagScratchRegisterTest (ASIC Fv>) O O O
Test Interval  Thre-
ID  Test Name Attributes day hh:mm:ss.ms shold TestUnusedPortLoopback O O O
==== ================================== ============ =============== ===== o 1 g — e
1) DiagGoldPktTest —---------------- > *BPN*X**| not configured n/a ('-k F?aJ:U ASIC OF QI\X)
2) DiagThermalTest ----------------- > FBENFFHFA 000 00:01:30.00 5 . o
3) DiagPhylLoopbackTest ------------- > *BPD*X**| not configured n/a TestPortTxMonitoring (R—FDEI{E) - O O
4) DiagScratchRegisterTest —-------- > FBFNFFFEA 000 00:01:30.00 5 .
5) TestUnusedPortLoopback ---------- > *BPN****| not configured n/a DiagStackCableTest (R&v%9 —T L) O O —
6) DiagStackCableTest -------------- > FEXRDFXEH| not configured n/a
7) DiagMemoryTest ~-------==--=----~- > *BXD*X*H| not configured n/a DiagMemoryTest (*E) O O O

2

HEBOHMICEL TERR—CTRALTLET,

B FIAI)LME

ID 2) DiagThermalTest

ID 4) DiagScratchRegisterTest
HoMLHRDENT=AF—/N)LTHEIMIZETINETMOEB CBAL TIEI=a7 IILETIELIMN R Da—ILETIEIDELHYET,

133



3.2 10S Management

GOLD
HEESBI)
B S84 LZH O

1) DiagGoldPktTest :
ZiR—k®D MAC LRI TDIL—T 1399 TARTT , ASIC BFET S GOLD /4 ybhE)L—
T NN YSE B TER/IT IR ETTDO N YR LB AT HREETVET,
CDTAMEIRAYF DERERERED R EFZELVEE A (Non-disruptive test) o
ANILVR EZAY Y TARELTEITTEE A

2) DiagThermalTest :
SATLDRESIVEREEL Y —DTANTY, B —MGEATOREMN. Z2ELAL
IZH=%BELEMEZ TR TSI LEHERLET .
CDTAMEIRAYF DERERERED R EFZELVEE A (Non-disruptive test) o
ANR EZAY Y TARELTEITTEET,

3) DiagFanTest :
AHT7Y EDa—ILDTARNTT , TRTOAENT7Y EVa—/ILHMEASH., ELEIMEL
TWBIEHFRIILET
CDTAMERAYF DERERERED R EFZELVEEA (Non-disruptive test) o
ANR BB TARELTEITTEET,

4) DiagPhyLoopbackTest :

BIR—R®D PHY LANILDIL—T 1899 TARTE , PHY LR LTI IR EIL—T RIS E .

BOTELNTINETTDNT YR EBETHIREETVET .
COTAMDETHIERAYFDEREMEED FETNFKEAELET (Disruptive test) o
NIVRAEZRYUGTFRMELTEITTEE R A,

5) DiagScratchRegisterTest :
ASIC DIREEZTAMLET,ASIC EDLSREIZEEEERAH . FTDEEZH -0 THA
YELLL DR AEMNMRIF SN B EERELET
CDTAMERAYF DERERERED R EFZELVEE A (Non-disruptive test) o
ANR EZAY Y TARELTEITTEET,

6) TestUnusedPortlL.oopback :
=k, BEW ASIC ADT—F IRADIL—T 1\vH) TARRELET , v yhE oS TLY
BRFEEAR—NIHLT VLAN RI59T 109 N5/ vk % CPU hidiE(EL. B> TE-
NTyrETDNTIRNEBET HRELFTVET,
CDTAMERAYF DEREFERED R EFZ{ELVEE A (Non-disruptive test) o
ANR BB TARELTEITTEET,

7) TestPortTxMonitoring :
BIR—FAELWBEIREEIZH D EEZT AN TS EHMICER—LDZEENIBER—
Yo L, ELSERENT YR DSEESN, REVINEELTWVENWIEERELET .
CDTAMEIRAYF DERERERED R EFZELVEE A (Non-disruptive test) o
ANLR EZAY Y TARELTEITTEET,

8) DiagStackCableTest :
StackWise D/SZADIL—T I\ I#sREETANLET
COTAMDETHIERAYFDEREMEED FETNFKEAELET (Disruptive test) o
ANVR BB TARELTEITTEEE A

9) DiagMemoryTest :
ASIC EDAE) DT RANEITVET , MBIST 1ZBE IR SBREIMT A /38— FIRALTA
EVERELFET,
COTAMDETHIERAYFDEREMEED FETNFKEELET (Disruptive test) o
ANLVR EZAY Y TARELTEITTEEE A
TARETRIERIYTFOBREDVBELGYET,

<mR>

ANILR BZAYUG EE N\ T R TTaA—Y A EL-BRTETS
NET, TIAIFTIE. 30 FITEITAILR EZAY Y FRAMREITEINE
ERR
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GOLD

= N _ _
SR LEHmERED 1) DiagGoldPktTest D=2 7 LT
— - - - <FEFE>
S LBHDI=17 ILERT i _ . . .
- EFIIE<TURM LB OEE> ITRHSh TV SIEE

C9200-01#diagnostic start switch 1 test 1 (ID 1~7) =7 T=EI A,
C9200-01# .
*Feb 20 02:59:02.020: %DIAG-6-TEST_RUNNING: switch 1: Running DiagGoldPktTest{ID=1} ... ID 3) DiagPhyLoopbackTest
*Feb 20 02:59:02.067: %DIAG-6-TEST_OK: switch 1: DiagGoldPktTest{D=1} has completed MDEFTIZIZ Interface AY Down/Up LET,
Séugc;oeosffo“]”g ID 6) DiagScratchRegisterTest

DETICIE/NTryh ORBREELET,
ID 7) DiagMemoryTest
DETICITEENFKELET,

B SUBRALEHORY O 1—) T ET #HOREEEREL TODEITHI

C9200-01#

C9200-01#configure terminal = E = Zen -
C9200-01(config)# diagnostic schedule switch 1 test 1 daily 11:50 BN A LHREEREL TORTH
C9200-01(config)#

C9200-01(config)# diagnostic schedule switch 1 test 3 week sun 21:00

£9200-01 (config) —— —ERYDBEERELTOETH
C9200-01(config)# diagnostic schedule switch 1 test 3 on February 20 2019 12:53 === "

Diagnostic[switch 1]: Scheduling test(s) 3 may disrupt normal system operation and requires reload .
C9200-01(config)# <IFE>

ID 3), 6), 7) ICEALTIE, T—2RIEDFE DAY
T—UBRRESNET,

2019 Cisco ¢ or its affiliat All right: served o Pub
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GOLD

SU34 LZWEREQ

B SO LBIODYT Ayt—UER

C9200-01#

*Feb 20 03:52:59.235: %DIAG-6-SCHED_RUNNING: switch 1: Performing Scheduled Online Diagnostic...
*Feb 20 03:52:59.235: %DIAG-6-TEST_RUNNING: switch 1: Running DiagGoldPktTest{ID=1} ...

*Feb 20 03:52:59.276: %DIAG-6-TEST_OK: switch 1: DiagGoldPktTest{ID=1} has completed successfully
*Feb 20 03:52:59.276: %DIAG-6-SCHED_COMPLETE: switch 1: Scheduled Online Diagnostic is completed

SR LPHDER

¢9200-07#show diagnostic events <5Iﬁ>
Diagnostic events (storage for 500 events, 51 events recorded) ﬁﬁi’]j’ét~ 4&:/ F%ﬁ%li@')?éhi‘d}

Number of events matching above criteria = 51
Event Type (ET): | - Info, W - Warning, E - Error

Time Stamp ET [Card] Event Message

02/19 21:39:46.745 E [TBD] Message Out of Order
02/19 21:39:46.745 E [TBD] Message Out of Order
02/19 21:39:46.745 E [TBD] Message Out of Order

02/20 12:21:43.754 | [1] DiagGoldPktTest Passed
02/20 12:21:50.232 | [1] DiagPhyLoopbackTest Passed
02/20 12:21:50.232 | [1] TestUnusedPortLoopback Passed

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.2 10S Management

GOLD
SURALEZHHERESD
B SUAA LEHOR—FZ LD DR

C9200-01#sh diagnostic switch 1
Current bootup diagnostic level: minimal
switch 1: SerialNo : JAE22490RSA

Overall Diagnostic Result for switch 1 : PASS
Diagnostic level at card bootup: minimal

Test results: (. = Pass, F = Fail, U = Untested)

1) DiagGoldPktTest:
Port 1234567 891011121314151617 18192021 222324

9 Cisco and/or its affiliates. All rights reserved. Cisco Public
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l 3.2 10S Management

PoE
HEEER B
PoE (Power over Ethernet) #8E Tl YA RE R7 —TJL(UTP/STP—T L) ZFIFAL T. PoE *ILHzs (FEHR AP, IP-

e

Phone &) [ICE AE R TEHHEETT , PoE Y R—bEN =R R TlELR—K "% PoE+ (Power over Ethernet Plus) T4 &E
—G-'j-ﬂ_:_}\l./ij_o

m -
TEERTB D — BRI 5o7-T115 ~ 240V ACIDEEDHAEEAL T 552 ﬁﬁgi —T 344 1%
RTOEEFRBAT100 ~ 240 V ACHIZ L TULVET,
- HEDYT—RZETH PoE DEBLALEII S S A 3 15.4W Catse  [EEEB0Z.3af  PoE
WATEETT . R wF BB h O hE AL, Ei LAN 7o+EX
RAVNEED PoE SERBOBFRLIORELFNLEL., I5IZEER 4 30W Catbe IEEE802.3at PoE+
S2AOMBIAAE O (0T B - IZ B D PRI A SN AEEEAD Cete0s At
HEORRICLXIGAIREERYET . 5 6 60W Cat5e e : UPQEX2
PR LT RBOERAERSNBE AR —r s T

SR ER . BIRNEE ANL—=TAT v . _ w11 e _
2T LHNERIZO—REh2DEH D4 PoE B AHA%ERIAL A Sl A AR I DN Gy
ij—o [&. type3I1&60W, typeA[i9OV\/t7ﬁo’C}SU¥")"o
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| 3.2 10S Management

Pok

Cisco Catalyst 9200 & Cisco Catalyst 9300 M3ELY

Cisco Catalyst 9200 L ¢)—X(&. & PID EAHOERES 21— T
ER
-PoE #eEMLMEEI A (C9200-24T,-48T) : PWR-C5-125WAC
POE Xtits 24 R—h#E23 A (C9200-24P) : PWR-C5-600WAC
POE x5t 48 R—h 4425 A (C9200-48P): WR-C5-T1KWAC

Cisco Catalyst 9200 21J—XTl& UPOE (Universal Power Over
Ethernet . &K 60W) [dFRHYR—MZHBYET,

3 C9200-24PH
B S PWR-C5-600WAC
C15axo4mk

All rights reserved. Cisco Public

© 2019 Cisco and/or its affiliates

Cisco Catalyst 9300 ¥V —X(F, BLEHBERED1—ILETERD
HAEETARTHENTRETT,

Cisco Catalyst 9300 21)—X Tl UPoE (Universal Power Over
Ethernet . & K60W) ZHR—FLTHEYET,

PoE DA F>a v

24 I R— bk R4 Y F

48 R—k R4 Y F

PoE
(1 R—+HzY
=X 15.4 W)

PoE+
(1 AR—r&H=Y
=K 30W)

Cisco UPOE
(1 R— k&Y
&KX 60 W)

(1) 715 W

RIFBROBAED
€TY,
(1) 1100 W
(1) 715 W +
(1) 715 W

(2) 1100 W

RIFEFEDHEASHETT .
(1) 1100 W
(1) 715 W+ (1) 715 W

RIFBEROBAHEHLE T,
(1) 1100W + (1) 7156 W
(2) 1100 W

RIFERDEAEHETT,
(1) 1100W + (1) 715 W
(2) 1100 W
XK 30 D PoE iv— kAT
JL Cisco UPOE #2{ETEZE 9,

139



3.2 10S Management

PoE

Cisco Catalyst 9200/9200L ) =X THR—IFEINDERE 21—, b=, RREGEHOBE %R
ﬂ'rl'i’—héhé Hss_tj( PoE %ﬁ + /s
Ak PID EEET1— LR e B PoE MIG#BRDEREABNOER
PWR-C5-125WAC* 1 & .
C9200-24T, -48T (TSR BRDH) oW POE LS
C9200L-24T-4G/4X
C9200L-48T-4G/4X PWR-C5-125WAC* 2 & oW PoE Fkxtit
(Eho5)EREM)
PWR-C5-600WAC* 1 & 370 W IEEES02.3at (PoE+) F K 30W H* R K 12 IR—
C9200-24P (FSARIVERDH) I[EEE802.3af (POE) fx K 15.4W S * &K 24 R—
C9200L-24P-4G/4X
PWR-C5-600WAC* 2 & 240 W IEEES02.3at (PoE+) F K 30W i *&K 24 R—
(Eho5)EREM) IEEE802.3af (POE) fx K 15.4W i * K 48 R—
WR-C5-1KWAC* 1 & 740 W IEEES02.3at (PoE+) F K 30W H* &K 24 IR—k
09200-48P (TZA4RIERDH) IEEE802.3af (PoE) &K 15.4W A5 * &K 48 1R—
C9200L-48P-4G/4X
/ WR-C5-1KWAC* 2 & 1440W IEEES02.3at (PoE+) FK 30W H* K 48 R—

(Eho &) EIREM)

IEEE802.3af (PoE) fxK 15.4W i * K 48 R—
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l 3.2 10S Management

PoE

Cisco Catalyst 9300 V) —XTHR—FESNIHBRED1—I/ILDHAEHE ., #HiEE

TI4IEEX tHhOFIER tHhOF)ER tHhUAVER tHhOFVER

A PID TIHNBRES2—N PoE EiREtIAR 350W 715W 1100W 715W DC
C9300-24T, -48T  PWR-C1-350WAC*1 & *2 & 0w 0w oW oW ow
C9300-24P PWR-C1-715WAC 445 W 720 W 720 W* 720 W* 720 W*
C9300-48P PWR-C1-715WAC 437 W 787 W 1152 W 1440 W 1152 W
C9300-24U PWR-C1-1100WAC 830 W 1180 W 1440 W 1440 W 1440 W
C9300-48U PWR-C1-1100WAC 822 W 1172 W 1537 W 1800 W+ 1537 W
C9300-24UX PWR-C1-1100WAC-P 560 W 910 W 1275 W 1440 W 1275 W
C9300-48UXM PWR-C1-1100WAC-P 490 W 840 W 1205 W 1590 W 1205 W
C9300-48UN PWR-C1-1100WAC-P 645 W 995 W 1360 W 1745 W 1360 W
" N—F 7 DR—RE PoE ORAEICEDHIBR (il PoE+ 30W * 24ports = 720W)
454 IZHSCHIR (UPOE 60W * 30 = 1800W)
maER

Cisco Catalyst 9300 &1J—X® 1100 WAC BIREY1—ILIF 125V LI EDEBEEFHYR—FLTLVET,
BHABERIZHITS 100V BIETIE. COBEHFFEH-IENTET . EHE 200V DEBEETHERW K EIZREYET,
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3.2 10S Management

PoE

PoE A<k SAURED

B RN DOBRBBERIC I0OS-XE DIEEBZEFF-F I PoE 6B T HE: (FMHUE: &)

C9200-01#configure terminal

C9200-01(config)#interface gigabitEthernet 1/0/1 <FE>
C9200-01(config-if)#power inline port poe-ha *ﬂé%ﬁ«@@é,ﬁ?ﬁ)\f&\ PoE ~D#EIZH 60~50 FT
HiaINET,

B BIERO)T—rEiToTH#BEL T PoE 6B T 55E: (WIHIE: f&3h)

C9200-01#configure terminal
C9200-01(config)#interface gigabitEthernet 1/0/1

C9200-01(config-if)#power inline port perpetual-poe-ha

B R—rZEDBREHBEDOHIR. ML, MRAME/L: (WIRE: BB 30W)

C9200-01#configure terminal <FE>

C9200-01(config)#interface gigabitEthernet 1/0/1 = s = —& = %A 2y B 4y ~l] = (T NI— WAy

C9200-01(config-if)#fpower inline auto max 15400 ERECE Bie Rl = Bi)t@f,fﬁﬁg%@ﬁ{.ﬂi mw Lal). BRO e Bt

C9200-01(config-if)# BR 15.4W DF/EIE 15400 A HALFET,

C9200-01(config)#interface gigabitEthernet 1/0/2

C9200-01{confg-power nine never —— PoF H:#aEHMIL LHR—RTRX 15.4W OBEHRBORBRHL. BX
-01(config-i £ hial Z .

C9200-01(config)#interface gigabitEthernet 1/0/3 #HEA1EZ 15000 LR EL-HEBRARICEYET,

C9200-01(config-if)#power inline auto — R E D R RK30WIZRTE
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l 3.2 10S Management

PokE
PoE A< R SA4U2EQ

B JHGRREDEMRRTE | (MHE: D)

C9200-01#configure terminal == T BE 2
C9200-01(config)#interface gigabitEthernet 1/0/1 s ﬁﬁ?@;*ﬁﬂ%ﬁ;ﬂ”t
C9200-01(config-if)#power inline police (R—=k2Bv7)
C9200-01(config-if)#

C9200-01(config)#interface gigabitEthernet 1/0/2 - T B s
C9200-01(config-if)# power inline police action |0 s ﬁﬁ@_@mﬁi—ﬁ@{t
C9200-01(config-if)# (T5—AJ DETR)
C9200-01(config)#interface gigabitEthernet 1/0/3

C9200-01(config-if)# power inline police action errdisable

C9200-01(config-if)# ~_ BEOEREEDIEL

(FR—kZOv%)

B PoE DIEBZZBHBICHFIMNICHE I FRE: (FIRHE: HBIB0W)

C9200-01#configure terminal
C9200-01(config)#interface gigabitEthernet 1/0/1

C9200-07(config-if)#power inline static max 30000 === 30\ #5E(CEERTE

C9200-01(config-if)#

B PoE OEEERMUGDORTE: (WHAE: Low)

C9200-01#configure terminal
C9200-01(config)#interface gigabitEthernet 1/0/1

C9200-01(config-if)#power inline port priority high = ZEIE{HLE DEF{E
C9200-01(config-if)#

<BEE>

ZEMEDEZOHEL PoE SEHEICEYZLDER
FHEBLELSELEBRIZIS— O DRFOR—MED
Ovo9 579 avEEVET,

(LEWMED 5% ZLNVEEBAZ 1L EKRWBEICH
ELEI)

<EE>

;gﬁ%%ﬁ%ﬁli$ﬁm:§ﬂ Y TEN. BHEGEHTERSA

_0)'07/#;&@ EEE 55X E (L ZEEBE D CDP Ay
TSN ACLYES , (ATRE)

<FEE>
ERED1—-IOEFICIYHRBENNMETLIGE. E
BER—MIEREIN T POE THRA AN vk AU E
nFEy,
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3.2 10S Management

PokE
PoE vk SAURER
W PoE & EWRROREE

C9200-01#show power inline

Module Available Used Remaining

(Watts)  (Watts) (Watts)
1 1480.0 26.0 1454.0
Interface Admin Oper Power Device Class Max

(Watts)

Gi1/0/1 auto on 26.0 AIR-AP2802I-Q-K9 4 30.0
Gi1/0/2 auto off 0.0 n/a n/a 30.0
Gi1/0/3 auto off 0.0 n/a n/a 30.0
Gi1/0/24 auto off 0.0 n/a n/a 30.0

B e BREBOERRNHRER DR

C9200-01#show power inline police

Module Available Used Remaining
(Watts)  (Watts) (Watts)
1 1480.0 26.0 1454.0

Interface Admin Oper Admin Oper Cutoff Oper
State State Police Police Power Power/
Gi1/0/1 auto on errdisable ok 26.0 9.8

Gi1/0/24 auto off none n/a n/a n/a

PoE #iGFIREBNE . REDERENEDRT. HEDME
FFIREENE

G1/0/1 MR—MIEVT, AP AifERTSN., 15.4W HMEEE
NTWSIELHER

G1/0/1 DIR—MIHEWNT, HIREHH 15.4W, EEREE
M 7.2W,

FEEBIL-IBE DT av(E errdisable IZITESNBEEET
HBHEEHER
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l 3.2 10S Management

Wireshark

HREER A

Cisco Catalyst Wireshark (Packet Capture) D#8ETIL, R vF L TEE/ N yhEF T FrL libpcap R (pcap) THRET

BTEMTEET . CLI ETHBHIG/N 7T I—FRTLEEETT

m R
INTIRDF X T FREITIHR RERERAVTFDRELEL PC DERGERMERL TV MEEZR VT DHEEELTRYIAATHEYS,

CNICKYVERRBETORREZAEIRT AL TEERAR CRENY D (TORMZEMELES .

mIEER

N=RMGEDINT Y T TFoRELISEE CPU BBIENSLLTRENHYET

AHEEED R AIZIZ Cisco DNA Advantage AV ANRBEIZHYET, (HTRUUT 3y 5412 R)
Cisco Catalyst 9200 ) —X(EFvTFrEITLV, pcapEL TREFDARETT .

m R
Wireshark (D4 v—2) (&, RFYNT—9 7FHSAFDVYIRITT T,

https://www.wireshark.org/
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l 3.2 10S Management

Wireshark

Wireshark A< K S 8EQD

B X JFeREATVEH (RIEBR): (108—7x1R, &7y, BEFX)

C9300#monitor capture mycap interface GigabitEthernet1/0/1 both :j_:_ﬁ_

C9300#monitor capture mycap match any <EE> . _
C9300#monitor capture mycap file location flash:mycap.pcap Y EXEC E—FHOLDETICHRYET,
C9300#

B X TFREITURH

C9300#monitor capture mycap interface GigabitEthernet1/0/1 in
C9300#monitor capture mycap match ipv4 10.0.0.0/24 any
C9300#monitor capture mycap file location flash:mycap.pcap
C9300#monitor capture mycap limit duration 60 packets 50
C9300#monitor capture mycap buffer size 100

C9300#

C9300#monitor capture mycap match ipv4 protocol tcp 10.0.0.0/24 any eq 80

C9300# monitor capture mycap vian 10 both FvTF¥ A3 —TxA X% vian10 LI5S DEETEH

<’IE>
REOEGEIIF Y TFYEEILLTHEEIZEEARETT,
. jF—‘c'j’?'-'\"Hi SAMEIZT BOTH Z/ELTHL IN FRELTHAMHYFERATLIz, —E no AU RIZTHIBRLTALBEREXL T,

s AB—DIARX,IP PRLR, R—bBEEHEIEL 1 DDOF v TFrEREICE 1T %E*EL#;&E‘E#’G%?&AJO
WEIZIGELT, TRIDEED, LoD, BlF ¥y T F L2 TOREIZKYEEHBEELLET .
c INVI7 HARXDERTEE LEZTDHE, REAMNEZTLEVET,
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3.2 10S Management

Wireshark

Wireshark a< K SA2EQ

B v SFrDETATUFR

C9300#monitor capt mycap start

Started capture point : mycap

C9300#

Mar 26 10:48:29.072: %BUFCAP-6-ENABLE: Capture Point mycap enabled.

C9300#monitor capt mycap start
Capture mycap is already active
Unable to activate Capture.

C9300#

B RIEROEEISRITTNT, FrTFrARITTELEE DRTH

C9300#monitor capture mycap3 start
A file by the same capture file name already exists, overwrite?[confirm]

Filter not attached to capture
Capture statistics collected at software:
Capture duration - 0 seconds

Packets received - 0

Packets dropped - O

Packets oversized - 0
Packets dropped in asic - O
Unable to activate Capture.

C9300#

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub

<FEBE>
RLF YT Fv 2 CHEFVYIFYEETLEES. 774
IIEEEEINET,

Y TITETLTWBICEEh L T BERTLGEE DRTHA

TAILEIMEBESNTULVEWNE DR

HBR. ST FvhARITINGEN A E—D
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3.2 10S Management

Wireshark

Wireshark a< K SA42ER

B v SFrDELOTUFR

C9300#monitor capt mycap stop
Capture statistics collected at software:
Capture duration - 31 seconds
Packets received - 10
Packets dropped - 0

Packets oversized - 0
Packets dropped in asic - O
Capture buffer will exists till exported or cleared
Stopped capture point : mycap
Mar 26 10:52:14.598: %BUFCAP-6-DISABLE: Capture Point mycap disabled.
C9300#

B X T FrDFIEFHCBEYLTHRIEL-HE DRTRH

C9300#
Capture mycap stopped - Capture duration limit reached
Capture statistics collected at software:

Capture duration - 60 seconds
Packets received - 20
Packets dropped - 0
Packets oversized - 0
Packets dropped in asic - O
Capture buffer will exists till exported or cleared
Mar 26 10:55:20.764: %BUFCAP-6-DISABLE: Capture Point mycap disabled.
C9300#

2019 Cisco and/or its affiliat All rights reserved isco Pub

F YT FrEE L= E DX v T F ek

<BE>

EHIDREICT,. ¥ TFrORTEHERELTNSS
EBlFfFELEOaTURITIBERYEET A,

(FETX YT FVERTSEER)

60 #EBLI-T=IZ1ELT=1I
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3.2 10S Management

Wireshark

Wireshark a<> K SA2E@

B Wireshark OF v 7 F+REDOFEZ TG

C9300#show monitor capture mycap
Status Information for Capture

Target Type:
Interface: GigabitEthernet1/0/1, Direction: IN ==

Status : Inactive
Filter Details:

IPv4

Source IP: 10.0.0.0/24 _]
Destination IP: any

Protocol: tcp

Destination port(s): = 80

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap032602.pcap

Limit Details:

Number of Packets to capture: 100

Packet Capture duration: 360

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Target Type:

Interface: Vlan,
Ingress: 10 ==
Egress: 10

Status : ACtIVE

T FrOEH

X TFADAVE—DIAARD, T TFr OB H M

(IN. OUT. BOTH: @A)
X TFvDEER £ (Inactive: {B1E . Active: £175)

FNTFDIqILE

R—FES top 80 ZEL T/ yrDFEIETT 10.0.0.0/24 HhHIE(E
KIETTRTHEDRTSGI

T T FAERDREE
REXEDTALIRNIETTAILE

T FOEELT BRM

XX TFrRITHRDFEIEEMS ., RRFITIE 60 FRE. 50 /M4 ybFERIE.
100MB (WFnHhDELME)

— XX TFrxiRE VLANTO ZERE LGS DR KA

T F o DEERE (Inactive  {Z1E ., Active: E47HR)
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3.2 10S Management

Wireshark

Wireshark a<> K SA2EG

B 7 I)VICRESN =X TFv¥ T—2DOERTH

C9300#show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 b8:38:61:83:18:1d -> b8:38:61:83:18:1d LOOP 60 Reply
2 3.907931 b8:38:61:83:18:1d -> 01:00:0c:cc:cc:cc CDP 431 Device ID: AP2602| Port ID: GigabitEthernetO
3 9.995596 b8:38:61:83:18:1d -> b8:38:61:83:18:1d LOOP 60 Reply

4 19.793680 cc:70:ed:f6:81:01 -> 01:00:0c:cc:cc:cc DTP 60 Dynamic Trunk Protocol
5 19.793719 cc:70:ed:f6:81:01 -> 01:00:0c:cc:cc:cc DTP 90 Dynamic Trunk Protocol

C9300#

B 7 IVICRESN=X v TFv T—2DOERTH

C9300#show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.0.0.2" brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1.0.000000000
3 0.000908000
5 0.002961000
7 0.004835000
9 0.006850000
11 0.008768000
13 0.010695000
15 0.012728000
17 0.014652000
19 0.016682000
21 0.018655000
23 0.020575000

10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1
10.0.0.2 -> 10.0.0.1

ICMP 114 Echo (ping
ICMP 114 Echo (ping
ICMP 114 Echo (ping
(
(

ICMP 114 Echo (ping

request id=0x002e,
request id=0x002e,
request id=0x002e,
request id=0x002e,

ICMP 114 Echo (ping) request id=0x002e,

ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request
ICMP 114 Echo (ping) request

id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,

seq=0/0, ttl=254
seq=1/256, ttl=254
seq=2/512, ttI=254
seq=3/768, ttl=254
seq=4/1024, ttl=254
seq=5/1280, ttl=254
seq=6/1536, ttI=254
seq=7/1792, ttl=254
seq=8/2048, ttl=254
seq=9/2304, ttI=254
seq=10/2560, ttl=254
seq=11/2816, ttl=254

<BE>

TANAEHFUTORTFEENHYET,
ip.src SEETD IP PRLADE
ipdst  :38%® IP PFLRDIE

ip.addr EEFTFRIZ. BEDIPZFLADIE
eth.src  :E{EFTD MAC ZPELAD{E
eth.dst :3B%®MD MAC ZFLADIE

eth.addr EEFTFEIX, FBED MAC 7FLRADIE

ip [IPv4 D #H
tcp ‘tecp DH
udp :udp DH*
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3.2 10S Management

Wireshark

Wireshark a<> K SA2EG

B J7MILICRBESNF=-F v TF¥ T—4% USB A EY~RTF
XvTFv T—8% PC HETHERT HBICZIEFvTFv T—4% USB HRECaE—F BT &I2&Y PC TORERNAEEIZHYET,
PC TOREZEDEEIZIL. libpcap B (pcap) MRRTEZTFI54Y VILEEBLTWEEMLEAHBYET,

C9300-24#show flash:
-H#- --length-- --------- date/timg--------- path
2 2097152 May 09 2019 08:50:26.0000000000 +00:00 nvram_config
3 2097152 May 09 2019 08:50:26.0000000000 +00:00 nvram_config_bkup
4 700524979 Mar 26 2019 12:36:55.0000000000 +00:00 cat9k_iosxe.16.09.02.SPA.bin

344 4096 Mar 12 2019 08:42:29.0000000000 +00:00 tracelogs/modules

345 13900 Mar 12 2019 06:08:29.0000000000 +00:00 webuiTmp.pcap

346 9208 Mar 26 2019 12:05:36.0000000000 +00:00 cat9k-wlc.16.09.03.SPA.pkg

347 15836096 Mar 26 2019 12:39:18.0000000000 +00:00 cat9k-webui.16.09.02.SPA.pkg
348 133 Mar 26 2019 12:19:53.0000000000 +00:00 .fpga_upg_run.log

349 9152 Mar 26 2019 12:39:18.0000000000 +00:00 cat9k-wlc.16.09.02.SPA.pkg

350 7554 Mar 26 2019 12:39:38.0000000000 +00:00 cat9k_iosxe.16.09.02.SPA.conf
7592071168 bytes available (3184406528 bytes used)

C9300-24#

*May 10 08:49:05.306: %IOSD_INFRA-6-IFS_DEVICE_OIR: Device usbflashO added
C9300-24#

C9300-24t#copy flash: usbflashO:

Source filename []? webuiTmp.pcap

Destination filename [webuiTmp.pcap]?

Copy in progress...C

13900 bytes copied in 0.052 secs (267308 bytes/sec)

C9300-24#



3.2 10S Management

Wireshark

X TFv TJ74ILD PC KRR

M vebuiTmp.pcap - X
IMAMF)  MREE) FRV) BEIG) FrTTRQ) MR HEHS)  mEY)  EBRW VMM ALTH)
aAm5® Res= ¢ &5 Qe
NEEE s ] 03 ) &+
No. Time Source Destination Protocol  Length Info e
1 0.000000 172.16.0.254 224.0.0.5 OSPF 122 Hello Packet
2 0.000005 Cisco_a6:1e:81 CDP/VTP/DTP/PAgP/UD.. CDP 406 Device ID: c9300-stack Port ID: GigabitEthernetl/e/1
7 0.000021 0.0.0.0 255.255.255.255 DHCP 346 DHCP Discover - Transaction ID ©xe2cc81b3
8 0.000024 Ethern.. 4 [Malformed Packet]
9 0.000027 PciCompo_60:00:00 LogicMod_8e:00:12 CGMP 30 Cisco Group Management Protocol
10 0.000030 0.0.0.0 224.0.0.18 VRRP 92 Announcement (v2)
11 0.000032 0.0.0.0 224.0.0.18 VRRP 64 Announcement (v3)
12 0.000035 192.168.4.1 224.0.0.5 OSPF 114 Hello Packet
16 0.000048 IETF-VRRP-VRID_0O1 Broadcast ARP 64 Gratuitous ARP for 172.16.0.200 (Request)
17 0.000051 IETF-VRRP-VRID_01 Broadcast ARP 64 Gratuitous ARP for 172.16.0.200 (Reply)
21 0.000063 Ethern.. 4 [Malformed Packet] .
Frame 1: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Ethernet II, Src: Cisco_60:e0:6e (58:ac:78:60:e0:6e), Dst: IPv4mcast_05 (01:00:5e:00:00:05)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 951
Internet Protocol Version 4, Src: 172.16.0.254, Dst: 224.0.0.5
Open Shortest Path First
0000 ©1 00 Se 0@ @0 05 58 ac 78 60 €0 6e 81 00 s xon- -
0010 08 00 45 cO 00 68 05 7e 00 00 @1 59 25 ec ac 10 cErchen Y%
0020 00 fe e0 00 00 05 02 01 00 34 cO a8 @1 02 00 00 .
0030 00 00 45 7b 00 00 00 00 00 00 00 00 00 Q0 ff ff
0040 ff 00 00 @a 12 @1 @0 00 00 28 ac 10 00 fe ac 10
0050 00 04 co a8 04 fe co a8 @5 fe 7f 48 00 08 00 01
0060 00 04 00 00 00 01 00 12 00 04 00 00 00 41 80 00
0070 00 08 00 00 Q0 09 @@ @@ ©0 41 ceeceee ‘A

@ 7 webuiTmppcap

|| 18roheg: 97 - &57: 97 (100.0%)

|| 7a774)1: Defautt




l 3.2 10S Management

Energy\Wise

e

EnergyWise #AETId. BAES OBEL®. BELBORBORIEEIFA—LLENBOEIFETICENTREIZRYET,

LR ET:

€K D Cisco Catalyst 2000 ) —XMoEREEETEFINTOEE A,

E BB & T, Interface @ Up/Down ZarbO—) L3 BT EMAIREELEY . Interface D Up IZEESEHEE L. PoE HEDE S
HIGDHEIFZATLY IXFDOHEIFE CO2 DHIFICERMLET

BIEER
EnergyWise MERE (L. EMEE Interface CTEITEREZEZTVETH JATB—/N)L 20 T74F2L—230 E—RDOLRAMVDERTEE
TORENHYET,
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3.2 10S Management

EnergyWise <ttt >

_ s — e e Periodic MEEISBILTIE, FH (weekdays) 4o, BK
EnergyWise A< K SAREQD (weekend) D1thIZ, & B (daily) +>, BEBIEE
(sunday,monday#:&) FITHZEHATRE
B EnergyWise MEXE
9y ARE CERAICRA D DERTE (WNIE)
C9200-01#configure terminal / 2
C9200-01(config)#energywise domain cisco security shared-secret 0 cisco — ¢Interface MUp D EFfHEI %
C9200-01(config)# TN
C9200-01(config)#time-range onlabfloorQ2 == - .— 58 H i
C9200-01(config-time-range)#absolute start 00:00 01 January 2019

e ER®D Up DB
C9200-01(config-time-range)#periodic weekdays 7:00 to 19:00

C9200-01(config-time-range)#periodic weekend 17:10 to 17:15 BERD Up DR
C9200-01(config-time-range)# e
C9200-01(config-time-range)#time-range offlabfloor02 Interface @ Down DEFHERE

C9200-01(config-time-range)#absolute start 00:00 01 January 2019

Ly
C9200-01(config-time-range)#periodic weekdays 00:00 to 07:00 Brsa B
#periodic weekdays 19:00 to 23:59 SEH® Down MRS
C9200-01(config-time-range)#periodic weekend 00:00 to 17:09
C9200-01(config-time-range)#periodic weekend 17:16 to 23:59 JBFRD Down DR

vvvvvvvvvv

C9200-01(config-time-range)# _
C9200-01(config-time-range)#interface giga 1/0/1 G1/0/1 IS

C9200-01(config-if)#energywise level 10 recurrence importance 80 time-range onlabfloor0?  ——" Level10(&EHON) DE
C9200-01(config-if
C9200-01(config-if
C9200-01(config-if
C9200-01(config-if)#

Henergywise level O recurrence importance 80 time-range offlabfloor02
#energywise name AP T Level0O(BHOM DE

Henergywise role manager
<Bge2>
Level 10 IXBAHHEHE
Level O [(FEIRLEIZGYFETS,
EnergyW|se TIIEALRNIILE—TEETHILITKY—&E
BALNIVEEELTOFEY , B TIMESE HI5E (34t
© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 0) Leve| E‘ﬁmj—é:&(iﬁuiﬁ/\/o
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(
(
(
(
c
C9200-01(config-time-range
(
(
(
(
(
(
(
(
(

\./\./\./\./
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l 3.2 10S Management

Energy\Wise

EnergyWise A< K SAUREQ

B EnergyWise D EH{ERERR

C9200-01#sh energywise recurrences
System level recurrence
Level Time-range

Id Interface Class Action Lvl Cron/Time-range —

1 Gi1/0/1 QUERY SET 10 onlabfloor02
2  Gi1/0/1 QUERY SET 0 offlabfloor02
Alarms

Endpoint Id Interface Lvl Status

W [ ER E DFERE

C9200-01#show time-range

time-range entry: offlabfloor02 (active)
absolute start 00:00 01 January 2019
periodic weekdays 0:00 to 7:00
periodic weekdays 19:00 to 23:59
periodic weekend 0:00 to 17:09
periodic weekend 17:16 to 23:59
used in: EnergyWise

time-range entry: onlabfloor02 (inactive)
absolute start 00:00 01 January 2019
periodic weekdays 7:00 to 19:00
periodic weekend 17:10 to 17:15
used in: EnergyWise

— Interface G1/0/1 [Z 2 DDREMEEREN SN TSI EEHER

<BEE>

Periodic MERFEIZEL TIX. F H (weekdays) 42, BER
(weekend) (<, & B (daily) %>, B H5 % (Sunday,
Monday %G &) #1752 & Al BE

2 DOBMBRENSNTEY , BERETH D LR

<EE>

BRI DB IEICEIL TIE, BN ORMZESRLTEMELT
WEY BRIZZALY —VDFREPL.NTP DFREITICE
THELTWEY,
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3.2 10S Management

Energy\Wise
EnergyWise A< K SAUIRER

B EnergyWise BIYEDHRESR: Interaface G1/0/1 A% Down RREMSEME GARD17:10) IT45E Up REICEBITShDILEHE

C92% 01#show time-range

time-range entry: offlabfloor02 (aCtiVe)  ——— BERIDZEN Down BIAEHIAHE->TNDEERD
absolute start 00:00 01 January 2019

periodic weekend 0:00 t0 17:09 s 17:09 ETHB (BEEFIZ(X 17:09:59 £ THS)
periodic weekend 17:16 to 23:59
used in: EnergyWise
time-range entry: onlabfloor02 (inactive)
absolute start 00:00 01 January 2019
periodic weekdays 7:00 to 19:00
periodic weekend 17:10 to 17:15
used in: EnergyWise
C9200-01# : .
Feb 24 17:10:03.304: %ILPOWER-7-DETECT: Interface Gi1/0/1: Power Device detected: IEEE PD e 17210 I275 5 £, interface [CEIRA MR IGSH G1/0/1
Feb 24 17:10:04.304: %ILPOWER-5-POWER_GRANTED: Interface Gi1/0/1: Power granted A UP 35T EEFER
Feb 24 17:10:08.289: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/1, changed state to up
Feb 24 17:10:09.289: %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet1/0/1, changed state to up

C9200-01#sh clock
HEFZI D HERR

Up @Il 17:10 AhSES

17:10:29.910 JST Sun Feb 24 2019
C9200-01#sh time-range

time-range entry: offlabfloor02 (inactive)
absolute start 00:00 01 January 2019

used in: EnergyWise

time-range entry: onlabfloor02 (active)
absolute start 00:00 01 January 2019
periodic weekdays 7:00 to 19:00
periodic weekend 17:10 to 17:15
used in: EnergyWise 156
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3.2 10S Management

Blue Beacon
anREﬂCD

Blue Beacon MIEETIIABND L EESHEITEE TS LED #BHLTHBY. 7UVEAL T A4S+ H(CHAITEF T,

LT

BIEIZ#H % Blue Beacon MRAVEHT M, CLI IZKYREEZA®ZT S RV BANFALTL., REICEE® Blue Beacon MLEDA =
KTLET, kY, #BOEANBR S ELY, EREEDARMNEFINET,

Cisco Catalyst 9000 L1)—X Mo DFHHEREIZHYET,

<"IEG) Blue Beacon BERE> <E@ED Blue Beacon ﬁ#‘.{kﬁ>

v ) — ¢

. XAV AV AV AV AV aAviXiaw 77",:-,,1 - - dk’ﬁ@ LED tB \' F*EIL/—C
: E e = g o BED LED OEEIZL>TAHLIE->TWSESIZR
AZF9,

Cisco Catalyst 9200 TIZ. #t® Cisco Catalyst
9000 V) —XTIIREHENELRYET,
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l 3.2 10S Management

Blue Beacon
bnﬁ.ﬂﬂ®

<BIE® Blue Beacon AAETDIRE> <EMED Blue Beacon M mATDIKRE>

<FEBE>

Blue Beacon R4 CHINIZT D5 A (XH]
HDRIATLAMEMIZEYEE A,

(B@EIE LED [ERFRDAHIZHEYZET,)

ZEED Blue Beacon D IEMNERLN=6 . Al
D LED RFRIZHK-S>TWAESIZRZEFT,

< Cisco Catalyst 9300 < Cisco Catalyst 9500
BIE® Blue Beacon AARKTDKRAE>  AIED Blue Beacon ASmikTDIREE >
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3.2 10S Management

Blue Beacon

Cisco Catalyst 9200 ¥)—XI[Z#I1+5 Blue Beacon DEEE
B CLI (&% Blue Beacon #8%h=9 3K E

C9200-01#configure terminal
C9200-01(config)#hw-module beacon on switch 1
C9200-01(config)#

C9200-01(config)#exit

C9200-01#

C9200-01#

B CL| IZ&5 Blue Beacon Z4E$H-T 2R E

C9200-01#configure terminal
C9200-01(config)#hw-module beacon off switch 1
C9200-01(config)#

C9200-01(config)#exit

C9200-01#

C9200-01#

Fr=1%.

C9200-01#configure terminal

C9200-01(config)#no hw-module beacon on switch 1
C9200-01(config)#

C9200-01(config)#exit

C9200-01#

C9200-01#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.2 10S Management

Blue Beacon

Cisco Catalyst 9300 1) —XE KU Cisco Catalyst 9500 1) —XIZ#+5 Blue Beacon DEERE

B CL| IZ&% Blue Beacon Z8 -T2/ E

88;88zhw—module beacon slot 1 on Blue Beacon @ LED i%%ﬁ?ﬂ(:?’égﬁi
*Apr 5 09:03:26.709: %PLATFORM_LED-6-BEACON_LED_TURNED: Switch 1 Beacon LED turned ON Py
93004 ’ - T~ nSEFR

B CL| IZ&% Blue Beacon Z X T 2R E

C9300#hw-module beacon slot 1 off Blue Beacon @ LED R RZENZT HHETE
C9300#

*Apr 509:18:25.784: %PLATFORM_LED-6-BEACON_LED_TURNED: Switch 1 Beacon LED turned OFF

C9300# T~ orEF

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.2 10S Management

Blue Beacon

Blue Beacon (A4 Ayt—

B Blue Beacon @A Avt—#ER

C9200-01#

S 25 WJRsE
Feb 24 12:25:54.128: %PLATFORM_ LED-6-BEACON_LED. TURNED: Switch 1 Beacon LED turmed ON —— Blue Beacon® Gl (OND RATIKEE

Feb 24 12:38:08.010: %PLATFORM_LED-6-BEACON_LED_TURNED: Switch 1 Beacon LED turned OFF = Bule Beaconh i

C9200-01#

M) (OFFD;EKTIREE

B CL| [Z&5 Blue Beacon MO#5R

C9200-01#show beacon
Switch# Beacon Status

C9200-01#
C9200-01#show beacon
Switch# Beacon Status

C9200-01#

© 2019 Cisco and/or its affiliates

Blue Beacon®™ &% (ON®D mkTIKAE

Bule Beaconm &% (OFFDEKTIKEE

All rights reserved. Cisco Public
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l 3.2 10S Management

TDR

———

TDR( Time Domain Reflector) ##8ETl&. UTP/STP y¥—J ILBADRIREDZH B LUBRETOICENTEET,

m .
UTP/STP $REYA Rk X7 7—J L OB DL a—k (EHK) DEEL. B EmEcos Gk
BEZOESOBENTEETT, 1.PairA (115
TDR #2179 5E. O—HIL TR —TILBATESEZELT. REHEEEZRID 2.PairA (1%
ERLBLES. 3.PairB (R H
4.PairC (&
B {3l DB 5.PairC (@
I N e b.pai ET%E
Cisco Catalyst 9300 S—X1£16.9.2 &Y. & oD (2
Cisco Catalyst 9200 21)—XIE 16.12.1&YHHR—rLET,
mIEEIE

TDR @ﬂﬂf—bliﬁlﬁl.ﬁ A=Y RIS (IARE RT 7—T)L) DHYR—FLTEY, SFPF
SFP+ R—MaETIEYR—tEhFEE A,
xit [ [ THE 2R 2 FE T L 7= 4K B8 ( |EEE 802.3 [THEHL) ZFRTIRICEMEL TZELY,
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3.2 10S Management

TDR

TDR TIX, RATAY U TRIEZITL, HERAT VN TRITRREHRLEY .

B TDR TRAFDEITATUR

C9300#test cable-diagnostics tdr interface gigabitEthernet 2/0/10 TDR %ZI‘@%‘??EVQI‘
TDR test started on interface Gi2/0/10

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results.

C9300# <FE> ) ‘
TDR T AMEEITH ., 823 Interface @ Down / Up A%
B TDR FRAFDRITHBROMERITUF FELFT,

TAMEHE 10 BORRZELEY,

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 05 05:20:19

Interface Speed Local pair Pair length Remote pair Pair status TDR @%?ﬂ%%

Gi2/0/10 1000M PairA 4 +/- 10 meters Pair B Normal
PairB 9 +/- 10 meters Pair A Normal

Pair C 4 +/- 10 meters Pair D Normal VAR ,\07 b—_j‘)bb‘\IEL’('ﬁ:ﬁ‘én—d’\6%60)“3’%%

PairD 2 +/- 10 meters Pair C Normal

C9300#

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 05 05:19:43

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10 1000M Pair A N/A N/A Not Completed = - AT . s
PairC  N/A N/A Not Completed RLESELI-EEDRR
PairD N/A N/A Not Completed

C9300#
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3.2 10S Management

TDR

B EHAAEENS 16 13— RADHE

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 07 03:25:11

Interface  Speed Local pair Pair length Remote pair Pair status
Gi2/0/10 1000M PairA 4 +/- 10 meters Pair B Normal

ParB 0 +/- 10 meters Pair A Normal

Pair C 4 +/- 10 meters Pair D Normal

PairD 2 +/- 10 meters Pair C Normal
C9300#

B EHx AR 100M 12—/ RADHE

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/12
TDR test last run on: March 07 03:25:13

Interface  Speed Local pair Pair length Remote pair Pair status
Gi2/0/12 100M PairA 9 +/- 10 meters N/A Normal
PairB 10 +/- 10 meters N/A Normal
ParC 1 +/-5 meters N/A Short
PairD 1 +/-5 meters N/A Short
C9300#

2019 Cisco and/or its affiliat All rights reserved Jisco Pub

100M H7R—k /22— A ADIHE Pair C . Pair D (X

RLTL =2,
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3.2 10S Management

TDR

B EH FAMEATFTHDES

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/14
TDR test last run on: March 07 03:31:51

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/14 auto PairA 1 +/-5 meters N/A Open
PairB 1 +/-5 meters N/A Open
PairC 1 +/-5 meters N/A Open
PairD 1 +/-5 meters N/A Open

C9300#

ts affiliat Il right Y o Pub

<FEE>

B RN ERIN TUOERLMES | BT AR

BENELTLORHA (X TOR DFANTEEL A,
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3.2 10S Management

TDR

B REEEs—TILEER
Pair A Bi#R (18X)
Pair C Br#R (FX)
Pair A >3—k(8 & 88)

Pair AC l—#ia—F (B & &)
Pair C Ra#ifE#e (B <---> §A)
Pair C & Pair D BIT—

N o O R~ Db -

W REEHE A

B¥gEs(FQ <--—> #&8)
Pair C & Pair D Mz ¥##E# (HEB <---> &% A)

a. Catalyst9300 (G2/0/10) -----

and/or

Its air

iliates

All rig

hts reserved. Ciscc

B R
1.PairA (¥ 8
2.PairA (¥&
3.PairB (#8
4.PairC (&
5.PairC (B8
6.PairB (#&k
7.PairD (%8
8.PairD (%

(G1/0/1) Catalyst9200

ARL—Rr—7 L% E A Gk RCEER)
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3.2 10S Management
TDR

B BUESS—TILOREHE 1. Pair AR @ X)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:25:27

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10  1000M PairA 3 +/-5 metersPar B  Open
ParB 9 +/- 10 meters Pair A Normal
pPairC 7 +/- 10 meters Pair D Normal
PairD 7 +/- 10 meters Pair C Normal

C9300#

B BUEESS—TIILOREFE 2. Pair C B (HF X

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:29:51

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10 1000M Pair A 7 +/- 10 meters Pair B Normal
PairB 10 +/- 10 meters Pair A Normal
ParC 0 +/-5 metersPairD Open
PairD 5 +/- 10 meters Pair C Normal
C9300#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

mBUEES—TJILOZEHER 3. ParAYa—+r# EA)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:31:52

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10 auto PairA 0 +/-5 meters N/A Short
PairB 0 +/- 10 meters N/A Normal
PairC 0 +/- 10 meters N/A Normal
PairD 0 +/- 10 meters N/A Normal
C9300#

m BRUEES—TILORERER 4. Pair ACH—#B a—k(1B&H)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:33:06

Interface  Speed Local pair Pair length Remote pair Pair status

Gi2/0/10  100M PairA 0 +/-5 meters N/A Short/Crosstalk
PairB 0 +/- 10 meters N/A Normal
ParC 0 +/-5 meters N/A Short/Crosstalk
PairD 0 +/- 10 meters N/A Normal

C9300#
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3.2 10S Management
TDR

mBRUEES—T L ORHEER 5. Pair C A¥EHR(F <--> F0)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:35:43

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10 1000M PairA° 9 +/- 10 meters Pair A Normal
PairB 7 +/- 10 meters Pair B Normal
PairC 9 +/- 10 meters Pair C Normal
PairD 7 +/- 10 meters Pair D Normal
C9300#

B BUEES—T I OZHER
6.Pair C & Pair D i CT—#¥i#EHK (T8 <--> #&18)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:38:02

Interface Speed Local pair Pair length Remote pair Pair status

Gi2/0/10 100M Pair A 10 +/- 10 meters N/A Normal
PairB 7 +/- 10 meters N/A Normal
PairC 3 +/-5 meters N/A Short/Crosstalk
PairD 3 +/-5 meters N/A Short/Crosstalk
C9300#

B BUEES—TILOZEER 7.Pair C & Pair D BiZdiE (F&
'E <--> #*3%A)

C9300#show cable-diagnostics tdr interface gigabitEthernet 2/0/10
TDR test last run on: March 11 13:39:26

Interface  Speed Local pair Pair length Remote pair Pair status

Gi2/0/10  1000M Pair A 5 +/- 10 meters Pair A Normal
PairB 9 +/- 10 meters Pair B Normal
PairC 9 +/- 10 meters Pair D Normal
PairD 9 +/- 10 meters Pair C Normal
C9300#
<IEFE>

 5.Pair C A ELDFERIZHHHEY . Pair DR TOEBMEITHIET
=FEE A, (LATERER)

c ZAYF EAP BIT/INT— Ao TN HBIBEETIE. AT H4
AT DRI TIEIRBZDBERORRELYET, TDR EHBICIXE
BENEILT TDREZEATIBHELHYET .

r—JNLRICEALTIZERBEIZEYET , (LIRTERER)
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© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

EtherChannel
VTP

STP

MST

REP

FHRP

VRF

IGMP
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3.3 Basic L2/L3

EtherChannel

m EtherChannel
o« HHOWMBYHE 1 DOBEBYIIZINURILL, BIEIEEZHERT M TT .

« NURILLTOLSYEYLID 1 DICEENRELIZELTE. BYD YU IVZAVWTRIEN ARG DO TEIRT R
LAREICRYE T,

m Multi-chassis EtherChannel (MEC)
« EtherChannel @ 1 D, BHERIZHL T ZDY OEFERLET,

<7 akal> <7 aka>
PAgP. LACP, Static PAgP. LACP, Static

4.1Gb 1GO - StackWise %> StackWise

1Gb 1Gh Virtual Z48R T 5B D
1Gb 1Gh EIRIZEA DT
1Gh 1GhH ‘* EtherChannel ##r9 %
. Y HETYT, EXRDE—[E
Sl iClest ErE (24 EtherChannel 1)
VODR AMEERLET,

Layer2/Layer3 YO WA IZH G

and/or its affiliates. All rights reserved. Cisco Public
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l 3.3 Basic L2/L3

EtherChannel @& E 5

B EtherChannel M{ERK: LACP Active E—F

C9300-1#conf t

C9300-1(config)#tinterface range gi1/0/4-5
C9300-1(config-if-range)t#channel group 1 mode active
Creating a port-channel interface Port-channel 1

B EtherChannel D& RS A R DERE

C9300-1(config)#port-channel load-balance ?

dst-ip Dst IP Addr

dst-mac Dst Mac Addr

dst-mixed-ip-port Dst IP Addr and TCP/UDP Port
dst-port Dst TCP/UDP Port

extended Extended Load Balance Methods
src-dst-ip Src XOR Dst IP Addr

src-dst-mac Src XOR Dst Mac Addr
src-dst-mixed-ip-port Src XOR Dst IP Addr and TCP/UDP Port
src-dst-port Src XOR Dst TCP/UDP Port
src-ip Src IP Addr

src-mac Src Mac Addr

src-mixed-ip-port Src IP Addr and TCP/UDP Port
src-port Src TCP/UDP Port

2019 co ts affiliat Il right Y o Pub

<IFEFE>

Catalyst ETIXERE LT PortChannel XX (XX
FREFDT I —TES) ELVIRMEBAI—TTM(X
NEBERINET,

o FTIAILMEZEIETT MAC (src-mac) IZHELa—K /A5
ASNFET,

+ Extended A7 3 EFESET, EIETHLUVIEENDH
REfAEHET . HERO—K N\SURERET HED
—ggij—o
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3.3 Basic L2/L3

=JL = =

=X TEDIERR
C9300-1#show etherchannel summary

<Hfg>

Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B e T et

1 Po1(SU) LACP Gi1/0/4(P) Gi1/0/5(P)

C9300- 1#show etherchannel load-balance
EtherChannel Load-Balancing Configuration:
src-mac dst-ip src-port

EtherChannel Load-Balancing Addresses Used Per-Protocol:

Non-IP:
Source XOR Destination MAC address
[Pv4:
Destination IP address
Source TCP/UDP (layer-4) port number
IPv6:

Destination IP address
Source TCP/UDP (layer-4) port number

B EtherChannel QR
« WED Catalyst ERILAYURTRE / AV T4
JOWERETAET,

B EtherChannel @ &f/ 5 BIA X DR
« WED Catalyst ERILAYURTHRE / AV T4
T OHERETAET .
o PRRO—KF NSURAXEFE ST EBDANY
DI-T. BRI RERETEET,
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Cisco Catalyst 9000 @ EtherChannel

9200 9300 9500

9200L 9300L S 9500-H S
HHR—p O O @) @) @)
S A+ Network Network Network Network Network
7 ~ A Essentials Essentials Essentials Essentials Essentials
ATFYRILEL 48 128 128 128 128
= A8 PAgP: 8 PAQP: 8 PAgP: 8 PAgP: 8 PAgP: 8
B =/ LACP: 16 LACP: 16 LACP: 16 LACP: 16 LACP: 16
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3.3 Basic L2/L3

VTP (VLAN Trunking Protocol)

Set

VLAN 50

VLANS0
ZFE

Trunk

VP77
T—hEER

VLANS0
EFE

RYRNT—HEERTDERDRAAvFIZHT=Y . VLAN DB,
HIR. BAINERZEFEETH_ET.VLAN REDES
xS -HNTOIILTY,

Trunk YO TOHEELET,

VTP Version 3 MoaB3E. #k3k VLAN(VLAN ID AY 4094 F
T) ZYR—MFET,

4 DDE—F:

Server: VLAN 1&E#RE&EHEEL, TEMNHNIL Client R4 YFI
TyTT—hEEE

Client: VTP 7y7T—ra2{EL. BEFT S

Transparent: VTP 7Y 7 T—kr&/8X R)L—F 5

Off: VIP 77 T—r&HBET D
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3.3 Basic L2/L3

VTP MiEEEOS

C9300-1 VTP Server &E-0%":
C9300-T#conf t
C9300-1(config)#vtp version 3 _ R
C9300-1(config)#vtp domain catalyst VIP RA U EBRTETHDLELHYET,
Changing VTP domain name from manufacturing to catalyst

C9300-1(config)#

*Jan 23 04:05:49.017: %SW_VLAN-6-VTP_DOMAIN_NAME_CHG: VTP domain name changed to catalyst.

C9300-1(config)#vip mode server

Setting device to VTP Server mode for VLANS.
C9300-1(config)#end

C9300-2 VTP Client &5 -RA4:

C9300-2#conf t

C9300-2(config)#vtp version 3

C9300-2(config)#vip domain catalyst

Changing VTP domain name from manufacturing to catalyst
C9300-2(config)#

*Jan 23 04:04:55.014: %SW_VLAN-6-VTP_DOMAIN_NAME_CHG: main name changed to catalyst.
C9300-2(config)#vip mode client

Setting device to VTP Client mode for VLANS.

C9300-2(config)#end

180 VIP H—\p VTP 4547 Mxt
LT VLAN DR EEEZFEFMLET,

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.3 Basic L2/L3

VTP DR TEMEER

C9300-1 VTP e
C9300- 1#show vtp status

VTP Version capable 1103

VTP version running S

VTP Domain Name . catalyst
VTP Pruning Mode : Disabled
VTP Traps Generation : Disabled
Device ID : 70b3.17fa.f100

Configuration last modified by 172.16.1.2 at 1-23-19 04:56:46
Local updater ID is 172.16.1.2 on interface VI10 (lowest numbered VLAN interface found)

Feature VLAN:

VTP Operating Mode : Server
Maximum VLANSs supported locally : 1005
Number of existing VLANs ©13
Configuration Revision 1

MD5 digest - 0x81 0x17 0xD5 OxBF OxC7 0x87 0x9E 0x3D
OxEB 0x33 0x0D 0x52 OxEF 0x21 0x2D 0x10

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

VTP N—23U R TEET

VTP DE—FHAHERTEET,
2 SHETIXI NI Client ITH-TULVET,
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3.3 Basic L2/L3

Cisco Catalyst 9000 @ VTP

9200 9300 9500

9200L 9300L 24t 9500-H S
HHR—p O O @) O O
S A4+t R Network Network Network Network Network
7 ~ Essentials Essentials Essentials Essentials Essentials
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l 3.3 Basic L2/L3

1P nning Tree Pr | R AIE DB BT
%%E:“&(@Sxpra—it‘")v‘g °C OtOCO) DOAT IOV THRELE

C9600 C9500-H C9500  C9400 gggg& C9200  C9200L
MEAFELVLAN D 87 4K 4K 4K 4K 4K 4K 1024
Active VLAN #(SVD? 1000 1000 1000 1000 1000 1000 512
AV RB R B 1000 1000 256 256 256 128 128

PVST+/Rapid PVST+ THERBLI-EEDA VRV AN EEZBBLTLESSS.
MST TR -1 EE#ERLTLVET,

AVRB A= RAS—HELBYA ORIV R FMRAD—F R T REAMELGYET,
C9200 #HllzmR—IIZTERELET .

mIEEIR
AIEWIE 2019 F 10 AR TORERELGY . SEREESNDAREMEN IS NET,
EHRICEALELTIE, BREHBOV)—X /—h0Oa0TrFal—23y HARFEESRIVEEET LOBBLOLELET,

https://www.cisco.com/c/en/us/support/switches/index.html

T VAT LFRIZEKS VLANID ZEAEFT
2: 10S-XE16.12.1 BFRIZELTDHEEE Active VLAN BIZBYET,
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-Hzs £ (DB) IZERE AT 8E/E VLAN B'Es'_aj(’!ﬂq VLAN

-3 ETO STP A1V RAVRH: )

fé 25 F CTRIFF ActiveZd VLAN & K#4: ‘

3.3 Basic L2/L3

STP(Spanning Tree Protocol)

VLAN &4 R B2 Z# (Cisco Catalyst 9200L DHFE)

,4%'@920@ jas

1024 {&

DB

Instance=1 Instance=20

Instance=128

128 &

VLAN
ID=3000

512 &

VLAN Configuration Guide, Cisco I0S XE Gibraltar 16.12.x (Catalyst 9200

Switches) e ¥ ZITlE, SREHZELEHVLANASpanning Tree DR —SE T 41E#R
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/16- I::D l:\'(': C_ataWSt 9?250 %151 |=:7F LFE L,_T:S RETOBRIL., ERICH BT 58 5
12/configuration_guide/vian/b_1612_vian_9200_cg.html N=2aV [CTRIFRGIEREER T HLIBRLLET,
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3.3 Basic L2/L3

MST (Multiple Spanning-Tree)

ZHD VLAN WFETIRIETHRGHRTESE VLAN ERAMNAERELG STP DAKTY,
B—DAVRIVRIZEHO VLAN HBREEMLIZ STP OHBROD—F XA/ FRETHERLET,

Cisco Catalyst 9000 L) —XTl& 1 1V RAV XIZFRIETES VLAN #IZHIENHYEE A,

AAYFET, =23V R VEDIVE S MSTAVRAV R ID & VLANDOREERCICTIHERHYET,
KD PVST / Rapid PVST+ EEMMENH D180, BFEDORENSERRICERMT HIEMNTEFET,

A
/

VLAN-1
VLAN-2=——
VLAN-1 1=
VLAN-34

MST Instance-1
Forwarding

MST Instance-2

Blocking

VLAN-65

802.1Q Trunk Switch

R X HR—FENDZBRAMSTA U REV RABF64LITYET
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| 3.3 Basic L2/L3

MST DERERTE LHERE

C9300-1 MSTE&7E:
C9300-"T#conf t

Enter configuration commands, one per line. End with CNTL/Z. VLAN & MST 42 REVADIVE ST
C9300-1(config)#spanning-tree mst configuration /
C9300-1(config-mst)#instance 1 vlan 10-20 J—a B DERTE

(
C9300-1(config-mst)#name RegionTEST
(

C9300-1(config-mst)#revision 1 JESaLBEDETE (0-65536)

C9300-1 MSTER EREER:

C9300-1(config-mst)tshow pending MST A I4X1L—23>F—KT show
Pending MST configuration pending 5T AL TCERTEIBRERIATES

Name  [RegionTEST]
Revision 1 Instances configured 2

Instance Vlans mapped

0 1-9,21-4094

1 10-20
C9300-1(config-mst)#
C9300-1(config-mst)#end
C9300-1#

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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l 3.3 Basic L2/L3

MST & PVST D1EAE

REDERTRE

@D a7% MST E—RAZHEL. 2D I)L—rT1v2 (CIST Root) I1ZLET,

@ BEMERAT-6H. MSTO DEBSESE PVST 4816 CF

FENT=2TOD VLAN &Y+ Ef (K Priority {E) TEHRELET,

Priority 4096

MST

Priority 12288

Priority 8192

Distribution-1 Distribution-2

Trunk (Allowed VLAN 1,10,20,30)

® C9500

Spanning-tree mode mst
spanning-tree mst configuration
name Cisco

revision 1

instance 1 vlan 10, 20, 30
spanning-tree mst O priority 4096

B Distribution-1

Spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vian 1,10,20,30 priority 8192

B Distribution-2

Spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vian 1,10,20,30 priority 12288
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3.3 Basic L2/L3

MST & PVST OfHARE]

"MST 0” & "VLAN 17 DTy ERMELEEESN., CO500 A2 ####8 MSTO  vians mapped: 1-9,11-19,21-29,31-4094

TETFE Bridge address 08ec.f5f7.3380 priority 4096 (O sysid 0)
17.'.(0) Root | L}Eéhij—" Root this switch for the CIST
Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

I'ma Root MST Interface Role Sts Cost  Prio.Nbr Type
Gi1/0/1 Desg FWD 20000  128.1 P2p Bound(PVST)
Ve Gi1/0/2 Desg FWD 20000  128.2  P2p Bound(PVST)

Information

PVST

Simulation Distribution-2#show spanning-tree vian 10

VLANOO10
Spanning tree enabled protocol rstp
Root ID  Priority 4096
Address  08ec.f5f7.3380

Cost 4
) Port 1 (GigabitEthernet1/0/1)
Distribution-1 % Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 12298 (priority 12288 sys-id-ext 10)
Address  7488.bb41.f200
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

m—— TrUNK (Allowed VLAN 1,10,20,30)

Interface Role Sts Cost ~ Prio.Nbr Type
Gi1/0/1 Root FWD 4 128.1 P2p Peer(STP)
Gi1/0/2 Altn BLK 4 128.2 P2p

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.3 Basic L2/L3

MST & PVST O1EBIE|

BEMFYIIZKET S5

MSTO Priority
4096

MST

I'm a Root
But Received Superior
BPDU

PVST

VLAN1
Priority 8192

VLAN1O Distribution-1 Distribution-2
Priority O

e T1UNK (Allowed VILAN 1,10,20,30)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

m Distribution-1 @ VLAN10 Priority Z 0 IZL TEI{ERERR

Distribution-1(config)#spanning-tree vian 10 priority O

B "MSTO” & "VLANT” @T Uyt A LB S, CI500 A
EHEDONV—FTVIDIZREShFET

B LML, Distribution-1/55 VLAN10 @ _E4f BPDU #3%1{§
L. BaEFIvIICRBLET Ub—F H—FIZER)

C9500#show spanning-tree mst 0

HHHHAH MSTO  vlans mapped: 1-9,11-19,21-29,31-4094

Bridge address 08ec.f5f7.3380 priority 4096 (4096 sysid 0)
Root this switch for the CIST

Operational hello time 2, forward delay 15, max age 20, txholdcount 6
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface Role Sts Cost  Prio.Nbr Type
Gi1/0/1 Desg BKN*20000 128.1 P2p Bound(PVST) *PVST_Inc
Gi1/0/2 Desg BKN*20000 128.2 P2p Bound(PVST) *PVST_Inc

184



l 3.3 Basic L2/L3

MST & PVST MO AEE.
e

mPVST 8 AIZ CIST IL—r Ty HBRE T S ELRIEETT A, P XaELT
(LIEHESR

LI T O TSRS

Understanding Multiple Spanning Tree Protocol (802.1s)

https://www.cisco.com/c/en/us/support/docs/lan-switching/spanning-tree-

protocol/24248-147.html?referring_site=bodynav
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3.3 Basic L2/L3

REP (Resilient Ethernet Protocol)

B REP OME

c EBDRAYFET—ELZ REP OREETIETAVMEERL. TOFTORERNR)OTAYY R—k
(EREFIER—N) SNMERICIEERIRETT

B EERUVEZ
- &5 502U OERVIYEZMNAIEETT , (502 ~2003)FIEE)
)T DMIATE
« NR TOTIMNER RO TG T DEHEERICHIELET,
c VUV BMOBEERMICIYEZTDORATE. RN EIEETT,
o i1 Ring EEDEEEZZITFEE A,
B REEREE
LT FYRI—UDORBIEE. TRZBRFAAIRETT,
* EtherChannel 2L 3R EGFIHIBRMATEET,
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| 3.3 Basic L2/L3

REP D& Rk

B Segment

> Bridggd

............... Bridged
domai A=’ domai =‘B
L=l g

REP T AU MEMD L2 RybT—IIZHL A E21F B DKSICHRERERBLET .
[EERD OV REERENREBRERHELET,

B REP Ring
I==l

DOTIRITERENDEEIZ, REP DRI AVME. 2 DDA/ FOREICAROERMLE
RLET, VT EETAVMDMAEEITKY SO RYNTI—VEBETEET,

and/or its affiliates. All rights reserved. Cisco Public
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3.3 Basic L2/L3

REP 45 Ak ZARIIL HE

ALT port
logk)
", P S PR —
P1 P2 P3+40 P4 P5 P6 P7 P8

BR—KE 1 D2DEFTAVID LO—EELTHEBRINET,
Segment DI RTD YT REP A Enable MEEIZ, T AV MEREL
REP Edge A& E"DRE(EEDERS) 12 ALT Port (Block)ZR&HET,

ALT port
, ALT port

/—6' failure
ik «!ﬁh—:!-‘.ip =

P4+100 P5 7+800 P8

HLUBEED REP U AV RRIZEINIE, TAYY R—bET—32 7+ —FZRIELET,

1d/or its affiliates. All rights reserved. Cisco Public
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3.3 Basic L2/L3

REP 45 Ak ZARIIL HE

REP &4 Ak FORa)LZEfE->T- Ring Topology

2
“‘ segment .1
?3& .
ALT port
P5

P4

ot
& S

AL E DFRIZ REP Edge Port (£ 12®M Node [CURATBIEMNTRETT,
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3.3 Basic L2/L3 « repstcn segment 1: B AU 2 DEFEEST AV 1 (2EE

=1L = * rep block port preferred : Aw% ;R—k% Static ICEET 51O DEKRTE
R E P =L 15“ (F547) TySTHE)

=374 E + rep segment 1 preferred : €5 AUk 1 OTOvY R—KIIEE

X7 0wy R—k (Alt, Failed) (ZEF ARz 1 D

[ rep segment 2 ]

Block
\ ’\ rep segment 2 ]
| —

[ rep segment 2 preferred

[ rep segment 2 rep segment 2 edge primary
rep block port preferred

rep stcn segment 1

Segment 2

rep stcn segment 1

[ rep segment 1 edge primary _{‘_l O ——_ ]

{ rep segment 2 edge

rep block port preferred

Segment 1

[ rep segment 1 edge rep segment 1 ]

Block

[ rep segment 1 ]%7 l‘ iﬁ( B— ]

[ rep segment 1 preferred

\

rep segment 1

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.3 Basic L2/L3

REP D% E MR

C9300-T1#show rep topology
REP Segment 1

BridgeName PortName Edge Role
C9300-1 Gi1/0/3  Pri* Open
C9300-1 Gi1/0/2 Open
C9300-1 Gi1/0/2 Sec Alt

C9300-1#show rep topology detail
REP Segment 1
C9300-1, Gi1/0/3 (Primary Edge No-Neighbor)
Open Port, all vlans forwarding
Bridge MAC: 701f.5301.2c80
Port Number: 003
Port Priority: 000
Neighbor Number: 1 /[-3]
C9300-1, Gi1/0/2 (Intermediate)
Open Port, all vlans forwarding
Bridge MAC: 701f.5301.2c80
Port Number: 002
Port Priority: 000
Neighbor Number: 2 / [-2]
C9300-1, Gi1/0/2 (Secondary Edge)
Alternate Port, some vlans blocked
Bridge MAC: 70b3.17fa.f100
Port Number: 002
Port Priority: 000
Neighbor Number: 3 / [-1]

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

REP &4 A2k 1 IZFRBLTLVSR—

FYUFELLABIHERTEET,

—ERRRENET.
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3.3 Basic L2/L3

Cisco Catalyst 9000 1)—X M REP

9200 9300

9200L 9300L 9400 9500

HAR—k O @) @ @)

G4t X Network Essentials Network Essentials Network Essentials Network Essentials
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l 3.3 Basic L2 /L3

First Hop Redundancy (FHRP)

P DRIRR IRy TOTIHILE H—bzAEHD IP PRLRAFERDIL—% | L3 DFEITHEAL.
n&ik | &I ALEEITS 5F—rozMRRib ] #EEDRIFTT,

GLBP
HSRP VRRP $Catalyst 9000 RHYHR—Fk
- ZRaMBETORL A2 TaraL - ROMBETARIL

-MUEEREFHCHEBOT -TERERFHTCHIEOFR  -HSRP © VRRP &ELY,

TI1EDIActivelE1ED T1E8DMasterj&E1 &  TEERZHEATNST

[StandbylMA—ILA R Ll EMBackupi®dO—ILA RTOEESEMNDENIRS

FREIN. Active (IR BHEjRRESN ., Master (& TLVET,

P FRLARELBRS % IP PRLRAZLBRS

TavPaZE BELFET, TavIEZE.EELFET, -AVG(Active Virtual
Gateway) & AVF (Active

‘Active F2oT-H#423DIEE  -Master FZo1=#3_DE Virtual Forwarder) &LVS TOT47 GW D

AR Standby DHEEE  FRLEMIL Backup O JREINEIL—RIZTHI PEE.UUIEE

HLWTHOT4D
GW MR /\R

MNBEEIMIC Active IZH]Y /O HHS Active BNEE) S, AVG [CEFLEE it
BOYFET . T RYD BICEEHSNTT, =B &, D AVFEA AVG
Wb odh il [CFELET,

Standby A EHINET,
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I 3.3 Basic L2 /L3

HSRP MExFEEAYS

C9300-1 E&%E:

C9300-1#conf t

C9300-1(config)#interface vian 10

C9300-1(config-if)#ip address 172.16.1.2 255.255.255.0
C9300-1(config-if)#standby 1 ip 172.16.1.1
C9300-1(config-if)#tend

1 SN, 2 BiEEBHIZALS HSRP DR IP 7
C9300-2 H|5E: FLRZHEELFT
C9300-2#conf t
C9300-2(config)#tinterface vian 10
C9300-2(config-if)#ip address 172.16.1.3 255.255.255.0
C9300-2(config-if)#standby 1 ip 172.16.1.1
C9300-2(config-if)#tend

C9300-1 HSRPA4'":
*Jan 21 06:09:02.309: %HSRP-5-STATECHANGE: Vlan10 Grp 1 state Standby -> Active > REANE. ZOES5HOTARRSN, TNEN

Y Active, Standby JREEAFEITUI-CEDFEERTE
C9300-2 HSRPA4'": EX

*Jan 21 06:08:00.344: %HSRP-5-STATECHANGE: Vlan10 Grp 1 state Speak -> Standby

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub
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| 3.3 Basic L2 /L3

HSRP M3

C9300-1 HSRP & ERERR:

C9300- 1#show standby brief
P indicates configured to preempt.

% T MEER

Interface Grp Pri P State Active Standby Virtual IP

VI10

C9300-2 HSRP & ERERR:

1T 100 Active local

C9300-2#show standby brief
P indicates configured to preempt.

Interface Grp Pri P State Active Standby Virtual IP
VI10 1 100 Standby 172.16.1.2 local 172.16.1.1

C9300-1 Show Arp:

C9300-1#show arp

Protocol Address

Internet
Internet
Internet
Internet
Internet

© 2019 Cisco and/c

172.16.1.1

172.16.
172.16.1.
172.16.
172.16.1.

1.

1
1
1

2
3
A4
5

its affiliates

Age (min) Hardware Addr Type
103 0000.0c07.ac01 ARPA Vian10

0

0
0

All rigt

172.16.1.3 172.16.1.1

70b3.17fa.f146 ARPA Vlan10
70b3.17e9.cec6 ARPA VIan10
701f.5301.2cc6 ARPA Vian10
7011.53b8.49c6 ARPA Vian10

Interface

1 BH#EAY Active, 2 BHEM Standby THAZEZE
MEZRLET

F8 MAC ZRLADEY HTHN TS EDEE
PBTEFET
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VRRP MEFxFEEAYS

C9300-1 E&%E:

C9300-1Hconf t

C9300-1(config)#fhrp version vrrp v3
C9300-1(config)#interface vian 10
C9300-1(config-if)#vrrp 1 address-family ipv4
C9300-1(config-if-vrrp)#address 172.16.1.1

P ——

C9300-1(config-if-vrrp)t#end

C9300-2 F&7E:

C9300-2#conf t

C9300-2(config)#fhrp version vrrp v3
C9300-2(config)#tinterface vian 10
C9300-2(config-if)#vrrp 1 address-family ipv4
C9300-2(config-if-vrrp)#address 172.16.1.1
C9300-2(config-if-vrrp)#end

o o o

C9300-1 VRRPR4":

*Jan 22 02:48:52.425: %VRRP-6-STATE: Vlan10 IPv4 group 1 state INIT -> BACKUP

*Jan 22 02:48:56.037: %VRRP-6-STATE: Vlan10 IPv4 group 1 state BACKUP -> MASTER

C9300-2 VRRPR4":

*Jan 22 02:48:43.487: %VRRP-6-STATE: Vlan10 IPv4 group 1 state INIT -> BACKUP

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

VRRP v3 ZHBZILFEY

T SHM. 2 SHELITALS VRRP ORE IP 7
FLRZHEELET

REANE. ZOES5BOTARRSN, TNEN
;“_dlylasten Backup KEEAFBITLI=C &N FERTE
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VRRP D&% E MR

C9300-1 VRRP B EHER:
C9300-1#tshow vrrp detall 1 D Master (2 S#EhHY Backup) ELVSIKEE

VIan10 - Group 1 - Address-Family IPv4 EIALES
Description is "ipv4test"
State is MASTER

State duration 15 mins 39.644 secs .
Virtual IP address is 172.16.1.1 BY L THARE IP PRLREEZ 5nt={REE MAC

Virtual MAC address is 0000.5E00.0101 TRLRAEERTEET

Advertisement interval is 1000 msec

Preemption enabled

Priority is 100

Master Router is 172.16.1.2 (local), priority is 100 IRTED Master DHEEEL priority EEHEETEEY
Master Advertisement interval is 1000 msec (expires in 898 msec)

Master Down interval is unknown

FLAGS: 1/1

VRRPv3 Advertisements: sent 1042 (errors 0) - rcvd O

VRRPv2 Advertisements: sent O (errors 0) - rcvd O

(LUT )

its affiliates. All r
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3.3 Basic L2 /L3

Cisco Catalyst 9000 1)—X® FHRP

9200 9300

9500

9200L 9300L 24t 9500-H S
HSRP H7R—Fk Network Network Network Network Network
Advantage Advantage Advantage Advantage Advantage
VRRP H7R—Fk Network Network Network Network Network
Essentials Essentials Essentials Essentials Essentials
GLBP H7R—k X X X X X
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3.3 Basic L2 /L3

VRF (Virtual Routing and Forwarding)

o I—T4T T—TILORBILHEMTT .

s 1 DDHBRLEICERDIL—T10T T—TILEREHEL. TNETNADIL—T42F TORILEEMESE D ELAIEETT

o W | BEBAUIA—TIARAFNEFNEZVNITNDDIL—T 42T T—=TILIZOEDIT, IV—T42F T—T I EITIRIILT-
BRI A RIRFICITLNVETD,

VLANT1,2,3

IEEEB02.1¢ IEEEB02.1¢

VLAN4,5,6

VLAN7,8,9

VLAN £ 8—2D x4 R VLAN 4£28—2Jx( R
EJ=rS F1=l%
BT A8 —T(R BT A8 —DT(R

MVRFILBIEF )7 N ERBER IR —ERT S MPLS-VPN THFIhELTz, MPLS-VPN M)
YBESN - BIRDRER (XTVRF-Lite IO N EZ 5N TEELF=A, CCTIE—ELTIVRFIELETY,

and/or its affiliates. All rights reserved. Cisco Public
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| 3.3 Basic L2 /L3

VRF D&% TE

C9500 VRF ME&TE:
C9500-1#conf t
C9500-1(config)#ip vrf RED
C9500-1(config-vrf)#rd 1:100 = 220 VRF Z{ERLTLEY
C9500-1(config-vrf)#exit
C9500-1(config)#ip vrf BLUE —
C9500-1(config-vrf)#rd 2:200
C9500-1(config-vrf)#interface port-channel 2
C9500-1(config-if)#no switchport
C9500-1(config-if)#ip vrf forwarding RED
C9500-1(config-if)#ip address 192.168.1.2 255.255.255.0

(

(

(

(

(

(

(

)
) _
C9500-1 Conﬂg_”c)#no shut VRF O)EQE%{D@—?I{X(ZEFHLi?—

C9500-1(config-if)#interface port-channel 3 (X% IP PELAMA U A—D A RIZHEL EEFSIN
C9500-1(config-if)#no switchport TW5I5E. VRF Qv RICKY#EI bS8
C9500-1(config-if)#ip vrf forwarding BLUE BAALGBLETY)
C9500-1(config-if)#ip address 192.168.2.2 255.255.255.0
C9500-1(config-if)#no shut
C9500-1(config-if)#end

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.3 Basic L2 /L3

VRF D& TEMEEER

C9500 VRF DR EFERR:
C9500-1# show ip route vrf RED

Routing Table: RED

(FPBR)
Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

@ 192.168.1.0/24 is directly connected, Port-channel?2
L 192.168.1.2/32 is directly connected, Port-channel2

C9500-1# show ip route vrf BLUE

Routing Table: BLUE

(FPBR)
Gateway of last resort is not set

192.168.2.0/24 is variably subnetted, 2 subnets, 2 masks
@ 192.168.2.0/24 is directly connected, Port-channel3
L 192.168.2.2/32 is directly connected, Port-channel3

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco Catalyst 9500 M HIZHI R DIL—T 15

T—IIVERBL TV SIREA R TEET
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l 3.3 Basic L2 /L3

Cisco Catalyst 9000 ¢1)—X® VRF

9300 9500

9200L 9200 9300L 9400 9500-H 9600
HR—t O O O O O @
4t R Network Advantage

RAVRFE 1 4 256 256 256 1024
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l 3.3 Basic L2 /L3

IGMP Snooping / MLD Snooping

TLFErRE 1849k B |GMP Snooping
i i - VLAN BT IPv4 TILFHv R+ 8T yhERSCERES
Catalyst 9500 BHWESITHIE T AL THREBDEEZINZ AN TY,

« Catalyst RAYFTIEERMIZEIESNTVET,

« [El— VLAN RIZWBTIILFF ¥ AL /3 ybD Receiver &
AAYFDRE T HETITVT AT ETHENKSIZE
ELZET

Catalyst 9300

cerelys 820 « VLAN BBEET IPv6 TLFEvRb /Sy e R cingat
BWKSITHIHT 5 ETHREBOEEZ IR S TY,

 Catalyst R4/ YF CIEEARMIZENESINTOET,

¢ [E— VLAN RIZWSTILFFv R/ Receiver &R
;g_?—b“éﬁéﬁﬁ’é:t’G?iv?«f‘zﬁ"&ﬁb?ﬁ;L\JﬁI:EM’FL,

1
I
| = MLD Snooping
i
I
]

Receiver Non-Receiver  Non-Receiver

ffiliat All rights reserved isco Pub
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| 3.3 Basic L2 /L3

IGMP Snooping & MLD Snooping D% E &R

IGMP Snooping D& e HEER:
C9300- 1#show ip igmp snooping
Global IGMP Snooping configuration:

IGMP snooping : Enabled
Global PIM Snooping : Disabled
IGMPv3 snooping . Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count D2
Robustness variable D2

Last member query count D2

Last member query interval : 1000
(LATES)

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

MLD Snooping D &&5E:

C9300-1#conf t

C9300-1(config)#ipv6 mld snooping
(C9300-1(config)#ipv6 mld snooping vilan [vlan-id])
C9300-1(config)#end

MLD Snooping M 5% & #EsE:
C9300- 1#show ipv6 mid snooping
Global MLD Snooping configuration:

MLD snooping : Enabled
Global PIM Snooping : Disabled
MLDv2 snooping : Disabled
Listener message suppression : Disabled
TCN solicit query : Disabled

TCN flood query count D2
Robustness variable D2

Last listener query count  : 2
Last listener query interval : 1000
(LATFES)
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3.3 Basic L2 /L3

Cisco Catalyst 9000 1)—X® Multicast Capability

9922OOOOL 99330000L 9400 9288(—)H 9600
IGMP (v1, v2, v3) O @) O O O
IGMP snooping (v1, v2, v3) O O O O @
MLD (v1, v2) O O O O O
MLD snooping (v1, v2) O O O O @
PIM-SM @) @ @) O O
PIM SSM O O O @ @)
PIM Bi-Dir X O~ O* O~ O*

*16.12. 1 L THR—K
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3.4 Q0S

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

QoS
Policing
DTS
WRED
H-Qo0S
Auto-QoS
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l 3.4 QoS

QoS [ HEM

Q N=ANOEBERQGIST4vIESFYT0)
FAETARBOEBRLNILD | WAN BLOEBBETEENFEELTD

Q BEICBBRGT IV r—a a2 Bzl
Voice / Video / Collaboration App etc...
Q FHLWF TN r—2ay  FHEDRATLIZTCHRIGELIZL
Campus LAN / DC LAN TEEIZI—F>2 5T Txis, WAN Edge TRERIZHIZHZHE

Q EITHAKEELGI S TavID N ybEFZELT-LL
(TCP/IP [IRRL ZOA—FZFHIIREEDONT)
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3.4 QoS

Fa—A2y Eeamt
X—%2Y  zHDa—ULy  KUSLY
Marking Queueing & Shaping/

Scheduling / Policing 3

VAN 1S,y ,
7 ER Y
Classification Policing

cST49 0% AIL Beh NS I4v9%
T.IZRTEIZHE  HWEL, RYFT—HD
LEd BEMEHERLET

EDRR RS —H =3 5120 _ o
ROZLVALLS  CpSo uopm REIGHRERIR
T4VIISR—XY ELty B+ ETTVFT

VE #LET
TUWET
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Z(ZHI1T4H QoS D

&% 7€ 51

O EmsnzR—t
s INTYRDI—F T EEFET S
(Cisco Catalyst 9000 +1)—X (&
TI+IET)
cFa—qA2y

O z#H=TEBEINHE
* Trust-CoS / DSCP a<RIZ&
Y, ZHFETIT—FUIEEE
EXS)
o (AT av)v—x245 and / or
Aoy
s Xa—A(vT

@ =mEsnnusk
« R—MEBARMIIC Untrust 125%
€95
o (ATL3av) v—F25 and / or
P2
cFa—Ay
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3.4 QoS

Cisco Catalyst 9000 ¢1)—X QoS EREA A —

Modular QoS Command Line Interface (MQC)

Cisco Catalyst 9000 Y—XBELVFDM®D I0S-XE TINAATIE HBEDREAILTAL T4 HY A EE
T

MQC I&. U TFDaAVKR—R LR ESNET,
class-map — WyFEEIZE DN\ TIO—ZISRELTHE
policy-map — 95 RZEICERSINDR) O — FHOLIVEHETE
service-policy — 51 3—7xA XD HSARIZERINDHFTED policy-map
LS

*ASIC MFTLLEEST=1=8(UADP 2.0, 3.0 etc), \wI7BELEH R —/ILAFE ELTWLNS,
-Cisco Catalyst 2960 EDLEET BE. QoS DAR—ZAHMN MQC R—RIZEBHINTEY ., HED I0S IL—E2D K5I ERTHREHNATHE
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3.4 QoS

MQC ariRk—r2k

1. F3T499 D558 O—
‘class-map”

NS4 v 0ERFEL. VS RIZHEA
2. QS RUL—DEE
“policy-map”
BOIRITR—%EH
BUIRZEIZNZ T4 DNIEETFE

fc

@

lass-map match-all VOIP
match ip dscp 40
lass-map match-all BUS
match ip dscp 32

policy-map QoS-POLICY

class VOIP
priority percent 25
class BUS

3. QS R —ZHEBELUYIEBEA23—T 4 R B |

|
interface g1/0/1
service-policy output DIFFSERV_POLICY

“service-policy”

QoS R —E AL

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

pandwidth remaining percent YU
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3.4 QoS

<—X> 5 KEH
EHFEEBER—F

* Trust Device AR REFESICET. BEDTINAARDITEI—F 2 1T H{EFERIEETT,

o X RBFICEBOT NI REZEETEEEA

interface GigabitEthernet 1/0/1
trust device cisco-phone [or]
trust device cts [or]

trust device ip-camera  [or]
trust device media-player

interface GigabitEthernet 1/0/1
trust device cisco-phone
service-policy input CISCO-IPPHONE

o TNAANBEHEINGLMES Untrust E—RIZEBITLET,
« TV OIETIAILED Trust IREETRIEHYEE A,

Conditional Trust
(COPxILT—i3Y)
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3.4 QoS

N—F27T FHEH
DS AN—ZR Static ¥—F 4
(config)#policy-map QoS

(config-pmap)#class Important
(config-pmap-c)#set ?

Cos Set IEEE 802.1Q/ISL class of service/user priority
dscp Set DSCP in IP(v4) and IPv6 packets
ip Set IP specific values

mpls Set MPLS specific values
precedence Set precedence in IP(v4) and IPv6 packets
gos-group Set QoS Group

policy-map MARKING-POLICY
class VOIP
set dscp ef
class MULTIMEDIA-CONFERENCING
set dscp af41
class SIGNALING
set dscp cs3
class TRANSACTIONAL-DATA
set dscp af21
class BULK-DATA

set dscp af11
class SCAVENGER

set dscp cs'l
class default
set dscp default

B Packet NYHFDI—F2T

CoS - L2 header
DSCP - L3 header
IP Precedence - L3 header

MPLS - MPLS Label

FDMDOT—F 7 1ER

QoS-group (Ingress only)
XEAXRANATOAED
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3.4 QoS

I—FT ZEH

Table Map ZF|BL-&H{ftEv—F%2 5

B Table Map ¥—#%>% (DSCP>COS)

Table Map mapx
from5to 0

default copy
|

i30|iC\/ Map flow
Class flow
set dscp cos table mapx

B Table Map ¥—#>% (COS>DSCP)

Table Map mapx
from 40 t0 O

default copy
|

i30|iC\/ Map flow
Class flow
set cos dscp table mapx

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

CoSbh7ribDSCPOIZ
set

COS5 | DSCP 40  Payload

COS 5 DSCP O Payload

DSCP407:5CoS0
[Zset

COS5 | DSCP 40  Payload

COS 0 | DSCP 40  Payload

¥ CoS to CoS 4 DSCP to DSCP £H/[RETY
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3.4 QoS

Ny D448 ( Classification )

B LUTOI—F T2V EDE
DSCP
CoS - Layer 2

C9200-2(config-cmap)f#match ?

IP Precedence
access-group Access group

VLAN cos IEEE 802.1Q/ISL class of service/user priority values
MPLS dscp Match DSCP in IPv4 and IPv6 packets
group-object Match object-group
QoS-group(HERSAIL) ip IP specific values
mpls Multi Protocol Label Switching specific values
Class-mapdir flash: precedence Match Precedence in IPv4 and IPv6 packets
ACL protocol Protocol
gos-group  Qos-group
IPV4 ACL vlan VLANSs to match
IPV6 ACL
MAC ACL
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3.4 QoS
4#8 ( Classification )

B ACL R—X® Classification

access-list 101 permit ip host 12.4.1.1 host 15.2.1.1

class-map acl-101
description match on access-list 101
match access-group 101

B |ayer 2 CoS R—X M Classification

class-map cos
match cos 34 5

B |ayer 3 DSCP R—X M Classification

class-map dscp
match dscp af21 af22 af23

X TEH T
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3.4 QoS

4#8 ( Classification )

B VLAN ID R—X® Classification

class-map VVLAN
match vlan 110
class-map DVLAN
match vlan 10

B DSCP/Precedence R—X M Classification

class-map prec?2
match ip precedence 2
class-map ef

match ip dscp ef

m [EREE! Classification

class-map child

match ip precedence 2
class-map parent
match class child

e EBI 2
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3.4 QoS
%8 ( Classification ) & 3

B QoS Group R—R®M Classification

class-map voice-interface-1
match ip precedence 5

match qos-
policy-map input-interface-1 group
class voice-interface-1
set gos-group 10 = —_—

class-map voice
match gos-group 10

set qos-group
10

policy-map output-interface
class voice
police 256000

X QoS I IN—TRETNARANDAHTEMGEI—F I TT
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3.4 QoS

Cisco Catalyst 9000 ¥ —X R T DELE

B R—hP VLAN ETHELEMNS 707120 L Tigifilfl, RERERETOHMAETY
HELIREEBASSFBEEELEELY, MET SN TEET,

¥ T—HOH 9% cos2cos. prec2prec. dscp2dscp DHAIEETY
mUT) L—hETaTIL L—RIHIELTWET,
B BRAR—FTIEL. R —TEIZHRK 63 DRYS—ITHIELTLNET,

m Ingress & Egress THIFAREETT,
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| 3.4 QoS

?Rate 3Color tRYS 25 DEE

Violate

CIR

— " B
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3.4 QoS

R ERTEH

policy-map MARKING&POLICING
class VVLAN-VOIP
set dscp ef
police 128k
conform-action transmit
exceed-action drop
class VVLAN-SIGNALING
set dscp ¢s3
police 32k
conform-action transmit
exceed-action drop
class MULTIMEDIA-CONFERENCING
set dscp af41
police bm
conform-action transmit
exceed-action drop
class SIGNALING
set dscp ¢s3
police 32k
conform-action transmit
exceed-action drop

B,y 1% Drop £LLIE) 7—9 37

RETY

R — R—2ADI—U5 I [FT—T I
TYTEERTAEEDAHYR—LFET
Xexceed-action set-dscp-transmit af21
BE BREFIADILBELLELDTEED
WHETY , Table-MapZ ZF LIS

..J[continued] \ table-map TABLE-MAP
class TRANSACTIONAL-DATA map from O to 8
set dscp af21 map from 10 to 8
police 10m map from 18 to 8

conform-action transmit

exceed-action set-dscp-transmit dscp table TABLE-MAP
class BULK-DATA

set dscp af11

police 10m

conform-action transmit

exceed-action set-dscp-transmit dscp table TABLE-MAP
class SCAVENGER

set dscp cs1

police 10m

conform-action transmit

exceed-action drop

class class-default Table-map I$EED IS X THI AR EE
set dscp default <4

police 10m

conform-action transmit /

exceed-action set-dscp-transmit dscp table TABLE-MAP
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3.4 QoS
RS —DEFEHTEER

Switch#sh policy-map interface tenGigabitEthernet1/0/3
TenGigabitEthernet1/0/3

Service-policy input: dscp

Class-map: dscp46 (match-all)
61531 packets
Match: dscp ef (46)
police:
rate 10 %
rate 100000000 bps, burst 3125000 bytes
conformed 61538000 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop
conformed 1242000 bps, exceeded 0000 bps

Class-map: class-default (match-any)
5 packets

+ K—h BT QoS UL —DHMIHE AT
EET.

e Class-map [ZEYRLI=/ Ny bD AT 240,
Conform / Exceed / Violate LT=/X4ybD A
VATERTEET,

« MELLRYS DT L—hEN—RF L—MIHD
TWaM, FoyILTLEESLY,
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| 3.4 QoS

Cisco Catalyst 9000 $V)—X2P6Q3THa—A>T ETIL

% Cisco Catalyst 3650/3850 ) —XLERDETIVEFBET

DSCP

Application

2P6Q3T pendwidh

Network Control (oY) EF PQ Level 1 (10%) [RRACULILL®
Internetwork Control CS6 _ CS5 . WID =
Vo - cs4 PQ Level 2 (20%) %ﬁighted
Broadcast Video _ OS5I 088 Q6 Drop
CS3 & CS2 (BWR 10%)

Multimedia Conferencing

AF4 Q5

Realtime Interactive (BWR 10% + WTD)

Multimedia Streaming

>

Signaling

5 AF2 Q3

Transactional Data Al (BWR 10% + DSCP-Based WTD)

iﬂ
I

Network Management

>

Scavenger

|
|

Best Effort DF Q1 (BWR 25%)

)
3
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| 3.4 QoS

Cisco Catalyst 9200 1)—X

UADP 2.0 Mini /Ay J7 A4 X

Packets to Egress Port Queues

4MB Egress per ASIC 6 MB

~_

0.2MB-0.54MB
Packet Holding ¥ 0.12MB-0.4MB From Stack
Buffer ~— Ingress

Packets from the Stack And

_ Locally Switched Packets
Packets going to Stack

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.4 QoS

Cisco Catalyst 9300 1)—X

UADP 2.0/\y 77 44X Packets to Egress Port Queues

SMB Egress

per ASIC 16 MB
per Core 8 MB

Packet Holding P 0.5MB-1MB
Buffer \ - Ingress |

Packets from the Stack And
Locally Switched Packets

Packets going to Stack

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.4 QoS

Cisco Catalyst 9400 / 9500 1)—X
UADP 2.0 XL 7\y277 44X

Packets to Egress Port Queues

10MB Egress per ASIC 32 MB
per Core 16 MB

Packet Holding
Buffer

Packets from the Stack And
Locally Switched Packets

Packets going to Sta \

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.4 QoS

Cisco Catalyst 9500-H

UADP 3.0 /\w77 H4X
+ Et36MBDE—/\vIFEALH AT —HSTHE

EGRESS(AQM)
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| 3.4 QoS

INYITEIYETOHOEFERZE
Dynamic Threshold and Scaling(DTS)

Switch

Dynamic Shared Pool (DTA based)

ol

Port 1 Port 2 Port N

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

INYT7 1)) —RERFEMN DR
[CEIY B THHEEEL T, DTS &LVD
FIVTVX LB TEASNET,

BENAKETDHE. FO—NIL
R—k JY—XDHHIZEDINT,
BEETRICHENYIT (VIR
NYT7) DREIZEIYETOoNET,

HENYI7ORKEFTO—/N)L
BELTECHLIRATAETY , (k)
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3.4 QoS

DTS M FHEEEATHA

BEXa1—DYIs N\ T7
RAE(GRELZFEAHE)
SoftMax SoftMin - R—K 525N 2DE/ID Shared /Ay T7
SoftMax - £FET— LM SFETES Shared \vI7HR
2 ENHXAE
c
[?) R
1) IN—RALD S sl o
E T RAHAE Port Soft Start - Softmax HjE 4> L1A & B S
g Port Soft End - Softmin & Softmax ASEIZ I/ 28R
@
SoftMin  }..... S O SO
: } Dedicated for fairness
o - VI RyI7OFARS
75% 100%
Port Soft Start Port Soft End

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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© 2019 Cisco

3.4 QoS

Cisco Catalyst 9200 2V)—X T I74JLMREET® DTS

SoftMax

Buffer Threshold

SoftMin

C9200#show platform hardware fed switch 1 gos queue config interface g1/0/1
DATA Port:4 GPN:1 AFD:Disabled FlatAFD:Disabled QoSMap:0 HW Queues: 32 - 39
DrainFast:Disabled PortSoftStart:4 - 732

S —

IN—R I~0)
-5 a‘f—@;

o
100%

Y7k Nyo7ORBEIS

andj/or Its

Port Soft Start Port Soft End

affiliates. All rights reserved. Cisco Public
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3.4 QoS
—— SO m Weight

Queueing ERTEA A—

(config)#tpolicy-map QoS
(config-pmap)#class Important
(config-pmap-c)#?

priority XXX
bandwidth XXX
shape XXX \
|
m WTD Thresholds Qo Priority
(conﬁg)#policy—map QoS Q1 TO T1 T2 Weight 2
(config-pmap)#class Important -
(config-pmap-c)#? - .
queue-limit cos/dscp <value> percent Q2 _ Weight 3
o [ Weight 4
B Queue size
(config)#policy-map QoS Q5 _ Weight 2
(config-pmap)#class Important .
(config-pmap-c)#? Q6 _ Weight 2
gueue-buffers ratio XXX -
> I

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.4 QoS

Queueing

© 2019 Cisco

Front Panel Port

and/or its affiliates

All rights reserved. Cisco Public

&% 7€ 5

AF11 (100%)

AF12 (90%)
AF13 (80%)

SoftMin

policy-map 2P6Q3T

class PRIORITY-QUEUE
priority level 1 === PQ1 &%
police rate percent 10

class VIDEO-PRIORITY-QUEUE
priority level 2 — Pz EEE
police rate percent 20

class DATA-QUEUE Buffer Size #FR%
bandwidth remaining percent <7Aber>
queue-buffers ratio <number>
queue-limit dscp values af13 ¢cs1 percent 80
queue-limit dscp values af12 percent 90
queue-limit dscp values af11 percent 100

class class-default

N WD omEEEE

interface <type> <index>
service-policy output 2P6Q3T
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3.4 QoS

Queue - Buffers Ratio

Fai— A XDIEE

c BX—ITBYLHTEN\YI7EERETEET,

« /RS —NT queue-buffer ratio <=100% IZEBRETIBENHYET,

« 100% KRG CTHRELGE . BRYD/N\VI7EEF1—ITHFICEIYETONETS,

« Non-PQ T 100% £ TCHAETREEEL NS T4y oEROYT T AR ML HD-OFTELADETT,

- BfRR—F | BEAR—FRITHR—FTVET,

« DS AWERIZ "bandwidth”, “Shape”, “priority” DEREMNKHETT,

B Queue size

policy-map 2P6Q3T
class PRIORITY-QUEUE
queue-buffers ratio 5
class VIDEO-PRIORITY-QUEUE
queue-buffers ratio 10
class DATA-QUEUE
queue-buffers ratio 35
class class-default
queue-buffers ratio 45
->Totalis 5+ 10 + 35 + 45 = 100 %

233



3.4 QoS

Queue - Limit

Weighted Tail Drop (WTD)

WTD [FIL—LRA®D QoS INILVEFRALTENETNELGLRBEEZERATEEY .
&¥21—T DSCP. COS IZiEL T 3 DETRIMEEIEE TEE T, XEHEN 1 -2EDEHE %t

YIN\IT7EZREL., BIYYHTONT=/\YIT7HARXD 4 EICBENZEINET,

B WTD Thresholds

Policy-map port_queue_threshold T2 (400% of 100% X queue S/Ze)
Class dscp-1-2-3-4 (20,90,100)
Bandwidth percent 20 77 (90% of 7_2)

Queue-limit dscp 1 percent 80
Queue-limit dscp 2 percent 80

Queue-limit dscp 3 percent 90 o
Queue-limit dscp 4 percent 100 70 (80/0 of TZ)

Queue X size 100%

r its affiliates. All rights reserved. Cisco Public
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3.4 QoS

Queue - Limit
Weighted Tail Drop (WTD)

Cisco Catalyst 9000 ¢1J—XI[& WTD Threshold DAY 1 D, Ft=ld 2 DOBEFIZLUTOLSITEMELET,

B 2DODRHEZRELI-H

Policy-map port_queue_threshold
Class dscp-1-2-3

T2 (400% of 100% queue size )

Bandwidth percent 20 T1 (Y% of T2)
Queue-limit dscp 1 percent X
Queue-limit dscp 2 percent X TO (X% of 7-2)

Queue-limit dscp 3 percent Y

" B—OREEBELI-HI ToL=d0% ©o£0%

Policy-map port_queue_threshold T2 (400%) T2 (400%)
Class dscp-1-2

Bandwidth percent 20 o o
Queue-limit dscp 1 percent Z TT (2% of T2) T1 (90% of T2)

Queue-limit dscp 2 percent Z

TO (80% of T2) T0 (Z% of T2)
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3.4 QoS . .
C9200#tshow platform hardware fed switch 1 gos queue config interface g1/0/1
E DATA Port:4 GPN:1 AFD:Disabled FlatAFD:Disabled QoSMap:0 HW Queues: 32 - 39
" | 0) I — DrainFast:Disabled PortSoftStart:4 - 732
Il_:\ __________________________________________________________

o TIAHILMEQOEQT D2 DDFa2—DEELET, 0 15.81 8 32431 313 0 0 4 976
e QO:arkA—)L/I\yRELIE 9 488 31 472 8 122 4 976

© QLTSI 00 00 o4 s
00 00 0 4 976

QO 1F 81 MN—F /\yI7EEHL 00 00 o4 on

VI INVTFHIERK 8174=324 YK TOHNFET 00 00 0 4 976

Shaped/shared weight shaping_step sharpedWeight

Shared 50 0 0

Shared 75 0 0

Shared 10000
Shared 10000
Shared 10000
Shared 10000
Shared 10000
Shared 10000

Q1 [F/\—F \yo7E#E-§
YTk NI 122 EYETONhES
BARYIh 1\wI7lE 122%4=488

NO O WN—= O
[elololoNoNoloNe]
OO OO O O
OO OO O O

Q14 _
HIOL2: Silai2a = 408 WeightO Max_ThO Min_ThO Weigth1 Max_Th1 Min_Th1 Weight2 Max_Th2 Min_Th2
(Hardmax + Softmax) o ———— T T TR T T

0 322 0 0 360 0 0”405 O
1 388 0 0 434 488 0
2 0 0 O
3

Q1T2: 488(Softmax)

[eNeoloNeole)
O OO OO
O OO OO
O OO OO O
O OO OO O
O OO OO O

0
0
0
0

[oNeoloNe]
[oNoloNe]

2019 co ts affiliat Il right Y o Pub
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3.4 QoS

Softmax Buffer @D ¥iL5E

gos queue-softmax-multiplier <100 - 1200>

PQT USNADF1—0FIATEDY I Ny IT7DRKIEZNRTEES (T 74 /)LMEIF100%)

B Default

C9200#tshow platform hardware fed switch 1 gos queue config interface g1/0/1
DATA Port:4 GPN:1 AFD:Disabled FlatAFD:Disabled QoSMap:0 HW Queues: 32 - 39

DrainFast:Disabled PortSoftStart:3 - 732

976
976
976
976
976
976

NOOMWN—O
ArEEADMBREDMPOI
aror o1 o1 a1 a1
QOO0 O
QOO OOO
QOO OO O
QOO OOO
QOO0 O
WWWwWwww

WeightO Max_ThO Min_ThO Weigth1 Max_Th1 Min_Th1 Weight2 Max_Th2 Min_Th2

NOO~WN—O
OO OO OO OO
[eleoleololoNe)
OO OO OO
OO OO OO
[eleoleololeoNe)

7 324 31 313 0 0 3 976
8 488 31 472 8 122 3 976

OO OO OO

© 2019 Cisco and/or its affiliates. All rights reserved

[oloNoloNoNe)

>0 Public

® 1000%

(C9200#show platform hardware fed switch 1 gos queue config interface g1/0/1
DATA Port:4 GPN:1 AFD:Disabled FlatAFD:Disabled QoSMap:0 HW Queues: 32 - 39
DrainFast:Disabled PortSoftStart:2 - 7320

6 3240 3 303 0 O 5 9760
11 4880 3 457 1 152 5 9760
5 9760
5 9760
5 9760
5 9760
5 9760
5 9760

NOOMWN—O
ARG
aroror o1 a1 a1
QOO OOO
OQOOOOO
QOO OOO
QOO OOO
QOO0 O

WeightO Max_ThO Min_ThO Weigth1 Max_Th1 Min_Th1 Weight2 Max_Th2 Min_Th2

0 2646 0 0 2957 0 0 3321 0
0 3888 0 0 4346 0 0 4880 0

NOOM~WN—O
[eleoleololoNe)
[oleoNoloNoNe)
[eleoleololoNe)
OO OO OO
OO OO OO
OO OO OO
[oloNoloNoNe)

¥ C9500-High Performance®TILIE16.11&YHR—F
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3.4 QoS

BT R —;

policy-map p1

class AutoQos-4.0-Output-Priority-Queue
priority level 1 percent 30

class AutoQos-4.0-Output-Control-Mgmt-Queue
bandwidth percent 10
queue-buffers ratio 10
queue-limit dscp c¢s2 percent 80
queue-limit dscp ¢s3 percent 90
queue-limit dscp cs6 percent 90
queue-limit dscp c¢s7 percent 100

class AutoQos-4.0-Output-Trans-Data-Queue
bandwidth percent 25
queue-buffers ratio 40

bandwidth percent 10
queue-buffers ratio 10
class class-default
bandwidth percent 25
queue-buffers ratio 25
|
class-Map match-any AutoQos-4.0-Output-Priority-Queue
Match dscp cs4 csb ef
Match cos 5
class-Map match-any AutoQos-4.0-Output-Control-Mgmt-Queue
Match dscp cs2 cs3 csb cs7
Match cos 3
class-Map match-any AutoQos-4.0-Output-Trans-Data-Queue
Match dscp af21 af22 af23
Match cos 2
class-Map match-any AutoQos-4.0-Output-Multimedia-Strm-Queue
Match dscp af31 af32 af33

SERDT1—

C9200#sh platform hardware fed switch 1 gqos queue config interface g1/0/1

DATA Port:4 GPN:1 AFD:Disabled FlatAFD:Disabled QoSMap:0 H
DrainFast:Disabled PortSoftStart:3 - 486

DTS Hardmax Softmax “PortSMin  GlblSMin

SoftMax = GblsMin*4

GblsMin=SoftMin

Buffer Ratio 10

Buffer Ratio 40

Buffer Ratio 25

17 30 7 300 00 0.3 648
T 14 011 7832 78 8 193 0438
2 14 0 8 324 31 313 8 (RD€—a48
14 012 80 31 77 8 L20,°3 648
4 14 013 204 31 197 8 48
514 05 00 00 O 648
6 14 05 00 00 O 3 648
714 05 00 00 0 3 648
Priority Shaped/shared weight shaping_step sharpedWeight
0 1 Shaped 850 255 0
1 7 Shared 125 0 0
2 7 Shared 50 0 0
3 7 Shared 125 0 0
4 7 Shared 50 0 0
5 0 Shared 10000 0 0
6 0 Shared 10000 0 0
7 0 Shared 10000 0 0

QO0T2 = 30+30

WeightO Max_ThO Min_ThO Weigth1 Max_Th1 Min_Th1 Weight2 Max_Th2 Min_Th2

47 0 53 0 0 60 0
62 0 69 0 0 78 0

258 0 288 0 0 324 0
0 0 80 0

181 0 0 204 0

OO OO OO OO
()]
W

0
0
0
o 71 0
0
0
0
0

NO O~ WN—-O

Q1T2 = 78(Softmax)
Q1T1 = 78*90%
Q1TO = 78*80%
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3.4 QoS

Xa—A2T b7 a—Fk

Label Z FTDRNMNOI—F T PAYFIERRICEHL ., Queue & Threshold DIVE VT H#HERTEET,

show platform hardware fed switch active qos queue label2gmap gmap-egress-data interface <port>

Egress DATA Queue Mapping - Asic/Core/Port: 0/0/5

VQ | Label

)19 Cisco and/or its affiliates. All rights reserved

Q Threshold

VQ | Label Q Threghol Label Range

Packet Value Reading

Calculate

1-64
65-72
73 - 80
81 -88
89 - 96
97 -127
128-129
130 - 133

-

0, 134 and above

DSCP

CoS

UP Wireless
IP Precedence
MPLS EXP
QoS Group
Control

CPP

Not Used

Label - 1 = DSCP
Label - 65 = CoS
Label - 73 = UP W
Label - 81 = IP Prec
Label - 89 = EXP
Label - 97 = QoS Grp
Internal

Control Policing

Internal

Cisco Public
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3.4 QoS
FREEOLE 7 L) X L
m Tail Drop (TD)

Queue Z@N-LDHLLHELET,

® Weighted Tail Drop (WTD)
1 DM Queue DHTEEEZLIZEED Threshold (LELME) ZiRSD. ZNZEND Threshold ZBA =L DMNSHELET,

m \Weighted Random Early Detection (WRED)
1 DM Queue DHTEEEZLIZEED Threshold (LELME) ZiRSD. ZNZEND Threshold IZKYTUF LIZ/Nr Y ZHELET,

WTD (TD)
Threshold2 ). ... 1.......
(CoS 2,3)
Threshold 1 .....l.......
(CoS 0,1)
Queue
> nizpx

(CoS0,1)  (CoS 2,3)
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3.4 QoS

WRED D &£

BEBER—ZXTN7YNETUA LITROYT$HIET, TCP 7IVEERTT HRAMIGL TEEZRL . REEE M AR I HHEE
TY,

Tail Front
of of
Queue Queue

1y Jn—

— AF13 Min WRED Threshold:
54 41 BRI o EBELIED D

< AF12 Minimum WRED Threshold:
S8 LIS ARI2 /7 EBRELIED S

<z AF11 Minimum WRED Threshold:
S8 LI AR /o E BRI S

IT

XZDREDFITIE AFT1, AF12, AF13 @ Maximum WRED Thresholds A\ 1—®D & (100%) IZH>TLVET,

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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| 3.4 QoS

Cisco Catalyst 9200 21)—X WRED &%

Any 4 Queu

WRED
*PQ LLst

--------------------------------
&

._*
!!!!!!!!!!!!!!!!

SCheduIer%//Y% 77/ 77/ 77/ éf"’

1p7q
2p6q

e

=\

€ 131

policy-map 2P6Q3T

class PRIORITY-QUEUE
priority level 1

class VIDEO-PRIORITY-QUEUE
priority level 2

class DATA-QUEUE
bandwidth remaining percent <number>
gueue-buffers ratio <number>

random-detect dscp-based

random-detect dscp af21 pem\
DSCP R"—X®M WRED
Aaie

y PQ [& WRED EZEAA]

interface <type> <index>
service-policy output 2P6Q3T DSCP AF21 @ WRED
Threshold &

Min60%. Max80IZE%FE
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3.4 QoS

fE=E A QoS (H-QoS)

BHOR)— LARILT QoS BEEIEELT. UMM WVRETO S 70 vV BEERREIZLET,
2 LRNILANTFRBEDIS T4 IR —F LAV 3—T A RITERALE T,
Classification/Marking
Policing
Shaping
BOSATRYO U THRELIGE . FITATEXa—A24 (priority/BW/Shaping) [E TEEH As
HUOSATOR)O O TBEIEFISRTIY—F2T 703> DHYHR—bk,
BLC QoS 7O avIEBRITREFITSRATHETEEH A (1z72L Shaping #k&<)
2USRVI—EVTETBIGEE . RITRATIEZDMD T I3V [EIEE TELGLY,

WRED [£FHRYS —CHE A @RS —TIEEERT)
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l 3.4 QoS
H-QoS A —RT—X
2 LRIVEEFIR ((R—k 2 x—/Y)
policy-map PARENT

class class-default
shape average percent 10

Policer

service-policy CHILD
. PQ1 - VOICE
2 policy-map CHILD — e\ _
o g class VOICE yZ fgggf‘ﬁ Voice 952
N priority level 1 =
o police rate percent 20
(C% G2 class C1
w bandwidth remaining percent 10
Q4 - C3 class C2
bandwidth remaining percent 20
class C3
H—/\ % J bandwidth remaining percent 70

PARENT CHILD

o BMOUSAT 10% IZHKRY .. FUSRIZT Rate 20% TPQ #RYL UG LFET .
o FHOSRTIE 1 F=1d 2 D Priority Queue #1587 FIHE,
o BOUSRATOII—ELYE Class-Default DAHNERELET

or its affiliat All right: served o Pub
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3.4 QoS
H-QoS A —X45—X

£HRIDT
policy-map PARENT

Policer class class-default s B H—
police cir percent 30
service-policy CHILD

policy-map CHILD

Parent class C1
Policer set dscp 10

class C2
set dscp 20

class C3
set dscp 30

)
Y Y
PARENT CHILD

BAR)—RYS T DIGE set DHTHR—F
SNFET, FRV—TD 2 L)L RYS T 1A T

3% Table-Map ot ET—F L F L ARETT
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3.4 QoS
H-QoS 11— X5 —X
Per VLAN /RS 29 8—F2 5
policy-map PARENT

class vlan10 R H—
police rate percent 10 7

Vlan 10 . i
service-policy CHILD
class vlan20
Vlan 20 police rate percent 20
service-policy CHILD
class vlan30
Vlan 30 police rate percent 30
Port service-policy CHILD
policy-map CHILD
class C1
Y Y set dscp 10

PARENT CHILD

BRI —DRI LT DIFE set DHHR—
SNFET, FRV—TD 2 LNV RS J EFH]

3% Table-Map ot ET—F L F L ARETT
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3.4 QoS

H-QoS 1 —RX45—X

HOI—EVITBLUVOFI—F2T [ RIDUT

PARENT

Policer

CHILD

policy-map PARENT

class C1 HARY)H—
shape average percent 10 7
service-policy CHILD

class C3
shape average percent 20
service-policy CHILD

class class-default
shape average percent 30
service-policy CHILD

policy-map CHILD
class C1
police rate percent 10
set dscp 10

3% Table-Map ot ET—F L F L ARETT
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3.4 QoS

Auto QoS

Auto QoS ZFESTET. RYRT—VIIBMT DIHKIATZEIZVTR Iy TERYO—DARRS TS I0T4 AN BEMICK
BRENFT

N=2aVNZEHTTUTIL— BBV ET FRED/A—232(35.0)

auto qgos voip {cisco-phone | cisco-softphone | trust}
auto gos video {cts | ip-camera | media-player}
auto gos classify [police]

auto qos trust {cos | dscp}

B Reference (¥EE)
www.cisco.com/en/US/docs/solutions/Enterprise/Video/autogosmediacampus.pdf
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3.4 QoS

Catalyst 9000 ')—X Auto QoS vb 7> 7L —Fk

class-map match-all AUTOQOS-VOICE-DSCP-PQ1
match dscp ef
class-map match-all AUTOQOS-VIDEO-DSCP-PQ2
match dscp cs4
match dscp af41
match dscp af42
match dscp af43
match dscp csb
class-map match-all AUTOQOS-CONTROL_PLANE-DSCP
match dscp cs2
match dscp ¢s3
match dscp cs6
match dscp cs7
class-map match-all AUTOQOS-MULTIMEDIA_STREAMING-DSCP
match dscp af31
match dscp af32
match dscp af33
class-map match-all AUTOQOS-TRANSACTIONAL_DATA-DSCP
match dscp af21
match dscp af22
match dscp af23
class-map match-all AUTOQOS-BULK_DATA-DSCP
match dscp af11
match dscp af12
match dscp af13
class-map match-all AUTOQOS-SCAVENGER-DSCP
match dscp cs1

DSCP R—R M Egress ¥a—AV 5 %£E1T

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub

policy-map AUTOQOS-Queueing-OUT
class AUTOQOS-VOICE-DSCP-PQ1
priority level 1 percent 10
queue-buffers ratio 5

class AUTOQOS-VIDEO-DSCP-PQ2
priority level 2 percent 33
queue-buffers ratio 5

class AUTOQOS-CONTROL_PLANE-DSCP
bandwidth remaining percent 12
queue-buffers ratio 5

class AUTOQOS-MULTIMEDIA_STREAMING-DSCP
bandwidth remaining percent 18
queue-buffers ratio 10

queue-limit dscp af31 percent 100
queue-limit dscp af32 percent 90
queue-limit dscp af33 percent 80
class AUTOQOS-TRANSACTIONAL_DATA-DSCP
bandwidth remaining percent 18
queue-buffers ratio 10

queue-limit dscp af21 percent 100
queue-limit dscp af22 percent 90
queue-limit dscp af23 percent 80
class AUTOQOS-BULK_DATA-DSCP
bandwidth remaining percent 7
queue-buffers ratio 20

queue-limit dscp af11 percent 100
queue-limit dscp af12 percent 90
queue-limit dscp af13 percent 80
class AUTOQOS-SCAVENGER-DSCP
bandwidth remaining percent 1
queue-buffers ratio 5

class class-default
bandwidth remaining percent 44
queue-buffers ratio 40
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3.5 Security

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

DAI

IP Source Guard
First Hop Security
SISF

Trustworthy

Cisco Secure Boot
MACsec

Y —O 2R
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I 3.5 Security

Dynamic ARP Inspection (DAI)
Dynamic ARP Inspection [&. MAC ZRLRE IP PRLADIVE LG H#RAYFTEEL, FIEX ARP /Ny R HALI-KE NS
FYRT—OEFHHERETT , COMHEEICKY . MEHICKYBEIESNTI-AIE ARP /T ybERE /| FAYT 2XTLRyET—9%SF
YFEF, ZOHEEEIL. DHCP Snooping #eeLH AT HZE T, DHCP [Z&Y IP PRLAZEIVIRASE(IZEHEF ATEETY .

DAl B&gEE FH i

IP:10.1.1.1 ® MAC
. o FIiEPC = 10.1.1.10
Z & “X" T >
7RLR [ “X” ©F = IACX
H—/N:10.1.1.1 B FIEARP
MAC ZRL R [ “A” l |

ZIELT= ARP /4y ERE
AAYFHREFLTLVS ARP 1HE#RE
—HBLEWMES (X, Z{ELT- ARP
INTYNETRE

H—/N1P: 10.1.1.1

1/0/10&7 1/0/1
——

EFHPC:10.1.1.50
MAC=C i MAC=A
MAC 7 FLR P7FLZR VLAN Interface
A 10.1.1.1 10 GigabitEthernet1/0/1
C 10.1.1.50 10 GigabitEthernet1/0/10
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l 3.5 Security

Dynamic ARP inspection

&% 7€ 5

show device-tracking policy DT-PROGRAMMATIC®D 5 51

® DHCP Snooping & DAl &%t

ip dhcp snooping vian 211

. . XsnoopingEX EIZKY. BEIRIIC
ip dhcp snooping

device-trackingsx EMNAYVET .

\ 4

ip arp inspection vian 211

Policy DT-PROGRAMMATIC configuration:

security-level glean

device-role node

gleaning from Neighbor Discovery

gleaning from DHCP

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

limit address-count for IPv4 per mac 1

tracking enable
Policy DT-PROGRAMMATIC is applied on the following targets:
Target Type Policy Feature Target range
vlan 211 VLAN DT-PROGRAMMATIC Device-tracking vlan all

show device-tracking policy default®H 71

B |Interface TT/N\LR FSvx2 5 E2EFH1E

X COKTIX. ip device-trackinghy

interface GigabitEthernet1/0/1
inte 930! 0/ 5. device-trackinglZZELE T

switchport access vian 211
switchport mode access
device-tracking

A 4

Policy default configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:
Target Type Policy Feature Target range
Gi1/0/17 PORT default Device-tracking vlan all

ffiliat Il

¥DT-PROGRAMMATIC &Y%, MEBA L A—DJ A RIZEAT SR
No—hBEshEd
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l 3.5 Security
P Source Guard

IPY—RXA—F#EEEE. IP PRLR ER—FDTVELY T IIWEFRELIOT—TILICTYFLEWN IP MO0 v 0% ERTHIE
[CEY, RER P PRLANODBEEZEHRI 52X T4HETT , COMBEZIALT. KBEZDRYNT—IRAZRAICHL
TEFEY,

ZDH#EBEIL. DHCP Snooping #EEEHFRT HZET. DHCP [2&Y IP PRLRZEIVIRSGZEICHFIARIEETT S

/IP‘J—Zﬁ‘—P*%ﬁEﬁFﬁH% x FEIP = 10.1.1.10 A

F— T LI BHEEN T P }

=7 | FRLAN LD BIEEEN
$AT LEEEI *Eﬁll |
£3 1P {5 on)
_ - 1/0/10 S 1/0/1 - H—/31P: 10.1.1.1
E3IP:10.1.1.50 £ ——=d -
'@‘7 - 9
T—IILOEHRERLGS / MAC7 FLRX IP7FLZR VLAN Interface
R—b VS D BIEEE R oS7 %7 A 10.1.1.1 10 GigabitEthernet1/0/1
C 10.1.1.50 10 GigabitEthernet1/0/10

BYTEL e

k O Ceomndonis e [Pr=e1Q101 B0 }%




l 3.5 Security

IP Source Guard ZE A

® DHCP Snooping ®&%h1k

ip dhcp snooping vian 211
ip dhcp snooping

B Device Tracking MR —Z4ERR

. . . no protocol arp
device-tracking policy TESTO1

limit address-count 100 |0 ARP ERX—EVTLENKIITRELEY
no protocol arp — |« IP Source Guard BMEICIFERELATY

tracking enable
show device-tracking policy TESTO1®M H 5

Policy TESTO1 configuration:
< security-level guard

B nterface T IP source guard Z&#h1t dovicesroe mode
) . ) gleaning from Neighbor Discovery
interface GigabitEthernet1/0/1 gleaning from DHCP

- NOT gleaning from ARP
switchport access vian 211 eonie o G
. XA B—TTARIZ SlISEININE) Ui “
switchport mode access RSB NOT gleaning from protocol unkn
device-tracking attach-policy TESTO g 't‘ggk?r?sgens;tglgoum 100
ip verify source tracking Policy TESTO1 is applied on the following targets:
Target Type Policy Feature Target range
Gi1/0/17 PORT TESTO1 Device-tracking vian all

2019 co ts affiliat Il right Y o Pub
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3.5 Security

IPv6 First Hop Security - RA Guard

A~ IE Router Advertisements ZFE1E

<RA Guard ZL> <RA Guard %Y >
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| 3.5 Security

IPv6 First Hop Security - DHCP Guard

AIE DHCP LARRU R%ZFHLE

<DHCP Guard #L>

FhlE DHCP
H—/I\TT

Host

FhHY DHCP
H—/I\TT

© 2019 Cisco and/or

its affiliates

DHCP Server

First Hop Switch

All rights reserve

<DHCP Guard %Y >

%A% DHCP DHCP Server
H—IINTY

DHCP Request l \
FAAHY DHCP
=
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3.5 Security

RA Guard / DHCP Guard

<RA Guard>

B RAH—F RY—ZEER

ipv6 nd raguard policy TESTO1
device-role host

N FHTRA guardDR) O —ZFH_/ELET

B Interface I[Z RA H—K RYL—&F7H2yF

interface GigabitEthernet1/0/1
switchport access vian 211
switchport mode access
device-tracking

ipv6 nd raguard attach-policy TESTO1

¥Device-Tracking A®MELET

% E 451

<DHCP Guard>
B DHCP H—FK RYL—%#1ER/

ipv6 dhcp guard policy TESTOT
device-role client

X FETDHCP guardDR)—%F/RELET

B |nterface IZ DHCP H—FK RYS—&F7HYF

interface GigabitEthernet1/0/1
switchport access vian 211

switchport mode access
device-tracking

ipv6 dhcp guard attach-policy TESTO1

¥Device-Tracking A®MELET
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3.5 Security

SISF-based Device-Tracking

« Switch Integrated Security Feature based (SISF R—X) M Device Tracking #geld. €D IP Device-Tracking & IPv6
Snooping [T ZFLWLNT /A RIEREH B T HHEEE (I0S-XE 16.3 xLAME) T,

o SISF [F. RAYFBRZELIZF S T4V IEAX—T L. T/NM A IDIMAC BELU IP PRLR)ZHMEL T, FNOE/NAIUT AV
45 F—JNIZEELET

« |EEE 802.1X, Web FZBZE. Cisco TrustSec. LISP 3 &E D ZLDHBENKRBREEFRALET
¢ SISF R—=ZXDT/INAR FouFx2 T, IPvAEIPVODEAZE T R—FLET
« Cisco Catalyst 9000 2')—XTlZ SISF-based Device-Tracking # IP Device-Tracking DREBELTHESIHLELAHYET

show device-tracking database —&Bki

Network Layer Address Link Layer Address Interface vlan privl age state Time left

L 192.168.202.254 0000.0c9f.f460 VI1025 1025 0100 1684mn DOWN

L 192.168.201.254 0000.0c9f .f461 VI1026 1026 0100 1683mn REACHABLE

ARP 192.168.201.51 50f7.22ae.25¢1 Gi1/0/2 1026 0005 4mn REACHABLE 39stry 0

ARP 192.168.201.14 000c.29ec.d0b4 Gi1/0/1 1026 0005 91s REACHABLE 210stry O

DH4 192.168.201.13 000c.29bd.d112 Gi1/0/1 1026 0025 3mn REACHABLE 86 s try 0(590324 s)
ARP 192.168.201.12 000c.29dc.e708 Gi1/0/1 1026 0005 29s REACHABLE 286 stry 0

DH4 192.168.201.11 000c.298f.15e1 Gi1/0/1 1026 0025 65s REACHABLE 247 s try 0(590330 s)
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3.5 Security

SISF-based Device-Tracking O{ERL

FEMER
B 4% T Profile fERAI8ETY ,
BEERKIYLELEEIISNTY

device-tracking policy CFA774/ILEERL T, VLAN
ConfigurationE = [I¥YEBA L A—T A RIEARIEETT

VLAN &KYMBAL L Z—DTTAADHEIEBEINET

BEIEM
TEROETNENDISEESICEBMICERSNET

I[EEE 802.1X, web authentication, Cisco TrustSec, and
IPSG features: enter the ip dhcp snooping vlan vian
command.

Cisco Locator/ID Separation Protocol.
EVPN on VLAN

ip dhcp snooping SXERD BBIERR)S— T IL

C9200-T#show device-tracking policy DT-PROGRAMMATIC
Policy DT-PROGRAMMATIC configuration:

security-level glean

device-role node

gleaning from Neighbor Discovery <ipv6 NDIEERINEF

gleaning from DHCP <ipv6 DHCPIEHRINE B %h
gleaning from ARP <ipv4 ARPIESRINEE I
gleaning from DHCP4 <ipv4 DHCPIERINE B %h

NOT gleaning from protocol unkn
limit address-count for IPv4 per mac 1
tracking enable
Policy DT-PROGRAMMATIC is applied on the following targets:

Target Type Policy Feature Target range

vlan 211 VLAN DT-PROGRAMMATIC Device-tracking vlan all
vian 212 VLAN DT-PROGRAMMATIC Device-tracking vlan all
vlan 213 VLAN DT-PROGRAMMATIC Device-tracking vlan all
vlan 214 VLAN DT-PROGRAMMATIC Device-tracking vlan all
vlan 215 VLAN DT-PROGRAMMATIC Device-tracking vlan all
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3.5 Security

IP Device Tracking EMD3&ELY

IP Device Tracking (IPDT) ®a> 2«44

SISF-Based ®a >4 4
(Cisco 10S XE Denali 16.3.7 LAR&)

ip device tracking probe count
ip device tracking probe delay
ip device tracking probe interval
ip device tracking probe use-svi

ip device tracking probe auto-source [ fallback host-ip-
address subnet-mask] [ override ]

ip device tracking trace-buffer
ip device tracking maximum n

ip device tracking maximum O

clear ip device tracking all

TI2AINME BED) ITHRESH, EETEFEA
TI2AILNME (108 ICRESHh. EETETFEA
device-tracking binding reachable-lifetime

TIAIEDEMELLTHRESh, EETEEEA

device-tracking tracking auto-source [ fallback host-ip-
address subnet-mask] [ override ]

YR—FSATLEEA

device-tracking policy <Policy hame>
limit address-count <n>

YR—FSATLEEA
YR—FSATLEEA

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/16-9/configuration_guide/sec/b_169_sec_3850_cg/configuring_sisf_based_device_tracking.html
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3.5 Security

SISF-Device Tracking En{EfE:E

SISF-DT ZEBMIZLF=EZD Device Tracking T—2R—XMNIKEEL Limit Address Count ZHEZ =B D EIE
ZHERRLET

RO — ip dhcp snooping vlan 1-4094
ip dhcp snooping

C9300 . . .
P5551 \ device-tracking policy TEST
limit address-count 2

Gi1/0/1 no protocol udp
tracking enable

interface GigabitEthernet1/0/1
switchport access vian 5
switchport mode access

device-tracking attach-policy TEST

VLANS 5.5.5.x/24 ‘

% C9300 M DT MHFXAK{EIL 32,000 £FTHETHRETY

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.5 Security

Device Tracking T—3X—XDHEER

Limit address - count 2

C9300-1#show device-tracking database

Binding Table has 3 entries, 2 dynamic (limit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT -
Other Packet, API - API created

Preflevel flags (privl):

0001:MAC and LLA match  0002:Orig trunk 0004:0Orig access

0008:0rig trusted trunk  0010:0Orig trusted access 0020:DHCP assigned

0040:Cga authenticated  0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl age state  Time left
ARP 5.5.5.11 502f.a8b0.f701 Gi1/0/1 5 0005 150s REACHABLE 155 stry O
ARP 5.55.7 580a.2013.ebc1 Gi1/0/1 5 0005 3mn REACHABLE 126 stry O
L 555.1 701£.5301.2cc7 VIS5 5 0100 58mn REACHABL

Local @ SVI ZFRVT 3 BB UBEDT /AR P [FT—3X—RITRFESNFEA
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l 3.5 Security

Limit address count 2 MIRFE TEER RFESR

B ZETINAANST — 2T ~DBERREHER

Node-T#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Node-2#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Node-3#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Device Tracking Table Limit Z#% TH. C9300 M
— SVI(5.5.5.1) NLEEITAEETT
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IP Source Guard g% ELBIEIR R ZEE

Node-T#ping 5.5.5.1 B (C9300 IZ IP Source Guard #iB&2

T e to abort. N
YIS SSGepe S 1SE interface GigabitEthernet1/0/1

Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds: ,
1 switchport access vlan 5

switchport mode access
device-tracking attach-policy TEST
ip verify source tracking

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Node-2#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

?;g:—eiitggneg;gégce o abort - TINAR oYX T—3 R—=RIZHH>THLIP [E
’ BIEA —7rl
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds: BETAITZYES

Success rate is 0 percent (0/5)
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Device Tracking T—3X—XDHEER

Limit address - count 3

C9300-1#show device-tracking database

Binding Table has 4 entries, 3 dynamic (limit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - I[Pv4 DHCP, DH6 - IPv6 DHCP, PKT - Other
Packet, APl - API created

Preflevel flags (privl):

0001:MAC and LLA match  0002:Orig trunk 0004:0Orig access

0008:0rig trusted trunk  0010:0Orig trusted access 0020:DHCP assigned

0040:Cga authenticated  0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlvl age state  Time left
ARP 5.5.5.11 502f.a8b0.f701 Gi1/0/1 5 0005 3mn REACHABLE 128 stry 0
ARP 55.5.8 b08b.cf48.2901 Gi1/0/1 5 0005 2s REACHABLE 307 s
ARP 55.5.7 580a.2013.ebc1 Gi1/0/1 5 0005 3mn REACHABLE 98 stry 0
L 5.5.5.1 701f.5301.2cc7 VIS5 5 0100 68mn REACHABLE

Local @ SVI ZBRUVT 3 BODTRLARIZFT—IILEIZEYET

265



3.5 Security
l Limit address count 3 DIREE CEEIN R IEEER

B BTNAADNDT—, Iz ~DREERRETHEEE

Node-T#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

Node-2#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

G EOBRET— YT ANGEIETHETT

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

Node-3#ping 5.5.5.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 5.5.5.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms
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Trustworthy & X7 L

BBROEETOLRO, MBS / BEDIZET
N—FI2z7EXVVIFIz7DTLE (Integrity) ZBRT R0, HHEADRIDETT,

SEEMHOEFRE:

IN—ROITIE, A—hDRIETEHIERABTHShH.
YIRIITIE. HEASHTULVELD,

BEES D R EVFRE 7 (THREE  (check / validation) ZLZEY,

Y o B

YAV ER WEOTEHEDFRIE BEOEARM
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Trustworthy Y AT LD E ISy

HW/SWDE £ B8R T 2= DILHEH

G . S S S S S S S S S S S S S S ey

Ve N\
| \
|
WETOLR/FE | BB DRI L
|
: :
|
25 HW : HW / SW 1, a—F 12
HEA I WA | DxoiavigE
, |
l | >
TORIIWNEBLINIZY IO T
, IN—RHLT § X
55 1 3:1\\/; Cisco %27 7—Fh
(Authority check) *

SRR 7oh— EFDa—)L (TAM)

v
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TORNERSNIYTRITT
Z A R
’
TOAINEBLENT-
> XX e
/X\ Hﬁ%1t§h7‘:
(Y RIDHER TR S L) Nnya

rits affiliat All rights reserved. Cisco Pub

@

®) E—h s

AN T AR

(/Z:IO)/AF*E]ﬁ)

@ Fryra— |~
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Cisco %27 77—k

Microloader : #2817A+t X (Bootloader / BIOS) DF v #REZ/N—FR 7 LANIIHAHALZEICELT. YINII7DES
%, e HEERLET,

Cisco Secure Boot

ATYT 1 ATvT 2 ATvF 3 ATvT 4
1012210 o
1C )
.5 1o o)
I ¥ I v
CPU CPU CPU
> 2490 0—4 J—FO—#% 0S
/o0 a—4H J—r a4 OS #Fith
J—kO—45% OS #Fxv¥y
Fxv7 X BIORHIE CPU £ TETS
h. N—FYI7IcBBEENS

SHEATT
UEFI e —

ffiliat All rights reserved. Cisco Pub
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3.5 Security
l NSRS 7o h— EDaA—IL (TAM)

N—FOz7DEEH

74470 0—4 74450 a—4
METTIVRAN—ILENSEY T ITT
YOIz 7DOT—~ O—4

X.509 Secure Unique Device ID (SUDI)
BETTTAIVAM—ILENDEEAE
N—KROTT7DI)T7ILES

T I\A R[EH DG

TR
METTIVRA—ILENBF—
TN REF DIEHE
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Cisco ¥xa77—br &SR T7UH— E

YIRIITHN—FIzT7DREEEETFIVY

va—)b

Trust Anchor Module : IEFED/N\—F Dz 7IFEHRMAZENSNI=FvTEEE,, OS K EZEL. ERD/N—FOz7 THAHAEFBR(E

HOLOTHWMGESIZIFa>Y—ILEEIZT—FRT)ILET,

Cisco Secure Boot

ATv7 6

ATYT 1 ATvT 2 ATv7 3 ATYT 4
107530 0
. T ‘ O Lo} ﬂ
I y I v I
CPU CPU CPU CPU CPU
L M0 0—
. & I—tn—4 0S 0s oS
_ SRS T h—
2450 O—4&H J—bo—4 OS %Bath fERmEL EVa—LIE
J—k O—45% OS #Fxv’ A4t RAD BEEAH—EXE
Fvo FIvo i
* BROO&R(E CPU LTRITEN., N—FIzTICRESIS > BEAFA [ YVIroz7EEEFIVY

All right

[ N—Foz7{EEEFTY)
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3.5 Security

J—h7yTRDY I+ T IRELE

XKIAo0 O—5 DREEERTENGEOD, LUREEICRBT HET—IMNKRBLET

B ROMMON Secure Boot Verification

Initializing Hardware ...

System integrity status: 00000610
Rom image verified correctly

System Bootstrap, Version 15.4(3r)S, RELEASE SOFTWARE (fc1)
Copyright (c) 1994-2014 by cisco Systems, Inc.
<snip>

B |OS Secure Boot Verification

<snip>
HHHHHAHHH R R R R
Boot image size = 425853700 (0x19620304) bytes

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate_package: SHA-1 hash:
calculated 334207fa:464503d3:2e7abd5f:160919d0:b425523b
expected 334207fa:464503d3:2e7abd5f:160919d0:b425523b

RSA Signed RELEASE Image Signature Verification Successful.
Package Load Test Latency : 6511 msec

Image validated

<snip>
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MACsec (MAC security)

1—HrybBEZEESILT HEMICKY
BIEZEZINTIABREZEARSNOGENDHYFEEA

Cisco Catalyst 9200 / 9200L [,
L2 7OER RA4yFELT MACsec [Z#HTHIEGELELT=

MACsec DIEBtFvTHEH
A L—MMEBED/N—KD T
MIBTY

1 FA & MACsec Cat 9200 Cat9200L
IOS-XE License IOS-XE License
AAFE 128 Bits SAP 16.10.1 Network Essentials 16.9.1 Network Essentials
128 Bits MKA 16.10.1 Network Essentials 16.9.1 Network Essentials
HRMNDRAYF 128 Bits MKA Xt F 7E i P &
BIER

*MACsec EREMNHE TIRATYF T BEE(E Link Down IZHAD T FEREIVET,
‘HA ¥, RN SR Y F TOMACseclE 16.12. 105 BLTEYET,
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3.5 Security
kK - RAMvFREIZHET5H MACsec BEEE1L
imk - R YFHEIDEESE (IEEE 802.1X ZFIA)

MACsec hifEL\EE MACsec Db L=

\
ed‘

DHCP, HTTP, etc.

SWiT

Swirg, NQ‘ DHCP, HTTP, etc.
L, 120

BHRHIN!

=~

ﬁ BHRELK
Bob
Bob
wWeE wWEE
Step1
IEEE 802.1X &, TR RAUVFEERIIL . M ELGRESIEX—IFHREZmAICEELET
Step2

RAEMDIRELI=YRE— £ —ZFEAL T, MACsec [FBIEZESIELET

% ) HURELT AnyConnect ZFIF (I0S-XE 16.10.1LAF%)
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| 3.5 Security

— End to End MACsec

Bssssssssssssssssssssssssssss (Sup7E/8E,4500X)

Host-to-Switch

Wireless AP to Switch
Switch-to-Switch

Wireless Controller-to-Switch
Router-to-Switch

Router-to-Router over WAN
Router-to-switch in a Branch
Router-to-Router in a DCI

Server-to-Switch in Data Center
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l 3.5 Security

MACsec O F—EHAF—L

MACsec [FF—EBHR X —LIZIETKEC 2 DOLEHEADLBHYET,

SAP MKA
(Security Association Protocol) (MACsec Key Agreement)

= CXIRBOF T AR A 7P \EEE802.1X-2010 THE

PR 24y F RS DHFIF 2J T WREAAVTRBSUL—S
v=a7I)L E—F Y=a7I)L E—F

AAE—F IEEES02.1x £—K EEE802.1x E—F
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3.5 Security

MACsec DEZETEFHE
AAYFREIDEEIE (1/2)

key chain macsectest macsec

cryptographic-algorithm aes-128-cmac 9 9
key-string 0123456789abcdef012345678%abcdef e :"; e
lifetime local 12:12:12 Jan 1 2019 infinite (_—) - v (_-)
mka policy macsectest FR=K| Ay ¢
key-server priority 200 -F—4
macsec-cipher-suite gcm-aes-128 Hdefault ZAYFRARTL T~ a2 EAPOL

Interface gi1/0/10

switchport mode trunk )

macsec network-link AL YFEDEFELED T, "network-link” Z:&RLET
mka policy macsectest

mka pre-shared-key key-chain macsectest

macsec replay-protection window-size 10
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3.5 Security
| MACsec DExRTEAHE

AAYFEIDEEIE (2/2) RAYF A YF

C9200L#show macsec interface gi1/0/10 2 1
MACsec is enabled g/l_ACseC el ( 9 _ U_, ‘ é
Replay protect : enabled .

Replay window : 0 M

Include SCI : yes E‘%ﬂ:éh

Use ES Enable : no f=T7—%3

Use SCB Enable : no RAyFEHRTST— 3 EAPOL
Admin Pt2Pt MAC : forceTrue(1)

Pt2Pt MAC Operational : no

Cipher : GCM-AES-128 AES128 bit THEEIELET

Confidentiality Offset : O

~
___________________

Capabilities

ICV length : 16

Data length change supported: yes
Max. Rx SA : 16

Max. Tx SA: 16

Max. Rx SC : 8

Max. Tx SC : 8

Validate Frames : strict

PN threshold notification support : No 9200 ) —XRfFEEHR—FENTLNBREE{LRM/—H T
Ciphers supported : GCM-AES-128 GCM-AES-128 DHTT

X EE VILTF v — 41— FeRIUIZT MACsec FIFEB, R RA—DYIYEBHYNFEAEL-IRIE, MKA DMEEFENT . ylar OBELIZH+
BEL. ZOBAZVITEEFATELYET,
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T =D

IEEE 802.1X nlL.\nIEO) REr7Eo0—

C.

’ Layer 2 Point-to-Poin| |jsessssss ---;::::;; Layer 3 Link
Supplicant EAP over LAN Authermcator RADIUS, FBEEServer
(EAPoL)
) ) FAPot—Start ’
Beginning
EAPoL Reqguest Identit
EAP-Response Identity: Alice } RADIUS Access Request ’
[AVP: EAP-Response: Alice] )
Middle 4 EAP-Request; PEAP < RADIUS Access-Challenge Multiple
[AVP: EAP-Request PEAP] : Challenge-
EAP-Response: PEAP } - Request
RADIUS Access Reguest p Exchanges
. . Possible
[AVP: EAP-Response: PEAP]
‘ RADIUS Access-Accept
End [ < EAP Success [AVP: EAP Success] ]
AP AN TACHETT

« EAPoL liiﬁL)‘ﬁ‘X‘L\E?ELT&U\ LI “RE T LA FIRELFEEA

« 802X FRELEFIAT HIGE. iR Y TUAUMAIT EAP 2(TEEIRT DRENHYFET
« EAP-TLS (7747>f~nftﬁﬂi) PEAP (A—H#%& | NRD—R)gE
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I —D85

MAC Authentication Bypass (MAB) D7A—

C,

00.0a.95.7f.de.06 Authenticator RADIUS Server

1~ | 4 EAPol  FAP Reguestoldentitv!.. &
1 R 2
1 Ve Y Tow
. < EAPoL: FAP Request-Identity |..}
LI N J :
1 o

R o, ! EAPoL. FAP Request-ldentity |.:

IDZYOPL RIS | | ¢ i

7—9 7oz ¢

ﬂéhéif@ﬁ&ﬁ '{I R 802.1X BBIEEMIAL T \ * IEEE 802.1X M4 L 7ok
- SELTHLBHIO SrobEE | T - MABRS—H
X NTHFETORFHE 5
. __
1
! Any Packet >
I
1
1
I—

281



3.5 Security

I —D85

Central Web Authentlcann(CVVA) ND70—

Authenticator RADIUS Server

< EAPol. FAP Request-ldentitvl. .

47 EAPol - FAP Request-ldentity

< EAPol . FAP Reguest-ldentity _.Z

IHARA 802.1X FREEMFA L 7 i< * |[EEE 802.1X B34/ Ls 7ok

DL THLRYD /Ny EH * MAB 25—}
HBETHEER — Unknown MAC
Any Packet
Username: _ ’
passworc: (I %
gﬁl;fe;w;:ss Your Account ﬁl] BEé*LT:?atX
— (WEB BER—S~DF7ERA0H) | | waacL | O ACCess- ReJeCt
WEBREEEE
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*‘JI‘U gn'b\_IEd)ﬂ_\Zl‘:E_

RAEELET

*‘Jl"j OHIL\DIE':'j:I(:-FEEO)Al'OO):E_

Switch

Single Host

BE— MAC PRLRADAHHEFRI S,
aBLUED MAC 7RLARIE+
FaUTAEREGYFEY

Endpoint 1 Endpomt 2

MuIti—Authentication

FinklX 18, Data imKII4E

r]ﬁ'hnlb Y+ ﬁE—G\ %h%f
irwﬁ-x#(:ﬂ,c B3 5dACL
/ AVLAN RS —%FEAT 5 &
MNHEFT

g

Multi-Domain Auth (MDA)

FNENDFASL>(Voice | Data) T
B— MAC PRLRADH MRS,
BRAOD 2 EBUBED MAC 7
FLRFEFa)THEREGYET

dpoint 2

Multi-Host

Switch

T*JJG) MAC 7" [/Xb\nlunﬁéhét
28 a E ulz#-o);l_\x’"d::ﬁ_*)]o)nlunﬁ%t
%( HFEYL., BBEEE/NAM/NRALET

Authenticated "

Endpoint 2

Endpoint 1
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Cisco Catalyst 9200L ©1)—X

AR FREEFE R Y <)

5 Hub BB FOERIREKZETEL = Multi-auth Z2RTE Th. dotTx, MAB, CWA [XIEEICEMELET

"Rk E—F VLAN 3l dot1x MAB CWA
Single Host ‘L O O O
Dynamic vlan O O O
Authl\e/lgjtlitic_ation AL © © ©
Dynamic vlan O O O
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9 2019 Cisco and/or its affiliates. All right

3.5 Security
=JL =

SZEHID 802.1X MultizBEE + Dynamic VLAN

Cisco Catalyst 9200 L T 802.1X Multi EREE>a3—H T &IZ Dynamic VLAN Z8{ES &5

=

ax &

10.10.30.177

o -
Gi1/0/11

s reserved. Cisco Public
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3.5 Security

ISE EREYTIL

B User 1{§R®EMN

Username Identity Group
user1 vian211
user?2 vlan212

m  E2T] Profile MERE

Network Access Users

/Edt  deadd | [ change Status

@oImport @ Export v

¥ Delete v {yDuplicate

Status Name 4 | User Identity Groups Adrmin

[J @ Enabled ¢ adol staff-graup

[J @ Enabled @ caadmin ALL_ACCOUNTS (default)

] Enabled O sponsar ALL_ACCOUNTS (default)

O Enabled © userl vlan211

O Enabled O user2 vlan212

O Enabled O user3 ALL_ACCOUNTS (default)

O Enabled O userd ALL_ACCOUNTS (default)

AuthZ Profiles Vlan
vian211_permit 211
vian212_permit 212

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:211

Tunnel-Type = 1:13

Tunnel-Medium-Type = 1:6

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:212
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

B EAL—ILOHRE

Identity Group Results
vlan211 vlan211_permit
vlan212 vlan212_permit

© 2019 Cisco and/or its affiliat All rights reserved. Cisco Pub

v Authorization Policy

» Exceptions (0)

Standard

Status Rule Name

wlan211
vlan212

Permit_all

Default

Conditions (identity groups and other conditions)

T wvian211
T wvian212
Ay

DenyAccess

Permissions
vian211_permit

vlan212_permit

PermitAccess
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802.1X R ILFERE R E 4l

aaa new-model AAA DEZNE

aaa authentication dot1x default group radius
aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius SOEE AR FAYLTFAUS TRIET S H—N H I —TEIEE

aaa server radius dynamic-author
client 10.10.30.177 server-key cisco

auth-type all Radius H—/\QDIEHELEFRDIFEHREIETE

dot1x system-auth-control

radius server ISE s g ——
— \ —

address ipv4 10.10.30.177 auth-port 1812 acct-port 1813 Y= jﬁéiﬁ

key cisco

interface GigabitEthernet1/0/11 Interface £ TEREEEANELTILFEREIE—RIZIEE

switchport mode access
device-tracking

authentication host-mode multi-auth
authentication order dot1x mab

authentication port-control auto <FER>
euthentication periodic + C9200L MIRBFEAR—HE mode access TRELET

spanning-tree portfast
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Cisco Catalyst 9200 L show command 1

Cisco Catalyst 9200 L TRILFEBEEMNEIIL 2 DD T NS/ REHERTEET

Switch#fshow authentication sessions int gi1/0/11

Interface MAC Address Method Domain Status Fg Session ID
Gi1/0/11 2852.6168.d101 dot1x DATA Auth A51EOAOA0000004D35EC5E80
Gi1/0/11 2c0b.e9ad.ad81 dot1x DATA Auth A51EOAOAO000004C35EC5378

Key to Session Events Blocked Status Flags:

A - Applying Policy (multi-line status for details)

D - Awaiting Deletion

F - Final Removal in progress

| - Awaiting IIF ID allocation

P - Pushed Session

R - Removing User Profile (multi-line status for details)
U - Applying User Profile (multi-line status for details)
X - Unknown Blocker
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Cisco Catalyst 9200 L show command 2

Switch#show authentication sessions int gi1/0/11 details
Interface: GigabitEthernet1/0/11
IIF-ID: Ox1TAAOAC98
MAC Address: 2c0Ob.e9ad.ad81
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: user1
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: both
Session timeout: 3600s (local), Remaining: 2972s
Timeout action: Reauthenticate
Common Session ID: A5TEOAOA0000004C35EC5378
Acct Session ID: 0x00000009
Handle: 0x1a00000c¢
Current Policy: POLICY_Gi1/0/11

MAC 7KL R 2c0b.e9ad.ad81
#EDOimEROI—5 ID

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:

Vlan Group: Vian: 211 User1 (:7-&'{:/3*1'%) VLAN

211
Method status list:
Method State
dot1x Authc Success

Interface: GigabitEthernet1/0/11
[IF-ID: Ox1D17F138
MAC Address: 2852.6168.d101
IPv6 Address: Unknown
IPv4 Address: Unknown

User-Name: user2 MAC ZRL R
Status: Authorized —_— 2852.6168.d101 %_::]:#gjﬂ“ﬁ;ko)
Domain: DATA :L_.Uz D

Oper host mode: multi-auth
Oper control dir: both
Session timeout: 3600s (local), Remaining: 2975s
Timeout action: Reauthenticate
Common Session ID: A51EO0A0A0000004D35EC5E80
Acct Session ID: 0x0000000a
Handle: 0xc000000d
Current Policy: POLICY_Gi1/0/11

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority
150)
Security Policy: Should Secure

Server Policies:

Vlan Group: Vlan: 212 User2 I:Tﬂ-’f\/éhé VLAN

212
Method status list:
Method State
dot1x Authc Success
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Aits A

Ahalldentity Services Engine

EAS DFER 1

cIs<o

RADIUS Livelog

Misconfigured Supplicants

TACACS Livelog

0

Reports

~ Operations

» Troubleshoot

» Palicy » GuestA

» Adaptive Network Control

» Administration

Misconfigured Network Devices

0

ﬁl Show Live Sessions Q.é} Add or Remove Columns ¥ @» Refresh 0 Reset Repeat Counts

Time v
2019-01-10 05:47:56.460 @
2019-01-10 05:46:59.912 @
2019-01-10 05:46:57.238 @
2019-01-10 05:44:36.602 @

Details Repeat Count

b-b b b

» Work Centers

RADIUS Drops

Client Stopped

0

Authorization Profles | I

Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy
5 08:CC:A7:5F:06:C 08:CC:A7:5F:06:08  Unknown Wired_C9200L >> Wired_MAB >> Default  Wired_C9200L == Permit_al PermitAccess
6 user2 28:52:61:68:D1:01  Unknown Wired_C9200L »> Wired_dotlx >> Default Wired_C9200L =>> vlan212 vlan212_permit
\Gouserd _J 2C:0B:E9:AD:AD:81  Unknown Wired_C9200L »> Wired_dotlx >> Default Wired_C9200L >> vlan211 ylan211_permit
0 28:52:61:68:D1:¢ 28:52:61:68:D1:41  Unknown Wired_C9200L >> Wired_MAB >> Default  Wired_C9200L > Permit_al PermitAccess

2019 C

its affiliates

>0 Public
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EEOS DREER 2

Authentication Details

Source Timestamp

Overview
Event 5200 Authentication succeeded
Username user2 &
Endpoint Id 28:52:61:68:01:01 &
Endpoint Profile Unknown
Authentication Policy Wired_C9200L == Wired_dot1x == Default
Authorization Policy Wired_C9200L == vlan212
Authorization Result vlan212_permit
Result .
State ReauthSession:A51E0ADADD00004735E2C9F0
Class CACS:AS1EDADADDNDOD4735E2CAF0:ise20a/336458508/30
Tunnel-Type (tag=1) VLAN
Tunnel-Medium-Type (tag=1) 802
Tunnel-Private-Group-ID (tag=1) 212

cisco-av-pair

LicenseTypes

profile-name=Unknown

Received Timestamp

Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id

Endpoint Profile

Authentication Identity Store

dentity Group

2019-01-10 04:01:41.787

2019-01-10 04:01:41.788

ise20a

5200 Authentication succeeded

user2

User

28:52:61:68:D1:01

28-52-61-68-D1-01

Unknown

Internal Users

Authentication Method

Authentication Protocol

Service Type

Network Device

Device Type

Location

NAS IPv4 Address

NAS Port Id

NAS Port Type

Authorization Profile

Response Time

User Identity Groups:vlan212,Unknown -

dot1x

EAP-MDS

Framed

C9200L

All Device Types

All Locations
10.10.30.165
GigahitEthernet1/0f11
Ethernet
vlan212_permit

7
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3.5 Security

ZEHI@ CWA Multi 32EE + Dynamic VLAN

Cisco Catalyst 9200 L © CWA Multi F35E » 1 —H T &IZ Dynamic VLAN ZE){ESH 55 EH

WebauthFVLAN: 222
EBEFRVLAN: 211,212 VLAN222 DDHCPZ{E 10.10.30.177

Gi1/0/37 DHCP-U__/ “*
L3RAYF

Gi1/0/41 ip dhcp pool 192.168.122.0

network 192.168.122.0 255.255.255.0
default-router 192.168.122.254
domain-name isetest

option 43 hex f104.0a0a.Teal
dns-server 10.10.30.229

00T —— %iisat Dynamic VLAN 1= DHCPZE
BRYEE 5L Lease Time & 1 2
[SRELFT

Lo100

Radius
Identity Service Engine

C9200-L

PC2 PC4

ften0003

plon0004

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.5 Security
CWA Multi E23IE

aaa new-model

aaa group server radius ISE

server name radius

aaa authentication dot1x default group ISE
aaa authorization network default group ISE
aaa server radius dynamic-author

client 10.10.30.177 server-key cisco]' — CoA T
!

dot1x system-auth-control

!

!

interface GigabitEthernet1/0/37
switchport access vlan 222
switchport mode access

!

interface GigabitEthernet1/0/41
switchport access vlan 222

&% 7€ 5

switchport mode access Device-Tracking BEDNAET

device-tracking +
authentication host-mode multi-auth
authentication order mab

authentication port-control auto

mab

spanning-tree portfast

interface Vlan222
ip address 192.168.122.155 255.255.255.0
|

ip http server

ip http secure-server

!

ip access-list extended redirect
deny icmp any any

deny udp any any eq domain ISE T&5E9 3 redirect EEIL
deny udp any any eq bootps =

deny ip any host 10.10.30.177 ARIT ACL fERALETY

permit tcp any any eq www
permit tcp any any eq 443
|

ip radius source-interface Vlan222
|

snmp-server community public RO
|

!

radius server radius

address ipv4 10.10.30.177 auth-port 1812 acct-port 1813
key cisco
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3.5 Security

ISE ERTFEHTIL

Download ACL DEZ

CWA RIZ7 7t AREFRI 9% ACL & DACL ELTEER

Dowvnloadable ACL List > Temp_Cat2kX
Downloadable ACL

*Name | Temp_Cat2ky]

Description

*DACL Content 5400b/
89 gdomain

10.30.177] ==

ISE @ IP 7RL R

» Check DACL Syntax

| Reset |

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.5 Security

ISE SREH T IL

WEB EREEDRER TOT77A4IILDERTE

TREEER

Authorization Profiles = CWA_Test
Authorization Profile

*Name | CNS_Test

|

Web Redirecton: CWA

CWA F® Authorization Profile #4Ef; ~ ACL: redirect
Value: Self-registration Guest Portal

Description | Default Profile used to redirect users to the CWaA portal,

P

*Access Type |ACCESS_ACCEPT

MNetwork Device Profile g Cisco v &

Serice Template [

Track Movement [ ;

v Common Tasks

-] ¥ Common Tasks /

c

¥/ weh Redirection (C\WaA, MDM, NSF, CPF)

entralized Web Auth - ACL | redirect value | Self-Registered Guest Portal (ct|

Display Certificates Renewal Message

Static IP/Host name/FQDN

| @ pacL name

Temp_Cat2kx v | I—

SFIFEVERLT- DACL Z:#4RL
EX]

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = Temp_Cat2kx
cisco-av-pair = url-redirect-acl=redirect

cisco-av-pair = url-redirect=https:/fip:port/portalfgateway?sessionld=Sessionldvalue&portal=0ce17ad0-6d90-11e5-978e-005056bf2f0agaction=cwa

SERLT= Attribute ZFESBLET
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3.5 Security
o, p
ISE BRET T
WEB RN TAI7 M ILDEE
Dynamic VLAN F® Authorization Profile Z4ERk

Authorization Profiles = vlan211_permit

Authorization Profile

* Name |v|an211 permit I

Description | Y
* Access Type |ACCESS ACCEPT v | v Attributes Details
Access Type = ACCESS_ACCEPT
Network Device Profile | 4% Cisco » & Tunnel-Private-Group-ID = 1:211

Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6
Service Template

Py

Track Movement

SERLT= Attribute ZFERLET

v Common Tasks

DACL Mame

ACL (Fiter-ID)

¢ WLAN TaglD 1 ["Edit Tag | IDMName [211 VLAN211 [ZFE B AEETE

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3.5 Security

ISE SREHY T IL

WEB ZREFE DRI TOT7(ILDE
Dynamic VLAN F® Authorization Profile Z4ERk

Authorization Profiles = vlan212_permit
Authorization Profile

*Name |ylan212 permit |

Description |

)

* Access Type [ACCESS_ACCEPT |

Network Device Profile 4% Cisco « | &

Service Template

Track Movement i

v Common Tasks

DACL Name

ACL (Fiter-ID)

7 WLAN TagD 1 [ Edit Tag |IDMName 212

v Attributes Details

Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:212
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

SERLT= Attribute ZFESELET

VLAN212 [ZRBES B BT

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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I 3.5 Security

RTEYTIL

ISE

Policy Sets D& E

¥ Authentication Policy

v | Wired_MaB

Default

8-

w» Authorization Policy

» Exceptions (0)
Standard

Status  Rule Name
Guest2

Guest1

B owa

ffiliates

- I wired_mag

© Use [ Intemal Endpointss

p

Identity Source Details

< |

Options
If authentication faled REJECT
1 If user not found CONTINUE

Mame Internal Endpoints

| —

and

If process faled DROP

- N tions) Permission
GuestType_Guest1 /|0 Network vlan212_permit
Access:UseCase EQUALS Guest Flow
Network Access:UseCase EQUALS Guest vlan211 _permit
Flowy
Session:PostureStatus EQUALS Unknown CWa_Test

|

Done

Actions -

Wired_MAB T. If user not found BFIZ.
CONTINUE Z&RLE Y

Condition:

Identity Group: GuestType_Guest1 AND
Network Access: UseCase EQUALS Guest Flow
Permission:
Vlan212_permit(5EFEERLT=AuthZ Profile)

Condition:

Network Access: UseCase EQUALS Guest Flow
Permission:

vian211_p8rmit(JeIEEER LT=AuthZ Profile)

Edit | »

Conditionggg | «
Session: PostureStatus EQUALS Unknown
Permission:
CWA_Test(FEIFEMERLT-AuthZ Profile)
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RO DRE

e
AL

Plon0004 [Z[%. vian211_permit M7HA>

/

2019-02-26 00:37:11.416
2019-02-26 00:37:11.209

@ Show Live Sessions 494 Add or Remove Columns = @) Refresh ° Reset Repeat Counts

V4
Refresh | Every 1 minute / ‘I Show| Latest 20 records 'I Wi

00:0C:29:BD:D1: 00:0C:29:BD:D1:12
00:0C:29:8F:15:E 00:0C:29:8F:15:E1

YMWare-Device
YMWare-Device

Wired_C9200L =3 Wir...
Wired_C9200L = Wir...

Wired_C9200L == CWa
Wired_C9200L == CWaA

Time o S|:|T£| Details. |Repeat Count |Identity Endpoint ID Endpoint Profile Authentication Policy Authorization Policy Authorization Profiles Metwork Device
2019-02-26 00:40:59.713 @ Qa d_plonooo4 00:0C:29:0C:E7:08 __Windows10-Works... Wired C9200L > Wir... ‘Wired C9200L >> Gu... vlan211 Eermitl
2019-02-26 00:40:59.713 Q plon0004 00:0C:29:DC:E7:08  Windows10-Works.., Wired_C9200L => Wir... Wired_C9200L >> Gu... vlan211_permit C9200L
2019-02-26 00:40:59,707 Q 00:0C:29:DC:E7:08 C9200L
2019-02-26 00:40:55,103 Q plon0004 00:0C:29:DC:E7:08
2019-02-26 00:37:56.703 o Qa DI ften0003 00:0C:29:EC:D0:B4  Windows10-Works.., Wired_C9200L >> Wir... Wired C9200L >> Gu... vlan212_permit I
2019-02-26 00:37:56.703 Q ften0003 00:0C:29:EC:D0:B4  Unknown Wired_C9200L > Wir... Wired_C9200L >> G vlan212_permit C9200L
2019-02-26 00:37:56.695 Q 00:0C:29:EC:D0:B4 C9200L
2019-02-26 00:37:54.060 Q ften0003 00:0C:29:EC:D0:B4
2019-02-26 00:37:52.397 o Q 00:50:56:57:CA:| 00:50:56:57:CA:BA  YMWare-Device Wired_C9200L >> Wir... Wired_C9200L >> CWa \CWa_Test
2019-02-26 00:37:52,397 Q 00:50:56:57:CA:l 00:50:56:57:CA:BA  YMwWare-Device Wired_C9200L > Wir... Wired_C9200L >> CWA §WA_Test C9200L
2019-02-26 00:37:52.396 o Qa 00:50:56:5A:40:0 00:50:56:5A:40:2C  YMWare-Device Wired_C9200L > Wir... Wired_C9200L >> CWA A_Test
2019-02-26 00:37:52.396 Q 00:50:56:5A:40:0 00:50:56:5A:40:2C  yMWare-Device Wired_C9200L >> Wir... Wired_C9200L >> C\WA Test C9200L
® q
@ a

) and/or its affiliates

All rights reservec

>0 Public

Ften0003 [ZI%. vlan212_permit A7H A
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3.5 Security

CWA £ ® Device Tracking DB

C9200- T1#show device-tracking database

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%

No time source, *04:08:20.008 UTC Tue Feb 26 2019

Binding Table has 12 entries, 10 dynamic (limit 100000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, APl - API
created

Preflevel flags (privl):

0001:MAC and LLA match  0002:Orig trunk 0004:0rig access

0008:0rig trusted trunk  0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated  0080:Cert authenticated 0100:Statically assigned DTDB I Die kA REINES
Network Layer Address Link Layer Address Interface vlan privl age state  Time left

L 212.212.212.254 70b3.17fa.f15a VI212 212 0100 157mn REACHABLE

DH4 212.212.212.1 000c.29ec.dOb4 Gi1/0/41 212 0025 36s REACHABLE 268 s(84669 s)

L 211.211.211.254 70b3.17fa.f141 VI211 211 0100 6976mn REACHABLE

DH4 211.211.211.87 000c.29dc.e708 Gi1/0/41 211 0025 66s REACHABLE 236 s(84859 s)

ARP 211.211.211.85 2¢86.d25f.e9c1 Gi1/0/48 211 0005 1s REACHABLE 307 s(49090 s)

DH4 211.211.211.82 5897.bd31.bf52 Gi1/0/48 211 0025 35s REACHABLE 275 stry 0(48861 s)

ARP 192.168.202.13 000c.29bd.d112 Gi1/0/41 222 0005 28s REACHABLE 280 s

ARP 192.168.201.12 000c.29dc.e708 Gi1/0/41 211 0005 26mn STALE 84486 s

ARP 192.168.201.11 000c.298f.15e1 Gi1/0/41 222 0005 30s REACHABLE 281 s

ARP 192.168.122.110 000c.29dc.e708 Gi1/0/41 211 0005 25mn STALE 85358 s

ARP 192.168.122.108 000c.29dc.e708 Gi1/0/41 211 0005 26mn STALE 83302 s

ARP 169.254.234.131 000c.29dc.e708 Gi1/0/41 211 0005 25mn STALE 85840 s
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ISE TD WEB &

A—HR [ INRT—

alraln = — >
él,'sélc; O T 4= Y f

AR

YAA>

FRER=FUNESTE BESHELI-HEE/ RI-FTHA 2 AL LTSN,
-y
PAZis it

Al 5 ID / Pass Z#FAT

Fho> MMEsEhELIE
T ERERRAL Ty hO—JIc812 A LT R,
27— tF:plon0003

RRD— 6825
:polo
% lon
15 Tokyo

HmsE

ARREEEEH R
RORUS—CAELT R BBECE JRO—F -
BrUBE %z RO— FEBALTIHONST
RTDTIFA B OUSHEHS SR BOET,
SR L . VRV PAIE

foo—Y$27J)L

THOUEDIER

Cisco ARH—HELRIR—S
FHI> bR
TR T BOICLBRRREANL TRV,
k)
polo
i3

lon

2 RR=SIL ID/ Pass # AN
YA A>
FRER=ZINAEDTE., BESNEI-HEE/ RT-FTHI LAY LTIREEW.
-
plon0003
RAvirig i

EEl3022)]

=TANR=F)L

DINALAYE—T
FHTEZ VY 2L THRY BO—2CRELET,
BIFCHRY PO-ITICREM/TEET.

AENE L, WikDH— CREERT SNt Rl
ORI DRF 1 IERESNTOES, BED
Tt s, L

o

i

AR, Wik zamm’u,—r,;m e .

e

Web REDBEENXE. B&L, 0T RUEEIA—EHREA T XA 301
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3.6 AVC

b —2R[fRIE DERRE

~ . REERDT T —a BB
7 L4 R—h 1R CH 5 AT A

L
@
o
o
E
£l EN

its affiliates. All rights rese

L6

ONV

‘_ MO]1ON _,

MSDT7T)r—ay

GMail Exchange
BitTorrent SAP
skype iTunes
CiTRIX Rhapsody
SharePoint Webex
You Tube talk

F—® L4 R—k Il TCP:80) & FIAT 5IFIFLT T
Vir—a BT AR ENDH DS, LELAVYDIFE
HOWENBLETY
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3.6 AVC
TIr—i 3> 50, BEE48 . Sl
HETRHN., BEELGESHE EDRR R—XFH|#HAK) L —

A0

GMail Exchange  SAP skype

Rhapsody

BitTorrent ~ 1Tunes

_ Windows Server
SharePoint

...........

\Webex

iTRi talk
CITRIX You Tube

ORACLE
SIEBEL Google

Granular App Detection Fault Isolation, Troubleshooting Prioritized Applications,
Encrypted Application Performance Assessment Bandwidth Management

ffiliat All rights reserved isco Pub

304



l 3.6 AVC

AVC Hee

Application Recognition (ZFU4r— 3> 885)
« RERTA—T N7y AV ARY 3l
NBARZ: Network Based Application Recognition 2
o BA4F3yy [ TaralL v TvT HL—K
« WRRAL 7I)r—i3y
Visibility (RJ4R4E)
o ORIV TARANY - AB3—TA REfL, ARELL (in,0ut)
* Flexible NetFlow ZFAL=77Ur— 3 GO INE

Control (#FI4H)
s 7T)H5—32 R—X QOS
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3.6 AVC

AVC BEgEES AR

Cisco Catalyst

Cisco Catalyst Cisco Catalyst
9500H 9500/9400 5700 /9208’L s
9600 9300/9300L
. Cisco DNA Essentials
Flexible NetFlow O O O S RABETT
C95/93 LLET. D
NBAR?2 X O* X Cisco DNA Advantage
FAEADBBETT,
C95/93 LI ET., D
Application Base QoS X o~ X Cisco DNA Advantage
A4 ANBETY,

*Catalyst9400 (X, 16. 115 HR—bk
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Flexible NetFlow &5

Cisco DNA Essentials L.t CH|FB eI gE%: N FAAY%L % E 1

flow record IPv4_INGRESS
match ipv4 version
match ipv4 protocol

match ipv4 source address BRAA—ITARA AT input ZREELTLVET , Output
match ipv4 destination address D&% match interface out [ZEEHE,

match transport source-port — LR EDERATIEE: match FERDEEMILa T4 5 HAR
match transport destination-port RS,

match interface input ==
match ipv4 tos

collect interface output
collect counter bytes long
collect counter packets long

flow exporter NETFLOW_TO_STEALTHWATCH VRF ZFIFL7= destination $8EH ATREF DV EERAR—K
description Export Netlfow to Stealthwatch (GI0/0) S IE Export [ R—kEhE A, BETETHE
destination 10.10.31.100 LB ERE SN EH AL

transport udp 2055

flow rrgjolr;tOAr TVVéR[E\ISEM 70—aL94—&LT Stealthwatch Z8ELTWET Pl D
ISl IFe. 5e [ dR—hES 9991 TY, ZH EDT7A—aL YA
exporter NETFLOW_TO_STEALTHWATCH z;g—g%%%?(EéLf? sl 72

cache timeout active 60

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

307
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Flexible NetFlow %€
Cisco DNA Essentials LA_ETH| F AT 8E74 N A RI7E 5% TE 5

B ERIZEZEZLT= monitor {§REMEB AL E2—TxA XD, HLLIE VLAN [Z5&5E
SV A—D A RIZEATEEEA

1. B F—DTD A RATHRBZWNRTIHIHFEDRTE
"HBIRAA—TIA RIZETIRATILELAHYET
interface GigabitEthernet1/0/1

switchport access vlan 10

switchport mode access
ip flow monitor IPv4_NETFLOW_IN input

2. VLAN L CERT 584
*VLAN RZERIBT 5L TORIETINEFEET. VLAN CEICERAAIEZEETEET

vlan configuration 10
ip flow monitor IPv4_NETFLOW_IN input
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| 3.6 AVC _
Flexible NetFlow &5

Cisco DNA Essentials L.t TH|FB eI gE%: N FA#Y%L % E 451

B BERERE : Gi1/0/1 R FDIEERMNSD TELNET 5BIELEEH
C9200-2#show flow monitor IPv4_NETFLOW_IN cache

Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 0
Flows added: 6
Flows aged: 6
- Inactive timeout (15 secs) 6

IPV4 SOURCE ADDRESS: 172.16.1.200
IPV4 DESTINATION ADDRESS: 172.16.1.2

TRNS SOURCE PORT: 32865
TRNS DESTINATION PORT: 23
INTERFACE INPUT: Gi1/0/1
IP VERSION: 4

IP TOS: 0xCO

IP PROTOCOL: 6
interface output: Null

counter bytes long: 515
counter packets long: 11

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

C9200L [& output interface AS Null&ZRYES
C9300/C9500I% output interface HLUNEERIRETY
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Flexible NetFlow

=JLr=
axX AE

Cisco DNA Advantage TZ 75— a iEREMG T 5158 DR EH

flow record LANCOPE1_IN
match ipv4 version

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input

match application name
collect interface output
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

flow exporter NETFLOW_TO_STEALTHWATCH
description Export Netlfow to Stealthwatch
destination 10.10.31.100

transport udp 2055

flow monitor IPv4_NETFLOW

exporter NETFLOW_TO_STEALTHWATCH
cache timeout active 60

record LANCOPE1_IN

match application name T7 77— 3 UIEHREUE
EXD

match ipv4 tos [FFIATELZ L =OHIBRL TS =&
TN r—2 3 UEREINET HIEEIESOEEULD
HIFRATEEEA

L

&
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3.6 AVC
=JL ==

Flexible NetFlow 527

Cisco DNA Advantage T7Z 75— a iEREMG T 5158 DR EH

B FEFIZEZLT= monitor IFREME A 2—TxA RIZKTE
TP —La EREINE T AIESIIMBA R —DI( RIZERTAINELAHYET

*VLAN THERE X TESMHERANESNEE A

interface GigabitEthernet1/0/3

switchport access vian 10
switchport mode trunk
ip flow monitor IPv4_NETFLOW input
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| 3.6 AVC _
Flexible NetFlow &5

Cisco DNA Advantage T7Z 75— a iEREMG T 5158 DR EH

B Bi{EREER - Gi1/0/3 BB T DEEERNSM TELNET SBIEXEHR

C9300-2#tshow flow monitor IPv4_NETFLOW cache

Cache type: Normal (Platform cache)
Cache size: 10000
Current entries: 1
Flows added: 22
Flows aged: 21
- Inactive timeout (15 secs) 21

IPV4 SOURCE ADDRESS: 172.16.1.200
IPV4 DESTINATION ADDRESS: 172.16.1.2

TRNS SOURCE PORT: 13913

TRNS DESTINATION PORT: 23

INTERFACE INPUT: Gi1/0/3 C9300 T APPLICATION NAMEASURE TETINDZ L% FERR
IP VERSION: 4

APPLICATION NAME: port telnet

?éiqﬁecreb%ﬁgng: G%g/ g C9300 TlZ output interface HLINETETLVD

counter packets long: 11

timestamp abs first: 19:18:11.801

timestamp abs last: 19:18:11.801

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NBAR2 EH{KERTE

Cisco DNA Advantage T7 74— 3 &% NBAR2 D& TEFT HIi5E DR EHI

B ERESE
interface GigabitEthernet1/0/3

switchport access vian 10
switchport mode trunk

ip nbar protocol-discovery
m E{ERER
C9300-2#tshow ip nbar protocol-discovery top-n

GigabitEthernet1/0/3 =

Input Qutput
Protocol Packet Count Packet Count
Byte Count Byte Count

5min Bit Rate (bps) 5min Bit Rate (bps)
5min Max Bit Rate (bps) 5min Max Bit Rate (bps)

telnet 315 256
21591 18621
0 0
1000 1000
Total 315 256
21591 18621
0 0
1000 1000

NetFlow T r—La BHRERET HI5E (. nbarfkE
& FNF B2 EZRCA A7 —R EIZERARIEETT AN, 7T
F—a U ERERBLAL FNF SR EILIBATELLV =0,
NBAR2 A A2—2Jx A RIZERELI=HE . FNF (X VLAN (2
RETOIVELHYET

BELIAVA—TARATEDTOLIUAE DEEEFIAESI
TULOMFERRMAIRETY o NetFlow ER7YE(ETT/ 585k D
P BERFXAMYFEA
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3.6 AVC

NBAR2? E{KERTE

Cisco DNA Advantage T7 U4 — 3 &% NBAR2 D& THIFT 558 DX EH

NBAR2 f&4#R % WEB HEEE CHORE | RINLAMTT

jwa ¢+ &S

| aPmnoazoe

RoRE@EIE, EENA—DTIARTEIZEK
RAJRETY

HEEEIIERLEWNAA—DIAREY
Y9 § BT THRETEET

20 T BIED
T [ TR .
N
(1)
PP p— . ©0C9300-24T aPronsase
5 j @ oo "
| it
>
e 2 ) I
» 1] o hernet1 /( L) B85
BT
HERUR AETEHIAE) BT
-
s
o 7u70-49s 0 LI -
2ee-
Obps. T WEVFMGE WANTYr BT
o = >
TR —vas v ERE(% v ERRKR v 26 v X8

18.2k8

100.00 9.8 211k

=
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l 3.6 AVC
O
Jak3ajL/Nvy
Cisco DNA Advantage T® % E 5l

NBAR2 [ZEWNWTT7 T —LavEBRlE TS50 =Fvid. 7Ol Ry o ELTHEMN BT IR SN,
EEIETT7YTT—IDEBETY .

« At RV IDTYTT—b aTUR, ERZAFRBIA, BEICHEETHYELA
| C9300-2(config)#ip nbar protocol-pack flash:pp-adv-cat9k-169.1-34-42.0.0.pack |

C9300-2#show ip nbar version C9300-2#show ip nbar version

NBAR software version: 34 NBAR software version: 34

NBAR minimum backward compatible version: 34 NBAR minimum backward compatible version: 34

Loaded Protocol Pack(s): Loaded Protocol Pack(s):

Name: Advanced Protocol Pack Name: Advanced Protocol Pack

\ersion: 38.0 Version: 42.0

Publisher: Cidco Systems Inc. Publisher; Cisco Systems Inc.

NBAR Engine Version: 34 ngine Version: 34

State: Activi Creation time: Thu Mar 28 10:40:34 UTC 2019

B File: flash:pp-adv-cat9k-169.1-34-42.0.0.pack

in | S=Y WA State: Active

z_‘yj?—bﬁﬁ):fﬁ@/ \—Da U E R TER
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® 41 RYRT—HEER

)R 4 Rk X

—— 10Giga(3t)
—  1Giga(UTP)

<Pl>

SNMP, Syslog, NetFlow
<ISE>
RadiusEBsE ¥ —/\

% 10S-XE 16.9.3 THEE

Gi1/0/13

<NTP>
NTPH—/\
Te2/0/32
e, C9500-2
C9500-1 :
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1/36

Trunk(V200)
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BEa X al—i 3y

HQoS

|
policy-map Queueing
class VolP
priority level 1 percent 10
class VIDEO
priority level 2 percent 20
class IMPORTANT
bandwidth remaining percent 50
class SCAVENGER
bandwidth remaining percent 5
policy-map system-cpp-policy
|

|

interface GigabitEthernet1/0/1
switchport trunk allowed vlan 31,101-110
switchport mode trunk
load-interval 30
channel-group 2 mode active
service-policy output Queueing

|

its affiliates. All rights reserved. Cisco Public

B I/LFXvRXFPIM-SM)

|
ip multicast-routing

ip domain name cisco.com
|

|
interface VIan200
ip address 192.168.200.1 255.255.255.252
ip pim sparse-mode
ip ospf network point-to-point
ip ospf 1 area 0
|

!
ip forward-protocol nd

ip pim bsr-candidate VIan200 0
ip pim rp-candidate VIan200
!
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W E2EE (802.1X)

aaa new-model

|

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius
|

aaa server radius dynamic-author

client 10.10.30.177 server-key cisco

auth-type all

|

radius server ISE

address ipv4 10.10.30.177 auth-port 1812 acct-port 1813
key cisco

|

interface GigabitEthernet1/0/1
switchport mode access
device-tracking

authentication host-mode multi-auth
authentication order dot1x mab
authentication port-control auto
authentication periodic

mab

dot1x pae authenticator
spanning-tree portfast

W ARt (NetFlow)

|
flow record FLOW_RECORD
match ipv4 version
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
|
|
flow exporter NETFLOW_TO_PI
description Export Netlfow to Pl
destination 10.10.30.195
source Loopback0
transport udp 9991
|
|
flow monitor IPv4_NETFLOW
exporter NETFLOW_TO_PI
cache timeout active 60
record FLOW_RECORD

|

interface GigabitEthernet2/0/47
switchport trunk allowed vian 31,101~
110

switchport mode trunk

ip flow monitor IPv4_NETFLOW input
ip flow monitor IPv4_NETFLOW output
load-interval 30

macsec network-link

mka policy macsectest

mka pre-shared-key key-chain
macsectest

channel-group 1 mode active

service-policy output Queueing
|

328



® 42 ERORIUE

f& = SRR Ak

<tREFEFT >
D EFrII LSS E

Gi1

Gi3

EROEFEE
@EOEOE/RIFIY T—T I OEEEEE

Gi1/0/13

Gi2

Gid

Gi1/0/14
Te1 /0 Te1/0/2
T Te1/0/39-2/0/39

C9500-1 Y-
(C9500-40X) 2k

C9300-1
(C9300-24T)
C9200L-1

(C9200L-48T) ==

mEm, |

Te1/0/40-2/0/40

G’O/ 7 Gi0l®

<Pl>

SNMP, Syslog, NetFlow
<|SE>
RadiusiRsEH—/\
<NTP>

NTPH—/\

C9500-2

Stack Cable =

8| (co500-40x)

1 Te2/0/2

Te2/1/8
C9300-2

Seasas sesess ' (C9300-24T)

Gi2/0/2

Gi2/0/48

C9200L-2
wm— (CO200L-48T)

~Gi2/0/1

—  10Giga(3)
— 1Giga(UTP)




® 42 ERORIUE

fEEEERIER

o Yoy Ve PRIV
e o FYEL 8 BYREL L
(=U#) (SUR) (=U#) (U#)
@ C9500-1 BiRES 26 9 29 7
@ C9300-1 BiRES 67 18 69 20
@ C9200-1 BiRES 1680 20 1557 9
@ C9500-1 Yo HEE Tel1/0/1 4 4 93 4
® C9500-1 YU HEE Tel1/0/2 4 3 127 20
® C9300-1 Yo HEE Gi1/0/1 0 3 76 24
@ C9300-1 > HREE Gi1/0/2 0 1 44 26







4.3 AVIT4FaL—3av
=JL ==

axX AE
BRI CERA L 7-BEERDEREANRE LY £9,

7A4AY 27 Yy 7 LTV ZEICKYEREABDRRINE T,

HiE

HYOTIVEREITFAIL

Catalyst 9500 > FILEE

Catalyst 9300 > FILEE

Catalyst 9200 > FILEE

]

C9500_Sample_cfc

]

C9300_Sample_cf¢

]

C9200_Sample_cfc

332



5.1 Cisco DNA &#1)a—2 3>




5.1 Cisco DNA &E#Y1)a1— 3>

Cisco DNA #ZEH9 5I1ZdH1=Y

Cisco Catalyst 9000 ¥\)—XTl&. Cisco DNA Center ZH i EIZIECTIETFIELT
O rEE#ETHIEIZKY, Cisco DNA Y a—L a3 v ERBHLEREEE Y R—NLET,

Foko—4 | TILIITHE
RS — HESH || EIELRA

FHAY

Jaeva=>y
FPaTIUR

2 Cisco
- Stealthwatch
e o ing ...................................
Cisco DNA Center Telemetry

DEIRTT
avkA—)LENTLVS

) a—ia B

334



® 5.1 Cisco DNA #E#EY)1— 30

@i, E=5)Y s
Cisco DNA Center ®E A [Z&Y
Cisco DNA Center TIERYRDI—9T S5 T7URTUAIZKYZRDEA | BRAZESICLET, £f=. Cisco DNA Center TlE®y

I~'7 ID—TEBEMREICTEF via R—RhHY . BEICEBORE. TREDa=U T (EAK) . R —0BERGED—

ok,
EEAA[EELLE T, "~ Cisco DNA Center
HyraR—

PnP H4—/\ o . . S

Cisco DNA Center £ TEIE

HALEE, OV T4 . TN RA A= (I0S%
&) T=4/ZE—

i API AARIEEN BT, AL TS T T -
_ . T —F—Y— LM BEHE =R AL AT EE 5 -
TS T7URTLA ‘
PP I—Yzok Solm= I ‘
FEE-‘-‘ =B RLYF . TAVY LR AP ]
TR BIGET e ° EEBE

B0tz 881t i o
#ERD CNS #RIF -

o A
& Provision Assurance

<]

- @

FHALY | TREDa=DT Ryo— iﬁn‘l'tﬁﬁﬁ FaTFI2R

335



® 5.1 Cisco DNA #E#EY)1— 30

RYNT =BT S
Cisco DNA Center ®E ALY

FAE. MAmK, 7TV r—2aVGEDM Ty EHREREL., AIRIELET,
F=, TOFEBELEITHEAI T OEBFEE 7 LTIV LA ZERLTRYNI—IDFIRERACIS T L OFIKIERGEITRIT

o

FyarR—FICkSRIRIEDH NIF—R O AEZFRELTRE
S 57 Deser - S Diege e -~ S
Network Health ‘ ———— =~
. o ot -
Senasion | ) W—" o o o
~. ® N b=~ R i [— o X
Q L S (hag>. 2 » . e ™ '~ e NS gl -
as o
0— a5 2 @° @@=
R, o s Oonicity @ ot Cammsenvty @ —\ %/
i (/ \\
H I ‘ . I - Fonde Moaon - o ova -~ 1~ s e
] : i J — [ . n swa  com - - e

336



l 5.1 Cisco DNA &2 — 3>

I:IIL.\I:IIE-U-_/ \

Cisco ISE &E#ET HZ&IZLY

BERD VLAN, IP PELAQERERY L BEEICEIECT AT —2av ETIER AV AL EBBLT BTETRIMT—
R EXBEORRIEZEABICLES,

DNA Center [FLEH TS
[ @ # M ] AV—C9 1
- LN ]

£ Aummatlon An‘gcs .“
<ERIE®ELIEL—IL> . - renmai
BROKFHER L . BEAOHGE B8HE ) @ ZHHETag .__' 05ITT] =
@ ¢ 'Eg > f! ¢ ’g N @ @8 loT Tag < ‘-—» -
------ B . ?7%%/}‘6 S ‘_- \3 .:
f¢ R <> & D Y Y SD-Access L

B er N =74 R AN RN o4 T Fabric »

loT {R8xy b7—2 HERRERY T CAT9300/9400 >

J ' Access Layer @ f é} f -
(Fabric Edge) :
)
3
ERZEA > ,:
e *
¢ 0b||
loT XS R E @
W RBEARARIVN F—EEXARED

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

337



® 5.1 Cisco DNA #E#EY)1— 30

TILDIT7 xR RAZECVEREN

Cisco Stealthwatch ZEBA§ A5 &IZ&LY

FURT—0&RKEEX 1) T4 LU —ELTERZEICER/L. L7 REDEBDOFHIRNRZRIRIELT D
CENAREIZAHRYET,

192.168.19.3
- NetFlow {§8ZETITFS T v DREVREERE T H2LT, . o
TILYTT7HAEE,. FilEEHT . Bk aT R H AR D @ T74L(DB) H—1 3> D 10.4.51.5 g N1020021.110
B NTRESRYET s [ | <7D
° [ @ MK mEREEA~OBR) |
2 > N = = > N P — E T / \
. BEETH WERAVEEMELEXBOTZAL 9 = N/ |
D_F%*ﬁﬁjﬁ]’ﬁﬁ'@j‘(} 192.168.13299 ) 1051520/24 I*;;i;ﬁ
~__ § 10.51.53.0/24
L /] | ® nas~ommmsml
7 ~/ / (FEEit-®ETORL)
. . R D—LITER LR EBO YT RYEDRICHR—D /AN
EHDARMFF S TCP, UDP, K—F RFv> RE D EEHETL. ZOMOBRAFECEEE 104322 22 T\ § AvE—db
10.85.232.4
SYN Half Open. ICMP/UDP/Port Flood D 1%
KIBRET INSIUE TP AINEER R—RF51> EomitEL TR
(a7
AR ESED CRC H—/ EBiE P CiSCg |§E SEETHEICKY, FI—MEFT
R—ZSUHBEShI AR THEMICREShE-LEMEERZ S BT I ADMEREL AT REE Y ET

338



6.1 FEHESHE




@ 6.1 FLHLSE
mZIZ

RKEORHNBIZWLWHSIMNTLETLEOIMN?
RINT—OTHADEZS
HABBEDENE
BRI REFEERDRA

v Cisco DNA MR- RanEL A RTE
Cisco Catalyst 9000 1) —X# & ICEL T =Z(H=D LN TLES A,
BHE.RERED RN SE NERICEREMSI-CENRN—RERYEREZSE TV
EFEL=. %DV RA SE (FRELI=-RABER—XRIZTYTT—rEHITTOELNEE R
TULEY,

ASERNERN

AREITBREAVWEE HYMNESITETWVELT,

340



©2019 Cisco Systems, Inc, All rights reserved.

Cisco. Cisco Systems, & & U Cisco Systems AT (&, Cisco Systems, Inc. F1=[EZDEERH DKELH LU ZOMO—EDEICH 5 Z FEEEITEIETT,
AREBFEVITHAMNIBHEIN TV I ZDMOEREZNZTNDENEDOIHETT,

[/8—b—1FE & lpartner WS AEDHEAIXCiscob bttt EDMD /A~ — v THREEKR T HLEDTIEHYE R A, (1502R)
ZOBHDRHEANRZ20208 1 ARENHLDTY,

COBRICRBSINHEREFELKERTIHENDYET .

ol | lol | Iy  YRAVRTLXEREH
T 107-6227 REEERFIR 9-7-1 TYFEHI 27—

C I S c o . http://www.cisco.com/jp

2068-1906-000-X

2019 Cisco « or its affiliat All right: served o Pub



