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2017 %£ 9 B |SAN @ 999 DX FHIBREHIRE, X8.10 TMEIE
2017 &7 B |Y—N\EHAEO7YTA—FRICETEHLNVEEAYE—U DRBAZEEM, Ul A=a— /XREEHE, [X8.10 JJ—R
VCS /N—TarMRF AU kE Expressway A—23 DR F 1AV MERES,
2016 5 12 A |MRA SFAZENEHEHREL, X8.9 Y)—R
2016 %€ 6 A |E#. X8.8 J)—R
2015 &£ 11 A |HFLWTFUIL—E#E A, X8.7 AICEH1T.
2015 &£ 11 B |#HLWLWTFUTL—&E A, X8.7 BICB#1T.
2015 F 7 B |X8.6 ICAT 2ANBEEH,
2015 F 4 B |X8.5.2 B9 B2H#, CRL &#R. CSR AHER—C DT T4)Lk, SAN D 999 DX FHIEEZLEE,
2015 4% 1 B |X8.5.1 DEH A AP R I TVALERBIRT Z51—Y AU 3—TxARDA T avhREASH
FELt, TIAILME, SHA-256 (/\wia FILTYRL)IZERESNET,
2014 £ 12 A |X8.5 AIZEHITSNELTZ, 2050 FO AN EBEYHR—LINTLVEL OID DERMEASHEL
= 8% 2 OpenSSL DHFFERALI-IAZNERMIDFIEBNEESNELS =,
2014 £ 7 B |X8.2 AICHERITSNELIz. A=T77(4FK a3a =4 — a3 B ARBOY—/\GIAZRICERTINI-H#
BIhdArIiay,
2014 % 6 A |X82 128 ETHERIT. 1=774FK 2224/ —a>DEAICET B —/IAZ DO EHAEIE
ShFELT:,
2013 % 12 A
Expressway /A—23>Q#ED)—2Z,
(LABTD VCS DHD/N—U32 &t tb T 5158)X8.1 FIZEH, [Microsoft OCS Z{#AL-SIEAE
DERLIDTEREHIBR. TOpenSSL DA ZFEALEBRZENE R DM IRESETIELETRES &
UBARE1L
2013 4% 2 8 |(VCS MH)CRL BE, TN a—TA2 T  HoWIZII9SAT oS KU —/NDEERAZEDTY
TL—hMZ&B Windwos H—/\ YR—O v DERTE AEIZET BIEFEM,
2012 8 A | (VCS OH)IAEZERERELERT S Expressway X7.2 DHEAEIZBIT 2 FH,
2012 % 2 B | (VCS W& )OpenSSL EH DIEEESH - KIEHBEEILS LUEH,
2011 & 12 B | (VCS O &) BBFEIEDf=b DA+ —F Hi,o
2011 &£ 9 A | (VCS W& )Microsoft Lync 2010(Lync) [CEAT 5 E#,
2010 £ 10 A | (VCS &) FHLLWR X2 AV RAALEE R, SEBAZDE S 1L H LU Microsoft Office
Communications Server(OCS) Gl T 5= DIIBAEERIZETIHAF U RIZDLNTOHOHLL
HER%E0,
2009 £ 11 B |CO=27/ILD#EY—Z,
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I C&IC

Z M Expressway WA ARIE VCS 2 BRI B K3(HYELT-, VCS BEDERIL. BEIZISCTHARIZREHINTLET,
(Cisco.com IZH2EH LY VCS HAKIE, EHARDEA L R—CTHRESN TS VCS N—2a3r TolEHmEANTY)

ZDEAH AR TIL. Cisco Expressway (Expressway) CE 9 % X.509 IS {LAIBAEEERT 5HiEL. ThE Expressway [
A—R33HEICDOVTHBALES .

PKI D E

BRAF— A2 TSRS IF v (PKD) TR, EFa7RBEEHIL (BSEShELUIRESND). ID ZHERTEL NI LARME
nFET ERIE PKI ERDEEYTY,

o BHAF—EBMBX—ORT AT —EFERALTY—NITEETEITHERSIELET . ChEBSIETH-OIHERATELD
[, BEF— (H—NIZEOTHREITR-ND) DHTY,

o TEMNEFER: THRF. TEDESIN\V 1LY —N\DREF—DBAEHLEEFALTY—/\NTELITEET, V51
TOME H—NDRRF—ZFEALT. AL\ EHERTHEICKY . VT ZFYERRBTEET . ChITEY, T2 FH
ENFH—/\DLREFEEIN, BEASHTOWENIEN RSN ET,

o FRIHAR GIAERARFT—DOIV/A—T. F—ORAFICEHTHFERERBLES . COA9T—4IF X.509 X TR, B
B.AAEEOY—N\REEREDHENEENTT .

o FEBAEFx—Y EIHAEICIE. FRELR (CA N MBDOMEX—EFEALTERTEEY, LIz o T, FEBAE(L CA DFEHE (2
X —) T 2T ZFvERERL T, AEAEN CA ITE>TERSN TSI EERIITEE T . Web TSI HEMDISAT
UMIIF ERT S CARIAZE DA IHY ., HLZ DY —/N\DIIAEEHR T HENTEET,

Transport Layer Security (TLS) [£, TCP/IP £y —9 EDRAME DX 1774 TCP EHREMHIL T HIZEAN—XLTY, LR IE.
X2 77% HTTP(HTTPS) (& TLS #EAL TS 74 v 0 Z B LLIERELE T, TLS AL T 51013 ROFIEIHRWVET,

1. YD TCP EmMTONDE, ITAT UMD T DOHEE(BERM— &) LELBEEELET,

2. H—NEINoDOEEEDER. AOEAKS LUV OHRAEIHIGLET,

3. USATUME =/ GEAENEET S CA ITLH>THRIT(BR) SN, BLESNTWVEWIEEHRELET,
4. DIATUME H—N\OREF—THESIEINIIT)IRE O—ILykZEELET,
5

CDOTVIRE =YLy (VTLA TRYIEBST-HORBEN B BERAEDLELD) X, [RRE— O—ILyMZEERT S
FEOIERSN., COYRE— S—JLybEERALTIO TLS EyiavORYDBEN VAT UMY —/\BETESILENET,

ROETIE, Zhdd PKI aVR—R & Expressway TEDKSIZHERATESMIDWTHRBALET,
Expressway COEERRE DR EDITE

Expressway (&R0 B TIHHAEELEELFET,
o TLS(HTTPS)#E#iIZ&D X774 HTTP
o SIPITFYLY  IURRAVEEEURA /18— J—2D TLS i
¢ Unified CM, Cisco TMS. LDAP H—/\E KU syslog —/\ g EDMD T AT L~ DIER
{EEECELRR (CA) DIEHED ANEBEET HEHE RN AL (CRL) ZFEAL TEFKEL TV DD T/NA RERIELET

H—/\GIAZLMBEX—FHRAL T, BELFEIIAEFIRML. Expressway BNEDT /NS RATHHEVWIFINEFRRLET . Thit.
Microsoft Lync F7z[& Unified CM ZHE DBEIET /NARE LY Web 1V A—TxA REFATIEBEENFEATEET,


http://www.cisco.com/c/en/us/support/unified-communications/telepresence-video-communication-server-vcs/tsd-products-support-series-home.html

Cisco Expressway FEBAZEDEREERICET S

SEBAZE (L. Expressway ZHAILET . TS, FRICK o TREBIN IS T4 INIL—T AV T SNB BRI EENE T YTRED—
ETHHBERE . ThdD HEIT Expressway DNEHD BTN L> TERH#INH5HES . RFC5922 DHAF U RIZH>T X.509 DHJ
DIOk TRTINERTVBENHYET, SEBAEICIL. Expressway BREISREDEAD FQDN B EFENTWIRELNHYET,
ROYANZEGEIREINFEAETILIZIELT X509 YTz IMIEOILENHLIEDERLET,

Expressway D75 R AEESNENEE :

o HITUHLDHEA = Expressway @ FQDN
o HIDIJLDRESR = EROFFE*

Expressway B9 5 244t &4, Expressway C EIZ{ERIDIBAENHZIHE

o HITIVNDHEEFR = V5XF @ FQDN
o HITIHMDHRESR = Expressway E 7D FQDN., 75 X4 M FQDN*

AEBZE E R ODETE

X.509 FEEAZE Y —R/IN\—T A MSIRMEINDZEAHYET , Ff=1E. OpenSSL 1 EDIEBAEHKITL X T LA Microsoft FREEHAE
DF7TVr—2a  TCERATEDY—ILTERINDIIELHYET , BEESNREF(EITANRETO Expressway DEA TIEAHER
TEBRINEIAEEZFERATEETN., BRI RABNSRBEIN Y —RN\—T(AEBHEEHELET,

SIBAZNERKICITEE 3 REOTOEAAHYET,
o RT—U 1:WEBEX—DER
o RT—L 2:GIAZERMDIER
o RT—L 3 AIBAZDEBLER
ZDI=a7ITIE, JLI—HEEBAE, Expressway D IS4 7 UMY —/\GEHE, BLUMBEX—ZERITERB A EEFRTLET,
o [EIAZELER(CSR) DA (7 R—2) I1TIL., Expressway BAZFEALEMBEX—LIBAZEROAER G EIC DL TERHA
l/i'd_o
o [{+8% 2:0pneSSL DHEFERHALI-FEAZ D E L (18 R—D) ITIX, H—F/I—F71®D CA £=IEZABNIZEE ST CA TEFE
FAT&% OpenSSL EREMOTOERIZDNVTEHRBALES .

HE TLS ZEDHE . VCS OY—/GEAE R IFIT7 U MEIAEELTHERMTIRET, VCS AUF17 Uk TS REL TS —/NIC
REALTEDLICTIREAHYFEY (MFR 5: VST U MEAZE L UVY —/ GEAEZHITT 572D AD CS DAL (25 R—
D) NESRLTZEL,

BE:

o *—EMBAIL MO ROAEEH—R/IN—TA DAV TSACSIF v ~AD TLS HEfEEERET 57612 SAN ITIkEFELET . &
BEFXEFETHAIIC. EAITETEIRFAUMESRBLTESL,

o TAIRH—FRIIBAZEE, HR—FFRERD Y ITRAMUES—ERLEEEL, SAN(H TP/ DRBR)GIAELVYELREE
MNMEWLSEELBHYET , Expressway [ETAILEA—RIEEAEEZ Y R—FLTOEF A,

o 2050 FLURODBFOMRBARICEENMALGNET . EDT=H. EHNHRBA TN LUROGEAEICL > TER LOREM S|
SRISNDAREMELHYFET .
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AEBHEZERESK (CSR) DR

CSR 2. MEFXF—DFEED ID FHRVIEENET, Tz, BEEHFEMAZOERD=OITH—R/—TFIEAE ORI
T EMNTEET, 1=, Microsoft ZBEEEFET=IL OpenSSL HEDT TUr—L 3> CHERATEET,

Expressway {8/ L 7z CSR D1EAY,

Expressway [3H—/\DIIAEZEREREZENTEET . TD=O. FIAEEREZLERL. RIS T 5-OITHEKEEZHERT AL EE
HYFEE A

CSR ZEMT BIZIF. RDOFIEEZETLET .

1. [AvTF>ZX(Maintenance)] > [F 2T+ (Security) ] > [H—/\EEBAE (Server certificate) ] ITBEILE T,
[CSR D4k (Generate CSR)] &%) T [CSR MERL (Generate CSR)] X—JI=BBILET
3. HBREICRERTONT(EAALET,

« Expressway AUSRSD—HTHHBE. 14— ERBLIFSAMEL AT L (B A=) ESBLTHEL,

e Expressway MA=TJ7/K 222 =45 —230DVY)a—avD—ETHAIBEE. [2=ZT7(FK aZa=45—3>0DH—\
SEBAEE (8 R—D) 1ZBHBLTESLY,

o FFEAZERICIL, SIBAZCHERAINDIARFT—&. V547U EKUH—/ 5D Enhanced Key Usage (EKU) DLEEAY
BEMICEENET,

[CSR M 1ERL (Generate CSR) 1 &9 ILET , VAT LN ELREREEETIMEF—ZERLET,

WEBE—IL. Expressway [CREIZEFSN ., RRFLIFIF 00— KRFTEILETEEF A, BAEBICHLTEREX—Z6T
LTIEAEYERA,

5. [H—/\EEBAZ (Server certificate) ] R—UICRYE T, V¥ A—/NLERFEICEALTETTEDZLEIRD EBYTT,
o FEIRITEETEDRLIICO—HIL T7MI DARATLIZERES JoO—FLET, I7MILEREFT HESROONET (EE
DERBIFTTIHIZL->TELRYED),

e BEDERDIXR(AMAIZERMATERRTSIZIE [FRR(ES1E) (Show (decoded))] 0wy, Fizld raw XX TI74A
IWERFRT BIZIE [RR(PEM 774)L) (Show (PEM file))] #9UvILET) .

N

>

GE)

o THEIZT DDERBERETEZEITSEDHIENTEEY , ThI. Expressway NREDEKRICEER (Ton=-MEX— T74
WEEBHT DRENHH=DTT . RAEDERZREEL. HILLWERZERMIBT HIZIE. [CSR DBEE (Discard CSR)] 71 vIL
ij—o

e /N—23U X85.1 S, A—H AUATT—RIZHFADTRAN PILTYRLEERTESTEHA T avhblEd, TI4ILETIE
SHA-256 [ZERESNTEY., SHA-1, SHA-384, F1=1d SHA-512 ITEE T34 T avhHyzET,

o /N\—23Y X8.10 LIETIL, SHA-1 ZBIRTEFEE A,
CCTEREREL, ERFH PEM SIRAZ 7MLV EERMT AV ELHYET . EDIT7AIVES —R/N\—T 4 ORERREEHEI ITEL=Y,

Microsoft F2EE /B (TMicrosoft ZRIEREFEAL-ERDAZBLIAEDERK (11 R—2) 1% S H8) F1=I1% OpenSSL (IOpenSSL %{#
AL RELTOEIE (20 R—2) 1B B) LA EHLETHERALEYTAIENTEET,

BZEHDY—/NIAEZEERAR/HSZIEL-LE (X, TExpressway ~DIEBAEL LV F—DO—K (13 R—2) ITHEASh TV, E
EYIZ Expressway [Z7YyTO—KI2BERHYET,
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T—/\GEREE T AR AT I
CSR DAERMKICIE. 1 DOBRELUBEF—DMASDENZOETEMICERSNET .

Expressway DV S RAANHDEE L. FETFTRANDEREREERTIVENHYET . CNOOERIZZDE. BRIAR/ITEEL.
RENF=Y—/EAZEZEET HRETICTYIO—FT2RENHYET,

ELWH—/\ESIRAENEYLETIZT7YTO— RSN TR EEERTIDEAHYET, T5THLE, BETIZRESNE-BELX—N
7y O—REn-EIBAZEICRIGLER A

A=Z774 K O 22— 3 0O — ) \GIFAEEH

Cisco Unified CM (DEFREZE

Mobile & Remote Access TEZ7%: Cisco Unified Communications Manager §EBAE (&, RD 2 DT,
e CallManager SFBRZE
e tomcat SIBAE

ZhbDEEBAZEX Cisco Unified Communications Manager [(CEEIMIZA VA b—)LE, T+ TEEEL SN TRIL—#R 4
(CN)EHBET,

CA Ik > TERLA SN AIAEEERATILEHELET L. BECERMBAZEZERATIHIEE. 2 DOMHAZED—RAILELDID
ENHYET , Expressway TIERIL CN D 2 DO BB RAFBAELHFAISNE A, TDT=H. CallManager & tomcat DB 2
EZIIAEN Expressway DIEfEENT= CA XM EHSN=FL CN £ D154 . Expressway [ZZD535MD 1 DLAMMEETEE
BA, DFY. Expressway-C & Cisco Unified Communications Manager B0 t¥27 HTTP F1=(dtX17 SIP (ZXBELET,

Ft=. YR aSKRL—Yay YRATFAL Y)—R 10.5.2 HOERZIZH LT tomeat sSEBAZNDEREREERT DB S, CSCusa7235 (2
EETHIRELABHBYET ., /—FD FQDN BT HMEB R (SAN) TUNJELTIIBAEIZEEN S LS12F 518, CORIELZREY
BDHERHYFET, VIJ—R /—bD Web R—TZ8H 5 Expressway X8.5.3 DUY/—X /—HZRIBEDFENTEHINTLET,

IM and Presence Service (DiFBA=

XMPP 2#RY 5B 4E . EE%4 IM and Presence Service sFBAZ(L. XD 2 DTY,

e cup-xmpp iEBAE

e tomcat iFHRE

CA ICk>TELSNAIAELHERATAILEHELFT L. BECERMAEZHERTIIEE. 2 DOMAED—RAILELTDI0
ENHYET , Expressway TIEEL CN 22 2 DO B ERFHAEXHFAIINE R AL cup-xmpp FIBAEL tomcat(B2ER) 5T
BAZEHNEL CN #2154 . Expressway (EZD55M 1 DLAEFEHE T . Cisco Expressway H—/3& IM and Presence Service
Y—/\ED —ED TLS HITHNKRBLET , F#MIC DL TIE, CSCve56019 S L TZELY,


https://tools.cisco.com/bugsearch/bug/CSCus47235
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-release-notes-list.html
https://bst.cloudapps.cisco.com/bugsearch/bug/cscve56019
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Expressway FRAZ

Expressway MIEBAEE L ER (CSR)Y—ILTlE. Expressway THR—,ENBI1=T7A(F a3a =4~ —a #e(CBEL-BEE&ET S
IO HOMEB R (SAN) [IZTDOWTHEREAROLN ., SAHRAFENFET,

ROFKIE. EDIZT7AF 332 =7 —2a0 DEEEICED CSR RBEBDERNEAENLINERLET,

HIOTOMBRELTROIAR *’a}iﬁﬂﬂ LES

€=, o DEMTCSR 2EKT 254D

ENAI)L &YE— Jabber Guest XMPP Jx5L— |ESRR Y—E
N A abber faues 3y SHRR aA—)L

Unified CM &K A1
(RASV BRI HDT | Thid(E Unified CM SIP B8R A | coAHNRE - - B
L EYUEH—ERBRHBRAMVERBELAHYET)

Expressway-E

XMPP Zz7L—3> FASLY _ _ Expressway-E _
TOHHE
IM and Presence DF ¥k /—K TA)F7X
(FzTL—TYR TI—TF Frubh) B N 7R -
Unified CM B+ ¥%a)5¢ 7OT7(IL% Expressway-C _ . B
TOHLE
(SR ESINI=V AT LD #H)Expressway T A3 4 Expressway-C | Expressway-C | Expressway-C

TOHBLE TOHLE TOHLE

(6=

Frouk /J—R TAJTREEMT 5H ., BEIZERT 5I5E . Expressway-C ADFH LS —/FIBAZEDERMN B EICHLHIE
NHYET, DFY. IM and Presence /—FHBBIMESNEZHNERINERTINSIGE ., TIEHLL TLS EFEtX1UT+ 70
T7AILDEMENDHEEEE T,

FLWLWFY Uk /J—F TAYT AN AT LIZENESNBIZES ., =1 CM N XMPP JzF7L—33> FAMUNEBRSNBHE (L.
#LL> Cisco Expressway-E DFEBAEZER TSR ELHYET,

HLLTyTO—FEN-H—/ GEAEEENICT BIZ(L. Expressway ZBEH T 2LELHYET

Expressway-C/Expressway-E D Z D#EEEEHICDOVTOFEMIE. RO ESYTT,

Expressway-C DY —/\iEBAZEDOEH

Expressway-C H—/N\SEBAZETIEH IOV DREBLDIAMI ROBFRZEHIDLENHYET,

Unified CM BiEt¥ 1T« TAT77MIE BEELENi- TLS BIZEBEIN. VE—F PUEREVDELT BT NS RIZFERE
3 Unified CM OB&EEtx )70 TOI77/ILD LRI, FQODN BRXEFERAL. EROIVN FTHhU I TRYYET,

RELLELTEXATEETOI7/ILEF DI LI, Unified CM BNEDTOT7AIVEFERT BT NARANDAYE—CFERET
515412, Expressway-C & TLS B THEIETEHILERLKLET,

IM and Presence Fxvybk /—F TAY7 X (ZzTL—FYF F)IL—F Fxvh) :IM and Presence 4 —/\THREINEF ¥ vk
/J—R TA)F7 R (t=£Z & chatroom1.example.com), chb(d, FzTFL—TFYRELILED TLS 2MHL=TIL—T Frurx
HR—,F312T7(K 222 =5 —330 XMPP 72T L—LavEAICOABETY,

Expressway-C [&—&®D IM&P H—/\##&HE T 5H&. CSR ITFvvk /—K TAYTRE=BHMIZEDHET .

CSRE#=4E/MTHEEE. Fyyh /—F TAUFRIZDNS BREFERTHEEHELET, Expressway-E H—/EEBAZE DX
BLIZIE. BA—DOFvyk /—K I()T7REZEHILENHYET,
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1:Expressway-C @ CSR Lz RL—ETDtF1T« TATFPAILELUFvYb /—F TA)FRIHTEHH TSz IME
B2DODAN

AMernative name

DhS:x hatmode ! xmgp. example.com

DhS:chy

2. xmpg. example. om

DNS:D X80T Sprofie. axample : om

Expressway-E QY —/\SIHEDEH

Expressway-E H—/\SEBAEIZIE. ZDOH T O IME LA (SAN) DURMIRDEZRINEENDIDHENHYET,

Unified CM &8%kF A2 :Unified CM M Z 4% A< Expressway-C THRESNTNETRTDRASY , TURIRAU L FTINA R
& Expressway-E B X175 BEIHETT,

Expressway D% & Expressway-E OFEBRAZIZFEAEN S Unified CM R ASU IS, —ERBHEFIZ _collab-edge
DNS SRV La—R#/LyH 7y 79 % Mobile & Remote Access 9517V MI&>THEASNET, ZhiZkY. Unified CM T
@ MRA ZSZHIEICHY. —ERBRHIZRIBET,

NN —ERBRBREASUIE SIP BEERAMVE—HTEIELLENTELHYET . ChITBRAEICKYELGDO., — 8
TEIBEEBYFERA, EZE HRARYET—HD Unified CM T .local =3 EBRTB2TSAR—k AL ZFAL.
Expressway-E FQDN &H—ERBEHIZ/ATYvY FAMU &% E AT SEEDIHS . Expressway-E DFFBAZEIZ/AT) v KA
12%% SAN ELTEOHIDBELHYET , Unified CM TERT ET5AR—k FAMVEEEHIBEIEHYFEL A TP K
A DH%E SAN ELTURRT BRELABHYET .

DNS B RX#FIRL. EX FQDN #FEITIEELE T . EHOF AU HBELIFEIL FQDN #h I TRUIYET, KHUIZ
CollabEdgeDNS W RX#EEIRT BE. AALIZRALUIZT) T4 YD R collab-edge. MBMEINET , COWRKIE, byT LA
FAL%Z SAN ELTEHTAKBWMNMGEIZHRINET (RORY) =2 avkDFlESRLTIZEW),

XMPP 71 FL—23y RALY IRAVRY— KAk XMPP JxFL—2avIZERT B3R A, Thinld, IMP H—/\THE
S XMPP 2xFL—L 3> DR AL ELT Expressway-C THEREITIHELAHYET,

DNS fe%#ZIRL ., LE7% FQDN #F BN CHEELET . ERORASUHRLELIHEIL FQDN AV I TRUVET,

XMPPAddress sz ERLAELTESLY, 2O L CA IZE>THR—FENAEWL T REMEAHY . Expressway Y I+Ix7
DFEDN—TaV TR LESNWAEAEEELHYET .

IM and Presence Fx¥vk /—F TAV7RX(FzTL—FYF I —F F¥ybh) :Expressway-C DIFBAETA Sz D&

FELFryh /—F TAUFZRAD YL, 72T L—TIREREED TLS MLV I —T FovhEdR—tFE5BEFLTLEVR
DEANZDHBETY,

Frovk /J—F TAJT7AD) XM E. Expressway-C D519 % [CSR DYERK (Generate CSR) | R—UhbaE—TEAHIEIC
FEELTLESLY,

10
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2:Expressway-E @ CSR UL —4TO Unified CM ZF A2 XMPP 7z 7L —23Y FASY &UFvyk /—
FIA)7RIZHTEH T IOMEBBADAR

Alternative name

FODM of Exg ¥ cluster plus FOON of ihis pesr v i

examplo.com Format | ColabEdgaDNS ¥
waarnphe. com Format | DNS

chamnode! example.com,chanade?. example.com Fomat | DMS

ill appesar DNSwese axample.com

DHSaxample.com

DNSxchatnoda axample.cam
DWSachatnoda? axample.cam

Expressway REH MK X—Z D[ Cisco Expressway Certificate Creation and Use Deployment Guidelx 5B L TLE&lY,

Microsoft 5RsFE % LIeZERDEEA & SFRRE D4R

ZZTIlE. Microsoft BREIREERAL T, SIBAZERZKEL PEM SIBAE D7/ IILEERT B AEIZDONTHBALET,

¥ : Microsoft Active Directory Certificate Services (AD CS) D CA AV R—FRUMME, 9547 hEfIEH—/ &L T Expressway
DRI EAM R AE T RITTERTNIERYER A,

Windows Server 2008 Standard R2 (XU L) D AD CS Tl BYIHERAET U IL— M ERT 5E. FDORSILBE2(TDIEHAE
ERITTEET, UBID/3—23> D Windows Server Standard Edition (&L TLOVEE A

1. :E%igj???'f)b(te‘:ili OpenSSL ##FRALTEF L5 &1L certesr.der) T XYy T E DH—/\ ET. Microsoft
it nl.T:El?jU,7-_V3/75\’{/X|“_)l/én—cl:\6t’a_}:ﬁ'»:|I: ngs_d—
2. aXUR TRV LEIAEERERZELET,

L4 *E_-EL:I'L.\I:IE—C*’{/ \_351"' =4 S \_-U-)l/ ‘/—/’E&E'g'%)iﬁ‘a“ (TLS ﬁ_IE:E_I") I Z‘%tf‘j’_l \u:t.\nEt77’r‘7/ "unh\nl—t—CDEHﬂ
EXEMTBHITIE. ROKLIITAHALETS,

certreq -submit -attrib “CertificateTemplate:Webclientandserver”
C:\Users\<user>\Desktop\certcsr.der

Webclientandserver SFBAZET UL —bDREAEDEMIZDOLTIL, T8k 5: 94T UL E KUH—/\ JFEBAEEH1T
T 571=8D AD CS DAL (25 R—D) 1ZSHBLTLIEELY,
o H—N\READHEERALTIIREZER T HIZIE. REAHALET,

certreq -submit -attrib “CertificateTemplate:WebServer” C:\Users\<user>\Desktop\certcsr.der

ZhizkY [FREEB (Certification Authority)] I/ ROMEREET,

Certification Authority Lisk HE
Sedect Cartification Autharicy
ch | Computar
|8 ruscsari-c (Kerberas) sarl,cisco.com
‘ |
Cancel

ATURE, EBEL—HELTETTILELHYET,
3. FERISEIARETERLEREE 1 DOAKRT). [OK] Z0UvILET,
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4. ERINF=H/;EIL. =Lz I1E, server.cer LWV BRI TIEAZEERELET (TIHILLD [S4TSY (Libraries)] > [FFa AUk
(Documents)] 74 A EFERALLZWMGEEIXDELIA I ESHR),

5. Expressway THEMAT 58I, &Hi% server.cer N5 server.pem [ZEELET,
Microsoft ¢) CA SEBRZE D HIE

1. Web 73#H T, [<Microsoft Certificate Server @ IP E&1=I& URL>/certsrv(<IP or URL of the Microsoft Certificate
Server>/certsrv)] [ZFEIL. AV A1V LET,

Wew o

Download a CA Centificats. Certificate Chain, or CRL

Ta tnst cordficates issy

To dowmioad a CA cart

A cerificane

Enceding meshod:

[

&
&}
5]
[

3. [Base 64] #:&RLET,
4. [CAIBAZM# 9> O0—K (Download CA certificate) ] Z:&RLET .

Opening canew.cer H!

Wou have chosen to open

Lyl certmew.cer

which is 2 cer File (1.2 kB)
from: hitg://10.50.157.100

Whiat should Firefex de with this file?

Openwith | Browse..
@ | Gave File

Do this gutomatically for files like this from naw on.

(o] [cme ] |

5. [Z74 )LD RE(Save File)] #2#IRL. [OK] #0)vHLFET,

6. 4%HI% certhew.cer N5 certnew.pem [ZZEELET,

774 )L server.pem & certnew.pem M {EATEEIZAHYELT-,

ZORF 1AV MDIExpressway ~NDIEAEL LUF—DO—F (13 R—2) IOIEIZF L. server.pem £ LU certhew.pem &
Expressway [C7vFA—KFLET,
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Expressway \NDEEFHEL LUF—DO— K

Expressway &, 1Z# 0 X.509 FIEAEXFEALET . sFAEFERIL. PEM 2K T Expressway [ZIREESHDZBENHYET, BE.
KD I DDEHEHO—KENET,

o Y—/\IBAEZEGIREDHAED ID 285 ETRIABICE>TERMESN, VFIT B LUH—/ A DIEAELLT
HEETEIRENHYFET),

o MEFX—(VFATUMIREEINSGT—RIZERAL, Y—/\IAZEOAFAF—THESILESNI=IS/T UM oEESN =T %%
BEILTBOICFERESNET), L, Expressway ETOHREFL. REBIBRITN\VITVTTILENHYES . TLS &
EOEF1)TAEEDRFEN-MEITKELETT,

o [EHETEAFIARDIIAZENYXE,
3 :Expressway Y77 (X8.1 LIBE) DFRA L Ab—ILIZIX, —BMIZEFESNT- CA &, TD—BEMZA CA IZE>TRITSNT:

H—/NEEBAENMBLTOET , —/\GIAZEEEETELRARICKYERSIN-IAEICESRZ  (EET 2L/ D CA SIHE
FAVAM— LT BT EEBGERELET,

RTShAAIREEDHLIEEAvE—

X8.10 LIEg§ . H—/\EIBAZED 7 v T 00—k AN=X L (A2 FF X (Maintenance)] > [tF 1) T 15EBAZE (Security certificate)] >
[*—/\EEBHZE (Server certificate)]) TlX. SIBAZENEEDEEFH-SHWMGEICEENRTINET . BEELARTINEIT—XI(E
RDEBYTT,

o EIHAZEICHBTIEALARILDEXIYTFAHEL,

o SIHAZEIZHER (CN)BHELLEWL, COBEETS—LDEELET, Sk, —EBD Expressway H—E ZH%, #£i@EH (MRA,
Jabber Guest, & & U Cisco Meeting Server ® Web 7R ) 4L CIEHEEL LV =TT,

o FEBAMEI (CA) F=IFEEAEXRN) AL (CRL) AERFHSNTULVELY,

SEHBOTYIO—FEERSNEL A,
Expressway N\ —/\GEEHES K UOMZF—DO— F

Expressway MDH—/\FIBAE (L, TLS BEE{tH LU HTTPS N L1= Web TS 0HEFERALTISATU VATLEBIETHEEIC
Expressway Al 3 51=OIFERINFET,

H—/\FIBREF7 Y TA—R T BIZE. ROFIEEETLET,

1. [AvTFTFUX(Maintenance)] > [£F 215+ (Security)] > [¥r—/\ZEBAE (Server certificate) ] ICBEILET .

2. [HREIBHED 7y O—F (Upload new certificate)] 933> ® [ 88 (Browse) ] R22#{HFL T. server certificate
PEM 774 JLZ&#IRL. 7vTO—RLET,

3. AU RTLEFEALTIHERAEZERER(CSRIZERT HIHE(E. —/\FEHAELXES LT 5-OIZEALT: server private
key PEM 77 (L3 7y A—R3 2 ENHYET (Expressway EHAL T, ZOH—/\FIBAZRAD CSR AMEREINI-IES.
BEX— J7MLIE FTE>TEBMICERB IUVRESAETD),

e PEM 774 )L server private key [£/SXT—FTRELGL TS,
o MAZELERDETHIL. U—N\WEX—2T7vIO—FTEEH A,
4. [H—/\EEBAET—42%7vSO0—F (Upload server certificate data) ] #9')voL%ET,
e CSR# X7 TEMTSE. 7TV r—av(d csr.pem & privkey_csr.pem % [tandberg/persistent/certs [CEEELFE T,

e CSR# X8 TEMT DL, 7TV —av(d csr.pem & privkey.pem % [tandberg/persistent/certs/generated_csr |
BELFET,

13



Cisco Expressway FEBAZEDEREERICET S

X7 5T vITTL—FLTREED CSR ABELIEE L, 7YTJL—FT BRI CSR #WEL, 7Yy ITTL—FEIC CSREBERT
BHIEEHRLTT,

Server certificate Vo e feve: Materres ¢ Sty ehbmes  Sever cerbibiate

Upload sl carifiali dala

BN/ CARIBHE ) A hDEHE

[{E38TE% CA SIBAZ (Trusted CA certificate) ] R— ([A2FF > X (Maintenance)] > [t ¥ 21)F+ (Security)] > [{E38T&% CA
SEBAE (Trusted CA certificate)]) T. 20 Expressway HMYE%8 9 H5EFAR (CA) DEEAE D A EBETEE T, Expressway ~D
TLS EHE CREHERIIA DL ADIGE . Expressway [TTRSNDEEHEIE COUAMADIEFETES CA ITKH>TEL SN, IL—F CA
ADEEREEF—2 ([ CA)RFEETILENHYET,

1DULE®D CASEAZEZECHLLVI7AMILETYyTO—KRT BIZIE. [BHB (Browse)] THEL PEM 74 )LES L. [CA i
BRZME N0 (Append CA certificate)] 29y o LET, COFIEIZE>T. CA SIBAZDOBREDY AMIHLWERAEZEMLE
T HEDRTESLUH I VOB EDIIAEZEEZXRT 58, FHTUAIOIRZEFHIBRI IDELHYET,

BE7YIO—FEN=3RTH CAFIBAEZEE L AT LNDEETES CAIBAZEDTDI RN T BIZIL, [TI74/LE CA BT
BRZEI(Z!) vk (Reset to default CA certificate)] 22 v2LEY,

BE7YIO—FESNTWSEETES CAIHZENIRFERERTTEHE. ABAUERATRTTSIZE [TRATERRE
S1t) (Show all (decoded))] #5")wo. E£f=1& RAW IR TI7AILERTRTBIZIE [T RTERSR(PEM Z74JL) (Show all
(PEM file)) 1 &0y LET,

ERDIEETES CA FSERAEZR R T DIZIE. HFED CA SEBAE DT T [F = (S 1) (View (decoded)) ] #01JvILET,

1 DL E®D CA SIRAEZHIRT HIZE. BB TS CAIAEDRICH ARV IRIZTFIvIE ANT. [HIBR (Delete)] 25y Y
Lij—o

Trusted CA certificate “You ane hees: Mainisnance » Securty cedficates » Trusted CA cerificats

Srow all (dscodad) | Show all FEM 8} | Salact all

Browse_ | o fie selected

B Z L (CRL) DETR

SERAELH AR (CRL) D74 LI, TLS/HTTPS #4+L T Expressway EBIETBI54T7 b T59HFBLUNR L R T LIZEYIR
TRSNBEIBAEERIIT 57 Expressway [Ck>THEAINET, CRL [L, EFESIN Expressway EDBIEICEHTELRLLE-T-F
BEFHALET,

TLS/HTTPS 4S54 7 b B LUVH—/N\SFREIZE4L TS CA D CRL T—2%2 7y TIO—KR 3B LEHELET . A R—TILDIBE.
CRL MF v PFFSRAF FI—2DFTRTDH CA ITERAINET,
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SFBBERTNY — R
Expressway [NV —AMNSIIAELNIEREMG TEET,

e CRL ZEURAU MDD CRL T—2D BESF 0 —F
o FIVHENBIBAZE®DM OCSP(Online Certificate Status Protocol) L AR 4 URI Z#2H (SIP TLS O &)
e CRLT—4DFHT7vIA—F
o Expressway DIERTES CAFEHABI 7/ ILAICHAAENT- CRL T—4
ROFNEBESLVERLEDOAARSAIUNERESNET,
o SIP TLS &I T HEEIT, CRL T—% V—XIE. [SIP] RER—C D [EEFAZE L %7 R (Certificate revocation
checking) ] % EIZHRELETS

o HIPMIZAI O—FENTz CRL 77/ A, FHTO—REhf- CRL J7MILE L EET HI5E (SIP TLS HREHZE T 5155,
FETTYTO—RFENf- CRL T—RLEBETH YvO—REht= CRL T—2DEAEERT 2 REEAH DB E TR

o HERRY S — H—/NCE-TIRTEINI-EIBAEE R T 5EE. Expressway [FFETO—REhi- CRL DA EFALET,

o YE—FOSAY PHHOUNERIIT 5182 LDAP H—/ () TLS 5 HEd 5154 . Expressway (F{EFETE 3 CA I
&®(['Y—IL(Tools)] > [tF )T« (Security)] > [{E3ETE5 CA SLBAZE (Trusted CA certificate)]) [C##&5AFEnf= CRL
T—ADHEFERLET .

LDAP #0154 . Expressway [T —/\DEIBAEEARA D URL =15 F173 5% CA SIFAEZEMS CRL 24> O—KL
Ft A, -, [CRL EE (CRL management) | R—C DFHF-(XEBEHRELFRALELE A,
B&) CRL 54T

BE) CRL BEHEEITTDEIIC Expressway #RETHEFHRELET, ChIZKY ., EFTD CRL NIEHZEDRIEIZFERTES LS
IZHYES,

BE) CRL Bz ERAT 5L5(Z Expressway #8TE T I ROFIEEZETLET .

1. [AvFTF X (Maintenance)] > [¥2!)T7 1 (Security)] > [CRL & (CRL management)] IZFBEILE T,
2. [BEy CRL E#(Automatic CRL updates)] # [E%1 (Enabled)] IZSXELET,
3. Expressway # CRL 774 ILEHRBTES HTTP/HTTPS D ERA D EYREAALET,

G¥)

o FHLWMTIZEN TN BRAUINEREETIRENHYET .

e HTTP/HTTPS A EURAV DAY R—,EINFET,HTTPS 2FHTIHBE . DEURA VDY —/NBIRIZHESZIHEN
LZ‘E—G?—O

e PEM &Y DER T>a—K CRL 7L HR—kENTLET,
o DEURAURIE, CRL 77 ILEIFEH®D CRL 77MIWLEED ZIP 8L GZIP 7T—hA T2 EERTIHEELHYET .

e URL F=(34oO—RLE=7—hA4TDLBESNI=T74ILDIT7A LR FIL. Expressway BN FDEEELBZT7AIL
BATHERET D=0, EETIHHYE LA, KFBHE URL TROFBEKELYVET,

e http://example.com/crl.pem

e http://example.com/crl.der

e http://example.com/ca.crl

e https://example.com/allcrls.zip

e https://example.com/allcrls.gz
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4. [#BOEHEZ (Daily update time)] # A ALET (UTC B T), T4LIE. Expressway D3 EIRA b i5Z D CRL DEH
#RTIEBLTDOEZITT,

5. [f&7E(Save)]&9UvHLET,
&) CRL 547

CRL 774 JLI& Expressway [CFET7YTO—RTEET, S ER) O — —/NIZKH>TRTRSNEHREL, FETO—RShi=z
CRL [ZXLTHOMARIETEET,

CRL 274 NETYTO—FTBICIE. ROFIREERTLET .

1. [AvTFTFX(Maintenance)] > [F21)7+ (Security)] > [CRL E ¥ (CRL management)] [(CEEILET,

2. [&H(Browse)] ZVUvILT, 774 P AT LNORELRI7AIVERIRLET , =, PEM Toa—FEXTHAIVELHY
E3 8

3. [CRL Z7//L®F7vFO—FK (Upload CRL file) 122 vHLZET,
CNIZESTEBRLEIZAUATYTO—REN, UEIZ7YyTA—KFLf= CRL 77/ ILHABHENET,

Expressway DS FHTTYTO—RSN=07 MV EHIIRT BI5E(E. [K%h) XD HIBR (Remove revocation list)] #21)voLET,
A/ D CRL AR DIEE . D CA hioFHITINI=T R TOIRAENEDELTHRONET,

IS AVEEBRERA T —42 X 7O k)L (OCSP)
Expressway (& OCSP LRARU A EDIEHEEI L THEDIIHEDRAT—IREBE T HIEMNTEET  Expressway (LERAT S
OCSP LRKRU A%, HERT HEAEISRENTLALRARUS URI MHRELET, OCSP LARUA X BREF(good) 1. T£%h
(revoked) 1. F1=IELI FBA (unknown) I CEEBAZE D R T—R2RZEEELET,

OCSP OF mI&. KRR EFT VU O—F T ERENENIETT, OCSP (& SIP TLS KD A THR—ENFET, OCSP 2F
PZTBHEITONTIE, LTFESRLTEZE,

OCSP L RRUE AT 121, Expressway-E MDD T I IR a32a 24—V BB ETT, AL TLVS OCSP L ARV D
R—rES BEILR—k 80 Ff-I1& 443)FFv4L . Expressway-E BHFDR—,AD T IR URBIENTELIEEHRALET,

SIP TLS 5t A SR T DN DERE
Fl= EERAZELFEREN SIP TLS R TEDLSIZEEHININEERTETIDLELAHYET,

1. [E%5E (Configuration)] > [SIP] #:#iRLFE T,
2. [GEBAZ%k%hHE:E (Certificate revocation checking)] ¥4 avETAYO—ILL, BEHHEEEZTVLET,

T4—ILk AR ERAENEV L

SEEAE L SHRESEE—F LNFERN SIP TLS EEDRHIRICRIRINT- | RIEREAR—TILICTHILEHRLET,
(Certificate revocation | SEFAZICHLETINENESHEHIELET,
checking mode)
OCSP #{# [l (Use OCSP) | Online Certificate Status Protocol (OCSP)%:E | OCSP R 9 (X, FryI & D X.509 :IHA
BEXRMNERERITT H=OITFERTINESD | £IZ OCSP LRAKRUE D URI BAEFNTWNDIHE

EHIEILES AHYFET,
CRL 2/ (Use CRLs) | EEBAE X% A (CRL) ZiEAE L MR EET
T R-HIERTENESIIESELES, CRL (&, fEBAE A OCSP #HR—rLTULVEWNES
[TERTEET,
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J4—ILKR B FERAZEDE
CDP 550 CRL Ay | X.509 SEBAEZIZ&E NS CDP URI M50 CRL
A—F#3FA9 5 (Allow DFO—REHATENEINEFIFLET,

CRL downloads from

CDPs)
TH—ILINvoEE A X KPDFEETITRIETERLGE, &% | [BLTLVEWLE D EL T (Treat as not
(Fallback behavior) AT—HAREWEILTEENEEDRNEZEDEE | revoked)] TlE. £DEETITERE BN S

EHIELES B VATLREEOHETHRBLETETH. X3

LI=SEAENKBIND TN HHEEEKRLE
[&%h&L TR (Treat as revoked) |- SEBAEE X | 4,

MLIEELTREBLEY (£DT=. TLS HinZ e
ALEEA)

[R&kxh&EL THLIE (Treat as not revoked) ]: SEBA
EELEHMLTONENELTHRELES,

T4 [RE$HEL T (Treat as not
revoked)]

g1 STV a—FTa 7

XAN=BLORZ/N=F)V V=2TDSIPTLS 2 AV T— 3 VDRH
TLS BEE—FRAAR—TILDBE. J—VBED [ET 7KL X (Peer address)] 74— ILRIZIEESN=RA/3— S XT LD FQDN
FzIEL IP PRLADZD IR T LATIRFEINTz X.509 SIBAEICEENIMHEOMEELLBE T SOIERINET . (BHIIEEE
BEQHICIIMEBLEDOBHERIFHICIIMBRADBHEOVWTANIZEETNTWIREAHYET), SIFAZEAKRLETHY.
EHEESNEEERICE TERSNTWSRENHYET,

ZTD1=0. SIAENETE[EUS5XF FQDN TEBSNTWBIGEEIL,. V—>0 [EF 7RL X (Peer address)] 74—ILEA IP 7RL
ATIE7< FODN THRESNTNDILEHELET,

8192 Evw FDOF—KAEE T SHIEAE

8192 EVrDFX—EZ#EBTANHAZEFERITHEA.SIPTLS V- N T OT4TI2HENBENEERHYET, 4096 EVFDF—EEHE
THIMAEEFATHEEHELET,

ENAIW T CABLC) E— b 77 RERROY —EXESE

RKEDHITXFEEEFHRVMEFX— I7MLET7YTA—RLEBE., IAZENIS—IC&YI=T74(4F 2322 =4 —3> D Mobile &
Remote Access H—E ALK T BIHEENHYET,

MEX— IJ7MILICKEDBRITXENE TN TSI EFERLTLESLY,
SSHBEZEHLS KUY R— FEIRND OID (CKAE=E

ssh b RILDFEIL N TEHRNVEE QR ssh EENRLELIG S L. SIBAZEIZAEAL OID NV ERERL TS0, Thid,
[%1TEH U4 (Issuer & Subject)] Z4—JLED CN IZEBILSN TUOEWBIEIV RGN EHERTHETHETEEY
(GUI Tl&. [A>TF > X (Maintenance)] > [¥ ') 7« (Security)] > [H—/\5EBAZE (Server Certificate)] > [RR(TaA—KFFH)

(Show (decoded)] MSHER, A — LSS, lopenssl x509 —text —noout —in /tandberg/persistent/certs/server.pem]
THER)
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##h(Invalid)

subject=CN=blahdeblah,OU=IT

Security,O=BigBang,L=Washington,ST=District of
Columbia,C=US,1.3.6.1.4.1.6449.1.2.1.5.1 = #060C2B06010401B2310102010501

3 (valid)
subject=CN=blahdeblah,OU=IT
Security,O=BigBang,L=Washington, ST=District of

Columbia,C=US, jurisdictionOfIncorporationLocalityName=Dover
fzEZIE, BRIE. f—H7R—FEh TLV3 Extended Validation OID (EV OID) [FRDEHYTT,

e 1.3.6.1.4.1.311.60.2.1.1 jurisdictionOfIncorporationLocalityName
e 1.3.6.1.4.1.311.60.2.1.2 jurisdictionOfIncorporationStateOrProvinceName
e 1.3.6.1.4.1.311.60.2.1.3 jurisdictionOfIncorporationCountryName.

8% 2 OpenSSL Od+& R LIzEBREZ D4R

ZZTl&. OpenSSL #{# FLT= Expressway DMEF—LIAZEERODERTAERIZDOWLWTEHRBALET , Zhlk. 7Y—0D OpenSSL
N = DHRET B —RIAETOER T, DY IR I 7IZIHRELE R . ChIE, SEBAEATAFE M THRA/N— TR ED
EHENELTRHEE0. RRLHEERTI-OICHE NDIEMEVRELTIESICELTLET,

SERAZEERDERTOERAD L AL, HBBONERE XD IR ICIRHE N Expressway D EET NS REDFEHBELT S
X.509 FSEBAEEER T A-OICERTEET,

CCTIE TFAR—I BB DEEIC OpenSSL ZED K3 ITHEATEDMNI DN THEHEICHBALET A, BEMLLDOTEHYFEE
Ao CNBEDTOCADSETFLAVR—RUME, Y—F/X—T1 CA EPYEY T HEEITERTEET,

OpenSSL B & U Mac OS X F7zl& Linux
OpenSSL (&, Mac OS X [TT TIZTAVAR—LENTEY . BEI(E Linux [T/ RF—ILENTLET,

OpenSSL & Windows
OpenSSL #F 1AV AR—ILLTLVEWE S, http://www.openssl.org/related/binaries.html Mo ER TEAHLO—KTEET,
W% 32 EvwbEf=l% 64 Ewk®D OpenSSL ##IRLET , lLight1/N\—2a> T+H4H T,

OpenSSL DAV AM—)LH(Z C++ T7A IV ERE TELRWEWSELEEZELIGE(E. COYANTHERATEE Visual C++ BEHR
Age/ w4y —2 1%O0—FKL, OpenSSL YI7h9z7%O—KLET,

OpenSSL Z{#HH L /zEEBBZEZERDO/ER,

COTOERTIE, & T CA L& TRIASNDIZELN H DY —/ \OMEF—LAAZTERMERIIET , ThiE, O—HLTHERE £
UEEBINTLNS CA Y —R/S—T4 CAIZTBHIENTEET,
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GE)

CSR ZER T 5D AEIF. AR RNROTANSN DA REEN$HDHT-8 (512 SAN TUMIAZHEHH5HE) . OpenSSL T
DERICEAT HFLVAEZF >TSS SICOAERALTZEN, B&EY S SAN TUMINRRBL TS E, GEAEZRABE
RS DRENHYFET

N—232 X8.5.1 Mo, A—H AURTI—RIZZADIA FITVIXLERET 24T avmHYET, TI4HILLTIE
SHA-256 [ZERFESNTHY. SHA-1. SHA-384, E£f=IE SHA-512 ITEET 34T avhiHhByzET,

OpenSSL vk SA4vmib CSREZAMT BICIF. ROFIREFRALET

P 0N

© 0 N o o

10.
11.

12.

Expressway IZ SSH ##iL . root LLTRI AV LET,
mkdir /tmp/certtemp THEETB=HDOFHLWLTALIRMN)ZERLET,
cd /tmp/certtemp TALYMIABELET,

WETDIDLENHD1=6. CSR IZfEHAT S OpenSSL :RFE I 7 /L% cp /etc/openssl/csrreq.cnf . TALYM)~OE—L
FYGEREDFYMERE

vi csrreq.cnf J7 (I EREDT=-HICEHAEET

fdefault_md = shall&LV5fT#RDIT. Mdefault_md = sha256 ] BEIIHRELET

# req_extensions = v3_req|DITALSEIEICHD # ZHIBRL TIAVMERLET
lextendedKeyUsage=serverAuth, clientAuth|EWVIITHNv3 reql 2/ arRNICHDILEHELET .

lsubjectAltName = ${ENV::CSR_ALT NAME} |D{T&R DI+ T, f=&Z I3, NsubjectaltName =
DNS:peerlvcs.example.com,DNS:peer2vcs . example . com,DNS:ClusterFQDN. example.com | D K32, SEBAEDH TP Y
MEBEICEDLIEANREINDISICEETHRAFET . BAETIIVNET R TEML TSI LEH#RLET . MRA DIFE (.,
ROELIIHEHENFET

1. Expressway E:DNS:<CM domain name>, DNS:<XMPP federation domain>, DNS:<federation chat alias 1>,
DNS:<federation chat alias 2> &

2. Expressway C:DNS:<secure profile name 1>, DNS:<secure profile name 2> /{&
SCTI7ANERFLTRTLET,

VCS [Z#FLLY CSR BLUMEF—ZFAE T BI1Z(X. OpenSSL a7 Klopenssl req -nodes -newkey rsa:4096 -keyout
privatekey.pem -out myrequest.csr -config csrreq.cnf |FEITLET, HEIZIELT rsa:nnnn ZEBL TS
(nnnn = ¥—&K ., #EMEL 4096),

ROBIDESBHEAMN ALY —VIZRRSNES , ST RBREREANLEY . TRTANTIDEEIHYF AL LA
T4—ILRLHYET,

e [E (Country)

o Jif L1his (State and province)

o ithigi £ (Locality name)

o #H#54 (Organization name)

o #j@4£ (Common name)

o BFA—)L PFL X (Email address) :{I&. EHOFEFETHHE

o F¥L ¥ /SRAT—FK (A challenge password) : &, ZHOFEETHH
o EFE N %14 (An optional company name) {E&E. ZEHOFEETHHA
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Generating a 4096 bit RSA private key

You are about to be asked to enter information that will be incorporated into your certificate
request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:GB

State or Province Name (full name) [Some-State] :Berkshire

Locality Name (eg, city) []:Reading

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) []:CIBU

Common Name (eg, YOUR name) []:expOl.example.com

Email Address []:
T4—ILRIZA ST %L, myrequest.csr 5 KLU privatekey.pem &LV 2 DD IT7 A ILHBMERESNET .

13. (YEE)DNS TUMJAERICELLKAASN TSI LERKILT 5154 &, myrequest.csr 771 L% openssl req -text -
noout -in myrequest.csr AV VFZEFEHLTESILLET,

14. CSR ZERLIFREIRITERELET . EDRAR ML X 2FEAENRBEINFT,

15. [AYTF> A (Maintenance)] > [tFa!) T (Security)] > [¥—/\ZEBAZE (Server certificate) ] Web R—T @ [H—/\GEBHE
774 ILDFER (Select the server certificate file)] TR Ry I REFERAL T, ABAEIAE# VCS IZ7yFO—KLET,

16. [AYFF X (Maintenance)] > [F ') T5EBAE (Security certificates)] > [#F—/\5sEB3E (Server certificate) ] Web R—
SO [H—1\WHEX—T74/ILDEIR (SSelect the server private key file)] TR RyH2 XZFRAL T, privatekey.pem %
VCS IZ7yFo—KkLET,

privatekey.pem (IR 2ICRETIVLENHYET,
OpenSSL Z={HH L /2585 E DRIE

FEREATEK., Y—FNR—TDRABEERT HH . TIEMEBO IT SFIZT TICHERRILEMN 1 DEETHAREELHYET,
=L, XIZERBAT B L5IZ. OpenSSL #HRAL TTSAR— LRI B CIIAER BEE I AN TEET,
OpenSSL # CA ELTHERET B LSIZT TIZEREL TLBIB A 1L, T0penSSL #{FALE-E R TEEHEDER (22 R—2) |EWVSE
#=SHEL TS,

CA & L TH8ET % OpenSSL DERTE

OpenSSL (X3 YTz 7 T, CA ELTEMET BICIE. HITSNIZEIAZEFEBHTHHODLODDTALIR) ET—ER—ZD
Eﬁiﬁ‘ﬂ‘%f‘?’o

TALOR)ETFAILDYARE, OpenSSL A T4F¥ 2L —3Y T7AILMD [CA default] VLAV TRETEET, TIAILTIE,
ERDDBERI7ZAILITALIRIIERDESYTT,

o IBEMDT<LYKJAIZ demoCA ToL k& certs, newcerts, £ LU private D 3 DDHTTA4LIM,
e demoCA TALZFJAD index.txt EVNSEBIDZET7AIL,
e demoCA TALYRJRIZT0I1HED 2 HIDHFEERTET S serial ELV3T71)L,
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X ROIATUREFERALEYS,

mkdir demoCA

cd demoCA

mkdir certs
mkdir newcerts
mkdir private
touch index. txt
echo 10 > serial

OpenSSL Z{#H L2535 DIERL

COT7OERT, BB (CA) DHMEF—ELFERAEMMERSN., i DIBAEEIRE S HT=DITEARREITRYET , ChIFBARMICAVR
F—ILENBEDUNDT NAZADBIEEESN D LFRNEITEFRL TS,

avoR OV rhsREERITLET,

1.
2.

demoCA TALOM)ICWNBIEEHERELES,

Windows D15 & :openssl.cfg  demoCA M A U A—/LEN TS TsLoR)MLaE—L., £Hii%F openssi_local.cfg [
EELFET,

Mac OS X D154 :/System/Library/OpenSSL/openssl.cnf % demoCA T«LYr)[CaE—L. ZDE&HT%
openssl_local.cfg [CZEELEY,

FERS IT«2ZFALT, LRROaE— av VR THERLT- openssl_local.cfg 77 L& RELET . RDLEEZE
[CA_default] V1 avITMAET,

1. copy_extensions = copy EWVDITDSEEAEIC # BNAEWILEHERLET . # BHIEEFBEIBRLET , ZOITMNIAVE 7
FEnf-FFEDIHEEIL. CSR DEMELRESH, SSL H—/E SSL USAT7UDBEHISEIAZEICRTIShFEE A,

2. policy = policy match * policy = policy anything IZEBLET,
3. dir = ./demoCA & dir = [ZLZELET,

4. {EET.default_days = 365(4EFLIZGEEAED 1 EOAHM) & default_days = 3650(10 EF=[LHELRE) ITE
BLFET,

5. I7MIWVERELET,
ROATURERTLT.CA DMBEX—FERLET .
openssl genrsa -aes256 -out private/cakey.pem 4096

CCT HEBEX—ZBSIETHNRT—EBROLNEDT, BAGNRT—FEERL, REISFTICEELET  cakey.pem
T7AIA CAGEAEZERL. thDEIAEICER T H-OICHERASNID T, REICRFTILENHYET .

ROATNERITLT. CAEAEZARMLEY

Windows (D15 & :openssl req -new -x509 —days 3650 -key private/cakey.pem -config openssl local.cfg -
shal -extensions v3_ca -out cacert.pem

0OS X @i%ﬁ’:openssl req -new -x509 -days 3650 -key private/cakey.pem -config openssl_local.cfg -shal -
extensions v3_ca -out cacert.pem

F—DNRRIL—XZAAL ROBEEECERSN-T—EEANLET,
e [E (Country)

o JFEF=ILHh I (State or province)

o Hhig 4 (Locality name)

o #H#%4 (Organization name)

£BF9 (Organizational unit)
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o 584 (Common name) : BEIEL. 20 CA DIEYFDRRIZHYET
o BEFA—)L PRL A (Email address) :1£E. ZHOEETEHE

EREINF=T—2EAHNTEHE DEBEHATETL, BIEBDFEAZE cacert.pem MMEATEEIZHEYET,
OpenSSL Z{#A L B4 EREBEDIER
ZNTaERTIK, UBTHZAERSW-EHAEERZERALTER SN CA ¥—TH—/\GIHEIZERLET,
aAvwUR OV T e REETLET,
1. demoCA TALURJIZWBILERERLET,
2. EEHEZERI 7ML (certcsr.pem) NN EETRETHDIEEHERLET,
o FIBAZERA Expressway 2 AL TERSIN =B EIE. ROFIEEETLET #RTOER),
Expressway b4 oo O—KL1=774 /L% demoCA T«L Y~ JIZaE—L. ZD AFi% certcsr.pem [ZEBLET,
o FEHAZERA OpenSSL #FEALTERINGE X, ROFIEEERTLET .
LIBTICE R EINF-SEBAEER % demoCA T4L R JIZOE—L T, ROATUREEETLT PEM BRICEHBLET,

openssl req -in certcsr.der -inform DER -out certcsr.pem -outform PEM

3. ROAVURERFTLT. BRFAY—/GIAZTEZERLET .

openssl ca -config openssl local.cfg -cert cacert.pem -keyfile private/cakey.pem -in certcsr.pem -out
certs/server.pem -md shal

[IS5—&S 2 T—4~"A—X TXT_DB O 7v7T—rZKkBLZELT= (failed to update database TXT_DB error number 2) 1&
WSI5— Avt—T%ZELEBEX. indextxt 771 ILORBFHIBRLTH S, AV REERITTEET,

4. CA DWMEX—DINRAT—FZANTBEIIKRHLNFET,

H—/\DELFEEAED demoCA/certs/server.pem ELTHEATEDESI1ZHYELE=,

OpenSSL Z{#A L e B 2B FEEDIEARL

BEELMBAEEERTACEEIHELFRA. TASIE. A2 074(4F O3 25—V DEABECIEBELEF AW

ZDRDOYIZ, BHRD KIIZ OpenSSL ZFEAL CRIER/ZEER T IVELAHYET,

8% 3 . PEM XD DER ESERRBEZ 7 7 1 )L (D ZHh

BEX— I L—MCAEHES KUY — NI4T UMERAE L. —R/—T1 &Y — )L (FEREARMSBALI-Y—IIL) EERAL
THEMTE. PEMWLER R, JE5EF .pem) £7=I1F DERFEERF .cenNBADIT7AILELTERTEET,

SEBAE (L. Expressway TERTBIZIE PEM BXICTTA2BENHYET . DER N5 PEM X ADEHIL, ROBEIZFEEH IN TS K
512, OpenSSL F7=[E Windows #EH3 % 2 BYDFEZDWVNT NN TITIZENTEET,

OpenSSL #{EfAL7- DER SEEAZ 774 /LD PEM 774 ILADE#
DER M5 PEM e X AEHET BIZIL, openssl ZETL TSV R TLLETRDATUREETLET .

openssl x509 -in <filename>.cer -inform DER -out <filename>.pem -outform PEM
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Microsoft Windows #{#fiL/= DER SIBH 2= J7 1 /LD PEM 771 )L~DEH:
Microsoft Windows Z{#AL T DER 15 PEM e XATHRT B(Z(F. ROFIEBEETLET .

1. ZE#9% DER I7AINEFTIVI)vILET FRIRFIIM.cerl THARBEMNHYFET ),

General | petals | Certification Path |

-ld-ﬂ . Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  tsbu-ruscl-apha-chsterl . cisco.com
Issued by: rusc-hme-LYNCL-CA

valid fromy 05/ 07] 2011 te 04 07/ 2013

Instal Cestificate...| | Issuer Stabement

Learn more abouk tertificates

2. [##0 (Details)] 47 &EIRLET,

General  Detals | Certification Path

Showe: [{AI} 'I
Field Yalue =
[ wersion V3 -
|_J5erlaln|.|rrl;-er ledz d3 73 00 00 00 00 00 05
| | ssgnature agarithm shalRSA
[ sgrature Biash sligarithn shal
Isswer ruscelync-LYWC1-Ca, rusc-lync,..
| |valid Eram 05 July 2011 17:02:07
[ |vaidto 04 Juby 2013 17:02:07
L I -lﬁ sk Fah j-F1 s ) - alnha- ke )i

Edit Properties, ., Copy bo File,..

Learn more about cartificate detaiks
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3. [aE—%774JL(Copy to File:-) ] &5 vHLET,
4. [&£52%(Welcome)] R— T [ (Next)] &4 voLET,
5. [Base-64 &1t X.509(.CER) (Base-64 encoded X.509 (.CER))] Z:&I#RL . [~ (Next)] #7voL%ET,

Certificate Expast Wizard " ﬁ

Epaort Fike Foamast |
Coertificates can be exported in a variety of fils formats,

Seldect the format you want bo use:
DER: encoded binary X509 (CER) |

@ Bago-64 encoded ¥.505 { CER)
Cryptograghe: Message Synbax Standard - PECS #7 Certificates (PTE)

Fication path I possbds

Learn more about gertificate fils formats

<pack [ vea> | [ cowel |

[BH (Browse)] #49)voL. 7ML (f=EZ L. server.pem) [ZIAELSTEEEIRLT [~ (Next) | Z2UvILET .
[# 7T (Finish)] #2'JyILFEY,

server.pem.cer /5 server.pem [ZO7 M ILBEEELET,

ZDIT7AIIE. COFAFEDIExpressway ~NDFEAES SUVF—DE—F (13 R—=2) 1253V TCHEALET,

© © N o

fTJix 4 : SRS DES1L

LTI REAEDHNBEESLTRRT DA EITOVTLKOMNEHRBALET,
OpenSSL

PEM 774 )L (cert.pem 72&) (&, RDATUKRIZEH>TEHEBTEET,

openssl x509 -text -in cert.pem

DER J74 )L (cert.cer &) [F, RDATUFIZL>TESTEET,
openssl x509 -text -inform DER -in cert.cer

Firefox

BELTLVD Web A+ THEAFDIEAZEX. FRLA N—DEF 1) T1FRAREEH) LT, [#1EEHR (More Information)] &
[EEBAZ D xR (View Certificate)] 9"y 93 52 &T Firefox [CRRTEET,
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Internet Explorer

BELTL\S Web A+ THEARDIEREIL. TRLR N—OHRIZH LAY 7A4a0%9) v FHIET Internet Explorer [Z5&R R

TEET, [Web ¥4 +DEREE (Website Identification)] # 4 7RI ARFREINET, TIZHS [FEBAEZD R R (View Certificates)] J>
9E9)IILET,

R 5

(02472 bEXUOT—/\] DAREZEFITI 57D AD CS

DB

¥ :Microsoft Active Directory Certificate Services(AD CS) D CA AV R—RUhE, 9547 hEFz &Y —/3EL T Expressway
DRI EAM G AEERITTERTNIERYER A,

Windows Server 2008 Standard R2 (E XU L) D AD CS Tl BYHIERAETUIL— M ERT 5E. TR/ TDIEHE
EZRITTEET, UBID/3—23> M Windows Server Standard Edition (Xi8LTWVEE A,

AD CS O T 74 ILEDIWeb H—/ R EEAE T TL—ME H—/ BB ADEAEZERLET . (TLS BEBE—FAIR—TILD) 18
BRI TRAN—FIFIISN—HIL V-2 ERET S5 (L. Expressway DY —/N\FEAEIZHL VST UMRENBETY,

Y—NRBEEI AT U NRADE A TIARAET U IL—MERETHICE. ROFIEEETLET,

1.

Windows TH—/\ T—T+ (Server Manager) 28I LE 9 ([R2— (Start)] > [E Y —)L (Administrative Tools)] >
[H—/\ T Rr—T+—(Server Manager)]) ,

(Server Manager I%. Windows OH—/\ TT42av[C&8FhHHEETT . )

[—/\wr—T v —(Server Manager)] +E4— 3> v —ZRHL. [B—JL (Roles)] > [Active Directory SEEAEH—EX
(Active Directory Certificate Services)] > [FEBAZ T FL—bk (<K AAS2>) (Certificate Templates (<domain>)] Z:&RLET .

[Web #—/X(Web Server)] #6%4)vHoLT [T FL—rD#EE (Duplicate Template)] Z:&IRLE T,

B server Manager
Fe  Adton Ve Hep

P Blm
T erver Manager (WINCOWSZ008) Certifieate Templstes (windows2008.acme com)
= @ Poles

=5 o Cort =

Wersion | Intended Puspases

T

nt... 1000 Ther Authentication, Server Suthentication, Sm
5.0 Ky Recovery Agent

nt... 1000 OCSP Sgring

1010 it Autherticsbor, Server futhenticstion

51
4.1
1N
51
a
3
4.1

0 Chent Authentication

[Windows Server 2003 Enterprise] #3&#RL T [OK] #7)vILET,

[£#% (General)] #7 T [TV TL— D KRTH (Template display name)] & [T FL—b4% (Template name)] ICABLET,
(T:&i[f, Web client and server & Webclientandserver),

Properties of New Template [ ]

lssuance Requrements | Superseded Templates I Extensions | Secuity |
General | RequestHanding | Coptography | SubjectMame | Server |
Template dizplay rame:
|\vU'x:IJ chent and server

Mirsmum Supported CAs: Windows Server 2008 E nbeapriza

Template name:
[webclientardsene
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6. [¥i3RHEE (Extensions)] 27 T, [7 T4 — 3> K1) — (Application Policies) ] #3Z4RL . [#REE (Edit)] Z0UvHLET,
Eenerd] Fiequest Handing | Coptography | Swiectl‘lamel Server |
|2suance Fleuu'lumds] Supetsaded Templates  Estersions | Securily
T modify an extension, select it, and then click Edit
Extersons included in this template:
| | Basic Constraints
ﬂtahfrale Template [rformation
| |Isw:r|cc Palicies
i, | ey Usage
Edt...
7.

[954 7> +825E (Client Authentication)] #—&ED 7 T 7r—3> RUYS—ITEMLET,
1. [EmAdD ] &VIvILET,
2. [954 7> +EE5E (Client Authentication) ] Z:&1RL. [OK] #9UvoLET,
3. [OK]ZVIYILETS,

Edit Application Policies Extension

An application policy definez how a certificate can be
Lzed.

Server duthentication

tdd. | Edt. | Bemove |

[~ Make this extenzion critical

] I Cancel |

8. [OK]ZYUvHLTH LWV TFUIL—rDEMERZTLEY .

9. BRERICHLLWTUIL—IEEMTBIZIE. ROFIEERITLES,
1. [B—JL(Roles)] > [Active Directory SEBAZH —E X (Active Directory Certificate Services)] > [<CB & DR E>
(<your certificate authority>)] [ZFEILET,
2.

[(EBAZ T L — (Certificate Templates)] #H ") vIL T [H#R (New)] > [E1TI BEHET L T L —F (Certificate
Template to Issue)] ZERLET,
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R, Server Manager
Flo  Adtion  View Help
e mc =Bl
T Server Manager (WINDCAWS2008)
B § Roles
= EF actie Drectory Cerbficate Sers

Mama Inbanded Purposs

£ Erterprisn PIT &1 Diectory Ema Replication Directory Servios Emal Replicabon
T cortficats Tongiates (winds | 2 Deman Controler Autherticaten Clint futhentication, Server Autherticato, .
5 gl acme-WINDOWSZI08.CA | o EFS Recovery Agent Fie Recavery
" Revoked Certficates | = Bask EFS Ercrypting File System
7 Issued Certficates jain Controller Chent Mhmunnn_, Server Authertication
~| Perding Resquests Web Server Server futherkication
| Failed Requests 3 computer Chent Authenticalion, Server Authentication
| [ EE— | = Ervcrypting Fike System, Secure Emad, Cien. ..
@ B Active Director,  Manage |Sd:nndneke Certfication Authority <l
B & DS Server c T Micressoft Trust List Sigring, Encrypting File. .
[ 5 Web Sarver (I
B g Festures

Bl 8 Disgrrstics
B il Conbguration
B 5 Starage

3. [Web 4547 kB LUH—/\(Web client and server)] T FL—rEEIRL. [OK] 29V v9LET .

[ Enable Certilicate Templates
Select orw Cartiicas Temgl o ory this: Castl Austhasly
Mate: Il ficste ok sppes on thiz ksl. pou map nesd to weit untl
infmalion about thiz bemplate has been repbcated o ol domain conibers
Bl cf the certiicate iemplsies in the organizalion meay not be svadsbls o your CA.
For mawe information, see Certiicate Template Concepts.
Harme Irtended Pupase 4]
& DCSP Responss Sigrng OCEP Sigreng
R4S and 145 Serv Cherd Sasbwntication. Sarvm Authenicalion
£ Fouber [Dfne reques) Chert Auttwnlication
H Smartcad Logan Chert Aathentication, Smat Card Logon

H Smartcacd Lises Secuss Emal, Chent Authenticason, Smart Card Lagon
Tnust List Signing Micsoroit Taust List Sigrieg
Uzt Sigristure Dl Secure Emal, Chant Authentcation

2 Waorkstation Suthenticaticn Cliert Authentication

| | v

#HLL [Web 95472 k&S —/3(Web client and server)] 7o FL—WSEBAEEREZ D Microsoft FREIRICEIETHEEIZER
TEBESITHYFELT=,
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¥ AOADEREH

CORZATIVICRBEEIN TV SRS LVHRRBICET HERE, PELGLICERENAIEAHYFET  COT_aTLITREESA T
HRE.FR. BIPHEFRHL, INTEETHAEZEATVET A, BRHUTHNRTHTHL., —YIDRIEDEFEZEDLLELLD
ELET, CORZATLISRBEINATOSHEGDERE, $RATI—HRIDOERIHEYET,

MNEHRDYILDIT SAERAB IV RERIE L. B GmIZFHfFEnTTInformation Packet]IZEBEHIN TLET , ifTSh TULVAL
BAIZIE, REBEICTERFSL,

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

CIIZREEINTVAMONAEBRIEIZHLEST . FHOITRTOTZaT7ILB LBV IR Iz T7E BELEHTIRIKOEFIELTIE
HENET, VRAAB LIV IO BT, BEREDRIL. B TEHEMUADERDRIE. BLUENZEELAVCEICETARIL. HHLI
HELERE. FA. BEIETICE TRAETIRIAZIILHET S, ARSN=FEERRIN-—UDRIDETEZEDLLENEDELFET,

WAEREBEIZEVNTE, Y RAaABLUVFOHBEIL. COT_ a7 IILOFERFERIIFERATELENIEICE > THEAT I ENIBLOT—
ANEBEEIXLHET S, BEM. REMN. BEMN. HAIVIERLTZERZIZOVWT, Ho SETHEEN S RaFIEZOHRBEIZANSSH
TWTH, ZNBITHTEEEE—ELLENLDELET,

ZORZAFZILTHERALTWS IP PRLAB LUV EBEEE L. EEOT7RFLRAB LUV EZEEZE S22 TTIDTEHYFEE A, XZ2T7ILHD
ffl, aRURE A, FybT—9 MRADHE, BLUZOMOEIL. FRBADAEBHELTHEASNTVET RBEAOFIZEEOTRLRE

FUBHEEBESHNERIN T ELTE, ZREERNELOTEEL BRO—BIZLDLDTT,

N—F aAE—BLUVYIT+ aE—DEHRIIDRREATEINFT T A RFRIEA L SAUBRESRBLTIES,

DROFEREE 200 HFRFITA T RERBELTVET KT T RADERT. BFEHFES . FAX FSEHLED Web 1k
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