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r E 2110/02/08 13:44:58 RITH-A542 10/02/08 15:44 12 administrater IS897 1 E-HEhELE.,
[ @ 20100200813:3741 10000 X8

r E 2110/02/05 14:39:15 A=A 10/02/05 14:39 |2 administrater [S847 1 E-FEhELE.,
[ @ 20100200514:2045 10000 X8

r E 2110/02/03 15:00:06 A=A 10/02/0% 15:00 12 sdministrater [Z£47 1 E-FEhELE.,

[ B 22100203 1415857 10,000 &l
[ 3 20100203 145842 10,000 AR

T[] 2310/02/03 11:51:57 A=224Y 10/02/03 1151 I administrator (<473 E-FERELE
M @ 2100203 1146:08 10000 58
T[] 2310/02/02 11:59:02 A=224Y 10/02/02 1159 | administrator (<47 3 E-FERELE
M @ 20202112834 10000 28
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QO ARL—TAVITVARTLIGREZEBRTIIL—ILZiRE
 (Critical Change Audit Rules
« Change Audit Rules

= DWinduws 05 Rule Group
= [:l Change Audit Rules
=] [:| Critical Change Audit Rules
@ [[JCocr
=] D File System
(g Critical System Files

& (RSP
= D Registry Rules

D COAWINDOWS\system32hdriversitcpip.sys
I:l C:AWINDOWS\system32\drivers\srv.sys

I:l C:\Windowsh\System32\driversisrvnet.sys
I:l C:\Windowsh\System32\drivers\srv2.sys

I:l C:\Config.Msi

I:l CAWINDOWS\system32\drivers\afd.sys

D COWINDOWS\system32\drivers\mrxsmb.sys
D C:OWindows\System32\drivers\mrxsmb10.sys
D CoWindows\System32\drivers\mrxsmb20.sys
D C:\workspace

I:l C:\Windowsh\System32\drivershpoint32.sys
I:l C:\Windowsh\System32hdrivershusbccgp.sys
I:l C:\Windows\System32\drivershnuidfltr.sys
I:l CAWINDOWS\system32\drivers\usbd.sys
I:l CAWINDOWS\system32\drivers\usbehci.sys
D COWINDOWS\system32h\drivers\usbhub.sys
D COWINDOWSh\system32hdrivers\usbport.sys

= DR&EI Hat Enterprise Linux
= D Change Audit Rules
=] DCDFB 05 Rules

%Aﬂministrative Binaries
% Common RootKit Targets
% Devices and Processes
% Library Files
% Mounted Filesystems
% System Binaries
s System Configuraton Fiss
% System Directories
%Tripwire Enterprise Files
% Uzer Home Directories
%Vﬁriable System Files

Copyright ©2015 ESECTOR, LTD.
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fvarflog/secure
fetc/smartd.conf
[etc/sysconfig/hweconf
fetcfre.d/rc3.d/S95twdaemon
[etc/reader.conf
fetcfre.d/rcl.d/K95twdaemon
fetcfre.d/rc5.d/S05twdaemon
[fetc/printcap
Jetc/re.d/re0.d/K94twrtmd
Jetc/vmware-tools/icu
fetc/re.d/rc0.d/K95twdaemon
fetc/rc.d/rce.d/KI4twrtmd
Jetc/blkid/blkid.tab.old
fetc/re.d/rc2.d/K94twrtmd
fetc/blkid/blkid.tab
Jetc/re.d/rcl.d/K94bwrtmd
[etc/re.d/finit.d/twdaemaon
[etc/vmware-tools/locations

fetc/re.d/rc3.d/S94twrtmd
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E T SSH. TelnetTa4 4L . SCP, TETP, SFTPIZCI7 A LERE A Al B3 R TD

‘ RybT—oBEYR—ILET,
FYT—=DF /4R

—5—
T7AT 24—
RALIF o] startup-config £l 2009/09/10 13:31:26 By Cisco 105 Configuration Rule
I5] running-cenfig £l 2009/09/10 13:31:26 By Cisco 105 Configuration Rule

a4 L—aiElRE
Tripwire Enterprise/Serverl.
<4 T Eit o4 PO T B A7 ﬁﬁ L—Cb\ij-o

-y | (g IPAf-F

version 121
no serwice single-slot-reload-enable

service timestamps debug uptime ; *‘yl“'j_a*%%w:‘/j’fﬁ"/_:/angi

service timestamps log uptime

no service password-encryption Eaiﬂ L* a o
1

hostname BA-THOMATH
1

enable password cizco

R T HREEE BT,

ip subnet-zero
ip domain-list tripwire.com
ip domain-list dev.tripwire.com

Ll 2009/08/10 13:31:26 oK el
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| BB onusy Foimzsl

ELWMREE(R—RFT10)E
EERHHO-IREZLLE

C:\Program Files\T; AServeribind.. oK Frvil

EREMEDOLE AVTY DR

B o A7 A {apT=
3:3 B 201002025 94227 2010002125 84325 k o
Teate 910420 14:54 910720 14:54 IJ
ACL LT3 true : true i
BULThAa miristrators, 72 £ AFFAI 247 [BUIL TR ciministrstors, 73 £ 2EF AT 247 B 20i0mzrsga22r 2010102125 5:43.25
1] S N B 5 N N
) R 2 23 F I R 2 22
(Standerd) Bl 5 3 MURIEDAC DETAAREE OSF2H FIH (Standarc) HIbR A R URIA DAC OB F2 A FEE OS24 FIR Ga § -
SRR Sl a5 a5
(Specilicy ot (Specilicy o1t 26 # Log file to use 5¢F wrapper output logging. 26 ¢ Log file to use for weapper output logging.
INT AUTHORITY\S YSTEM, 7" £ ASF I 24 7 INT AUTHORITY\S YSTEM, 72 € RS a1 247 :; Easpee oot eebda ANy gen Clon; -
it T N -
(Standard) (Standre) SR DAC DB FAH PIRE DS HAH FR 59 # Format of output for the console. 56 # Format of output for the console.
Bl il 50 wrapper.console.format=M 8% wrapper.console.format=H
(Speciiic) ot (Speciiic)
KNAKAGANAXPknamagawa, 759 ¥ AT KNAK AG AWAXPknamagawva, 70 . g1 ag
R R 2 ARUEIE DAC OB B2 M FEE DS A 4 FH 92 # Log Level for console output. 91 # Log Level for console output.
(Standard) (Standarc) 93 wrapper.console.loglevel=INFO 5z wrapper.console.lodlevel=INFO123
L2l L] ag a3
ot [k
(Specific) (Specific) 95 # Format of output for the log file. 94 § Format of output fpr the log file.
BULTINUsers, 75 4 23F 8] 347 [BUILTINs=rs, 70 4 25F 8] 347 96 wrapper.logfile.format=LETH 95 wrapper.logfile.formdc{=sTIr
I PSS T TS
(otentiarc) EES LUV ICE ] (ateniar) eI IR o g
o SimiETl 95 # Log Level for 1og file DuUCDUL. 27 4 Log Level for log file .
(Specific) i (Specific) 0= 99 wrapper.logfile.loglevel=INFO 98 weapper.logfile.logl
roup KNAKAGAWMAXPYIL KHAKAGAWAXPYAL oo o .
Tdden e o 100 wrapper.logfilel-]
or KNAKAGANAXPRnamagawa KHAKAGAWAXPRknamagawa Lol
ond-onty faiss = 101 § Maximum size that the log file will be allowed to grow to before 102 # Maximum size that the log file-will b gow to before
o iy ) 10z # the log is rolled. Size is specified in bytes. If left wnspecified 103 # the log is rolled. ¥ize is speciffect o 12 [Left wnepecitied
E o (mmﬁﬂmm1mBabm?egsmﬁmgﬁngz T T 10% # this defaults to a value of 0, which disables log rolling. 104 § this defaults to & value of 0, whichs 5 {olling.
ZEED
tream Count|
neam SHA zwsvabauks ;gzzu:enms_ EE ] 21 3ahB07 6 25ah221 bed 086681 cid3The 7230 » =y == ®
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2010/02/08 13:44:58
2010/02/08 13:37:41
2010/02/05 14:39:15
2010/02/05 14:29:45
2010/02/03 15:00:06
2010/02/03 14:58:57
2010/02/03 14:58:42
2010/02/03 11:51:57
2010/02/03 11:46:08
2010/02/02 11:59:02
2010/02/02 11:28:34
2010/02/01 14:31:06
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10,000

10,000

10,000

10,000

10,000

10,000

WiTa=- 274 10/02/08 13:44 12 administrator IZEWZAE-FThILE,

EE
e e
EE
A=A
iEfn
Eilks
N= A3
EE
= A3
EE

i

10/02/05 14:39 IZ administrator IZEW7AE-FEhEli..

10/02/03 15:00 IZ adrinistratar IZEWZOE-FFhELE..

10/02/03 11:51 IZ adrinistratar IZEWZOE-FFhELE..

o\ R S M ¥t

10/02/02 11:59 I administrator [ICEW7QE-FFhElE.. g

10/02/01 14:31 I administrator IZEW7OE-FFhEle..
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RUYL—T2TL—k (CIS, PCI DSS7RE)

e
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® Center for Internet Security (CIS)

® Defense Information Systems Agency (DISA)

® National Institute of Standards & Technology (NIST)
® |SO 27001

®Payment Card Industry Data Security Standard
(PCI DSS)

® Sarbanes Oxley (SOX)

® Control Objectives for Information & Technology (COBIT)

® Federal Information Security Management Act (FISMA)

® Federal Desktop Core Configuration (FDCC)

® Gramm-Leach-Billey Financial Services Modernization Act
(GLBA)

®Health Insurance Portability and Accountability Act
(HIPAA)

@ Protection of Personal Information of Residents of the
Commonwealth (MA 201 CMR)

®North American Electric Reliability Corporation (NERC)
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E-mail ESECinfo@cec-Itd.co.jp
E% 03 (5789) 2443 FAX 03 (5789) 2575
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