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http://www.juniper.net/customers/support/
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BS{tFrv o ALld. BRERNELIEERNICEZSNTZEEZEETHEMT.
TIORIT—2TOvY (TOHEE JunosOS DAV AR—ILINvr—) HB5Et
BEINBEET A XDXFEY T,

BEL—MNEFT VI T LT7IVT) X LIS MDS & SHA1 D 2 DHHBVET, K 1.2
ITRT LD JaZIN—RyrT—UR . CSC TRHITNZ TN TD/IN—I 3
>~ @ Junos OS |Z MD5 & T SHATmADF vt LAEHBIHFAALTONET,

VI7boI7 D SHAl Fxv oL

AVA=IVINY =D % T INA X caAE—LTeb. AV Ab—ILaEil, #dHAEhn
TWBJunos Frv oY LA—T4UT4ZERL TNy T —I Dee Mz LT
EEEW (FzyvIY LHA—HLIIFEIE. Y212 /N\—Y T = XRHDEYD
AVAS=IVINY r—=IDRE T O—RFEN REATNBTEGLT/INARICERX
ENfeZEZERLTVET),

jweidley@ex3200> file checksum shal /var/tmp/jinstall-ex-3200-10.4R2.6-domestic-signed.tgz
SHA1 (/var/tmp/jinstall-ex-3200-10.4R2.6-domestic-signed.tgz) = cacf8c4a40ca710f00f236a08d4ech971

5524b18

TOZAIVTITY

AVZ—2Y Tl EBROFTYVIY LI—T1A)TADESEIRBEEINTOEITH
CDEOEA—T4)T+ZFBI2HEIE. TOAFTHNMERINY —AHED
b+ D IAREILTLEELY,

Fryv I LO—BICDWTIE. Day One : Junos Tips, Techniques, and
Templates 2071) #ZBBLTLIEEWL (http://www.juniper.net/dayone).,

PR—PENTOGEWN—T32D JunosOS V7 b7 FEBICHEW oY R—
POMET LTS, FdEERTLTWG) 27 /M ATERTIBE EFal)7a
DAV ICESENZRREDBIET, HLELES. TDN=J3>DHR—METIL
BEICRRENY T MU 7 DI L UERTRENSTEICHED DS T,


http://www.juniper.net/dayone

FIE /T AIVER 13

W, YR—FENTWB Junos VI b7 %, HR—bFENTWE/N\—FDT
TTERIITNE, £F2)TrDRBEINER INIGEEB{EICT YT L—F
TE BRELERY NI —VEHRICEDLEWVNDTETY,
JVI1ZN—RYbT—=VRIF BREBLUTSVZVJICRIDEHIERE 1—
Y—ICBREITIBoHIc. AMERICETETIZAIVT )T Z EHRNICHKTT
LTWET, T7ZAIVTUTUICE. N—=RITT7ELOV T NI 7 DEERT
(EOL) DOHHMSEPEIRD SIRT v+ T EREEHNBVET,

J21ZN—RY I NT—=IRA Tl XM, TVIZ7YI94T (EOE) ik
HERT (EOL) (Ko —RITH T2 F 1) 7 BEDERIZITOTOE
Hho BEFEEDEEGRDV)—XICETE3HAICOVTE. Y12/ —R v T —
GADF L yIN—X KB16765 (kb.juniper.net) #BBBLTLIEEL,

N=RIT7ELOCV I I T7DEN—=T3 DI VI =777 (EOE).
YR—MET (EOS). BLUEE®KRT (EOL) OBEMICDWTIE http//
www.juniper.net/support/eol/ ZZBLTLIEELN,

DIEKELEFERTOSHSEH LU SIRT JUTFICEELTHELTEERCPE
HLET,

EOL OBHSESH KLU SIRT TUT U \DEFHE
1. & 9. https://www.juniper.net/alerts/subscribe.jsp?actionBtn=Modify
IZ772ALKT,
2.Z2B0D CSC A—H—&L/N\RT—REFRLTOTAVLET,
3.AFI)—ClcpEINEY1Z/I\—R v N T—=9 AT )TFVDORIPERTRIN
ga_o

4. (W75<EE) IRNTDSIRT LFa2VTABRICERLTLZEL, K13 TR
F &SI, [Security Notice — SIRT] & K U [Security Bulletins — SIRT] % 3%
RLZET,

SIRT £F2 7155k / BHZRR L L EDEE


http://kb.juniper.net
http://www.juniper.net/support/eol/
http://www.juniper.net/support/eol/
https://www.juniper.net/alerts/subscribe.jsp?actionBtn=Modify
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5.8 1.4 |[TR9&SIT. [End-of-Life (EOL) Product Announcement] £47</3
VT FEDOREBICRYETAHAINTCOEEY 77z 7BKUO/N—Ro 775w b
TA—LAEFERLEY,

[End-of-Life] Va2 CEIRLIcEEDEE

6. X—IDTFTETRX7O—/LLT [Update Now] RE>VEZ v, BIREFZ
Lga_o

CSC TIREITN TV B ZDMDO Y —ERITETBEEMIT DL T CSC A A R—
< (http://www.juniper.net/customers/support/) h579tXAJgEx [JTAC
User Guides ZZEBRLTLZELY,


http://www.juniper.net/customers/support/

F2E

Bt ¥al) 7o

TR — R EAUX = 16
BA T O R—FDEEZ T . e 19
TS TR B TT—RELCD A T e 20
FEFDR Y N T—OR—FDEFZ T 23

R R D o o 24
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MEBNLF 1) TAICDVWTUEIZDMDFETIEAN—TEF A, FT1/1—/\
UR—EFILICBEHDEDST/INNA AERETDY T NI 7T EWDTY,
FELGRXYNT—IT7INA A&, TR EYEBHNLF 1) 70 ROBLONREE
BFFICRB T AT ABCPREHLET, TNIXBRMGIEDLSTIH, BT L.
YFIVTADEEEINTeT— 22—V )7 70—Ey FAD, BDOH
DoteZ v IRy N D=0 T INA ABERBTEDDITTIEHIE T TNTH. R Y
=R T —R2ERETHOHICTERBLIEFHIET, TDETIF. T—2t
B—RIRDTYIICHRBEINTT/INA A%, YIBNICT I AAREGEDSRET
BT Junos HEEEEBNLE T,

vV —JbiR—kE AUX R—F

BYIGEF 1) TR EZECHWNE, OV —JVR—FP AUX (Auxiliary) R—hk
DT INAZANDRET 7 CADFRAIENTLESABEMLHIE T, TOETIE
D& ERREREL CHIAZES TOEET,

AV —=IbR—bE. TNNAZXOPERES SURRB7 V7L ARBICERTN. AUX
R—ME. FEICETLENLIEVE— M7 ERADHIFEREINET,

OV —IVR—brDEF1UTr381E

%D Junos TINAATlE. OV —IbiR—ME. T74ILNTEZNCGE D TLWSHE
—DT7ICAFETY, AVYV—IVR— 772 RICET3F2) 70 LDOREEL
T FICESRyaVENAT—RUAN—D 2 DHBRBVET,
TDXTavHEFRGIET. INSOXEF1)TARBICTTO—F 5D, &
SlictFal) Fo&r@b I AEEEIC DWW TEBE TESD TLELD,
O—AN1——=THOVrEREL. €Fa2T7HVE—FRATLANEREE/\YVY
Ty T IBRBEHNESTETC. AV —ILT77EZANDLF 1) TR RISHER/NR
[CLTLIEE LN,

BEARNG IV —IbEF2) T DREAE

[edit system ports]

T gDt Fal) 70 LOREBEEERT BHHDOEANEZIY —IVR—k
TF1) T DREFEEHALE T

|y avid. ROHZ IV I Z7HhAaryV—IUERTOs 14> L. @l
AT 7RIS T—TIVENALTLESTBRICHELE T, TDHE. XX
EaVY—IUicEGRLIEEIX. SREEAESITGKTE CLHC TV EATETCLEVET,
log-out-on-disconnect 7> a>vid. ZTDRAFHRTEBY. 7—7IVEIETERRIC
A7 7cERTLEYT, AV —)VR—MIEGEINIT—T IV T INAAD 5]
BHICRUNEINDE, ZO1—F—tvias i TLET, TOFTavIidLTF
DESIERELE T,

jweidley@ex3200# set console Tlog-out-on-disconnect

|y avid, IV —IbtEyiayORTEEEGDT7A RIVIREDEER
BINEBEICEEELE T, TORRIE. 2—IFIVT—N\—%FALTWVDIHE
[T DB T,

A7 A VIS RNETA RIVZAR—DREIN, IXTOI—H—=THUMMIlE,
AT AV IS A%EERTBDHEHNHIET GERICOVW L E 4 ZEDOT A EFA]
Yo avEBBLTLIEEWY), 2L, root 7AHD Y MIBIN T, root 7HTV
MTIEOTA VIS ASERETERW D, BIEDTONTWEWTEAERICES)
MIICOg 7 b5 EIEHIET A,
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TARIVRED VY — bty arA&BECITiE. VY —)UR—k% insecure [T
J/ELET, ThnickY, root I—H—lFa>V—IVHhSEEQT AV TELELE
WES, ocarvyV—licEELTW Y —Id@En1—Y—-ThHu b E
ffoT (O— mbitatRAD|US/TACACS+ M) RIAETOITEITHEIETH.
COEEI—HY—DT7HIY MDD ELEEOTA VIS AD. TENRLTARIV
BALT IMDEBEINTVBIENEELWTY,

[edit system ports]
jweidley@ex3200# set console insecure

IV =IbteF2) 74T 2E5 1 DOFE. /\RT—FUANJ—=T7F, Ja

_/\ 2y b T—=OZADBRFALTWS, Junos X—ZAD T /\AZAD/NAT—R1)A/\
%3—6_9‘_/\?@%%%*4 Li\ DL\DIE'H%E@Ajjfé\ L/(/L root /\1'7 [‘%U

t' YRITBHEEDNRENTVE Y, TDAHEE. root /NRAT—REGELLTLE>

BERICFRIBETH. 7/\A RNV ATEBREICRET VA %SF

FEITHERVET,

2FBBDRA Ty T THALEESICOYY —IVR— k% insecure |[CRRET B &

AN —=TOERXT root /NAT—RDAZRSDSNB T8, TIEET/\/rZU

ANV —DSRETEHTEELTEFT, UTFITRT KD root /NAT—RZEAS

L7%aWE, recovery Tfzld shell A 73V IERREINE B A,

Enter root password, or AD to go multi-user

Password:
Enter full pathname of shell or 'recovery' for root password recovery or RETURN for /bin/sh:

TNTIE. BREZRTHELLD,

[edit system ports]
jweidley@ex3200# show

console {
log-out-on-disconnect;
insecure;

}

O —JUiR—k%& insecure |[CERELroot VATV FDINAT—REENTLES
femald. TINAADY )=V A VA=V TCEIBSERTENTEEXT, L.
UK TIRTDEREEODT T—E2HRbNE T,

OV —)biR—bhH insecure [TEREETNTWVSDIHE. #EH D root TOV 1V L&
S5ETBE. Junos ICKULTDKS% Syslog X vt—IDEREIN. REGETY
TAETaELGEIITNE T,

Sep 17 05:08:11.550 2011 ex3200 login:LOGIN_REFUSED:Login of user root from host [unknown] on
device ttyu0 was refused:NOROOT

BERETET/N\ARICTIVCATERLDICT DD L\ JRATLTHELEST
D2OO—AIVT7 ATV MCEEDIERZHREL TS

INAT—R) AN\ —DEMMEAE
Y F 1) TAIIRRDSDGFAP T2 T DIERITHLWEREIC Junos 7/\1 R
DRETNTWBIBEEHEE. INAT—RUANJ—DRTEBIENIRTERETN

BTEEBHVET,
Bt ‘/‘GEHEH Lf:#%ﬁ%%@o‘( &, root INAT—RHDH>TETZAWLNIK
INAT—RUAIN)—IEBIRE T, ZDIcdd. INAT—R AN\ —KReAn T TE

b9 BIciE. root T,jjlj/'\@l:bﬂ HEeZ b TAREDDHIET, Inicid.
ISR T —RE&BFEIOAX Y KT encrypted-password A /3 EERL. /SAT—RZR
DB AR TCEARANR—RZIELET,
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[edit system]
jweidley@ex3200# set root-authentication encrypted-pass word " "

[edit]
jweidley@ex3200# show system
host-name ex3200;
authentication-order radius;
root-authentication {

encrypted-password " "; ## SECRET-DATA
}

T2 A& encrypted-password B < AN—X >" [CRAXTH. root /NXXAT—F
DAXR—=RICIZD2TWABDIFTIEHYE A, encrypted-password TR ASMEI.
I\ a5t 8 (MDS5 Efcld SHAD ENFHERTY, BT 1 VB ADNENT/NRT—
FigN\y2as8En, ®RETNTVEBESELLERINETH. NHAXR—
ANC—HIT B LT W root VAV MERAEZEEMME T B EICEAHDTT,

oot FAYYME VAT LTREBNBEI—F—THIY N THY, YATLLA
VDT NI DEEAETREIBEIET, EROBEETIE, YTILHS su -
root AR FER(T CEBBBTLITERLTLIEEL, COREITERICKE:
Sa%EME EALELTEEL,

OV —)UR—khY insecure [CEREIN. root 77 AT FEREEHDEMICE>TLND
BE TINMADT)—VA VA= IVNICKI T INA ZAEEIBE TR ENTEET,
fefel. TNICELDTIRTDEREEAT T—2hkbNE T,

VY —IViIR—hOEM L E
—EORIETIE. INTOAVY—IVT I ECADFBRTCELGEWIRVERGEINST
EDBBIDENERBA, TDEIGIHE. VYV —IVR— b ER2ATENICT ST
ELTEETS

[edit system ports]
jweidley@ex3200# set console disable

[edit system ports]
jweidley@ex3200# show
console disable;

AV —)VIR— b EEMICT B EIETHIRHLEEA, VYV —IVR—FEEMICT
Bl BRTIVVLARTINARAD) AN —|LEBEEELEY, IV —IbKR—F
DENEIE. BIRGMENtF1) T BHE BRI OHIHETICWRE, EWVD5
BOIHMTOTLIEEN

Vb7 TCaAVY—IVIR—FEEMICTBRDYIC. R—rOvo T /N1 A %E
BAI3CEETEET, COESIGTINNARIESEBDA—H—DSIRBEETNTEHY,
OARARMNTA—IVRAITEBNTVET, hickWEERERIEICTHTEEL. BD
BREDYEBNLF 1T ZHRIDIEHNTEET,

AUX R—bDtF2) 7@k

AUX R—kix, VE—bTNNARICZAVIVA VT RERBT B0, EF
At%HJfAb’e“’(ﬁﬂﬂbiﬁ’o AUX R—NME. €AYRZ) Y —IbiR—kELTH
ERTEEXY, COBE. AVYV—IVR—MDEZAZF1) 70 LDOBEIL AUX
/—J—\ I\ LZE);:L:J\_Li—a_o

fef2le ITD Junos T/\A AU AUX R—MHAREETNTWB DT TlEHIEE
huo AUX R—MEIT 7V TERCTHEODTOVEITH, BFI 707 L —3iC
IERTINFEEA, CDHZE. LULTFOOATVRT. BATRMICERETSHELNTLLD,
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[edit system ports]
jweidley@MX240# set auxiliary disable

[edit system ports]
jweidley@X240# show
auxiliary disable;

AUX R—hEERTBIEHGTHEENHZFE. CLIT. IV —IVR—rEERRIC
insecure A /a3 A ERLTERE root 77 AEFIRITHIENTEET,

[edit system ports]
jweidley@IX240# set auxiliary insecure

[edit system ports]
jweidley@X240# show
auxiliary insecure;

VY —)VR—bE AUX R— D772 AE L UHREZHIFR T 2R ICHETIRR
ICDWT, ZZTIETRICEY EIFBRTENTEFEA. TNOSDMEEEERET SH]
o BEOERRR. RIFIE. BIREXNIGHELEDHSZHT T AT DN THHE
EMNTCGREREL. TARLTLEEL,

ZATITR—bDEF1) 71381k

SCB (System Control Board). SSB (System and Switch Board). SFM
(Switching and Forwarding Module) . FEB (Forwarding Engine Board) 7
ED—EBD/IN—FUT7ETV1—)VITIE. FHEREBITDOSHITEIFHRAR— DR
EINTVET, 774IVETIE ZA 77 R—MUINRAT—RFHRETN TV
Wedh, REBRI—F—HZDR—bEBLTVRATLILTZ7EALED, ZDxy
FT—UREBEDEERIEREAF CESAREMELNBIET,
BATIR— b EINRAT— R TRET DI ULTDARY REFERALET,

[edit system]

jweidley@ex3200# set diag-port-authentication plain-text-password

New password:<password>
Retype new password:<password>

[edit system]

jweidley@ex3200# set pic-console-authentication plain-text-password
New password:<password>

Retype new password:<password>

[edit system]
jweidley@ex3200#

INSDARVFIE HEDN=RULT7 TSV I+ —=LTOHEHTT. TEAD
TINARTZDARY FHYR—FENTLBHEDIHE Junos CLI TTHERLEE
LY

R | HR—FENTOEWTNAATDEALT I R—FRAT—FDERE

TFFTFNARIcagd14LExd, TOFTIE, SCB. SSB. SFM. T /IZ FEBHHEH TN TLEWL
EX3200 ZfEARALTVEY,

edit system& ASJL. Enter &L E T,

set ? AL, diag-port-authentication 77> 3 &#1ELE T,



20  ThisWeek:JunosT/\A XDt 1) 7381t

LA L. cOa<VRIiERT-EINETA, T C. A< KLk set diag-port-authentication plain-text-
password &% A fJL. Enter &L %7,

INAT—R A>T M >TNRT—REHFRELE T,
show EASILTCREER T BE. BRENERINCEERITEELNRTEINET,

[edit system]
jweidley@ex3200# show
host-name ex3200;

##

## Warning: configuration block ignored: unsupported platform (ex3200-24t)

##

diag-port-authentication {
encrypted-password "$1$2PbSMm6p$/0YXC//1EE7ttuxOY8LaR."; ## SECRET-DATA

}

Junos OS &, EEICIEADLEERITEINGLTH, YR—FEThTWhaEwnax
YRHOASIRIRETC, XV TEEXY, fcfel. TOLSEAR Y RAEFERT B4
EDDDHIICLLEY., OV I Z 7 DY |kEBSESRREM N B ST, £
LEWTEERESHLET, XYM T—TICEATNTWSR Junos 7oV k74—
LTEILT VT — b EER T BT EERETLTLEELY,

ISR TT—RELCD X Za1—

ZLDIAZIN—RY N T—ORDBIGRICIE. 75T VE2TT—XE el LCD B
BIVET, 75T VZTI—RELCD XZa—ld. YVATLAT—EIARIST
Woa—TA4 VT BRERTTDIEDTERL—F—A2TT—X T, 7AVN
KIVITREINTWEY, Ffeo FPCEATSAVERIEA VS 7icLic). T
SHEEROREICRTRE. YATLDFEASIURTHEEEERITITHI-HDIRE
REVHHY, AZa1—F T3V EERTELY,

ZDEIaV Tl 95T AR TI—RAE LCD A Z1—TRHEETNEZNDOH
DIEEE. MEBHT 7 EADAIREGREDSRE T BTcHDF T3 /I DV TERAE
LEY,

STV R TT—ADEF21) F28(L

[edit]

EX ) —=XBERLIRTD/INA IR Junos TV b Tr—LlE. T TRA
BIT—RERELTVEY, SvIEFRIDI—H—EHBELTWBBELEE, KR
ICED Tl V5T VR TI—ADEF 1) T DV TR T AIRELRBIET,
DT VRATI—ADSDRIEEENICT BE. FPC XX PICDOA S
£/ F754 1. 75— LEHERGEEDEENMFER TCELRLEVET,

jweidley@X240# set chassis craft-lockout

COWEEIR. TV ZT7ICLBABNTRTFERICEE T HRIRENHIET, T
Dfcsh. TOMREZEBMICT BHIIC. RFBEIOTR—PETIVIEDVWTERLT
<rEELN
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[Reset Config] RZ2>DtFa)F @b hE
JV)=ZAPRTSUFSRXGENLDTNARITIE. 95740 E2T1—R
PLCDAZa—EHVEETAD. ROVICERGA T3 %A Tz [Reset
Config] RZ2HHVET,
21ISRT ESIT, [Reset Config] RZ/IE. BROTHTTEHEWVESMIRIC
DO TCWEY, [Reset Config] REZVAEMTEEIX, HIELIEV)vTHREEZEL
AFHET,

iR ON LED

HALED sR Ytvyhk vy LAN
Ray R R—+b R—+b

[Reset Config] K2 Dl

[Reset Config] RZVEBTLIEEDT 74V MDEENILTDESYTY,

CDOREVHELTTCITHT &L rescue config BMRTEENTWBRIBE .
znhO—FENTazvbENET,
AT—BALED BRI BETCTOREVERULGITSE F15F) /1y
97w TH KU rescue config EEHITRNTDT/\ 1 R EDFREHDHIBRIN.
TEHERORENAA—RFENTIZIVEINET,
rescue config DIEIFKEREIXZ DE F T, [Reset Config] REZ/ICK>TIV—2—
A IHFBEEROREIC) Y FENGEWVWESICTBITIE. UTDOT Y FEFERL
ES

[edit chassis]
jweidley@j6350# set config-button no-clear

W —2—%FTHEEREOEREIC )Y T HEBEIEZDE X T, [Reset
Config] REZ/Ic&>TIb—%F—ITrescue config ARBREN G WK DICT BT
TFoaR>Y FE#FEBRLE T,

[edit chassis]
jweidley@j6350# set config-button no-rescue

EE5DF T avEER L [Reset Config] RE >V EREITEMICT IBE L.
UTFoOaOY RFAEFERLET,

[edit chassis]
jweidley@j6350# set config-button no-clear no-rescue
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ST DUWNTEL http://www juniper.net/techpubs/en_US/junos/topics/reference/
configuration-statement/config-button-edit-chassis.html =28 LT T W

LCD XZa—0t+a 7+

J1ZN\—FRybT— ’7Z@X*(‘/5°de: LCD AEREETNTLET, LCD Tl&
AT —BZAFERP VOO DEEEDRED CEXI D, BYcEF1UTREZL
THELEWE, YRTLDEF 2 TAVARIICESENSAREENBIE T,

Junos OS /N\—2/3>710.2 [TlE. LCD ORTHB LA TavIic DWW, Fifckx
OV RHEMEN., KUEEMGRESRD AIREICE > TWVWET,

T 74V TRIBRIREIE A Z2—F T3V =R 9 2Icid. U0y R ER
L&,

jweidley@ex3200> show chassis lcd menu
status-menu

status-menu power-status

status-menu environ-menu

status-menu show-version
maintenance-menu

maintenance-menu halt-menu
maintenance-menu system-reboot
maintenance-menu rescue-config
maintenance-menu factory-default

DT INAZABE—MFA MREENTEY, 1EEETD Tier-1 TIZ7H W
BEESITNUELVDTLEDID, Tfew ASHDIEHET. 7/ A ATEHEL
TW3 OS DN—VavrEIERRICLIZY. 70747758 E% TIHHEROHRE T
FEEEINGEOVLIICTERHEEIEESITLEID, UTIE. LCD AZa2—DA T3
VEEMICTSHIARVETY,
[edit]
jweidley@ex3200# edit chassis lcd-menu

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item "status-menu show-version" disable

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item "maintenance-menu factory-default" disable

[edit chassis Tcd-menu]

jweidley@ex3200# commit and-quit comment "disabled LCD ver & load default"
commit complete

Exiting configuration mode

jweidley@ex3200> show chassis lcd menu
status-menu

status-menu power-status

status-menu environ-menu
maintenance-menu

maintenance-menu halt-menu
maintenance-menu system-reboot
maintenance-menu rescue-config

BZIECF 1) TAICREZDH BB T NAADKRETNTWVWSHEEEE, LCD
ATavEZDEFRICIRETLHWSEEIK. UTOOXYFTLCD AZ1—%5E
2lc\EMcL. TORTEEEREHRITHIENTELXT,
[edit]
jweidley@ex3200# edit chassis 1cd-menu
[edit chassis 1cd-menu]


http://www.juniper.net/techpubs/en_US/junos/topics/reference/configuration-statement/config-button-edit-chassis.html
http://www.juniper.net/techpubs/en_US/junos/topics/reference/configuration-statement/config-button-edit-chassis.html
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jweidley@ex3200# set fpc 0 menu-item maintenance-menu disable

[edit chassis lcd-menu]
jweidley@ex3200# set fpc 0 menu-item status-menu disable

[edit chassis 1lcd-menu]

jweidley@ex3200# commit and-quit comment "disabled LCD menus"
commit complete
Exiting configuration mode

jweidley@ex3200> show chassis lcd menu

jweidley@ex3200>

EX—XTlE. N—=F¥ILv—DBE. AXVIHETFELGVE T, £
DN at$1th§131’EL‘(L\%>Eid)=E,U)'C3“ EX CN\N—FvILov— AR
LTWBBEIE. BINRENNEICEZIET,

LCD AZa2—DFEMBEIVANBLUE TSV b 74— LDY R—FMRRITDOWNT
&, http://www.juniper.net/techpubs/en_US/junos/topics/reference/
configuration-statement/menu-item-edit-chassis.html #&2B L T EE WL

KREADIRY MT—VR—bDEF2U T30k

[edit interfaces]
jweidley@MX80# set ge-1/0/1 description "---unused---" disable

[edit interfaces]
jweidley@MX80# commit and-quit comment "disabled ge-1/0/1"
commit complete
Exiting configuration mode

tFa) 70 EOBRHLS. KMEADX Y NT—2YR—rE disable [CTBH. Dix
CEBFERARAIE ST —T IV EFINTEXENEHWVVREICRET S EAE
PROHLET, CDLIBHREINBIET. MBIV A TEREDZDT /N
A AERBLTHD T NA AL cE Ry M7= RDBRICT V2 X I BEIREMEE
I BTEDNTEET,

AR ITT—ABEENCTBITIE disable ARV RAFHLEST, Ffeo /2 T1—
AD description # 73V EFESCETREBRODEIIEIZITH. 7/ 1A%
BEI5 L THRELRBREANTE, EEICBERTT,

jweidley@X80> show interfaces descriptions
Admin Link Description

Interface
ge-1/0/0
ge-1/0/1
ge-1/0/2
xp0

up
down
up
up

ex4500-201;9e-0/0/0;192.168.46.2

down ---unused---

srx5600;ge-0/0/0;192.168.46.54
Out-of-band mgt net

EX ZAAYFTIEFFERDR—MEIT I7HIVETIIUTDOESGHREICE>TVE
_g_o
TI7F+IVETlE. IRXTOR—IDT7I7EAR—bELTEZIN, default
EWSEFINAET 7L VLAN ICERBENE T,
R—ME. TIHIVNTTIERE—RICEEIN. thOX A vFITEHiTN
THLEEMICA S DRIV IT—ravidfTbnEehi,


http://www.juniper.net/techpubs/en_US/junos/topics/reference/configuration-statement/menu-item-edit-chassis.html
http://www.juniper.net/techpubs/en_US/junos/topics/reference/configuration-statement/menu-item-edit-chassis.html

24 This Week:JunosT /N1 2Dt Fa ) 71381t

TBIC. TIAHIVETIE S 71CiE default VAN IZEENFTHA. UTITR
FESIT, default VLAN [T 802.1g 2T A& L TENTLE A,

jweidley@ex3200> show vlans default

Name Tag Interfaces
default
ge-0/0/5.0, ge-0/0/6.0, ge-0/0/9.0,
ge-0/0/18.0, ge-0/0/19.0
dmz 200
ge-0/0/7.0%, ge-0/0/8.0%
JAZN—RY STV ADRA v FRRICHTBT TV VLAN BRKURA T
7 VLAN O E1{EIC DL TlE. http://www.juniper.net/books TN TN TWL
% [Junos Enterprise Switching) (LA /IVRHXUO—2F—ZF, O Reilly
Media ¥17. 2009 ) AHRBRLTIEEL,
HEFHRDHEE

REBRITHMHWHETHD D, 1EETRDT /INAADTEEDEDHBAFHERID
HEONMCEDLET, RETDHREHLHIET, BHLTWKHT, TIN\1REHBEFL
T, —BIREFERFAICBUL Y., BEIWVIEBIESTD T2 /N —F v T —
JANORZETBTEEHBTLLD, CDXROILGBEICIN—TAVT I VI VA5 1—
HP—BEBEDT—2HDHIRENZLSIC. BREERATY S EBGREHLNHIET,
LUTFOREDSBEIRTEET,
FHTEELET—2EHIR | TNIRLEREVHECYP T FEFOH
DBHEETYT, Junos VI MIT 7 Tld. TEIEEIBFRICT —2DMRESN
e, INTOMBRIEREHEERICHIRTDIDIZBRZ TIEHYEE A,
ATFATITH— Vb I CORETIK. VAN)—=TOvREEFa2)70EH
DIeHICETLET, BEIK. AML—IDB/NN—Tr¥3{tEhn. Junos
OS BRBICEBA VA L=ILEND . INTDIFRHKDONE T,
ITRTCDATATEMEHNICRINT  COREEREIRANDIDOHIIET,
FFtFal) T8t/ Ny Tr—IDBRINBEOICTHI Y b F—LEARET
BREHNHIET,

RTEBIREEDFEREL LT, Toad factory-default configuration A< RlIZESEN
FHh, TNIE. TOORYRHI—T—DEEIEREZLZEICHIRT BODAHE
TREWHTT, H{ET. THEAROREICRERIOHDHFEIOBESE
Bhoo

ZDEIavTlE 2 DBDHETHS. ATAT7EFESEB7+—< v MMIDW
T ETE T, AT4T7AVA—=IVDORTFIEIL Junos 75y k74— LIk
TEED®H. TTTIH. COTACRDOEARBERERMBEL. REOFIEERLE
o oEEELET,
F9. WEREINTVS Junos OS /IN\vr—IDRATICODWTERLTHELTE
HhEETY,
AVZAN=IVINV RV AR =IVINY RIVTIE. JunosOS B4 F—1JE
JIVETWIAIE V=R 91 HBI)—=R 92 \) XTI T L —R&Efeld 7y
TOL—R9BTEDNTEELT, 1A=V RIVEFERTZE. /IN—T3
VRBDT YT —REIEE I L — R EBE I 7AIVDOIRDEEEN
ESE
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AVAN=IVINY T =2 L AR S=)VINY T =TTl AV Y= —XET
BAIE V=R 92 H5U)—R101N) 7y TSI L—RBELUOATTL—
RIBIEDNTEEXT, VA= ILINYT—IBAVAN—=IVTBE VT
DITHREICEBAVAN—=IVEN, Junos 771 IV AT LOBEERINS
T, TDEE BEDVRATFLOATGENEIBRINSZELHYET, L.
A VA= IVEIDRE 7 71 IVIERFENE T,
AVA=IVATAT : AVAM=IVATATTl&. IV—2—%YV T ITT[E
EHNSEIRTERTENTEETY, 1 VAN —ILATATICEY. ATA4THE
IN—FTa2abEN. JunosOS HhELICHEAVAM—IVENET, D1
A=)l AV A= )VEIDBERISAEMERTNE A,
AVAR=IVAT 4TI PCMCIA, OV/IN\IRTZwva, Efeld USB RS14 7%
EoTIUNOS TA RTA A=V HAERR T BTcDINY I —I T, TDTARTA A —
IEFERITBIET. IV—TFTA4VT I VI VEBTIA—I VI, IRTDT—4%
HETBIEDNTEET,

ATATAVAR—=IUNEEDT, BERELEERTDT —2DBI—T4 VT I IUH
SHETNAIEIIREENETH, Ho5pDT —2 BRI ZRETHIET. 7—
REBIBCERHZEDHHILZTBMLTEVTLILEL, BEGLFIVTAHE
RENBRIFTIE. AT 47 DYENGEIA LD KE—DEREREGHHEDHIE
ED

AVAR—IVATATDAF
AVAR=IVATATNE V2ZN—RY ST —=JADY 7 D7 Z 70— KA
FOSAFTEEY, M22 IR —NGEA VA=V T —VERDE I3
NCTTRRALTLIEEW,

CSC : A/ VAM=IVATATDEIA—F

22 &Y, Junos TINAR TSV b IA—LTEICEBZEDA VAN =IVATAT H®H
BTENPDHDVEY, SEARADTNAABICTELW Ny r—I%Zo>O—RLTK
feEL,
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TEETEAE Junos OS A 7177, FIEBEVAN)—T4 R DIERME) -1/\) —
AVAM=IVDRITICEATBEFEMICDOWVTIE. [Junos OS Software Installation
and Upgrade Guides (http://www.juniper.net/techpubs/en_US/
junosl10.4/information-products/pathway-pages/software-installation-
and-upgrade/software-installation-and-upgrade.ntml) ZZ2BLTLEE0N,

W—TFT4 T IIV EDITRTDT—2EtFa7|ITEEL. IRXTOF—(ER
tv 9% a request system zeroize Junos CLI AR FHHUETH. ZDHERE
HR—ME Junos TINARAT SV b I4+—LILE>TEEVEYT, ZDfesdd, DO
IV REFRIZEEIE. Fallc. SEBDOTSV N I7+—LICHBIT2REE Y R—
MRS DWW TRESRL TLIE LY,


http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.html
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TIZHRERFDRE

Junos OS &, BEMELF 1V TAHARAXRT. BeEELEA B+ REDI——I(C
FELLES>Y—ERTONAZRIETCAZ— M LE LT, Y—EXTONAZERIE
TlE. IRNTOHEEICE BN TR DEFHAROSNE T HIELTLEZAILITY
F7O—FFVvAMBLUIPY—RIV—T4 VTEHEICDODWTEZATCHELLD, Th
5iF. BEICEOTIMERNEEET I, T 7HIVNTEMICTDE. +OGREM.
T INAREDBEM., BLUtEF1UTAHRERINETA, FRIZHEIE T
NODBEENELTEHA VR TI—RICDIHBREEINBINETT,

OS BEAEDF 21U To1%REIE. TINARDLEMGLF1) T BEHDE
BICKEYVET, OSHtEFa7ThIFNE. REICEBREL TN\AMZADtEFa1)Tr
WEEWHAEMENHIET,

Junos OS OR—XA—NKclE. Fa75T74IVME. EEBNGERY NI —#%
BEDMR. H—RIVDRELE, tF1) T LREMERL T LD DIERED M
AENTWVWEY, TOETIL Junos BENMBEAS X1 To18EE. T/NAAD
SEMNEEF 1) TAEDN—REGDT THIVMREICDWTERALE Y,

BRR2EHS. ZY T TN\ARER—F) v A ELTWB Y —EADSHBLL L.
HBRED)RIITESTINTWATLICEVEY, Ry NT—VREBIFI1I——T&
ICEBEDIeD V1= Y N T—=IXATld. 21— —H Junos T/IN\A A TEDH—
EXZBCITRENNCDVWTERLERA, Fleo INSTRTOMBEEEINICT
BeDICBLDREZBZTORITNIEESHWEE. 1 DDOBEWVDZRY N T—2
DEF 1) T4 HTSITETEE, HBZZIFPLILGSEENBHIET,
ZDfe&d, VaZN— Vv bT—=URIE TIHIVIREEMNER/NRICLTHY.
HEITGECTI VY Z 7R BMLEITNIEESEWESICLTOWE Y, Thic
KW, VHBEA R BELRRENBZSATREEDNBVEITH. tFa) 70 LEDA)y
ME. ZOhTDHETA)Y b EIXBDICERYET,

TIREFRROREIE. TV I+—LICEDTEZDBREVETHR, T/INA AR Y
PO —0¥28E LTDRENER-T2IT. DEBEH/NBDEBEDHFBEMICHE DTS
TEEBZTEWTLIEELY,

Rix | TIHHEROREDRT
XRD Junos T/INARICEO>TRGVETH CCTERINERIEIE T 7HIVNDT AV RET TR —

EXTY,

1.Junos 7\ R AT 1L, REE—FICWEZZXT,
2. load factory-default A< RKEAHLET,

[edit]

jweidley@vX80# load factory-default
warning: activating factory configuration

[edit]
jweidley@vX80#

3.show XY FZAAL. THHEARKOREERTLET,

[edit]
jweidley@MX80# show

## Last changed:2011-03-14 08:25:13 UTC

system {
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syslog {
user * {
any emergency;
}

file messages {
any notice;
authorization 1info;

}
file interactive-commands {
interactive-commands any;
}
}

## Warning: missing mandatory statement(s):'root-authentication’

}

[edit]
jweidley@VX80#

THHEROREICIE. 77AT—ERX (telnet, SSH 15&) RA—HY—7AHVVIHABENTOE A,
Ffe. root I—Y—[T/NNAT—FHAREETNTWEWVWTEICBBELTLEEL, TNICDWLTE. RDE
73V CHRBALEY,

4. ZNSDEFEAIIY FLEWEEIE. rollback ARV FEANL, 77747 ERELFFHREZRHAE
TET,

[edit]

jweidley@VX80# rollback
Toad complete

[edit]
jweidley@vX80#

5. RENEEEINTVGWNTLZHRLET,

[edit]
jweidley@vX80# show | compare

[edit]
jweidley@MX80#

6. 7\ A ADSAT7IRLET,

root 7HUV FDINAT—F

root 7A7 > M. Junos 7IN\A A TREBNGETHIV N THBIedD. INAT—
FTIRETHREDLNHIET, root 7HATVMUETTHIVEDINRT—RId5L,
ITARTD Junos T/3A A&, root 7H TV FDINAT—RHRESNTLEUIR
RETHREEINET, ThiTKY. IVIZTHTIHIVMNNAT—RFEZBETIC
ZTOEEFEVEIS 5. tu\5:t/a‘*t:laf—motﬂ:t;o’(uia“
root N\AT =K TNAADHARERICRETHIHLEDHVE T, EIR
Junos OS DEFE DEMETIE. J-/("FCL/TBLJ:D T, root INAT—RZEFRELG L EL
PHREIFOZ Y FENFT A,

[edit]

jweidley@IX80# commit

[edit]

'system'
Missing mandatory statement:'root-authentication'
error: commit failed:(missing statements)

[edit]
jweidley@vX80#
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YR—bT7HIVE

Unix X—Z®MD OS HES—EINNVA—E, 1I—HP—IcKB ST IVa—T1 07 %518
9518, root EFCLANIVOMERZFF DY R— 7 AT M BMLTWAIEEH HY
£, BE. D7 HTV ML Jete/passwd [T AT MaERL. ZD1—H—ID (uid)
&7 1—71D (gid) % 0 ICRETHIEICKIERETNE T, LHL. ZHZH5
BDEDTINARADAT AV ZEINAT—REFONETIEHL TDXRIBETHTVE
IZ&Y, X2 )74 ERERVAIDELBTEICHEYET, JunosOS IclE,. T3V o
YR=T7HT IOV RT7HR—= T ATV MEHIE A, root LNIVDT AT
ME 1 DDHTHAHIEIE. shell SLITFDIRY FERITIAHIE THRTELR T,

jweidley@ex3200> start shell

% cat /etc/passwd | egrep ':0:'

root:*:0:0:Charlie &:/root:/bin/csh

%
HAIE, root 7HOV 1 DOIHRTEINTVET,
INAT—F

VATLNDHREDZLIE, 7V CATARELGE. FEPEHZERBITVSRES,
EJ at%d)mkﬂké:”) XY NT—URDSAENTONE T, TDORSIGHE Z?EBE
CTe®dicldz,. IRNTORY N T—0FINAANRAT—REEBS{LL. T/\1ADE
EJ ] iﬂ/‘/—}l/ LR CEGVWEIBIICTBATEDARTAXRTY,

EFaTHENRT—MEREF

Junos OS &, EHEOBES{LEIT/\ya7IVa) XLICEYINNAT—RFDt+a
71 &@It TN DODDFEES R—FLTWET, T74IVD/\NYa7ILT
X LE MD5 TIH, THEIGREGEF 1 T HKRSESNBEETlE. SHAT I
EEIHEETEET,

CLITTIL—=YTFRMDNNRT—FZRETHE. Enter F—ZRLICERIC,
Junos OS LKW ZDINRT—FHBES{LENE T, TL—2TFALD/INRT—F
V& T —HATENRED/I\V I Ty THEEEINCDRET7AIVIC BlczFa
TIEBETCHREFEINET,

IhiE. NRT—FZRETLHHLKAVONIEELGF1) TAHEEETT H\
FIEFIC, MEBERZMWME IS O2ATHLRIEET, HAEE Tier-3 TV Z7H
Tier-1 DIVY ZTICREBRZE TR ROLSICHESEENTIBERTRTITS
ZElek), EBRDINAT—REHMSEHTEGL TNTDIV—2—=IT7HIVE
EER T HTEDNTELT,

set system login user EMERGENCY full-name "Emergency Account"

set system login user EMERGENCY class super-user
set system login user EMERGENCY authentication encrypted-password "$1$zEj/6q97$r8GfPUOfRqGhNaSa7f

Jg//"
FIHIVEINRAT— KRR —
BRICHRATED/NRT—FHAREINDTENBWLED, Junos lcid, TL—2
TFAMRT—=RICHLTT 74V TCUTOEHEAHIE T,
EX A T—FRi&. 6 ~128 XZTHITNIEXEVEB A,
NF NNAT—RITIFNFEAEDNFI TR (KX F NN F HF A5 F
B&U%@f@@%ﬁﬂiﬁ(fﬂ EEOHBHIENTEET, HEXFEIIFERLENT

fEE
*’E"H—t /\7\'7 Fig. DGEEEAXZEENXEZLITEBDNEI AR
%H%Abﬁ%wﬁb\w&@‘

CDTITAIVERY—TKY., HEEREDRE BECITH. TDOFTTAIVERY

—H1—HF—D/INXT— M’E%‘EI&E#F%,%M,‘(L\&L\% 3. B4ED ﬂ:l—
HIVEREE] ZBBL. INSDINTA—ZDHRAZAIA R EEHERLTLIET
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JE—FT77EX
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Junos D7 L —FFAMNRT—RICBTBEHMICDVTIE http//www.
juniper.net/techpubs/en_US/junos10.4/topics/concept/authentication-
plain-text-password-requirements.html ZZSB LT EL,

Junos OS DFEA LH#IE. FERARBELR SNMP N—I 313N\ —T 3 1H6K0 2
DIHT. TNED/N—V 3V Tld. SNMP I 2—IvET N1 ZABDBIEDIE=SL,
BLUSREINEBSETFbNEDofcTED S, SNMP EEF 17 THWEEZS
NTWElLfe, DD SNMP FST7rvoEFY7Fr L. ACOAZ2 270X
VI ERFERTBIEICK). TNARITRHLTAREREEA{TOREEMENHIE LT,
Junos 7/ N1 A& SNMP THREZEBM-ZE -HIRI DI EIETEERFEA. TNIE.
ZEHZ AJRE7E MIB (Management Information Base) DMEEAEEWHT
9. SNMPV3 TlE. 7AMIJVICEREER K URES{EABINENTHY, Junos ik
SNMPV3 ZHR—rLTWETH. SNMP [CLDREDEN « ZF - HIkRIE5|E
BEFITINTVE A,

CLI. J-Web. Junoscript %= &, Junos T/ N\AM A%ZKET B HEIFTW DO HY
£ H. SNMP lFThIcEENET A,

ping H KT traceroute BED MIB 5 E, o7 Iba—Ta 7 IfERTNSE
EHZATRESE MIB &L DHBYET,

XY RNT—IFTINARATH—EREB#MICTRECIC. BEDOHZI—F—ICT/N
A RABADEEREEZ ALY, HBERITDRAVIDBRIET,

% <D Junos T/\AM ATlE. TIBHEERDREIC telnet, SSH. J-Web & ED
JE—=F77EAY—ERIFEENTVE A, TOEIICEF2T7HT T4V MR
EARBL. TVIZTHRELRIE— NI —ERDIHEEMICLEITN
XE5HNWKIICTETET. HBIFEDONADERABAIPBRLTVET,

TSUFSRX R IV =X TINAREEQA—I VRO TSy b TA—LDES5EH
NEBVET, INSDTZY M TI+—LDT I7HIVMREITIE. TRERBERDEWD
IVIZTTCEMBIEETEDLS. WOHDDIRXIAV M —ERREEN
TWEd, TNEDTNA ATl £Fa2)T4 LOFEAERTEcHIC. <%
IAVM—ERETO—NIVTIRGL BEDA V2T —RE feldttFa) 7+
V=V TOHEMTHEOITVET, FMICOWTE. BT SV TI4+—LDOBEE
HAESBLTIEEN,

TFATTHEWT 7 EAT —ERDEMEE LU 77 LAY —EXDEF21) 70
SBIEAFEIICDOWTCE. BA4ED 177X FaUT4] €©77a>ESRBLTL
ZEL,

Junos B FreeBSD #X—XELTHY. Junos CLI H5 Unix T )VILT7 72X T
EBTEFAMDERTY, 20 HOVAFLTAVINAIVENTOT S A
D Junos TINA A TERITEINZEVSAREENZEZSNE T, LHL. Y1Z/\—
XY R T—=IRETD) RIS L. Y2 ZIN— v b T—=IZRERICAV /AL
L7095 LDIHAVAN=IVTE IV—FTA4VTITI YV ETRITTEBMLA
HFEBALTVET,


http://www.juniper.net/techpubs/en_US/junos10.4/topics/concept/authentication-plain-text-password-requirements.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/concept/authentication-plain-text-password-requirements.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/concept/authentication-plain-text-password-requirements.html
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VYINIIT DAV TIITAFTYYI

£ IJunosOS VI M I T7AA—=DITlE. TIRIVEBAESNERITRET 7LD
RZTIAMDEEN. TOVTRFr—DEYUEDERINIIBEICDIA. TD
RITAIRE T 7 A IV AV AT LICEZRTAHTEDNTELY, Junos V7 T/ Tl
VIR Fr—HDERINTOEWNNAF—ERITEINFE A, TOBEREITKY,
Junos 7INA ZADA VT ) T4 % BETBEREEDHDRELRY T T T7T77
TAETADSVATLEFELTVET,

Junos 7.5 LIFETlE. SHA1 74V A—T )M ZTz AL TWB/N1F
J—DHH—FRIVTRITEINDBEDICT B, TIRIVITRFv—DMERE
NTWVWET, Junos Tl INSDTAH—TIV M TIZIVBRINERZ
TIAMHDSO—RENETH. O—F—l&. ZOIVITRFr—DELHMEDHESRTE
EBEDHIDUNIBEEERTLET, Junos TlE. ZDV T xFv—I. RSA THE
Btz SHAT 24 I A MDMERETNE T,

Fle. IANTD Junos V7 b7 7EY 21—k SHA-1(Secure Hash Algorithm 1)
F7zld MD5 (Message Digest 5) DIERELTEREINIET IRV T RFv—
HEERTHY, BEINN\yr—JVELTRHEINE T, TO/N\vTr—Tik. RER
STEORERN. [T 27717IVICRREINRBRE—RITIEEDHA VA b—
IVENET,

ZOMAERIE. Junos T/ A ADBEEENFICHEE TEX T,

Mounted jbase package on /dev/mdO...

Verified manifest signed by PackageProduction_10_4_0

Verified jboot signed by PackageProduction_10_4_0

Verified jbase-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jcrypto-ex package on /dev/mdl...

Verified manifest signed by PackageProduction_10_4_0

Verified jcrypto-ex-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jdocs-ex package on /dev/md2...

Verified manifest signed by PackageProduction_10_4_0

Verified jdocs-ex-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jkernel-ex package on /dev/md3...

Verified manifest signed by PackageProduction_10_4_0

Verified jkernel-ex-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jpfe-ex42x package on /dev/md4...

Verified manifest signed by PackageProduction_10_4_0

Verified jpfe-ex42x-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jroute-ex package on /dev/md5...

Verified manifest signed by PackageProduction_10_4_0

Verified jroute-ex-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jswitch-ex package on /dev/md6...

Verified manifest signed by PackageProduction_10_4_0

Verified jswitch-ex-10.4R3.4 signed by PackageProduction_10_4_0
Mounted jweb-ex package on /dev/md7...

Verified manifest signed by PackageProduction_10_4_0

Verified jweb-ex-10.4R3.4 signed by PackageProduction_10_4_0

YT —2

FERICOWTE, YaZIN\— Y RN T—IRDF Ly IN—X KB12831
['Verification of Junos Software Images)] Z&BLTLEEL,

BEIL. HEIFEDODNGEOEENBIMEEINTSY., 12—y bBLU1I—H—
YR T—=0BREEICLIEY, NIT+—VAELZLESEBREREGO>TW ey —
ADBYELIc, TDXETT3 TR, INSDIEEEICREETY S Junos OS DEERIT
DWTCEHAL. 77 A TNV RIXIAV DA w b ERLET,
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TIOMFTINIFRRI AV

2V T —=0FTINA R, BEABIC In-Band KLU O0OB (Out-of-Band) D 2
DOHETEEBTEET, 1VINVRIXIAVINTIE IRTIAVNZTTav Y
& A==, T70 v EMBA 2T —ABROCT—TILEHBLE T, —A.
OOB YR IAVITlE, IR IVAVIERICHDAVRATT—RE) VI EFENK
T, OOB XX IAVIDSHICTAZAMIODVETH, B3I ITRTLDIC, 1—
= STV IEIRIAV NS Ty I %BRREICDBEST AT EDTEXT,

| QOB ERIAY FZw hT—%
—

NTP RADIUS
& %
| o ——
1 T [
I [ N
ii\ [ ‘—*fxpo
I-_l

S:,:l:\:l:MP Syslog

me0

&5 =0

OOB YR IAV bRy MT—Y

%D Junos OS 73 b 74 —LAlTlE. BAD OOBIXIA VM UEZTI—R
DREINTVEY, TOAMVE2T7I—RIE. IV—Z2—BKLUtFa2U7147Z v
T4 —LTlE fxp0. A1 YFTld meO E7zld vmeO EFEIENE T, J 2 —X )b—
BZ—BKLUTZVF SRX [ FNBRR D8, BERHOIXIAV MM ZTT—R
IEHVELTA (Fcfel. FEOA—YR VMM UR2TI—REIZXI AV NENTHE
BTEXY),

BADOOBIRIAVNR—=MIFEINS VIV RZ2TI—REERIENET,
ThE. IRIAVR VR TI—ADS AT NS T4 I DBMBDA V2T —IH
SHABTEIETET. TDAVEZTT—ADBAD TN T T4 VIR RI A
B TI—ZADSHBIEDNTERWEHTY,
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31k OOBRYRIAVIR—FEESITET. IRVAV R T—%2 (NTP,
SNMP, E85E. Syslog ix&) HAA—H—rS 70 v oD SHEBMICHBES N, RV b
D=2k TeFa) T FHDRIE TN B FERLTWET, BEDHSI—HF—
HEEBNS v D SEBHICHBET NI, IRXIAVRNNTTa /'7%7\ TdaY9
INEVIEESND B EIEHYE A,

IPY—RIb—FT15

==& =T 70 JIVEFERLGEEL. BEDRYENT—JFXTD
IW—HMERERZIBLET, /Ty MI BT RLRAITEDWTCRY N T—Y ETIV—
7__’1,\/7_511?3_0 }l/_g in%iT@Tﬁ/ \X%WLD&LTL\%TL_@ 9&5‘6/ I\I/
AETNIV—T AT TBDIEHADTETT,

IPRFC (RFC791) (CIEZE#. AN REBLUIN—RAY—RIV=FT14V T Dfc&dD
IPAYZ—FT2avhaFnhTWOE L, V—RIL—T42 7 TlE FERILL /N
Ty bHEIICEET DETITRBTZD/NNADINT (AR £eld—DD T —
oA UV—X) ZIREITBIENTELT,

AT aVERYNT—=IDISTIVa—TaV T DledICHIELIED. BE
0)2?5%1—*7“—75‘V—7\}b—7_‘47’7‘7éﬁﬁﬁL,’Z'\ BEDRYNT—T1T A2 M
Ny b EEDbDE. XY ET—7MROY—EHRZNEL. BEICLOTUFEFa
)T AN T HRREED D DENDTEICHIEVET,

HWAN—=T 37D Junos Tld. V—RIV=T4 2T DT 7 IV TEICTE>TVE
Lieh. ERhC 9 52&brEEC LT

[edit]

jweidley@MX240# set chassis no-source-route

Junos 8.5 LIETIE. IPV4 Y —RIV—FT 42 7ET 74V TENTY, Ry bT—
DT —RI—TA4 VT DR ELEIESIE. [edit routing-options source-routing]
BB TEMCTEHIENTELY, TOLIGMAFREELTHONIfH. Junos CLI
Tl&. FHRO CLIORVFIC, BLEFETHATEZTRT 777 DMIITFoNE T,

[edit]

jweidley@mx240# show chassis

no-source-route; ## Warning: 'source-route' is deprecated

INTYMV—=TFT 4 T BITBRBEDINADRE X V2 Z/N—RY N T—TAD)V—
B—|fFE, - —IcLBY—RAI—FT4 TR LENTIETWL

IP A4 L 77y F7O0—FF+ X

ZALTyRT7O—RFv AN, Ny EDBEEDOH TRy b7 O—RF+ A
TRLRAICEREEINBAICEELET, IPEALYTYyRTO—RFv ANy
M. SBET TR YMIBERETAETIE. I2Fv AR IP /T Y RERLESICERY
FO—o%@BBLEY, BET T VMIBREL. NXLEOREDT/INAIXTIPA
A7y R7O—RFv AMDBEMITEOTWBIBE. ZTDIV—2—F Tl X1y
FlE. IPAAL Ty RTO—RFL ANy R, ’Sl Al SN 50w
A—RFFvAMCEBEL, XELET, chickY, 2—T v TRV EDITRT

DRAMNIPEA LTy RTO—RFv ANy b EZELET, fcfil. TD
WMEBICESTIV—Z—FKTelZ AV FICERHDOHIIET, E5IC. IPRT—T1
THMEONTWBREBIETIE. 41 L77 Yy R7O—RFv AMDESICEGREIRR
ERBCAIREMDAHYE T, Tl FHERAMIXNTS DoS (Denial ofSerwce) w
BY XYRNT—IDRENENTA—IVAEBTEEEFERELTCEREINSA
BEEMEHUET,
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fefel, B4 77y R7O—RFv AN ZDEDOHRT LLEEELDIFTIEHIE
Bho NVIT7VvTHRED)E—IIXI AV MY =)L WOL (Wake on LAN)
T r—avicidg. IPRALY7T7y R7O0— R+ A EREBELETEEDEHY
£9,

Junos V7727 Tl ZA LTy RT7O—RF¥AMIT T4V TR ED
IZHESTVWEY, JaZ/N\—xvrT—P7RlE ZA4L 77y R7O—FRF+¥X+D
ZUBEI—RT—AEREBELTHY, 2—7 vy 70— RFFv A MEMEIENSHE
ﬁ%%f)\bibho TOMREIE. AV 27— RBAICHRNICRE T 2REHLD
DEI,

7O+ ARP

7O+ ARP (Address Resolution Protocol) l&. XvhT7—2F /N4 X (&
BlXIV—%—) DBIDTINAZASETD ARP ERICRETINE T AEETT, IS
BELIIV—2—HDZDBEXTDIV—TA4 VT EHITVET,

TOFYARP X, IW—FTA VT IVIVICRBLEARENMNIESETIEZEDDH
%ZL—*)” ICEBINSEEMAHBIET, Ffee 7OFT ARP EBEMLT B
1. BESEYTRYIMNRRIVERETBHEDIANEZSN., ZTNIcKU XY
J—IBEENEBAEMELHIET,

Junos V7 b 7ET 74V TIE T O+ ARP IZESNICE>TEY., BEOHF
DIP7RLRICE TS ARP BRICDHGELE T, Tnlck, Y7V TIRE
LY TVWRY N T—IEREICEO>TVET,

TR+ ARP I ZTOWBEELNEL T DR TIIIFRICHREGHEETT, Junos
OS TlE. A V27T —RBUTTOF Y ARPZHRECELT TN, HETRE
I ix el DIMESHAEE LTERLTIEE VL, MARDTEHREZ LD T (TEY)
lexy b —=0%R5TL. BRTAHIENNAREDTY,

F7#4IVk ARP RYH—

J1ZN—RY TR EX V) =X %&BRE. JunosOS TIE7T74ILT. Ib—
74/'71///‘(&JE*7(1%>ARP/\/T/HLﬁL,‘C L—hUzy hHERETN
£9, TNICK), REMBICEDEDHIBEDHHTAICKDEDHEBDODT
ARP A b—LWBICL>TIV—TA4 VT TV I VDY —ADTNTHEE T IR
=EBHEX T,

jweidley@MX240> show policer

Policers:

Name Packets
__default_arp_policer__ 0

FTHI KUY — B 1 — DBERBL LTV EWNEER, ARZ LK —
RERLT. ABRAVEII—RICERTAILLTEET, KUY —DFERS
FOBADHMIOVTIE, B4ED —F VI ToIVDRE EBEL
TLRED,
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- S YR IOL:I (4

7 FLREER

[edit]

CDETIET/INAADLF 1) T %58t T BT HDHREERE TS T7OEXITDN
THRERLEY, Junos DT 7+ IVMRETIE. HS5BBIRRISEIGT D EF1) 70
DRHEINTVEY, b, WHNCEF 27 LT NAATH>TH. FMEyHIY
T4 L —23>TRREF2)T70LNIVMETLTLEWVWE Y, TOETIE. Junos
?/ggi\;é_gifiEiﬂﬂﬁb‘%%ﬁt?’%t:\’—l'J7_-4’7J'7°:/3 >~ DBEYIEEREIC DN
CEHR o

&<, Junos TINA ADY—ERADEXRNLGEEE., NSO —EXEZEDELS
g:%f;tghtf*ﬁﬁi%?ﬁb‘&& =584 - Z2MOFEWVRY NT—JICTELHEIE
72 £,

TIHIVNTIE =TT IV TERINB NS T10v7 (cflowd. syslog\
NTP %&) DFEET7 FLRIE. BRICREAEWAVZTI—AD IP 7L RIC
DEY,

T7F4IVEDEETIE. KIRIET. BBEICERINX YN T—UTIE. BERIC
EETT RLAHDEDOTCLESAREMDHIE T, IV—FTa T IV IV TERETN
BT Ty DERETT RLRAEEE(R T BTesblc, IL—F/\vo (lo0) 7FLX
HERITAHIEZBRHLET,
INTYRDRIV—T Y RAVZTI—ADSXKEEINEEEIC, O—HIVTEREINST
NTDIP Iy bDERET7 FLRELTIV—F Ny o422 Tx—R (100) DIP T
}\ [/X%’;{Eﬁﬁ?’%)iﬁ’“ &, CLI ¢ default-address-selection # /3 A{FERLET,
DFRFEIF. OOBIRIAV M VATI—RA (prO Flzld me0) HMSXETNS
|‘774’ wIIFBREINGWTEIGEELTLEE

jweidley@ex3200# set system default-address-selection

ICMP U5 A LI

RETT FLRELTIV—T NI EFERTDE. IRNTDRYNT—TT/INAAD
W—TINYIAVRZTI—AD IPT7RLANRFEDY T2y FRILHBIHFE. T/~
ADSRETNBIERBN S 0 v I E8ELTCHRTE 7747 74— IVIb—)L A fEE
IVER CEDEWVS AU Y MEBIE T,

ZODAR Y REFEATBESIE. Junos T/ A ZDFIHEREDERMETIBILTHLT
EHEHEDHLET, c_d):l?/ REBFREFDT /A RITEBMTBEEF. +97FE0.
ARV REBMES. IWV—TFTa VT IV IV TERENEZITRNTD NS T1 v I D5 EiE
THEEBYBET D EERESRLTIETL

ICMP UZA L& IV—2D 5/ Y FDEFTTITESN S notification T,
BEDRANKIERY FT—=INDREZ—GN\NADFEET HIEZ BT BERIE
RAEN2EDTY, EETT/NAREICMP URA LU+ 2RETEHE. BEDIV—
TAVIT—TIVEEEL, UBEEETEINTD/\ry b ICMP ALY Tl
HENfIV—2—RBETIL—T1VJLET,

ICMP KA L% NEA T3> TipY, RETRBYFL A, BEICREENRY
rT—oTHNIE, ICMP ISBS S CHER AT BIE T T,
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ICMP R ALY b EFESEODRADBEIL. DoS KETY, &=iE CIEEWL/NRT
W—T AT ENTAF pps &EDINT Y N EZIFBHTET, IV—F2—DBZFN5ITG
BREDZEEFLEGEY, TnUCEYIL—E2—D)Y —IBEELTLEWNE T,
Junos OS DT 74V REMETIL. ICMP UAA LI EDBREINETHA. UTFTDO
?;/E;?%Hﬂﬁ“ézttzézu\ ICMP UZA Lo A4S O—/\JVTERICTHIEN
TE o

[edit]
jweidley@ex3200# set system no-redirects

AV A b — )V, SRRANBEREISESECETOR. —RIC ICMP U421 L

TR EBMCLETNRGSEVESITRREHIET, OXIEIHE. TIZ

7E ICMP URA LY e b BIEA VR TI—ADHTENEEEICL, RELGA

VE—TI—ATENTEIENTEEY, 1VZTI—ABUTIZAL Y%
I BICIE. UTFDARY M ZFERLE T,

[edit interfaces ge—0/0/3 unit 50]
jweidley@ex3200# set family inet no-redirects

SYN-FINTCP 754

OS DRAATEN—IIVERFETSHEDI DELT. BEND/NTY 21T R
EKEL. 2=V hDISBEEDNTEHEVDFELDBIET, COFAEE. TCP/IP
ABZYG TV A—=T IV T4V T EFENET T, COTOCXT—RRIICERINS
INTYRZATD1DIC, SYINBKIUFIN 7SI HEARE SN TCP /N7y b
HBHVET, SYN TSV EEFOPPEIRICFERIN. FIN 7>V dtya>
T ERBEEIFERINZEDTH S8, TNUFBBSHNTEN G/ Ny M T,
TDEIICSYN TSV EFIN 77D mAEY bENTE TCP /Ny bME. ZDfh
DAEZENICERINSRENEH S, FOVvTTE2HENHIET, TD
|IE TCP 720 DHEDLEIE. 7717 04—ILT4IVATT OV $5TEE

TEETA. Junos Tld. [system internet-options] ERElc. chsn/\ vy
HEH—RIVLANIVTROY 2D A T3y hBEEINTUVET,

{master:0}[edit]

jweidley@EX4500# set system internet-options tcp-drop-synfin-set

TCPUtvk (RST) /\7vhk

BALSNTWVBR—MIFMLTH—ERAERLAHDE, @E RST F/cld RST/
ACK BNEEENE T, R—FRAF+ U EITOIV—IVIE. XY bT—07 /31 XISt
LT—EDEHEDKR— b EIBELT/ Y hEXKEL. ZOREEIVRZVTTBT
ET. ZTOR—=PTCEIFEINTVWB Y —EZXDHEHES O EHIBLE T,

ETAD KEDR—FRAFY NI —TA VT IV IVICRBELGER AT, /N
TH—IVRAICEBEEAHKIFLIY., Y—ERBELEEF|EFRCITIEREHYE
9, Junos NI R Z T H{ToTUWEWER— I\’\G)i"ﬁ“f;LE‘RLCﬁL TCP Utk
(RST) N\F v bhEZRELGHEWVELSICTBITIE, no-tep-reset 773 AFERL
F9, TTT. TOCLI ZFERALT. &@io@%*%b\ SENBZHIERTHELLD,

[edit]
jweidley@mx240# edit system internet-options

[edit system internet-options]
jweidley@mx240# set no-tcp-reset ?
Possible completions:
drop-all-tcp Drop all TCP Packets
drop-tcp-with-syn-only Drop only those TCP Packets with SYN bit
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ZOARVEIKIE 2 DDA TavhdIE T,
drop-all-tcp : FIN/RST., ACK/RST iz &, ZZ#AND TCP 757 DEHE
HEICE>TWA/N\ Ty b EEHLTRAOY7LET,
drop-tcp-with-syn-only : SYN 757 DHHEREINTWLSBH. SYNTS
/;‘%gﬁ_??5’7‘@%&&%@’@73‘%&“@3*1@\% TCP /\rvihZEEHLTROY

ping 24 LAZ> 7L a—FRIL—Fk

[edit]

R TIINIEETHSD ping T OvI 52 EEHRHLETH. ping [FHBB
RAMCESDTIERICIRII DN ST IV a—TFT4 Y —IVTT, FDIsb, —hRITIE.
W—T AT T IVNEEETNS ping lcL— RSy hEBRT R &KLY, Ib—
TAVI IV VERGBRICESTTELEL, TOMEE NS T IVa—T4 7 ICRIB
TEBIIICLTOVEYT GHEICOWTX. COED =TT T IVDIRE)
Y3 ESBLTIIETW),

BALRAZRTHA T30 w2 ERTRE. BERANE TCORERBZANETEET,
Fie. LO—FILb—bAT¥avid. traceroute ARV REEERY., BHRETDI/N
AT TEHEUERD IV — FETRENS D, RV D= N\ ZADOBED ST IV a—
TAVIIIRIIBET,

fefel. BALARZYTHEEIUL A= RIV—bF T3V DISEIISIV—T 42T T
IVDIV=TNvIT7 RLADMERTNEITH. ChE@E 1 —F—EHEFIREE
BTIEHIEC, IW—TaTITIVDEFEEERLEDS, TNSOEREHT—
EAERMITBITIE. ULTFOOAX Y RAEFEARALET,

jweidley@ex3200# set system no-ping-record-route

[edit]

jweidley@ex3200# set system no-ping-time-stamp

LLDP (Link Layer Discover Protocol)

LLDP (Link Layer Discover Protocol) (&, N>&Z—|ikFLEWVEEL 17— 2
TArIVT Ry R T—=IFTINAAH LAN EICBEDERE LLDP O4 1 /\E) T+
BT RNZARTBEZENTEET, LLDP WIS T /N1 Rld. TLV (Type Length
Value) OFERTIBREZXELE T, INSDAYE—ITE. v —VBLUR—+
1R VAT LK TINA ZADKERERE. TINA RABBDIEHRESHDENTEET,
LLDP-MED (LLDP-Media Endpoint Discovery) |&. LLDP {2#&43EL1I=EHD
T. VolP (VoiceOverlP) TV RRAVETINAREMDZY N T—F 2T T\ A
ABMTDAVEZ—FRZE) 745 Y R—bLE Y, LLDP-MED Tl&. v hT—2
R —DEHED PoE (Power over Ethernet) <X I AV MEE. BHID TLV 1B
WHOMERATNET,

Junos OS Tl&. LLDP & LLDP-MED DREIR Y RIZBHBIEITH. cDtr/3
VTlE. TD2DHEEEHTLLDP EMEXRTEICLET,

LLDP [CSFa )T URTELT, N7y DO RREEE 2 IS b ENGEWLWTED
BIFongxd, 9hbb BEBEOHZI1I—H—HLLDP N7 bDF+ T FrAEITLN,
XY RT—UICBBTBIRHREAFIS8EMNHUE T, Tle. WBEHFHIEZR
DB, FeldTINNAAEYZyvaEET DoS WEELHITBcHIT. R
IE7% LLDP /N7y b ERVIAG R REM S H UK T,

EXV)—XTlE. 774V TIRNTDAVZ2TT—XT LLDP BB TY, LLDP
DEF1)To&@b 5. TOWBEERBELETEHAVZ2TI—RX (Jb—2—1l1
VBRITT—R, AAVFRIAZTT—R, VoIP BEEEE) TDHIDHEREEBRNIC
LTLIEEW, 4T lE. RELGA V2 TT—RICLLDP A4IfRENfe v b T—o k
ROY—DHFITY,
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LLDPZBE®ICT S
e

ge-0/0/3.0

ge-0/0/0.0 ge-0/0/2.0 t‘ Q
=1 =— DIMTMIOTTTIOITTIOTTITY e —‘
""" ge-0/0/1.0 ()

llﬁ
—
#BEIND LLDP DEA

41DMRAY—ABE|C, 9. INTDAVZTT—XT LLDP #ER)lcL
F£9, RICLLDP ZBMCTEIREDH B A R2 71— A% BATRHICERLE T,

[edit]

jweidley@ex3200# edit protocols 11dp

[edit protocols 11dp]

jweidley@ex3200# set interface all disable
[edit protocols 11dp]

jweidley@ex3200# set interface ge-0/0/0.0
[edit protocols 11dp]

jweidley@ex3200# set interface ge-0/0/3.0
[edit protocols 11dp]

jweidley@ex3200# top edit protocols 11dp-med
[edit protocols 11dp-med]

jweidley@ex3200# set interface ge-0/0/1.0

ZZTC. LLDP DGR EZMHIRBLTHELELD,
[edit protocols]
jweidley@ex3200# show
11dp {
interface all {
disable;
}

interface ge-0/0/0.0;
interface ge-0/0/3.0;

}
11dp-med {
interface all {
disable;
}
interface ge-0/0/1.0;
}

LLDP & U LLDP-MED (&, EX ) —XTEAINIKEETT A IRTEIE MX
BLUOTSUVFSRX TSV b I4A—LICEEEEINTVET, SHEADTSVE
T4+—ITD LLDP KU LLDP-MED DY R—MARICDOWTIE Y22/ —% Y
NT—ORDA T4 BEERTHESELTLIEEL,
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R . LLDP THEINS1ER

show 11dp neighbors

interface <interface> IN> FZFEAL T LLDP [CLOTEDKSBIFHZRUS CTE

BZHERTHELED, TOARVFZERBEDT NAATHLTHET,

jweidley@srx210> sh

ow 11dp neighbors interface fe-0/0/7.0

LLDP Neighbor Information:

Local Information:

Index:1 Time to 1ive:120 Time mark:Tue Mar 1 22:59:37 2011 Age:0 secs

Local Interface
Parent Interface
Local Port ID
Ageout Count
Neighbour Informati
Chassis type
Chassis ID

Port type

Port ID

Port description
System name

System Description

12:56:38 UTC
System capabilities
Supported
Enabled
Management Info
Type
Address
Port ID
Subtype

: fe-0/0/7.0

1531

:0

on:

:Mac address
:00:23:9¢:01:96:80

:Locally assigned

1531

:Connection to SRX210 DMZ Port
: ex3200

:Juniper Networks, Inc. ex3200-24t , version 10.4R3.4 Build date:2010-08-13

:Bridge Router
:Bridge Router

:IPv4
:192.168.5.1

H

Interface Subtype :Unknown(1)

01D

:1.3.6.1.2.1.31.1.1.1.1.0

HADKFEDHS. TD SRX210 H EX3200 [TEFiINTWVBTE. TD EX3200 H 24 D RI-45 R—
FEEDETIVEHDIE. TDEX3200 T Junos10.4R3.4 AETENTWATE. BKUTD EX3200
DEE7 KL AN 192.168.5.1 THAHZELDHIIET,

IXIAV M —ER

XY b T=0F7INA A& XY b T—VDFERRR. T5— BRUS 7107/ 72—
VICEATREERIBRERMHIDIENTEELY, XV T—UFTN\AIAHSEIEL
fIBRIE. FYINTTA TSI AV T INDOXIG. BEDTIIDF. H
KUEHAETICEFBTEL I, CDBRIL EFEDDZA L) —THIFNIEEST
FretF a7 G5 AECREIARELNHIET,

ZOXTa VTl BROWNESLIUTNARDEJRET7AIVDINY I T v T+t
Fa7IITOIHEE. ERGRAZREF IS T 2755 EICOWTCEBLETY,

NTP (Network Time Protocol)

YFIVTAEBDBRETIE. TVIZT7HRVRTLANY MatBE ICEEE T, R
BORRENETEDLSIC. BRI EERITIRDTEDRAINTYT, NTP (Network
Time Protocol) (&, BHEOT/N\A XA ELED/OVIICRIBAETESHDHER
BAETY, NTP TlE UDP IC K> GEENTTOhNS . BEDHHI1—H—H
NTP H—/N—D IP 7RLRICHEY TELTRERGEZALRAZ Y THEEALLSE
IT2HLEDEFIVTAVRIDEZSNE T, COLSEVAIVEERT DI,
SEEAFIALTNTP Ot T &58{b T 2REHBIET,
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Junos Tl&, 774V T NTP IZBRCIEHIERA, UTDFIETIE, /\va
)‘%J_ ALELTMDS ZERA LR ZRELT NTP ZBMICT B HEERL
ES

NTP DOEEHICDWTIE. TJunos OS Basic System Configuration GuideJ
(http://www.juniper.net/techpubs/en_US/junos10.4/information-
products/pathway-pages/system-basics/time-management.html) =&
RLTIEEY

MD5 FREEASREL T NTP &M T BHE

1. ERHGENTP REZTVET,
[edit]
jweidley@ex3200# set system time-zone America/New_York
[edit]
jweidley@ex3200# edit system ntp

[edit system ntp]
jweidley@ex3200# set boot-server 192.168.3.2

2 F—ERELET, FAF—0 IDEBENTP 7547 hBEUH—/\—
AT RELDBBEHBUET, /ST — PR Y —ICBS LTt/ \
AT—REBIRLET,

[edit system ntp]
jweidley@ex3200# set authentication-key 1 type md5 value Z31>L8@w

3. _J-L/E'_ELTLEIL,\DIE:\: |D% |—trUSted ('T%%Eéth)J 4:—<ELT%EL$—§_O

[edit system ntp]
jweidley@ex3200# set trusted-key 1

4. EREGEBARAIR TH L. To5A/RIVBLUTEHVA) NTP H—/I\—%
REL, trusted F— IDEIRELE T, MEEEZSHBHIT. AR
NTP H—/\—ld. 54U NTP H—/\—&lERDxy b T—2 EICEEBLET,

[edit system ntp]

jweidley@ex3200# set server 192.168.3.2 key 1 prefer
[edit system ntp]

jweidley@ex3200# set server 192.168.33.2 key 1

5. (#7</3>/) set system default-address-selection BNEREINTULEWNES
UFDIARY REFERLT. EHINICTXTD NTP@ENIV—T/N\v o7 K I/X
ZEATAHLDICLET,

[edit system ntp]
jweidley@ex3200# set source-address 172.24.3.1

6. RE=ZHDLE T,
[edit system ntp]
jweidley@ex3200# show
boot-server 192.168.3.2;
authentication-key 1 type md5 value " $9%$-kboZjHqKvMWLNs4"; ## SECRET-DATA
server 192.168.3.2 key 1 prefer; ## SECRET-DATA
server 192.168.33.2 key 1; ## SECRET-DATA
trusted-key 1;
source-address 172.24.3.1;

7.REEXIZVILTCOAXVMLET,

[edit system ntp]

jweidley@ex3200# commit and-quit comment "Configured NTP Auth"
commit complete

Exiting configuration mode

jweidley@ex3200>


http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/time-management.html
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8.NTP TEZIEEH L. BYIC NTP SEMET 2T amBLET,

jweidley@ex3200> set date ntp
10 Mar 17:30:34 ntpdate[27784]: step time server 192.168.3.2 offset 0.000603 sec

0.ZNT. NTPHOREIN. BMERRELIRREICEYE LTc, RDRXTY T Tl
NTP bZ 74w DY —REEBEINTCEDDIHHEIRT DI, T7AT7 04—
WI74IVEEHJRELT NTPDEFa2)FT0EETSIBIELET, SFMICDLTIE
CDED Nb—FTaVTIVIVDIRE] ©7avEHSBLTIIETL,

Junos TINA RZEMDRY b T—7 T INAADNTP V—ALLTHRETHIELHTTEE
TIH\ BESBICKI )Y —ADKEBITEEENSFIREMDHIE T, DD,
’_:\X;‘g_:\:l VT4 T S0 74RELT EADNTP H—/N\—%28ATEHIEHOHE
INEY,

NAMEF2VTAT S0 74XELT E5IC. OOB BERY hT—V(ICEBEBEE N
NTP H—N\—ZERALT IRIAVIS Ty 7LD = ST0v 0% DRET
BLLEHRDLET,

SNMPv2 (Simple Network Management Protocol Version 2)

SNMP [&, Y RT—=0FN\A R %EE— I SERBLIUEET 2 DIZETO
VELTIELERENTUVE Y, SNMP [ZiE. Ry bT7—2D ROV —HLUERA
WRICRET BT —2ENETDHEEDN DD, INENSTIVa—T10 TS
VUGB CAIENTEE T, SNMP IEIERITEFRZ Y —ILTT AN IB/N—V3
~@ SNMP CldBffiE T2 =T RN—XAD77v X a—)beiEdice. XE
BICEF 217 TlEBIEEA. SNMP D77t RICIE. D274 ANV T EMEHX
NABE/NRAT—RABVSNE T, D32 270X M VFIEESEENTIcTN
AABTEEINS 2. AX—EVTHRBEITHLTHESICRYET, £fee 27O
POV CRBES A BRI A OS2 2 T4 AN VI ET IV TEMICT
BERUE—HWefzsh. SNMP Ot Fa1l) Fo T B5HEE ESIETLEL

Fa1) 7k OOB (Out-of-Band) BEEXR Y cT—U%FERLT. TXTD SNMP
BEEI—T— STy ERBTBHTEICEKY, KIBICELESEBIENTEET,

JunosOS Tl&. SNMP IET 74V TCENCESTHESI. T 74)bbDIZ2 =7+
AR TEBYER A, Fheo Junos [Tl SNMP 77t A %538 - KR T 5. #47%k
HEEEDREINTWET, TOErarTld. TNSDEREDEREA THELE T,

A2 =_FTAAMNIVTRTL—THFANTEEEND O, BRICHHIMONSH]
BEMEDDIET, TDH. NArEF2VTATSIVT4AELTIE, #E¥GDZa
ZTARANIV T %ERL. ERNICEE T HIENEREINET,

SNMP DEFFB KT SNMP DAFIIC DWW T, http://www.juniper.net/books T
BNENTWS [Junos Cookbooky (77EIN-F+¥LvrE, O Reilly Media F17.
2006 ) ZBBRLTIEELY,

ZD SNMP 723> OFREFTIE. FED MIBEIMERATNTLETH. MBI
Junos DIN—T3VNCEHOTUEERGEDHZBEDHYE T, Junos10.4 D MIBEZDFTEA
) AMMTDUNTIE, http://www.juniper.net/techpubs/en_US/junos10.4/topics/
concept/juniper-specific-mibs-junos-nm.html Efzl& http://www.juniper.
net/techpubs/en_US/junos10.4/information-products/topic-collections/
reference-mibs-and-traps/ref-snmp-mibs-and-traps.pdf #2BLTLEELY,

SNMPV2 ZHBNIC S 275k
LYRTLOAT =3V ERELT ZDTN\ARZRDIFPTVEERICLET,

[edit snmp]
jweidley@ex3200# set Tocation "DCl-Rack:8-Row:2"


http://www.juniper.net/books
http://www.juniper.net/techpubs/en_US/junos10.4/topics/concept/juniper-specific-mibs-junos-nm.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/concept/juniper-specific-mibs-junos-nm.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/topic-collections/reference-mibs-and-traps/ref-snmp-mibs-and-traps.pdf
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/topic-collections/reference-mibs-and-traps/ref-snmp-mibs-and-traps.pdf
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/topic-collections/reference-mibs-and-traps/ref-snmp-mibs-and-traps.pdf
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2. Y27 LDV A MeELT, NOC ATDT/NA ZDRBBE f & RIBHE
BRICREIOER ITNIE LWL DD SEERIcLE T,

[edit snmp]

jweidley@ex3200# set contact "CompanyName NOC:123.456.7890"

302227 4AMNIVIEEERELE T, D227 AN VTIEERRITIE/ AR
T—RTHASH. BRI N\RT—FE#ER)Y—ICEELIEOI2 274X
F)TICLE T,

[edit snmp]

jweidley@ex3200# edit community S8M!y:4b

4. VOO DEERZATRER MIB ICE O TRENER SNSRI Z IR T 21
&I, read-only E—RFDHZEHFEILET,

[edit snmp community "S8M!y:4b"]

jweidley@ex3200# set authorization read-only

5. 7T)—DFEEHFATETIAIIELUEAVH) SNMPV2 F—/\—%E
ZLF7, MESHESOHZHIT. £AVHA) SNMPV2 —/\—& 7Z514<
Y —/\—=&IFR DRy b T—0 EITEBLE Y,

[edit snmp community "S8M!y:4b"]

jweidley@ex3200# set clients 192.168.3.3/32

[edit snmp community "S8M!y:4b"]
jweidley@ex3200# set clients 192.168.33.3/32

6. HEEHRLET,
[edit snmp]
jweidley@ex3200# show
location DCl-Rack:8-Row:2;
contact CompanyName NOC:123.456.7890;
community S8M!y:4b {
authorization read-only;
clients {
192.168.3.3/32;
192.168.33.3/32;

7.8%EZAZYFLTCOXAYMLET,
[edit snmp]
jweidley@ex3200# commit and-quit comment "Configured SNMPv2"
commit complete
Exiting configuration mode

jweidley@ex3200>
8.ZNT.SNMP B sREINELTce RDRXT YT TIE.SNMP ST 1000 DY —
ABEEBINTEDDRCHIRTZDITT7AT I4—ILTAILEERELT,
SNMP BREDF 1) Fr&E5lcsmbLED, EFEMICDOWLTIE. TDED [b—
TAVIIVIVDIRE] a3y EBSBLTIIEEL,
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9. (#7¥3>) SNMP - I!)—% OOB (Out-of-Band) BEEEXYrI—UT%
BELGWEE. SNMP VI —ZR_EDA V2T —AICHIRTEHIET. 2FH
BEFa)T4ZBIETHIEDTEET,

[edit snmp]

jweidley@ex3200# set interface ge-0/0/1.0

SNMP E2—0DERAE
ARDFBETIE. EBINBEBAT—YaVBARYENTI—ITFTNAADLTD
MIBICT7THEATBIENTEET, L. EROHZEEBAT—arhHINT
DMBA TV ML, 8VEBRLITUEITOIIZGEIC. INTA—I VA E
EBKIETEREEDHIET,
ZOESEBERLTVWEWERERBTS 1 DOAZERELT. BEBRAT—3 e
ICT7 7 A TEDMBEFHIRITBHIENTEEXT, INEITIITIK. View ZERL
9, View ZERTBcdDlc, BEXT—I3 V77 ATE2HREDHS MIB
HEEHIEBELTEWMELIHIET,
ZOBITIE. BEAT—arDByvy— AR MNIBEROFERIS T IHNELD
HERELELLD, LUTFIE. gD SNMPV2 BEIC View ZEBIMTZHETT,
1.BHD MIB D#FHaFEnsta1—%=/EfLE T,

[edit snmp]

jweidley@ex3200# set view inventory-only oid jnxBoxAnatomy include
[edit snmp]

jweidley@ex3200# set view inventory-only oid system include

2.20 View BT 1 = T4 A M) VT |CEBERITE T,

[edit snmp]
jweidley@ex3200# set community S8M!y:4b view inventory-only

3. REEHRLE T,

[edit snmp]
jweidley@ex3200# show
Tocation DC1l-Rack:8-Row:2;
contact CompanyName NOC:123.456.7890;
view inventory-only {

oid jnxBoxAnatomy include;

oid system include;

B
community S8M!y:4b {
view inventory-only;
authorization read-only;
clients {
192.168.3.3/32;
192.168.33.3/32;
}
}

FBEO SNMP 22 =7 D{EA

B—DOZ1Z7/Tld. IXCOEEBAT—Y3VHEICIZaZ7T4AMNI VT %
FERLTEICBRICTVELALEY, HBEICEOTE. TOESIGERAEHDELELLE
WZEEHBYIET, ZI T EED SNMP View EEHO A1 - T4%FRT BT
LK, HEDMIBADT7 I REZNETNEBZDAZI1ZT10ANIVT (XX
T—FR) K> TRBETHIEDTEXT,

ROFBEFITIE. client-Tist CLI A T30 FERLT. BT SNMP B
ATF—=arvETIV—7ILET,” performance” &L D client-list l&ThF—EX
7O/N\14ZD SNMP XF7—</3 BT, Anatomy. Interface. OSPF. BGP M
BB MIBICT7ICATEEY, —A." partner” &£LS client-list (&, /N\—kF—D
SNMP X57—230% &L, 41271 —A MIB DIHCHIRETNE T,



[edit snmp]
jweidley@vX80#

[edit snmp]
jweidley@vX80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@vX80#

[edit snmp]
jweidley@VX80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@MX80#

[edit snmp]
jweidley@VX80#

[edit snmp]
jweidley@X80#

[edit snmp]
jweidley@vX80#

[edit snmp]
jweidley@vX80#

[edit snmp]
jweidley@X80#

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set
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1. H—EX 7O/ L2 DEEY —/\—FHOD View Z1ERKLE T,

view system-Tevel oid jnxBoxAnatomy include
view system-Tevel oid 1.3.6.1.2.1.2 include
view system-level oid 1.3.6.1.2.1.14 include
view system-Tevel oid 1.3.6.1.2.1.15 include

2. \— b F—DEBH—/)\—D View ZERLE T,

view Timited oid 1.3.6.1.2.1.2 include
3. H—ERX7aNAEZDH—/\—HD client-list Z1ERELE T

client-1list performance 192.168.10.0/28

client-Tlist performance 192.168.20.0/28
4. IN— b F—DH—/\—0 client-list Z/ERLE T,

client-1ist partner 172.16.1.0/28

client-list partner 172.16.10.0/28

S50 2BDAZ2Z74AMI VT %ER L. SiHERVERT7 VL AIRELT. Y—
EX7TO/INAE D client-list BKXU View ZEEERTITE T,

community CfL!d4#2 authorization read-only
community CfL!d4#2 client-1list-name performance

community CfL!d4#2 view system-Tevel

6.2 DBDIAZ21 =74 ANV I HERL. i BRWER 77 RICREL T /\—
rF— client-list KU View EBEEFITE T,

community xH#5AGp9 authorization read-only
community xH#5AGp9 client-Tist-name partner

community XxH#5AGp9 view Timited
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[edit snmp]
jweidley@vX80# show

7. REEHEHELE T,

location DC1l-Rack:5-Row:2;
contact "CompanyName NOC:123.456.7890";

view system-level {

oid jnxBoxAnatomy include;
oid 1.3.6.1.2.1.2 1include;

oid 1.3.6.1.2.1.14 1include;

oid 1.3.6.1.2.1.15 1include;
}
view Timited {

oid 1.3.6.1.2.1.2 include;
}

client-1ist performance {

192.168.10.0/28;
192.168.20.0/28;

}

client-1list partner {
172.16.1.0/28;
172.16.10.0/28;

}

community "CfL!d4#2" {
view system-level;
authorization read

-only;

client-1list-name performance;

}

community "xH#5AGp9" {
view limited;
authorization read

-only;

client-1list-name partner;

}

[edit]

8. REDEFZ Iy L TOAVILET,

jweidley@X80# commit and-quit comment "enabled multiple snmp communities"

commit complete

Exiting configuration mode

jweidley@X80>

SNMPv3 (Simple Network Management Protocol Version 3)

AIRDEHY. SNMP VI BXU v2 DELGRAIE. TRTOBEEITHLTES{ES
SEEEHITOhNEWNWCETY, Thbb. XYM IT—IBBTT /N1 AT VLA TE
IZTHNIE. ZITU—EZEEL, DZ2=FARAMNIVIEHATRTENTEET,
%7’:\3_/ \VTY b EFY T Fr L TR Y N T—VICRAT2FMIBEREAFITRELT
BECY,

SNMPv3 Tl&. USM (User Security Module) %{# LT SNMP @{EA3EEH
KUBESbITBIEICKY, tFa)T70%558ETEEX T, Junos [CHIF5 SNMPV3
DRETIE, TETFEL/N\YaBKUBSET7IVIV ALY R—FENTVET,
SLBNEFETCEEIINLOEF A TAHARREINDIDIT LR TTH, BWE
MICIEERDEEBAT—a Y THR—FENTWA7 IV X LERESE%E3IR
LirnidaIE A,

HEBICADEIC. SNMPV3 TV IV IDICDWTEBRLTHELTELNRETT,
IVIVIDIE, SNMP IR —TV v TR LTT /NI RZR#ATHI=HITFERIN.
—BOETEINEGEYESA, T74IVETIE. O—HILTVIVIDELT. T
INAADTITHIVN IPT7RLADMERINE Y, 2L, SNMP BB F—3>
FrXERNDREBEICES TSI, BDEZFIALEWEEEHETLLD,



BABE LF2UTREDHDRE 49

SNMPV3 DFSEEF —H L UBESEF—IE BEMIISNTOE/NRT—FETY
JVIDICEDWTERINE T, TV IDAEEFEITBHE.SNMPV3 1—H—
INAT—RFEEBIDRENBIEY, Thid. TONRT—FHAURIDIY I
IDICEDWVWTWBESHT. & E%J“/l‘?’%(‘:z‘?u EENRTEINET, TDI
S BOIICIVIVIDEHBELTHS. SNMPV3 I—H—%BETHDOHRLL
TL&S,

IVIVIDDOEMOVTIE. JaZ/N\N—Ry N T—IXOEMERE (http://
www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/
local-engine-id-configuring-junos-nm.html) =&BLTIEETL

SNMP D E#l $H KT SNMP DR EFlIC DWW TIE. http://www.juniper.net/
books TIBNETNTWS [Junos Cookbooks (77EIN+ FvLwvbE, O Reilly
Media F17. 2006 &) =#8RBL LTV

SNMPV3 SBEDT=HD USM DFEHE
1. IV IDEBBAVARTII—ADMAC 7RLRICEELE T,

[edit snmp]
jweidley@srx210# set engine-id use-mac-address

2.ZDSNMPV3 1—H—hH 77t XA MIBAFIBRT 5. REN K
View H1ERLE T,

[edit snmp]
jweidley@srx210# set view inventory-view oid jnxBoxAnatomy include

[edit snmp]
jweidley@srx210# set view inventory-view oid system include

3.SNMPV3 =5 =7 A7 bafER L. REESLTT /N —7IV VX s
ZBEIRLT, NRT—FZBERLE T, CDFITIE. ABRDEF1) 70 xR M
IHOHIT. JREELF2T7HN\YV1BXUBSEFEZFERLET, SREEHLU
TZANY—INAT—RlE D/ R T —FEMER) Y —IGBEE L. #NT
NEGHZ—EDEICTHIEITEFRLTILEL,

[edit snmp]

jweidley@srx210# edit v3

[edit snmp v3]
jweidley@srx210# set usm local-engine user nms-user authentication-sha authentication-password
S8M!ly:4b

[edit snmp v3]
jweidley@srx210# set usm local-engine user nms-user privacy-aesl28 privacy-password $Y5wIm@4

4.VACM lZ. View-based Access Control Model (Ea2—~X—XD 77 +X0
;{ED;)@EJ&?M DBET. FlE1~ 3 DREZBERITAHIEICKI 778X %
JELE S

[edit snmp v3]
jweidley@srx210# edit vacm

[edit snmp v3 vacm]
jweidley@srx210# set security-to-group security-model usm security-name nms-user group
inventory-view

[edit snmp v3 vacm]
jweidley@srx210# set access group inventory default-context-prefix security-model usm security-
level privacy read-view inventory-view


http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/local-engine-id-configuring-junos-nm.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/local-engine-id-configuring-junos-nm.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/local-engine-id-configuring-junos-nm.html
http://www.juniper.net/books
http://www.juniper.net/books
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[edit snmp v3 vacm]
jweidley@srx210# set access group inventory default-context-prefix security-model usm security-

Tevel privacy notify-view inventory-view

5. REZHELET,

[edit snmp v3 vacm]
jweidley@srx210# up 2

[edit snmp]
jweidley@srx210# show
v3 {
usm {
local-engine {
user nms-user {
authentication-sha {
authentication-key "$9$BcnEreMwWxws48Lk.P5F39Ap0BEcy1vMXn/ulIEyrvWLxbsUjH.mTJZ
9AtpB1X7Nb4aiHmf5FmP39CAOONdVsYojHgzn/goDk.mTQcyr1WLs24alD4oUHmfzFn/CABIy1K8XN690IESeKoJZUDkmPQF3
9HKIEhSMWaZGUgm69ABRhOO1hSyW8-VwY2a"; ## SECRET-DATA
}
privacy-aes128 {
privacy-key "$9%$yg6eK87NbY4aSrWxN-wsz3nCOBcyT1KvLREgoaGiHfTz3nCOORSyKuOhrKMN-.
Pfz9AOBEeK836KMLxdV24aZGik.PTQnVwz3690BSreMwWxws4GUHaJ36AtIRTKMW7-s24aGDre240JHkIEhrM8-Vwsgo8Lik.
mF3hSyKvLxNdb24LXHq.fzF69AUIE"; ## SECRET-DATA

B
}
3
b
vacm {
security-to-group {
security-model usm {
security-name nms-user {
group inventory-view;
}
3
access {
group inventory {
default-context-prefix {
security-model usm {
security-Tlevel privacy {
read-view inventory-view;
notify-view inventory-view;
b
}
}
}
}
}

}

engine-id {
use-mac-address;

}

view inventory-view {
oid jnxBoxAnatomy include;
oid system include;

6.ZNT. SNMPV3 h&&RETNE Lo RDAT VI TlE. SNMP S 71w 0%
EHEINGEY—ADIHICHIPBRITDDICT7AT I4+—IV 711V E2%EFRELT.
SNMP RREDF 1) T4 2 ESITGR{IELE T, FHAICOVWTE. ZDEDTIV—T+
VOIVIVDRE] v avESBLTIIEEL,



SNMPV3 +S5v

[edit snmp]
jweidley@srx210#

[edit snmp]
jweidley@srx210#

[edit snmp v3]
jweidley@srx210#
S8M!y:4b

[edit snmp v3]
jweidley@srx210#

[edit snmp v3]
jweidley@srx210#

[edit snmp v3]
jweidley@srx210#

[edit snmp v3]
jweidley@srx210#

[edit snmp v3]
jweidley@srx210#

set

LB X1 T REDIHDERE 5l

SNMP ;w7 IE BEBRAT—VIVICEBLRANRNY MBI 5 cdIic Ry hT—
TTINAZADSEEEITNEAVvE—ITT, BiDEI3 Tl SNMP ~Sv >/
ICDWTERBBLEBATLIER, Thid. tF a7 #EREAREIT DDA T, &
NEAZT22FT4ARNITE OOBEERY N —U%FERT 5 EUMNTENR
BELIEIBWHTY,

BIRDEES{EFa2) 7 0E& USM (UserSecurlty Model) . SNMPv3 k5w
TOERICHBERINEITH. LIFOFITIE. Junos T/\»rXb\ SNMPVv3 EH
X;;*‘/a VICSNMPV3 b Sy T RFKETEDRLDICT DR ELRREEZTT
(A o

SNMPV3 DEREIXZ DDLU esb, Bl SNMPV3 EREZHIBRL. SNMPV3
Fow T HEBRIIDNSERELELLD,

SNMPV3 DFREEF —E K UBESE+—IE. BENITSNTNS/N\XT—FETY
JVIDICEDVWTERINE T, ITIVIDEEETHIHE.SNMPV3 1—H—
INRAT—RFEBEITDHRENDYEYT, g, 0/ RT—RFALEIDI V>
ID ICEDWTWBT T, ux?izzr: VT BEEICEENRTIINE T, TDf:
S, RAICIVIV IDEZRELTHS. SNMPV3 1—H—%FBETHDHLL
TL&S,

1. IV IDEBBAVAZTII—AD MAC 7RLRICEHELE T,

engine-id use-mac-address

2.SNMPV3 1—%—7 Ao I~%1’E552L, wnEZinOE B17 I3 X L3R
LT, NRAT—FZ&ERLET, TOHIT SELNIDOEF2)TAHHRET
%TC@L:\ Eaﬁ{)t:‘:l/_/td:/\‘y?l%*(f%%{t%;ﬁ%ﬁﬁﬁ L??'o mb\uE/\le_
RETSAINTY—IRAT— Rk, B0/ T — FE#ER)—cEaLic.
NZTNELGZ I -—VHKEICT LI FELTLIEEL,

edit v3

set

set

set

set

set

set

usm local-engine user nms-user authentication-sha authentication-password

usm Tocal-engine user nms-user privacy-aesl28 privacy-password $Y5wIm@4

3.SNMP Tld. 8O TO@EMHNY R—bENE T, COBITIE. BRIAE
&L T trap 2455 E L. chassis-trap-receivers E WS ZRIDEBRB R HERLE T,
ZOEBRIITFIES FEARALET,

notify chassis-trap-list type trap

notify chassis-trap-list tag chassis-trap-receivers
4.IFX—IVITEET BV T MIBZEELET,

notify-filter chassis-traps oid jnxChassisTraps include

notify-filter chassis-traps oid jnxChassisOKTraps include
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5 hovT7%ERMETSD SNMP X R—Iv (2—47vh) DIP7RFLAZEELET,
FIE3 D2TVAREIUFIE 6 DREED SNMPV3 /ST A—Z|TH—/\—%& 1)
TIBTELTEET,

[edit snmp v3]
jweidley@srx210# edit target-address nmsl

[edit snmp v3 target-address nmsl]
jweidley@srx210# set address 192.168.3.2

[edit snmp v3 target-address nmsl]
jweidley@srx210# set tag-list chassis-trap-receivers

[edit snmp v3 target-address nmsl]
jweidley@srx210# set target-parameters noc-snmpv3-settings

6. %y FT—VEEBY —/N\—|TBHTHEED SNMPV3 INTA—2ERELE T,
[edit snmp v3 target-address nmsl]
jweidley@srx210# up

[edit snmp v3]
jweidley@srx210# edit target-parameters noc-snmpv3-settings

[edit snmp v3 target-parameters noc-snmpv3-settings] jweidley@srx210# set parameters message-
processing-model v3

[edit snmp v3 target-parameters noc-snmpv3-settings]
jweidley@srx210# set parameters security-model usm

[edit snmp v3 target-parameters noc-snmpv3-settings]
jweidley@srx210# set parameters security-level privacy

[edit snmp v3 target-parameters noc-snmpv3-settings]
jweidley@srx210# set parameters security-name nms-user

[edit snmp v3 target-parameters noc-snmpv3-settings]
jweidley@srx210# set notify-filter chassis-traps

7. REEMHBLET,
[edit snmp v3 target-parameters noc-snmpv3-settings]
jweidley@srx210# up 2

[edit snmp]
jweidley@srx210# show
v3 {
usm {
local-engine {
user nms-user {
authentication-sha {
authentication-key "$9$3jQ9q5Q3nCB1h6/8X7-ws4aZUjgmfTF39YgGiHgf5Fn/
COlevWXxdyr4alZji9AtOhSMWxN-wx7s40aUDtu01IcvWLbYgECK8XxdVmf5Tn/1RhSyKhceWxNbwYgoajHfTz6Ct24UHqPQz
cyrekK8x7Vws4W8Hq.P3nSrlelLx24ajk.UDi.Pfn6p0OBIRS"; ## SECRET-DATA
}
privacy-aes128 {
privacy-key "$9%$gnalDkqfQ3624UHq.5TyleW7-YgoJZjbwFn6CuOEcyTeW7Nb2gIx7s41Gq.1R
EyM8N-waJDTKJGjHmMPz369Cu01RcSeP5y1KMN-24aGUH5T3CA06/T1K8LVboIGUk.Tz36Ct4az3n/00Vws4GD. PSTFnDju0lIr
1s293ZjHgmfz3ji0B1lEyrkKM8xVvw"; ## SECRET-DATA
}

}
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target-address nmsl {
address 192.168.3.2;
tag-Tist chassis-trap-receivers;
target-parameters noc-snmpv3-settings;

}

target-parameters noc-snmpv3-settings {

parameters {

message-processing-model v3;
security-model usm;
security-level privacy;
security-name nms-user;

notify-filter chassis-traps;

}

notify chassis-trap-Tlist {

type trap;

tag chassis-trap-receivers;

notify-filter chassis-traps {
oid jnxChassisTraps include;
oid jnxChassisOKTraps include;

}
}
engine-id {
use-mac-address;
}

Syslog

[edit]

CTTIEDDIRT LT BIeDIC by TLy—IN\—% 1 DDOFHERELTVETHN
EEORETlE. TMEEMESOHST®HIC. Junos OS O target-address I/
RCHEHDLY—IN—EHBELTLEETL,

Syslog l&. YRATLERZO—HIVIC, FBIEEDE—M—/\—ICR&RT
BEFUTETT, QOF VTG VRATLTITAETADF—T 1V LA JVEVER
TBHEHEDT AV T L—2aVI5—DFE. 7TINAANDRAER. ¥—E
AZIVRDISTIVa—T427, TA—TPAF v U\DOXIGE DT LT
‘UIBET, AF 2 JETINAADEF2) T4 DILICARIRIEDTY,

Junos TINA R TSy h7+—AlclE. O—HIVOYERETCELZTHEREDNR
SATAR=ZALBYIE T, Syslog —/\—HFHETELLIEEP® Syslog / V7Y
XY D=7 ETROvTEINEBEIRAT. O—HIVICATERETES
e, Fa)F4hmELET,

—RRAICIE. VE—POJIEEERGICERIN. O—A)badikb>TIba—
TAVINMFERINE T, O AvtE—I207cElcy 770D, O—4H
JVITIRE T BH2EEARETT, TniEk. I—Y—IckUEITEINIOR YRGS
EDAY =V RZATIEEBENGEDHED LY —DHHNRRCEDLDICL,
—RI1—F—XINSDOOTERTRTCEEWVEIITT D, EWVSEBEITEFITY,
LTk, O—HILEBXTYE— Syslog #FREL. ROV T71IVICBLD Ay
Y=V R THREFTBREZLET,

1. TN\ARcad 14> LTWAI1I—H—Icx LT emergency LNJLD Ayt —
PRIRINBESICLET,



54  This Week:JunosT/\1 XDt Fa1 7@t

jweidley@EX3200# edit system syslog

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

[edit system syslog]
jweidley@EX3200# set

user * any emergency

2. NCD info LNIVD Ay —=I M7 /)N XD messages 771 IbicA—7h)b
TOF I ENBESICLET,

file messages any info

file messages authorization info
3. User-Auth EWSRBFIDRTZ 71 IV EVERLE T, TDT7C)bIciE. TXTD
?ﬂ%ﬁt\Dﬁ()bfmél—ﬁ—ﬁﬁﬁbki&fwﬂ?yPﬁﬁﬁéhi

file User-Auth authorization any

file User-Auth interactive-commands any

4. &\, audit EWDERID T 7L IVEERLE Y, TOT71IbiciE. ad1>L
TWBI1—H—DRFLIEITRTOOR Y FHIMERIEINE T,

file audit interactive-commands any

5. k|Z. processes EWSABIDT7AIVEERLET, TDOT71IbIciE. R
TLT—EVTERINIEAT Ay E—IMREFENE T,

file processes daemon any

6. AV = IUN\DEHEFIC. 7N\AADREDAT —ZAZEMNTHVAT LAY
T—IHERRENDLEEHTY, IV IVITERLTVBEEIL. ZOFRDE
RENBLIILET,

console any any

7. BELELF1TADERINBERETCIE. BEESIUOEERGDZH, IXT
DAY E—I% ) E—RD Syslog H—/\—ICEETRHTEEHESHLE T, MHEE
MEEHBzHIC. 2 8D Syslog —/\—HFRELTLIEEL,

host 192.168.3.2 any any

host 192.168.4.2 any any

8.7 7#ILETIE. VE—M—/\—|TEEITNS Syslog X vt—IICIEHRA M
DNEENF A, BELAEBITBISHIT, Tog-prefix A7 avEFERAL. KA
BEDIZ—UGEHBANFELTD Syslog X vt —ICEHZHTEEHRDHLET,

host 192.168.3.2 Tog-prefix EX3200

host 192.168.4.2 log-prefix EX3200
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Q. (F7vay) xvbhT—0RO—EMLMHEEMEHRERT S, Syslog +
74 v DFETEIV—TINv I 7 KL AICLTLIEELY, set system default-
address selection BEREITNTWEWESIE. UTOOX Y RAFERLEY,

jweidley@EX3200# set source-address 192.168.5.1

[edit system syslog]

10. BEICESTE. T74IVMDOBEBER T, TF1) T BEEPEERDEE
MR I IBEDA AT EZEDHIUE T, Z2ALARZ TOREZ TEBRYE
HBITlE. millisecond KU year # 73V HFERALET,

jweidley@EX3200# set time-format millisecond year

N.J_E=ZMHERLET,

[edit system syslog]
jweidley@EX3200# show
user * {

any emergency;

}

host 192.168.3.2 {
any any;
Tog-prefix EX3200;

}

host 192.168.4.2 {
any any;
Tog-prefix EX3200;

file messages {
any info;

authorization info;

}
file User-Auth {

authorization any;

interactive-commands any;

}
file audit {

interactive-commands any;

}
file processes {
daemon any;

}

console {
any any;

}

time-format year millisecond;

AF 7 EHIE, PEICKOTRECERYET, FLN Junos [ZHIFS Syslog D
REIIZLDEFENBEIN TV B0, BRGEEICHISTDIENTEET,

JE—b Syslog XV —INDRAMZDEMICEETEEFMICTONTIE. FLv
IN—X KB12679 BB L TLIEEL (http://kb.juniper.net/InfoCenter/ind
ex?page=content&id=KB12679&cat=SRX_SERIES&actp=LIST),

AEZEQHENTITH. OV T7(MIVOBBEELEELE MY YT, RELAS—D
IR CED T —REIIRIDHBTH. TIN\ARIRFTDLEDHZAT D
BEEANR—ADBED/I\NTVAEZBMBHENHIVEY, QT T77A4IVDTAXEE
HHIR T DREFICDOVTIE. http://www.juniper.net/books TEBNETNTWL
% [Junos Cookbook) (77E/N-F+rLvIE, O Reilly Media F17. 2006 &)
HEBELTIEEL,


http://kb.juniper.net/InfoCenter/index?page=content&id=KB12679&cat=SRX_SERIES&actp=LIST
http://kb.juniper.net/InfoCenter/index?page=content&id=KB12679&cat=SRX_SERIES&actp=LIST
http://www.juniper.net/books
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Syslog DT TV Z VT BRUREDFHMIC DL T, http://www.juniper.net/
books TRBNITNTWS Munos High Availability) (FTALX « V2T LH—.
A TJOLN=Y, F—F7 - Z)bx, BLULFR - NJRSELEVIE, O
Reilly Media #17. 2009 ) #BBLTIILEEL,

AV 749 L—3>DINyIT7 v

AV 747 L—2a>v0I\wo7 v iE. BEEIRICRAIRTY, £le. T/N1AD
%I@LCJS_;—\T%\ PZoKRLEETHAICELEADLST. REBEEINHABELEER
D1DOCY,

Junos OS TlE. 774V TBEDIAV T4 L —3>0DAE—HT /N1 RITR
FINET FORIITSVRIA—LICE>TREEVEY), TOMREICKY., BE
KAMehoRELEIBLEEY (rollback #EeZFH) . IXv FDFIE TRIAELDT:
D EBEER T A1EZE (compare HEEAER) HFEICITAE T, TOREBEICIA.
M ETNAABENRELICIZEERT /N\AM RADEIBDREICE SR EIRES
FHIADBEDS, AV T4 L —aVENBIRAT LT —HAT T3 EEHBESD
LEY, TOT7—AATBOY—/I\—IX BB LGIHEEICDIHNIT7 7 A EHIR LT
Yt a) ot ENe—/\—ThiTNIEEYE T A,
TINAREBEEINYI TV T TBA—T YV —RElEmRY 7071\ v —
DBWODOBYEITH. Do 3VTldke VT4 —arw57—HA479%
Junos DIREEZ DREITDWTERY EIFE T,

REX. FHTA—HIVIRETSHIEE. VE—M—/N\—IRETHIEETE
£9, TITlX, EEMEE—ENEZRRTEOHI. TINAAREXZBHNITT —
HDATITB2 DDA EEHRELET,

DX 3V THIEY 2/ N\ 77y TIRHROFHAIC DL T, http://www.juniper.
net/techpubs/en_US/junos/topics/task/configuration/junos-software-
system-management-router-configuration-archiving.html =& L TEEL,

AV T4 L—a >V DOERRINY I 7Y TDERE

[edit]

HREHERBICEBIZHNEDHEWT/INA AT, EBENICBEFT/IN\vI7v LT
HLELWTLLD,

D3> TlE. Junos D transfer-interval #EEHERTEL T, RED 24 b5
(1440 9) BEIT—HATEINBELSICLE T, Junos lZW Db DEx 7Ok
JJVEHR—FLTVWETH. TTTIE. EXBFOEREETEEERERT S8
|C SCP (SecureCopy) #{FERLZET,

1. transfer-interval A /3R ELE T, BED/\vI 7V TRREDBEAMAT
EELET (15~ 2880 DFMWETIEEARETYT),

jweidley@EX3200# edit system archival configuration

[edit system archival configuration]
jweidley@EX3200# set transfer-interval 1440

2.7—HATH—N\—DHY—/N\—1—F—%&, KArE Ta4LIZF) NAT—FR
EASILEY, ANERADIEE IR, ELKAALTIEELY,


http://www.juniper.net/books
http://www.juniper.net/books
http://www.juniper.net/techpubs/en_US/junos/topics/task/configuration/junos-software-system-management-router-configuration-archiving.html
http://www.juniper.net/techpubs/en_US/junos/topics/task/configuration/junos-software-system-management-router-configuration-archiving.html
http://www.juniper.net/techpubs/en_US/junos/topics/task/configuration/junos-software-system-management-router-configuration-archiving.html
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[edit system archival configuration]
jweidley@EX3200# set archive-sites scp://jweidley@192.168.3.2:/Configs password 3zP%a9@E

3.Enter +—%&W|I & T—HATHF—/\—LDET SSH EhiiaIIL. 7—7H
AT —N\ORBEREEAFLET, yes EANLTHEEHITLET,

The authenticity of host /192.168.3.2 (192.168.3.2)/ can/t be established.

RSA key fingerprint is 84:da:22:78:d2:26:df:86:e5:1f:c0:33:41:db:35:02.

Are you sure you want to continue connecting (yes/no)?yes

Warning:Permanently added /192.168.3.2/ (RSA) to the 1ist of known hosts.

[edit system archival configuration]
jweidley@EX3200#

4. REZERLET,

[edit system archival configuration]
jweidley@EX3200# show
transfer-interval 1440;
archive-sites {

"scp://jweidley@192.168.3.2:/Configs" password "$9$EGCYMCVb1lIGnev2aajPf359A01"; ## SECRET-
DATA
}

T7—hHATH—/I\—DNEF#IE. Junos @D [security ssh-known-hosts] f&E T~ D

REICEBNICREINE T,

CDIT7AID T —HATH—I\—ICEmErENBEEICE. TNARADKRAMRE

EXHRIDOMA I 777 IVADMIITONE T,
<device-name>_juniper.conf[.gz]_YYYYMMDD_HHMMSS

FIE2 DO VRTIX. ARV RD—ERELTT—HATH—IN—DINAT—R%
ANTBRELRBIEYT, INAT—REDZFEESNfWIVY—)LboOyh5E
BEINEVES, BRELGEF2) T REFEEBLCTLIEEY, £fe. FlE 4 Tl
Junos (&Y, EED/INAT—RTIEGELINRT—RD/\y 1 5tBEMREFEIN.
TF 1) TADEIFIITNTVWABTELDHIET,

AV T4 L =23 D7 —hHAT7%BELES. OF THEELTLIIEETL (show
10%_messa9e5)o Junos Tld. EEXDEINBLUKBERT X vE—IhERITN
EN

AV T4 —2avDF TV RIN I Ty TDRE

AV T4 L —2a>vDEEHNMBEEITITOND T /IN\AATlE. 24 BEPETER
HOZREIFERDN/NvIT7 v TENTWEWREDNREELSD 8. EEA/NNv I 7Y
THEBECIIGWEELHYET,

ZZC. transfer-on-commit OX > FZFREL. OZ Y bDRETRIC Junos OS I
KURREDT —HATH—N\—|TEEEINBLIICLELELD, Thlcky, EHA
INVIT Y TIIA. REZZEEIBCICBFNIT/NYIT7 v THTONET,
Junos TIXEHOELXTOM IV EFEBETEEITH. T TlE. ERXEFOEZ M
EReMAIRT S8l SCP(Secure Copy) ZERLE T,

1. 8#]lC. transfer-on-commit A /<3 EBMICLET,

[edit]
jweidley@EX3200# edit system archival configuration
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[edit system archival configuration]
jweidley@EX3200# set transfer-on-commit

2. 7= AATH—N=—D1—H—% KA, TALIRI, NRAT—FEASAL
£9. ANMERADIERBITIFHREcH. ELKAALTLILEL,

[edit system archival configuration]

jweidley@EX3200# set archive-sites scp://jweidley@192.168.3.2:/Configs password 3zP%a9@E

3.Enter F—#\TE, T—HATH—/N—LDRIT SSH EHERIL. 7—H
AT —N\DRABZEAFLEY, yes EASILTUEZRKITLE T,

The authenticity of host /192.168.3.2 (192.168.3.2)/ can/t be established.

RSA key fingerprint is 84:da:22:78:d2:26:df:86:e5:1f:c0:33:41:db:35:02.

Are you sure you want to continue connecting (yes/no)?yes

Warning:Permanently added /192.168.3.2/ (RSA) to the Tist of known hosts.

[edit system archival configuration]
jweidley@EX3200#

4. REEMHSLET,
[edit system archival configuration]
jweidley@EX3200# show
transfer-on-commit;
archive-sites {
"scp://jweidley@192.168.3.2:/Configs" password "$9$EGCYMCVb1IGnev2aajPf359A01"; ## SECRET-DATA
}

T—hHA T —/IN\—DNEH#IL. Junos D [security ssh-known-hosts] fEE T D

REICEBNICREINET,

ZDIT7AIHT —HATH—N\—|TEEENDE TS TNARADKRA MR EER

EBRDSMAIZ— VG771 IVADMIITONE T,
<device-name>_juniper.conf[.gz]_YYYYMMDD_HHMMSS

FIE2 DAV RTIE, ARV FO—EELTT —AATH—IN—DINAT— K%
ANTRDRELHIET, IN\AT—RFZDZTERSNY VY —)LDOOT SIS
ENHEVESREBERLF 1) TR/ 2B TLEN, oo FlE 4 TIE Junos
lc&). EBRD/INAT—FTRELNRAT—RD/N\y V1A BEMRESN. £F2
T4 DHERFEN TV BRI ED DDV E T,

AV T4 L =307 —hATEZRELIES, OF THEEELTLIEELY (show Tog
messages), JuNos Cl&. EmXDMINB LUK ETRT AVvE—IDERINET,

77 AteF2)T4

Junos TINA R, SEXTELHLETEEIAIENTEEXY, TDEI3 VTl
X217 TIEEWT VA —ERZEMCT B HE X7 G577 AT—EX
EBMCTEHE PLUOBENF—RREITEHEXHBALET,
TIHIVETIE. IRTDT7 LAY —EADERICHE>TWSTcH. mEEY—
EXE@BRICEML T BRELHIET, fcfcl. TV F SRX TSV b T74+—LA
E—ERD ) ) =X JV—Z2—FHNT. —BDH—EZXH Ttrust] V—2T7 74
VN TCECTIE>TVET,
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D3V THBET B —EALSNICE. JunosOS THR—bENBt+a
5TV AT—EXRBYET, INSDT—ERITDWTEH. LUFICEHET S
H—EREERRICEF 2 T ZBILTDIEDTEET,

DL F21) T &8 T HHDICTEARLBMELRIED 1 DO EFHAE 1L
BAVEIL | ZEHCTHEIESE/N\FT—ZREITAHIETT, TNICKO>THEMMICT
INAZADMREEINSDIFTIEHVEEAD. BEENS—TCHERLDIFEFELZ R
L. URAVA—ELT, FENRERIREELTHEEESEHTET. BRICIIDTE
HEHVET,
RLMRALGDIE, I—Y—DOT 1> T7hHTY MEREANTBEICES/ N F—
ZRRNTBHIETT,
Junos TIFBE /N —DXFHITIREAK 2048 XFETANAETY, Thid. 7
g%é%}sﬁ#ﬁ?%tfl PHORFINDTEAFMICEER T HDICTDBENF
oc
EENS—DREIFHBEITITAET, UTFIHERLET,

[edit]

jje}51ey@MX80# set system login message "\n\tUNAUTHORIZED USE OF THIS SYSTEM\n\tIS STRICTLY

PROHIBITED!\n\tPlease contact \/company-noc@company.com\/ to gain\access to this equipment if
you need authorization.\n"

ZOATAVAyE—YDREFICKY, UTDEIBHEAT AV AvE—IDER
**ng_o

server% ssh routerl
Trying 1.1.1.1...
Connected to routerl.
Escape character is /A]l/.

UNAUTHORIZED USE OF THIS SYSTEM
IS STRICTLY PROHIBITED!

Please contact /company-noc@company.com/ to gain
access to this equipment if you need authorization.

MX80 (ttypO0)
login:

A7 4> Ay—I OFERDFEFMIC DL T, http://www.juniper.net/techpubs/
en_US/junos10.4/topics/task/configuration/authentication-router-login-
message.html ASEB L T<EE0

EF21T7TREVWT IR —ERDEMIL

TINAREDBEHESLENTVEWEE, 77EAY —EREt+217Tld%E
WEEBZBDNETY, VU7 TFAMCEDBEIF DTERP/INTY b v TFv—
BEEZIPILLEVET, £feo IPRT=TJ4270D&DIc. WEEHIAIVK
ZRITIHENTERINTCIP 7 RLADGY T ELZITORREELHIE T,

%D Junos TINA AT SV IA—LTlE. T7+IVNTIE—FTFI7ERY—E
AUEBEMITHEOTOERAD. TOEIY 3 TCHRATZ IRV RAFERT 3L
IZ&KY, BRBEHFDOTNARALETEF27TIEWT VAT —EXEERHICTS
TEDTEXY,


http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/authentication-router-login-message.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/authentication-router-login-message.html
http://www.juniper.net/techpubs/en_US/junos10.4/topics/task/configuration/authentication-router-login-message.html
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TEITFLEER (Junos A A—IDERX, ST )Iva—Tad, BELRE) T
TF 17 TIEEWT 7 A —EXADRBERE CEMITEZ>TWSEEELHY
£9, INSDY—ERXEZENICTBEIIC. REBEORIEBETINSDY—EAHRED
SOHBENTOBHOZERESEL TLEEL,

TFITTIRBEVWT 7 EAY —ERDEM L E

[edit system services]

1.Berkeleyr A<V FZEEMICLE T, raA<VRiE. FMEEDZH/INAT—RK%EA
ALGELKTEFEARTEEZ Y, UTOOIRVRIFEES5E hidden TRFAAVMEE
hg%\;’ého INSDOY—EREBMICTBHEE. NTUVvIV—IADBAFE
—FL o

jweidley@ex3200# delete rsh

[edit system services]

jweidley@ex3200# delete rlogin

[edit system services]

2.FTP HEMICLE T,

jweidley@ex3200# delete ftp

[edit system services]

3.Finger ZEMICLE Y,

jweidley@ex3200# delete finger

[edit system services]

4. Telnet Z#ERNICLE T,

jweidley@ex3200# delete telnet

[edit system services]

5.HTTP Ic&k3 J-Web ##3hlcLE 9,

jweidley@ex3200# delete web-management http

[edit system services]

BB TOWEW 7R —EREZESHICLELSETBE, Junos ICKWELTD
IS5—Ayt—IHBERRINET,

jweidley@ex3200# delete finger
warning: statement not found

INFESAvEL—ITIHN BEELGEEZTTODOTRHIVELA, EHOTN
ARCEF2)TARILT VT L —h2BAIBEEIC. TDTEZRATHLELD
TL&D,

LRBEHSE, FaT7TREWT VA —EXAEEMICLTEH. #ERDHBIT
IZTHINEDT IR —EREZBEEMLTHD%MEILET S EIETEEE
huo Tef2ll Junos A — M A= 3V RV T 7407 %ERLT. TINAADT Y
TAT—EADRELZERITAHIEILTETT, £fee INSDELF 27 TlEGHWL
H—EXREFIvI L TEEARTITDBAIIT P, INSOREDIZ Y MaEF
BLGEWRZU T REIER L. A1 VAN—=IVTBIENTEET, TDEIBARIIT
FEVERTBBRICEEICTEBRAZTRMIICDWTIE, YaZ/\—vrT—UR
M Configuration Automation = 1 7 = ) (http://www.juniper.net/us/en/
community/junos/script-automation/library/configuration/) =& L T<
&L,


http://www.juniper.net/us/en/community/junos/script-automation/library/configuration/
http://www.juniper.net/us/en/community/junos/script-automation/library/configuration/

BLB X1 T REDTHDERE 6]

EFATETIERYF—ERDEMIL

BENESEEN, AX—EVIHSEREENTWDIHE, 77 AT —ERIFL
#17&%1‘91’1?3} ZDEI7aVTR X7 ETIEAT—EREBHMIC
TBAEZHAL. EOICEFIVTAZRIETEFT2avIcDVTRBNLETD,

Secure Shell

SSH (Secure Shell) (&, TF+a7F vy XIVEFERALTT/NNAMABTT —2%%
]I BfHORYNT—o7OMIIVTY, SSH X, Telnet PZDMF217T
EHWT77EeX 7O VKD 2EDELTHRTEINE LT,

SSH Ot Fal) T gk A&
1.SSHVIICIX, <>« A« B« SRV L THESs Ch BT, SSHV2 D
HEFRLEY,

[edit system services]
jweidley@ex3200# set ssh protocol-version v2

2.100t 7HTV N TCDSSH 77 A AEIELZLE Y, SSHAEBIMICTSE. root
ﬁtﬁ/h?@a_&b\ BEINTVBIRTOI—F =BT N\ARICTIEATED
FOITBEVET,

[edit system services]
jweidley@ex3200# set ssh root-login deny

root 70> bD SSH 77 A= NI LIEWE LITD 2 DORENELCE T,

root 7A > M. Junos TINARATREEHETHT VR THY, IXT
D Junos 7NARICEELE T, BELVARTT/N\ARITTI7EALESE
I3EF. BWEI—Y 2L\ RT—RERAKERILEITNEEYEE A,
LHL SSH ITXKBIV— 77 AEE M LEWEE. INAT—RDI%EH#E
BT NEEWN. FEEDNFEDTELTEITHEIET,

ARRDESY, root 7ADY MIEAT A 2T 5 AHBIER IFSNGE N8,
BEESMTONTOGEWIEEZBRICEFNICAI 7V T 2TLIEHVEY
AJO

3.)Y—X%&{R#(L. DoS (Denial of Service) DEJREMAER T STdIC.
?%‘fﬁ%(’é%ﬂﬁﬂbi@“o

[edit system services]
jweidley@ex3200# set ssh connection-Timit 10

4.1)) — 25 {RE L. DoS (Denial of Service) DAJREMAIERT D18
NI DOY A EEERLET,

[edit system services]
jweidley@ex3200# set ssh rate-limit 2

EaMERLE T,

[edit system services]
jweidley@ex3200# show
ssh {
root-login deny;
protocol-version v2;
connection-1imit 10;
rate-limit 2;

6.ZNT. SSHOHREINE L. XDRTY I TlE. EfEEEINY—X
ICRET BT ETEFa) ToxmbLE T, MOV TE. TOED TNb—F+
VOTIVIVORE] a3 ESBLTIIEEL,
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—EBMD Junos 7w b 74— LTIE. [ERF SSH EGEICHIRAH A EICETEL
TLIEEW, ZDTdb. J’LBU){E% "EY BRI, ZETB TV TIF—LDE
EZEREESELTLIETN, £ REBICE>THEHE L Tconnection-limit) KT
rate-limit {'ﬁ’a’:;ﬂ’\fﬁiéb\ EEROZY N T—IICDVNTTNEDEERTE
TBHLEEF. BEOANRL =3 PREABORAEZEETIHENDIET,

HTTPS &3 J-Web Ot +a1) 71381t

J-Web (&, Junos T/\A1ADERESLVERICERAINDS, J1/\—Xv+rT—
JAD Web I—H—A2V2T1—ADEITY, HTTPS ZBICT BT EITEKY.
TINA ZANDEGICB VTR S R AR T BATEDNTEET,

FERZEDEM G EICDOVWTE RETIEERLE A, TD&d. LLTDFIETIE.
1:.?5*1’171;:/»&%LLckOT%%*nt X 509 SSL DIEEEE%?T L)\%L?L\%(—t
ZRIRELTVE T,

J-Web Ot F 27138k 5%
1. {Ef8E N Tz CA (Certificate Authority) IC &> TT IR IVBLZEINT-BXE X.509
SFEAESL. Junos TIN\ARADKR—LTaL o7 )ICOE—LET,
2.5EBEZO—FLE Y,

[edit]

jweidley@ex3200# edit security certificates

[edit security certificates]
jweidley@ex3200# set Tocal ex3200-ss1-cert load-key-file ?
Possible completions:

<load-key-file> File (URL) containing an SSL certificate and
private key in PEM format
ex3200cert.pem Size:2278, Last changed:May 19 20:39:04

[edit security certificates]
jweidley@ex3200# set Tocal ex3200-ssT-cert load-key-file ex3200cert.pem

3.HTTPS #E%hICL. ZD X.500 SFBAEAFERTAIOIHELET,

[edit security certificates]
jweidley@ex3200# top edit system services web-management

[edit system services web-management]
jweidley@ex3200# set https Tocal-certificate ex3200-ssT-cert

4. 2F2UTATSUTAARELT, AREI—Y—HEREICT VX500 R %
ﬁﬂﬁg%fc&bt:\ BICtyaYD7ARIVEALT I b eBMTHI L EHRD
L&Y,

[edit system services web-management]
jweidley@ex3200# set session idle-timeout 30

5. #RDHZHI—H—DIHMEATHLSIT, J-Web v a2 #BEFIRLET, &
feo YRATL)Y—ZDEHRKTE. DoS HEDAREMBERINET,

[edit system services web-management]

jweidley@ex3200# set session session-1limit 4

6. (73>) OOBEEA2—TJ1—RZFERLEGEVGEE. BBy T—JIC

BRI 2 V2 TI—RGEREA VR TI—ATDH J-Web EfiiZzZ T ANSK
DICTBIENTEETY,
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[edit system services web-management]
jweidley@ex3200# set https interface ge-0/0/0

DR}:E%EEDIL.\ LEY,

[edit system services web-management]
jweidley@ex3200# show
https {
Tocal-certificate ex3200-ssT1-cert;
interface ge-0/0/0.0;

}

session {
idle-timeout 30;
session-limit 4;

h

[edit system services web-management]
jweidley@ex3200# top show security
certificates {
Tocal {
ex3200-ss1-cert {

Moo BEGIN RSA PRIVATE KEY----- \NMIICXAIBAAKBgQDDq1L96hg0393M6r68qqzNFoFRUdubqI+k9j
QMyeOmS1ibT26j\nh6g+Ep
[ removed ]
vgohYImwYNTmvddX9YrgBDI=\n----- END RSA PRIVATE KEY----- \h----- BEGIN CERTIFICATE----- \nMIID1zCCAOQ
CgAwIBAgIJAKGSMTVk+487MAOGCSqGSIb3DQEBBQUAMIGKMQswCQYD\nVQQGEwW
[ removed ]
y8sLLs5xMPO3TUHTBXxTH97UOuJ\n----- END CERTIFICATE----- \n"; ## SECRET-DATA

}
}

BLMTJvmbbﬂm NElLfco RORTY T TlE EFTAEREINY —
ACRETHETEFa) T & IELET, I OWTEI. CDEDIIV—T+
VIIVIVDIRE] v avESBLTIEEL

NAMEFAVTATZ0T4RELT BEBREINGIRETIIEL FREIN
FeREEBIC LD TERENTcBG SSLAREZ AT 5L EH RO LET,
BEBRINGIRAE CORBEMEISREINETH, SIRAED/V—FZIREETE
I\ ABAERIA TS —HERIEND . BEEIRAEDESEZERFELEZITNIEE
S5LBYET,

12— — 3R

o, XYM T—UF7NNAZADEF 1) TA58ILICBWVWTEELRRI LT
I—H 585 O V¥R, BLUOT7I7ERAFAIHLHIET, INTHOI—H—
TR RAERITIK, ASH ORI REICKZYETT, 1I—F—5REEXKIFZ. O—
HIV. HBWIE RADIUS ® TACACSH+ ICE DT E— M CHIBITRIEHDNTELT,
B ARBREE R Y b= Tld, —BLIENRAT—RFRUI—DEBRHLU1I—
ﬁ—7t7>h®§@€ﬁ5tﬁu\m£%$$m*ﬁ%gk%$<ﬁviistt
L. XY bT7—2VDFBEICEDST. BREBIUBAT. XY b T—27F7 /N1 AIih
T1O2UEOO—HIN I =T HI U M ERETDHELNDHIET,
KDY 3VTlEAHARZLAT A5 A RADIUS.RADIUS 7H IV T4/,
TACACS+, TACACS+ 7hHo>T4>7, BXUoO—HIb1—H—T7hHo %
FERLTA——HFA%ERETSHEEHAL. N\AT—NEMMR) > —%EH
FHEDITHEGREREEBNMLE T,
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A5 1 > &FA]

BREF1) 7 DR TRMER] T, Thid, I—HY— 7AtX ¥—
EXBLUTNARIEZTDREEDLT AV ENRBNCRE 77 L REBRIFI1E
RDHIGEZE5NBNETHBENSIEZFTY,

Junos VI M IT7Cldk. I——4ERIZOTA VISR TEEINE T, Junos T

INARCAT AV TBIRTDI—Y—|c, OTAVITAEELTEHIRELDY

F9, OJAVITRATlE UTDTEEERTEET,
A—HF—DBTFN\ARCOT A LIcEEDT T XIER
A—HF—HRITTES, FERITTEHEVIAT VY RBLUAT—MAVR
BERN—ADT7 TG, 7A RIVEZA LT O QT A VOV AT T 57—
LDFRTGE, ZDMDERGA T3>

Junos V7 bz 7IciE. ULTFD 4 2000 A5 ADEHFAENTWNET,

OJA>I>R

77 AE] iR

operator

read-only

clear.
reset.

view

etwork FRL—2avE—RT, TNEOHT U TEBAELEINIDTI Va3V %E
trace. view RITTEEXT, operator lF. BEFRTREIIEBLIY. TINARAE vy
N MOVERIIBRESLIVIBTEIETETEA,

FRL—3VE—RTC. view P77 AEFAI CERBIRER TN TDT7 I3
HERITCEEXT,

super-user

unauthorized

TINARITHLTCITNCDBRIEERITTEE T

TINAANDAT A VISERETT DN BT 70 N DBRFZERTIBILIET
EE A

INSDFOHREINOTA VI AN RBEOREICEL TV GEWSEEHEZS
NEx9, TL JunosOS TlE. BEI—HY—HNERTERIATREISATE
|ICEHICERETEA S, RELE 77X bO—IVHAIEETT,

O AV S ADHBREDFHMICDOWVTIE, Junos DEFMER [Junos OS Basic
System Configuration Guides (http://www.juniper.net/techpubs/en_US/
junos10.4/information-products/pathway-pages/system-basics/user-
access.html) ZSBLTEEL,

ARZLOT A5 ADIER A %

AXNL—Z2DT77vRIT TH/)\WER] DEZFEBERIBHBEE. 7747 74—Ib
HERETDHEBMEFEREVET, Thbb. 774V TCIRNTERT5ETAH
598, RIKHEBITH T EZREOEEEFEZESRL. XI55 Junos CLI BEEA
DT I AEFFALEY,
TINAANDT I CRERBESTDI I ZTEE IV —TDRENDODWVWTEZR
THTLIEEY, OTAVEHIFZBZESHAMIESTENTNELEVETH.
D3> Tld 1BEMNK Tier-1. Tier-2 LU Tier-3 T I Z70OHERWLNT,
BN L THEDHAEA AP LUIEER IS5 HEAHBALE YT, TOFITIE
EBLNIWDI VI ZTDBEHEULTOISICEELE T,
Tier-1: BERME NS TIVa—T4 0T DIcdbIC show I RERITLIEW,
R EATEWESR T AcHlicry bT—2Y—)b (ping. traceroute &) %
RITTERIFTNEGYE A, Tleo RELXERTERIFNETVEEAD.
MEREXFIIEBZGWEDITTEHRELNHIET,


http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
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Tier-2 : Tier-1 TV Z7HFABTEBEBEICINZ. T/I\AADH T Z—
BEUFHETDII)TR. A2 T1—ABLUOIN—TFTA VT REEBHNTERE
NGRS A,

Tier-3  EREBRE Y R—FT2DICT NI RITHLTHSDDHRER =
ATEZRITTEL T /N\yIPa—R07v T L—REEEEE
ST a—T1 07 EFAFEITNREGEYE A,

Tier-1
Tier-1 Xy b T—9ARL—2BIc. REBEHE/N—ZvIaryDHE5255HL0N0O5
AV S ABEERLE T,

LATA VISR ZEEELET,

{master:0}[edit]
jweidley@EX4500# edit system login class tierl

2.7ARIVERALT O, BIBICGELIABICERELE T, COHBMEBBRT DL,
I—Y—EBEMICV AT L5047 LET, I—HY—IciE Tvrarvhiz
ALTIMMGBHTE BT EDEEXA Yy E—IDRREINET,

{master:0}[edit system login class tierl]

jweidley@EX4500# set idle-timeout 10

3.Junos DIEICEBNTWVWEWI VY Z7ICiE. Q14 VBDe Y MR IIEE
9, Ffee AR VRICEATAERIIDERERTTDHIEELTEET,

{master:0}[edit system login class tierl]
jweidley@EX4500# set Togin-tip

4, %@E%EE??%_&._ LTWBYATLTZ—LICDWTHR TESLDIC. 75—
HHTEDNTEET,

{master:0}[edit system login class tierl]

jweidley@EX4500# set login-alarms

5.maintenance /N\—Z w3 ilE. TINARADV vy NI PEREEFGE, RS
ICEEE T BRZAVEEFRILE T,

{master:0}[edit system login class tierl]
jweidley@EX4500# set permissions maintenance

6.view/N\=XwaUE IV=TA4 VT T=TIb. RINZVT V)= A2 T1—
st EOMESRICIRIID show AR Y ROFERAESFILET,

{master:0}[edit system login class tierl]

jweidley@EX4500# set permissions view

7.network [N\—Zwavid, #BHESLCIV—Ta T HER T B-6HD ping.
traceroute, telnet. HKXUV SSH DEAEHFAILET,

{master:0}[edit system login class tierl]
jweidley@EX4500# set permissions network

8.view-configuration /N\—3w/a i, AV T4 L —avDRREZFFILE
T, RELBERRCELTIH. BELITNXEIIEIRZIE A,

{master:0}[edit system login class tierl]
jweidley@EX4500# set permissions view-configuration
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9. —ERD/IN—Zwavicky, Tier-1 I—H—HMERLTIEASEVIAR Y RERE
1TRIREICIEE T, deny-commands A /3 Tld, ERFIB[EMFEALT, Tier-1T
VIVZTHRGTLTUIESHVIR Y R EBETNICERCTEX T, TDIEFEALIE
ARV REBVDERTIH. TTTWLKDOHLEY EIFTEHIBLTHEEELELD,
(start *) (&, Unix ¥T)b\DT7 7L RA%ZEISTBIHITFERTEDITNTD
start ANV FZEHIBRLE TS
(set cli idle-timeout) X, O AV ZADTA RIL2A LT D MEZEBHRE
T AHMBEZHIFRLE T,
{master:0}[edit system login class tierl]

jweidley@EX4500# set deny-commands "(start *)|(set cli idle-timeout)|(request system
software) | (request system zeroize) | (request chassis)"

10. JLFH%EED:L.\L/?TO

{master:0}[edit system Togin class tierl]

jweidley@EX4500# show

idle-timeout 10;

Togin-alarms;

Togin-tip;

permissions [ maintenance network view view-configuration ];

deny-commands "(start *)|(set cli idle-timeout)|(request system software)|(request system
zeroize) | (request chassis)";

FREXHOFEMBLUHICDWTIE. Junos DR MER Junos OS Access
Privilege Configuration Guides (http://www.juniperpodcast.com/
techpubs/en_US/junos10.4/information-products/topic-collections/

config-guide-access-privilege/swconfig-access-privilege.pdf) Z&BLT<
fEELN,

Tier-2

R, Tier-2 TVIZT7RAIC. EOICRELGKEEZRITCES. poad1>o>
AZEERLE L&D,

L.ATA VIS ADRFZEERELET,

{master:0}[edit system login]
jweidley@EX4500# edit class tier2

2.7ARIRA LTI, BEBICELABICRELT Y, COHBMNMRBTSE.
I1—F—EEFMNICV AT LA AT LEY, I—F—Icld. wyvraryhizda
L7 OMIBZATEZ BT HAEEA v t—IDhRRINET,

{master:0}[edit system Togin class tier2]

jweidley@EX4500# set idle-timeout 15

3. %UDH%,%Z“%EE LTWBVARTLT Z—ALICDWTHEETEDALDIC. 75— %
HITENTELXT,

{master:0}[edit system login class tier2]

jweidley@EX4500# set Togin-alarms

4. Tier-2 T Z7Icld. DiEEd Tier-1 T 7 LR CEEFH D RITHERR D 4
Bixfesh. BUN—ZvavERELET,

{master:0}[edit system Togin class tier2]

jweidley@EX4500# set permissions maintenance


http://www.juniperpodcast.com/techpubs/en_US/junos10.4/information-products/topic-collections/config-guide-access-privilege/swconfig-access-privilege.pdf
http://www.juniperpodcast.com/techpubs/en_US/junos10.4/information-products/topic-collections/config-guide-access-privilege/swconfig-access-privilege.pdf
http://www.juniperpodcast.com/techpubs/en_US/junos10.4/information-products/topic-collections/config-guide-access-privilege/swconfig-access-privilege.pdf
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{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions network

{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions view

{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions view-configuration

5. c1ear/§’—E“/:/E|?/Li\ 73'7\/'}"—\\5410:‘%%’%%5@’7')77&§¢EL§_§_O hn
& WD DT IWoa—T42 7 F)FTRIIBE T,

{master:0}[edit system login class tier2]

jweidley@EX4500# set permissions clear

6. configure JN\—=wavick, AV T4 L —3VE—R\GPWEIHNTE
BEDCIRVETH. TI4IVETlE. EBRITHRE T HERIEEZIONEEA. T
DIz, Tier-2 TV =7, 7OEI 3 Z 075 R— M B0DA 2 T1—
ABLUIV—T1 2 BhEERDOBREZHFAILET,

{master:0}[edit system login class tier2]

jweidley@EX4500# set permissions configure

{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions interface-control

{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions routing-control

7.rollback N\—Zwavid, TS—HRELIGEICGREDEEEZTTICRI &
HEFRILEY,

{master:0}[edit system login class tier2]
jweidley@EX4500# set permissions rollback

8. deny-commands A /3 FEALT. HENDIT Y REHIEBLE T,

{master:0}[edit system login class tier2]
jweidley@EX4500# set deny-commands "(start *)|(set cli idle-timeout)|(request system
software) | (request system zeroize)"

9.deny-configuration # 723 ZEALT, /\=IvarhEI5NRDE
EDERBICDOWVWT, REZEEZFHIRLET,

{master:0}[edit system login class tier2]

jweidley@EX4500# set deny-configuration "(groups)"

10. ZNTld. REZEHERLTHELELD,
{master:0}[edit system login class tier2]
jweidley@EX4500# show
jidle-timeout 15;
login-alarms;
permissions [ clear configure interface-control maintenance network rollback routing-control
view view-configuration ];
deny-commands "(start *)|(set cli idle-timeout) | (request system software)|(request system
zeroize)";
deny-configuration "(groups)";
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Tier-3

Tier-3 TIVZ7IClE. FHTERINTWS super-user AT A VIS A K ZDEE
1%%?5;%%?%?@“73\ Tl 714 RIVRA LTI EZDMDIEBE A HAZ
AR o

.07 A% EELET,

{master:0}[edit system Togin]
1ab@EX4500# edit class tier3

2.7ARIERALT Ve, BEBICELIBICRELE Y, COHBEIMRBT HE.
A—H—EFEFNICV AT LAY FATLET, I—F—cld. tvraryhzoa
L7 OMIBAETEZBNTHEEEA v —IDhRREINET,

{master:0}[edit system login class tier3]

Tab@EX4500# set idle-timeout 20

3. %@E%,%T*%E LTWBVRTLT7Z—ALICDWTHERTESLDIC. 77— k&
HITENTEEY,

{master:0}[edit system Togin class tier3]

jweidley@EX4500# set Togin-alarms

4.a11 F—J—REFALT. INTOEEICDODWT/N\—IviaryE53%7,

{master:0}[edit system Togin class tier3]
1ab@EX4500# set permissions all

5. ZNTlE. REZHEELTHELLD,
{master:0}[edit system Togin class tier3]
Tab@EX4500# show
idle-timeout 20;
Togin-alarms;
permissions all;

A7 A7 ZADEREE. TNEFERTHEBICEI>TENTNEGYE T, Junos
OS lld, Z—XICEDLE TR —AKEATEDF TVaVHAZHBEEINTVE
T, REBEOARNL =3 VIcERTHET. AN\ Z2—hiE I mELHEHEEHN
EcH 8

[system login class] Cld, 77 A AIEGRZIPREELGE, OV AR —D
EICIRIL DZF DDA T3V EFBTEEY, INSOFTavik. BEot
Fa)TFaR)Y—ITHCT. BETHNUEFERLTIZEN,

SELFEFEOTAVITRADIN—Zy2avIcDWTIE http://www.juniper.net/
techpubs/software/junos-security/junos-security10.4/junos-security-
admin-guide/index.html?user-auth-ov-section.html Z2BLTLIET L,

Q7475 ZAO/ICDWNTIE. http://www.juniper.net/books TN ETNTL
% [Junos Cookbooks (F7EIN-FvLvhE. O Reilly Media 7. 2006 &)
HEBEBLTIEEL,


http://www.juniper.net/techpubs/software/junos-security/junos-security10.4/junos-security-admin-guide/index.html?user-auth-ov-section.html
http://www.juniper.net/techpubs/software/junos-security/junos-security10.4/junos-security-admin-guide/index.html?user-auth-ov-section.html
http://www.juniper.net/techpubs/software/junos-security/junos-security10.4/junos-security-admin-guide/index.html?user-auth-ov-section.html
http://www.juniper.net/books
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RADIUS & RADIUS AV 7429

RADIUS (Remote Authentication Dial-in User Service) & XxvhcT7—2F
INAZADEREE « 887] « 7HOV T4 (AAA) HEHRPIITOERIZEDO O
J)VTY,

RADIUS 7ORIJILTIE. XYM T—TETTL—VTFARDINAT—RHPY
BR)ENBZEEHIE A, 7747 e —/IN\—RBTRYROSNI=HB DM
FINRAT—RENYy2a7 VAV A LEBFERBLTNAT—RFDEF1) 7o %&581bL
TWEY, Ffeo EFaU7vik. OOBEEBXY N J—VAFEALCI—Y—7T—
REBBT—R2EDHMITHIEICKIESITRIETEE T (RADIUS Xvt—I%
BABTEDTELRITNEX, BEDHZI—F—HZDEREDZTERY. 75V
FULEY, BUTELHBEETHIEIETEREA).

Junos OS M RADIUS 751772 hMEBES & U RADIUS —/\=V T b7/ Yy
T=ITIE HBRIRERAGREN TELITH. NI OVWTIAETIIMMNE
Bho TDEIV3VTIR XVRT=0 7 NAADERDSLF17ERBES K
OBYIET 72 T4 DREICDOWTCERALET,

RADIUS DFREHBLUNVA—EBDREMNE (VSA) DFFRICDOLTIL. Junos D
&R IJunos OS Basic System Configuration Guide) (http://www.juniper.
net/techpubs/en_US/junos/information-products/topic-collections/config-
guide-system-basics/config-guide-system-basics.pdf) Z#ZBBLTLEELN,

RADIUS EREEDERE S E
1. 57lc. RADIUS H—/I\—D IP 7RLXAAEE&ELET,

[edit]
jweidley@ex3200# edit system radius-server 192.168.3.20

2 HEMENNRAD—FERELE T, TN, /N7 —FEMER) D —IGEGL
feo BEICHERITERWVSENG/INRT—RICTBDHELHIET,

[edit system radius-server 192.168.3.20]

jweidley@ex3200# set secret $2rK-nh%Aj4wQ=}

3.RADIUS H—/NN—HJ VI A+EVRZVTTBHR—bEEERLET, UDP
1812 AT TV R—FTIH. TNEBRMICERET B EITEY. oHUPT
IEVET,
[edit system radius-server 192.168.3.20]
jweidley@ex3200# set port 1812

4. (A7</3>/) set system default-address-selection BERE TN TULEWES.
KEDT FLAHS RADIUS V7 TAMNXHENDLIICTBcédlc, &S
FLRAZRELET T, BEIE 00271 —AD IP 7L AZFERALET,

[edit system radius-server 192.168.3.20]
jweidley@ex3200# set source-address 192.168.70.1

5.RE=ZHRLET,
[edit system radius-server 192.168.3.20]
jweidley@ex3200# show
port 1812;
secret "$9$0IJjH.P5F69mPRhy 1MWjHKGQF"; ## SECRET-DATA
source-address 192.168.70.1;


http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
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Junos ITH 15 RADIUS DRETIE. 7HU Y HEERYINICHE S TZHBE. U
Ty hENEBE, £RIE7ATVMCREIOV A VERICINAT—RFEZEETSHEL
DEREE h?b\%iﬁ g, NAT—REBEHNFR—FENTVET, ThETIICIE.
MS-CHAP (Microsoft version of the Challenge Handshake Authentication
Protocol) Z&RELEXT,

[edit]
jweidley@ex3200# edit system radius-options

[edit system radius-options]
jweidley@ex3200# set password-protocol mschap-v2

[edit system radius-options]
jweidley@ex3200# show
password-protocol mschap-v2;

SHYRFTLLT B, TOFTIE. 15D RADIUS H—/I\—DREDIHFRLT
WEITH. REORECIIMEE Pét%m&bét . %0 RADIUS H—/\—%&
AEDY TRy MIEREBITDHEESEDHLET,

RADIUS 7 A>T 4> T DRESZE
1. 7’737/7-4/'7% =TI ERTBANVINERELET, TOREHTIE
TEEEBZTADEIIC. INTDFTVavERELET,

[edit]
jweidley@ex3200# edit system accounting

[edit system accounting]
jweidley@ex3200# set events login

[edit system accounting]
jweidley@ex3200# set events change-Tog

[edit system accounting]
jweidley@ex3200# set events interactive-commands

2.RADIUS H—/\—D IP 7 RLRZEZREL. 7HIVTAVTIESR— M EERTE
LEd (UDPI1813 AT 74)LED RADIUS 7HYI Y T4V R—MNTTH, ThE
BETRMICERET BT EICEY, Ah WP ILAEYET),

[edit system accounting]
jweidley@ex3200# edit destination radius server 192.168.3.20

[edit system accounting destination radius server 192.168.3.20]
jweidley@ex3200# set accounting-port 1813

. HEMBENAT—RERELT T, TN NAT—FEMEER) S —ITEE L .
BRI TCERVEADGT/NRT—RICTBREHLHIET,
[edit system accounting destination radius server 192.168.3.20]
jweidley@ex3200# set secret M1zoVg2NRa8:r#r

4. (A F</3>/) set system default-address-selection 75\"""'"“:7[’1,?(,\7'5\(,\ o
BED7RLADS RADIUS VI I RAMDPERHBINBZLDICTBIedHIT. EETS
FLAERELE Y, BEIE. 0027 —ADIP7FLAARFERALEY,

[edit system accounting destination radius server 192.168.3.20]
jweidley@ex3200# set source-address 192.168.70.1
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5.8/ E=ZHRLE T,
[edit system accounting destination radius server 192.168.3.20]
jweidley@ex3200# show
accounting-port 1813;
secret "$9%cxFyvWX7-w24x7k.fT3nvW8LVw" ; ## SECRET-DATA
source-address 192.168.70.1;

DHPITLI Bl ZDHTIE. 1BD RADIUS 7HI Y TAV T —/\—
DREDIHRLTWVETH, RFORECIIMESEEZTDHHHIC. BHOD
RADIUS —/N\—=ZRI&ZDY T Xy MIRETHILZERDLET,

TACACS+ & TACACS+ 7HUVTA4VT

TACACS+ (Terminal Access Controller Access-Control System Plus) &,
ERD TACACS BREEV 7 b U7 DRF/IN—23> T, TACACS+ (&, FREE.
MERRIT 5. BXOTHTV 747 (AAA) DfeHO7ORNIIVT. Ry bT—72
TINAZRNDT 7 A= FITHLE T,

Junos OS @D TACACS+ 7547 MEBES KU TACACS+ H—/\—V T Dz
TINvT—ITlE. HAREFRIMGRED TELITH. TNICDODWVWTIEAETIX
mNnEth, COEIYIVTIK. XY NT—0TNAADBERHSF17 58
BHRICBIETHIY T4 DEREICDVWTCEHRALE T,

TACACS+ REHLUNVAZ—EIEDREM (VSA) DFFHRICDOWLTIL Junos D
HMTER Junos OS Basic Systern Configuration Guides (http://www juniper.
net/techpubs/en_US/junos10.4/information-products/pathway-pages/
system-basics/user-access.html) ZZBLTLEEL,

TACACS+ SREEDERE S &
1. TACACS+ H—/\—D IP 7 FLAZE&RLE T,

[edit]
jweidley@ex8208# edit system tacplus-server 192.168.3.40

2 HEMENNRT—FERELE T, TN, /\R7—RFEMER) S —IGEGL
feo BRICHERITERVSRNE/NRAT—FRICTBZREHLHIET,

[edit system tacplus-server 192.168.3.40]

jweidley@ex8208# set secret $2rK-nh%Aj4wQ=}

3. TACACS+ R—h%& TCP 49 ICRELE T, ThUdT T74/VFR—FTTH
NZBRTRAICRE T A EITKY, aUPTLHEIET,

[edit system tacplus-server 192.168.3.40]

jweidley@ex8208# set port 49

4. (AF>3>/) set system default-address-selection AEREITNTULEWIES.
BEDT7 FLAHLS TACACS+ U T A EHEINDKDICTHeHIT. *fF
T RLAERELE T, BEIE 00 /2T —ADIP 7 FLAZFERLE T,

[edit system tacplus-server 192.168.3.40]
jweidley@ex8208# set source-address 192.168.70.1


http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
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REZMHESRLET,
[edit system tacplus-server 192.168.3.40]
jweidley@ex8208# show
port 49;
secret "$9$RywhTKWLxdwY8LjH.PQz1KvMNd"; ## SECRET-DATA
source-address 192.168.70.1;

DHOVPTLTEHIC. ZORTIE. 1TED TACACS+ J—/\—DREDHRL
TOWEIH EEDRIFTRMEEEZ RO THIC, #HED TACACS+ ¥ —/\—
ZRIRDY TRy MIRETEILEERDOLET,

TACACS+ 7 ATV T4 DRESE
.78 T4V ED TRV ITRANNERELE T, COREHTIX. T
SREBEBERITADEOIC. INTOA T avH#HRELELLD,

[edit system tacplus-server 192.168.3.40]
jweidley@ex8208# top edit system accounting

[edit system accounting]
jweidley@ex8208# set events Tlogin

[edit system accounting]
jweidley@ex8208# set events change-Tog

[edit system accounting]
jweidley@ex8208# set events interactive-commands

2. TACACS+ 7HIVTAVITH—INN—DIPT7RLAZEHLE T,

[edit system accounting]
jweidley@ex8208# edit destination tacplus server 192.168.3.40

. HEEMBNAT—RERELE T, TN NAT—FEMEER) S —ITEE L .
BRI TCEGRVEADG/INRT—RICTBREHLHIET,

[edit system accounting destination tacplus server 192.168.3.40]

jweidley@ex8208# set secret M1zoVg2NRal8:r#r

4 TACACS+ 7HOV T4V R—bA& TCP49 ICRELE T, TNIET 74V
—FTITH. INEFRATMIERET B EITEY. WP ITLHEYET,

[edit system accounting destination tacplus server 192.168.3.40]
jweidley@ex8208# set port 49

5. (#7</3>/) set system default-address-selection HERTE 4f?17fb\f;b\hﬁ
RN FLAHS TACACS+ BRAELEIND LT BIslc. FETT L
AERELET, BEIE. 00/ V2TI—ADIP 7 RLAZFERLET,

[edit system accounting destination tacplus server 192.168.3.40]
jweidley@ex8208# set source-address 192.168.70.1

6. REEMHIRLET,
[edit system accounting destination tacplus server 192.168.3.40]
jweidley@ex8208# show
port 49;
secret "$9%$ZsUk.fTz6Ct5TcyevLXk.mP36"; ## SECRET-DATA
source-address 192.168.70.1;
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DHOVRTLT BT, ZOFITIE. 1ED TACACS+ 7HI VT4 T H—I\—
DREDHFRLTVWETH, REOREBETIEMESEEZSHSHIC. BHD
TACACS+ H—/N\—%BZDY TRy MIRBETEEELHEDLET,

INAT— RiE5

SEPRIDBICERELDH TEBEV b, TYI = PIE—EDRED/ RT—K
EERY AUBNBYET, B AT~ K TRy NI—9F A A e+
UFAURIITESENBARMEDBYE S

JRT— RO
1 BER/NRD/ CRT— KXFH# 6 ~ 20 XFOMTRELET, (UFOHT
415 XFIRELTVET. )

[edit]
jweidley@ex4200# edit system login password

[edit system login password]
jweidley@ex4200# set minimum-Tength 15

2. change-type J1X > K¢ character-sets #F&LE 9, ZnlcLy. Junos .
EEE;’L;:Y—?‘E“/I\ (KXZE, NWZF, #F. BLUOFKEXFE) OEEEHD
> o

[edit system login]
jweidley@ex4200# set change-type character-sets

3. XFHNDHT, XFDBEZEAEEDIHE. TORKBERERMZRELE T,

[edit system login password]
jweidley@ex4200# set minimum-changes 4

%;%%3@575‘% L BHEF27HNRT-FMRELRTHS SHA-1 ZRELE

[edit system login password]
jweidley@ex4200# set format shal

5.RE=HRLET,
[edit system Togin password]
jweidley@ex4200# show
minimum-Tength 15;
change-type character-sets;
minimum-changes 4;
format shal;

BIEICREGERTEXYR T SHD change-types £ K U set-transitions @
FHEAIC DWW T, Junos DFMTER [Junos OS Basic System Configuration
GuideJs (http://www.juniper.net/techpubs/en_US/junos10.4/
information-products/pathway-pages/system-basics/user-access.
html) ZSBLTIEEL,

FEDIRT—MEMMEA TaviE AZ Y MRICOHF A —F =T HIV ME
RAENET, EMEMA T3V OREFITIERINLET AUV ME. ThoDFHL
WART — FEHDREZZITEE Ao


http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
http://www.juniper.net/techpubs/en_US/junos10.4/information-products/pathway-pages/system-basics/user-access.html
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O—hIndA>7hAo TV TL—1

A—A/L2—%—

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

New password:

Z< Dz bT—2 OS LERRIC, JunosOS Tld. O—AHIVA—Y—THOV %
ER G BTEDTEEXY, Junos TNAADI—HF =7 AU MIlE root 1—H—
EIEroot ——D 2 EELHIVET, B IETHBALESY., root 7HTV b
EME—DT THIVNT ATV N VAT LATCREENBETHIVNTT, 2DEr3
VT A= —=THTMIDOWTERY EIFET,

Junos Tl&k. T 7L —bt%EFERLT. RADIUS/TACACS+ CEEA =151 —
P—lON—ZvaVAaRETHIEELTEXY, BT VT L—TlE 27207
L—hEFERITZI—F—J)IV—TI@ELTe. BHB/N\—ZvIavEEERECEX
I, INSDTFVIL—ME I—2—DO—hHILTEEL. TACACS+ KU
RAD'US u:L,\uJ-.E-ij- /\_LL;DT%En*hij

A—AIVA—F=THIVEKUCTTL—FDEMRICT DN T, Junos DEME
# IJunos OS Basic System Configuration GuideJ (http://www.juniper.net/
techpubs/en_US/junos/information-products/topic-collections/config-
guide-system-basics/config-guide-system-basics.pdf) &L TIfEEWL

ThHTY NDIERAE

EFEIEFERTSEEE. Bld. YATLAILDELLES 1 2O0—A)La—F—
THIVNERETHIEAESRERHLET, Thid. RADIUS/TACACS+ hMA IV
Lfci%;a:\ A—AILT7 ATV R TNNARICAT AT DS DREFRICES
HoTY,
1. 0= 1—F—2%ZFELET, OT7HTYDENZESEIRT DIl full-
name A /3 A FERALET,

Togin]

set user emergency full-name "Emergency Only Local Account”

Togin]
set user

Togin]

set user

login]
set user

Retype new password:

2.TNARTCDA—Y—|cEZZ/IN—ZvaryaEEWYTET, cnNETIICE
TI7HIVNETeldHAZ L Togin class ZHEYTET,

emergency class tier3

3.773>T. T7AIVDEREESC T 7 A IVFR B EDRIEN E CEWEKSITT B
Sl Junos TINAAB LT Unix VAT LTHEOI—H—ID (uid) =5/ EL
9 (A—HY— IDEFIEELEWES. Junos ICKYBEEMICEIY Y TENE D),

emergency uid 2010
4 BRBIT. THIVMINRAT—REEWHTET,

emergency authentication plain-text-password

full-name A </ 3V Cld. BEEZEEPIVIYZTVOFRBRERLRE. To1—H—
ThHIVDEELIEREIEEITSHIEELTELT,

A—HY—F7UTL—bEERTBIOHDHREIE. INRAT—ROHREERE. O A
VTHIVNERETDIBEEE i&h&ﬂb‘(? INAT—RFvoik. NERsE:
H—/\— (RADIUS/TACACS+) ICX>TAEBENS 8. INAT—RIInnEdHY
FH A,


http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/config-guide-system-basics/config-guide-system-basics.pdf
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71T 7L — DI A E

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@;j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
admin@j6350#

[edit system
user tierl {

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]
set user

Togin]

BIOED (OJ A VR 73V TERELIEATA VI AL T/IN—Z v/
VHEE TSNS IV ZT7ROAT AT L — b EERLE T,

1. 0—A1——-2EERLET, TDEE, full-name #7730 EFEBLT
THOVNDENAESEIRTBIEHNTEEXT,

tierl full-name "Login template for Tierl Users"

2.7NAATZDA—Y—ICEZABN—Zw 3V NV ZBWETEY, Ihz
ToIClE. BYBET 7HIVNE I ARZLATA VISR EEVETEY,

tierl class tierl

3. 473> T7AIVDERERBEIC T 7 A )VFRBHEDRIENE LCHEWVNKLDICTS
el Junos TINAZAEB LT Unix YA FLIEEDI—%—ID (uid) &HEL
9 (A—Y— IDAZBELEWEE. Junos IcKYUBEEIMNICEIWYETSNE D),

tierl uid 2001

4.tier2 B&XU tier3 7T L— b ZEMLT. BEIFTT T,

tier2 full-name "Login template for Tier2 Users"
tier2 class tier2

tier2 uid 2002

tier3 full-name "Login template for Tier3 Users"
tier3 class tier3

tier3 uid 2003

5. REZHRLET,

full-name "Login template for Tierl Users";

uid 2001;

class tierl;

}

user tier2 {

full-name "Login template for Tier2 Users";

uid 2002;

class tier2;

}

user tier3 {

full-name "Login template for Tier3 Users";

uid 2003;

class tier3;
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CFAVTAI VI ZTDIBGTIE. JIV—T7 ATV MCHLTEEENTY, <
N BEBEOESNST 2L, #EAOT AV LIED DI RN EICEEHD T,
SRR FERTAHE. O—AAJ1> 7T —hEfFofcéLTh 81—
2 2;;4/%$0£1T SNV RDIBRICSOVWTEDHDLKT AV T
IS o

R 1 THIY T4V EROMER

RADIUSW.:EbEQTEL*L\IL HP—DN1—H—F72TL—hRvEVTENTVEY, TN Tk /\—3v
>3 ﬁi*h’(b\%l HY—72TL—h ZLCA—F—DT7HV T4V ERERRT DA EES
BBLELELD, I—H—EREFE#RIL. show c1i authorization ARV RICKYR R CEET,
jweidley@mx960> show cli authorization

Current user:/tier3/ login:/jweidley/ class /tier3/
Permissions:

admin -- Can view user accounts
admin-control-- Can modify user accounts

clear -- Can clear learned network information
configure -- Can enter configuration mode

control -- Can modify any configuration

HADRHDITICHS current user (&, AT AT L —b4 (tier3) TY, login 74—V KRIE. TN
AR LCEREEENA I —H—% (jweidley) T, class|d, OV AT TL—MIE>TEIIHTSN
fcagA4>o>2X (tier3) T9,

interactive-commands B9 771 JLEARDE, Junos ITXY. BEET AV TV T IEREHIFTS
fedlc, IRTOOTIC, QAT TL—haTIE LA —DOd 1 VA TRI[FIFEThTWaTE
DR TEXY,

Jun 15 14:08:54.439 2011 mx960-1 mgd[88155] : %¥INTERACT-6-UI_CMDLINE_READ_LINE:User /jweidley/,
command /show configuration /

Jun 15 14:09:18.783 2011 mx960-1 mgd[88155] : %INTERACT-6-UI_CMDLINE_READ_LINE:User /jweidley/,
command /show log messages /

Jun 15 14:09:36.352 2011 mx960-1 mgd[88155] : %INTERACT-6-UI_CMDLINE_READ_LINE:User /jweidley/,
command /show Tlog security /

A7 1 &7 EHROHIR

INRAT— R EIZ, 1—H—D/INAT— AN ZRELERITI ST EITEKY,
TINARICARET7ELALEKDIETBEDTY, MM, COWEDORTHEIG. O
TAVRTERICLEVMEERE T A LI O UERTEXY,

INRT— FHERIN B % [RIE 9 5 57E
A4 tF2)74ICB 9% Junos DT 74)VMEREICEKY. /INAT— RHERIKE
DobBRERETDEIEITELEIN. ZTNHITRTORBIELTWSEILRY

Fth, CTTlE. REBQTAVTICARTICHTEREERILTDIHD 4
DDA T3 NcDODWTERIBLE T,

L EROYIMENDETIC, I—Y—DERLTAT AV DISbD/INAT— %= A
ﬁ?é_%ﬂ—j(u'ﬁﬁliliﬁl%‘”‘ﬁbiﬁ'o ZOEOEEIE1~10 T 774V MBI
10 T9%

{master:0}[edit system Togin retry-options]
jweidley@EX4500# set tries-before-disconnect 3

2. A——hOad Ak, XDoOd 14> ERITTCERLIICEBIETD
RHEEEZIED LD TEELTH. ARIKMLILRICCOFEREZEB T ESD
%E&EL?@@ Z@{E@%ﬁ‘i 1~3 _Z\\\ 7_\_\77.1_”/ [\'ﬂELi 2 _Z\\a_o
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{master:0}[edit system login retry-options]
jweidley@EX4500# set backoff-threshold 1

3. 07 VRBIE. ROOY AV ERTCEDEIIHDHETORFLEREDEA
TRE#ELET, backoff-threshold 4753  CIELLERBZHE, UK. 0Y
AR BBl DEOWES, FEREARGSTOEET, TOED
#HiE 5~10 T. F74+IbMEE 5 ¢,

{master:0}[edit system login retry-options]
jweidley@EX4500# set backoff-factor 6

41— —PATAVEHINAT—FZANLEOELTVBR, Rzl s
RNEBEMBEUTRELE T, OMBDEHREIE 20 ~ 60,7 74/ & 20 TY,

{master:0}[edit system login retry-options]
jweidley@EX4500# set minimum-time 30

5. ZNTIE. REZHRLTHELLD,

{master:0}[edit system login retry-options]
jweidley@EX4500# show
tries-before-disconnect 3;
backoff-threshold 1;

backoff-factor 6;

minimum-time 30;

SuaLIERF

O—AIVINRT— R 7 —ZRX—ZALANDFEE A EE BT BICTIE authentication-
order FREHDNNETY, snallBEFZRETHEEIL. WO DEERICDOWTERET
BPENH)EY, authentication-order A K CO— 7])[//\1'7 RF—HZ~N—
ABMEEINTVLABHESHNCEDLSY, O—HIVINRT—RTF—E2ZRX—=XFEIEs
RIEICEENE T, CITEEICGZDIE. O—HIWNRT—RFT—2X—=XH0D
FERINEZDH BRI HIETY,

DO\’(/ET‘FN’J\‘ﬁbh%f:lﬂC\ Junos OS &, IN\AT—RFHZRIFANSNBE T,
RETNTVWAREAEZREINTWVBIEFR CERZS>ELET, I—H—%&E/N
AT—RHEHT 5L E|7’f/75‘55217]b MDEREES EIFFEREITNE A, H5
SELAETIGEDEONGD OB E. Tl ——BFIX/NRT—RHER
IEETL@?ETUDFEKb\@ ;hjlih_ﬂ:l\ ﬂ@nuuﬁﬁf?ﬁ‘"ﬁ*’h??’

-xi*h‘fb\%td)wiﬁ&?%mﬁ /(/é?l%la%ﬁb\mtﬂ\hbhmb\o 3%
'Yb?ﬁz_@mxb‘ﬂ 1’171 7IED\ D?’f/ igiﬁﬁbgjo *ﬂ?b\%)&@wu
HEDSEIGENIRENG DL >TFE. Junos V7f~'71/ &, REBEOFERELT
A—AJVINRT— et EARALE Y,

MROHNCDWTEZTHELELD,

[edit system]
jweidley@ex4200# show authentication-order
authentication-order [ radius password ];

A—H—HEEERTT &, £9 RADIUS H—/N\—A\DRWEbhbEHTbNE
To NAT—=RFHOELLAANTNED oY, THIVIBRERESNTOEWEE
DEHT. RADIUS H—/N\—HMEFDREEIRYT E. RIcO—HIVINAT—RF—
BAR—=ZANDBEWEDLEIMTONET,

DY, RADIUS H—/\—HpMEATIEER EETH. RADIUS (WL A—AILTAY
VIRFREITNTONE, I —3ZFDT7HI T AV TEDENDITETT,
I1—H—385Flcui g RADIUS Z{ERAL. RADIUS H—/\—IC7 02X TEL LS
BICDOFHA—HIVINAT— R T —EZR—ZNDOBEWEDLEETOHSIE. ULTD
HEELTLIEET WY
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[edit system]

jweidley@ex4200# show authentication-order
authentication-order radius;

ZDOPIDHRET. EFRAICEIDEF2)TBIEEVNDI AN Y MEIZDEKITH —
/\i’g‘\ﬁﬁﬁ—( FLBBEVOIRBDEEICERIGTED e, ZLDRRITELT
W&,

Junos ICHIFBERELIER DEEMIC DL TIE. http://www.juniper.net/books T
BNENTWAJunos Enterprise Routing, 2nd Edition) (9274 v < —a
+—. BLULA/IVRE, O ReillyMedia ¥17. 2011 F) #BBLTIEETWL

=7« 7akaibeIv—re3E:

RIP £33

W—T4>77ar)bDEF2) 7381EICIFZ ORI BIETH. THR4GD
5. ZDFEAEZTDAVINT MEESHSNT This Week THY EIF BT EIET
TERA, CDETVaVTIE. BEINBEREEDIV—TA VT BFHICEITS
SREREDHFHEAL & T

EDXYRT—=7ICEWNTEH. Ry MNT—U2F%ZEBIGERISOHICE. ZEL
Telb—F74 VI HDEBICEEICHEVEY, X707 704RELT IXRTD
}l/ 7_’]'/770|:| [‘:”l/l‘77’r /7%DL\EIET%)(—& L.ct") 11:?6**1‘71}1/ 7 0)37*
DIV—T A VT ERE IR TERLDICTBHEEZIRHLET,
CDEOGBEBETEBREGDDIE. RERIV—2—D, #BARDIL—2—IABDIL—
TAVIT T RNZA XA b EZFEVFF, bST70v o7 0—%2ZZ R EEY
THRREENHBHIETT, BEDHS1—H— ﬂb%ﬂ%‘é‘kti NS Ty oEDRLIEY,
DoS (Denial of Service) WEB&AHNFIBTHIC. FFZTA4VvIDIV—FEEEE
BBHTEDLHIET,
CDESBI R EERITHSTeDITIE. IV—T AT RAAVRIRIES>TINRT
GDI:T)I/ Z2—EDBITIV— PRI ERE T ARELHIE T, Junos Tldk. FI5E
— I RTBESILEINER TRESNSSH. TV 271 REBO/INAT—
P%Eﬂb“ﬁ’_ttﬁ(\ et TN FIEHBEITEHTENTEET,

AT—R W T7AT7 04—V EE LV —T4>7 7OV EERITLTVDIKRRET
IW—REREEEBMICTBHEEIX. T7A T I4— IRV Z—D< =27V C. TCP
=V ABEDTURZLMEICDWTHERRLTLIEE WL, TNIKEBLIETY, 77
AT IA—INCEDTY— TV RABEED I VA LMEENB5E. BEBEBS{EFoy
Y LMEONEREIN. BHEBRERII TELGIGVET,

RANTSOTARELT, T7AT 94—V T4 IVRICEDT. Iv—FTa>770Oba
IWDOBHEEREINY —AIHIBETZTEEHREHLET, SFMlcODVTE NV—
TAVITIVIVDRE] a3y ESBLTIIEEL,

ZLDIV—T477ORIIVTIX. ASHDERAHN Y R—FENTVET, <Dt
723V Tl. BE—EEIGP LU EGP 7Obrd)bé, 2 DD MPLS 45+
)70V DOEREFMETRLET,

W= EREEARETBICTIE. RIP /IN—U3> 2 (RIPV2) 2 {ERIT2HREHLDHYET,
RIPV2 Tld. V> 7IVEXITMDS D2 DDEZATDIV—EREFEN Y R—FE
NE9, 7 IVIV—IEREECIE. &NRDEF 1T DRMEENETH. 7Ok
JIVEBFHIINTY N ERAZ T4 9FB2EICKY TR F—HETIN5elEN
DB Icsd. UAREHSIV— FEREDOMRITELEVE T, ZDfs. S22 17E
LT MD5 A&E T BIEFO5HBEWNTLELD,


http://www.juniper.net/books
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MD5 (Z. [EKFIAENTWBEESE/\v>a7)Vd)X LT, 128 EvbD/\wa
ﬁ%Iﬁ}ZLEa‘ RV — 32— & BHERER I OXE T A INTD RIP /N ML,
REBHDMDS /\v1EEHBALEY, REAIL—2—IERIP/I\TY N EZ(E
I5E Iy ORBEZET 0T, TOFTv IS MEZEERLE T,

@_/\Ta) Rlp 7“/ jLLﬂLTu/L\nE%EXtJ 3’%7’3\ %A—EOD F\)IP 7“/—70 L-L‘-_“/
Egifﬁxb CIBDHOERTDUENDIET, TITE. TOMADHECTRE
ENG)

_g_/\_(®7)l/ jLLﬂLT R'P )'/ I\WLDE%E)&J L_d_%jj_/f

ZOFITIE. TRTDRIP Z V=L TIV— MR RELE T, BESEL
TWBTINAREDHFBIEEITOBEIL. RiET m—/\)btgﬁw LTBTEED
BHLET, TDBE. F—%2—EREITNIEGH. REHNDHLLVET,

LTIV TIVIE RIP RENSHBLE T,

[edit protocols rip]
jweidley@mx80# show
group eng-group {
export advertise-static;
neighbor ge-0/0/1.0;
}

2. 58621 7% MD5 IZERELE T,

[edit protocols rip]
jweidley@mx80# set authentication-type md5

3. F—ERELE Y, MHBO/NRT—FEMMR)Y—ITESLI. BRI
ERATEGRVWF—ZERATEHILZLERDLET,

[edit protocols rip]
jweidley@mx80# set authentication-key D5vw~\H, [bI0aG4

4. ZNTlE. REZHERLTHELELD,

[edit protocols rip]
jweidley@mx80# show
authentication-type md5;
authentication-key "$9$XVy-VY4aUH.PaJT3n/puO1RhK8"; ## SECRET-DATA
group eng-group {

export advertise-static;

neighbor ge-0/0/1.0;
}

B0 )=t LT RIP JL— FEREEEBINCT 55 7E

le\DJ—.Eg’rj}&:\:_Lj: 7}1/ 70[//\}1/TEQE?%LC‘:_:E)_Z—:§$3-O L__@iﬁ == RN lﬁf‘ﬁlﬁ&
PEFICEICERZ AR F—ZFERITHIENTEEXT,

1T OB RIP REDLSRABLET,

[edit protocols rip]
jweidley@mx80# show
group eng-group {
export advertise-static;
neighbor ge-0/0/1.0;
}



80  This Week:Junos7/\1 ADtF21!) 71381t

[edit protocols rip]

2.7)W—TLANIVT, 5REER A 7% MD5 ICRRELE T,

jweidley@mx80# edit group eng-group

[edit protocols rip group eng-group]
jweidley@mx80# set neighbor ge-0/0/1.0 authentication-type md5

3.FEEF—ZRELE T, HBO/N\RT—FEMER)Y—ITER L. BSICH
ATEBVF—ZERATITLEERDLET,

[edit protocols rip group eng-group]
jweidley@mx80# set neighbor ge-0/0/1.0 authentication-key D5vw~\H, [bI0aG4

4. REZMRLET,

[edit protocols rip group eng-group]

jweidley@mx80# up

[edit protocols rip]
jweidley@mx80# show
group eng-group {

export advertise-static;
neighbor ge-0/0/1.0 {
authentication-type md5;
authentication-key "$9$sv4aUlikPQ36kqCuOBhcy1KMNb"; ## SECRET-DATA

}

OSPF Jb—I 533

RIP MEEIC DULNT I http://www.juniper.net/books TN TN TS Junos
Cookbooky (77EIN« ¥vLwvhE, O ReillyMedia ¥17. 2006 F) #&BL
TKIEEW™

RIP £@E#kIC. OSPF TH. Y7 IVELU MD5 JU—REREEZ 1A TH Y R— X
NEd, Y7 IVIV—EREETCIE. &/NRDtEF a7 HREESNETH. Ak
IVEFINTY N ERZ YT §BHIEICKY THE] F—HETEINSERENE
Hd3t=&. RIP DFEEEKITIV— FEREEDOMRIFESHIE T, REE21TEL
T MD5 ZRETBIFIHENTLED,

MD5 (d. [EKFIBENTWBES{L/\va 7V dVXLT, 128 v D/\wvIa
BEERLET, EEAILV—2—IE, BHEWKIRIOXE TSI NTD OSPF /N7y b
1T, REFBHDMDS /\v1EEEALEYT, ZEQIL—2—IF OSPF /N7 k
ERETDHE. INTYNORBRENEBITBEIIC. TOFTv 7Y MEZRERLE T,

OSPF WL\DE%ﬁXbLLT%ﬁli

[edit protocols ospf]
jweidley@mx240# show

1. BEAWG OSPF RENSMIMLE T,

export advertise-static;

area 0.0.0.0 {

interface ge-0/0/1.0;

}

2. u:L,\nJ-.Eg/rjo% MD5 Cﬁfél.zg_d—o ~ 255 @géo):F_ ID %%?Rlai—d_o Z
T 1Z2EARALEY, Kic, F—E IHDLEN\RAT—FZRELEF T, BD
INAT—REMER) Y —IGEE L. BRICHERATERWF—2FATHILE
HROHLET,


http://www.juniper.net/books
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[edit protocols ospf]
jweidley@mx240# edit area 0.0.0.0

[edit protocols ospf area 0.0.0.0]
jweidley@mx240# set interface ge-0/0/1.0 authentication md5 1 key D5vw~\H, [bI0aG4

3. REEHELET,

[edit protocols ospf]
jweidley@mx240# show
export advertise-static;
area 0.0.0.0 {
interface ge-0/0/1.0 {
authentication {
md5 1 key "$9$N4bs4]Gi.fTGUF"; ## SECRET-DATA
h

}

BEF—0O—/bA—/\—&{FERL OSPF ZRiE BT BHE
CF2VTATZVT4RELT, BERICREINN\AT—FIEERNICEETS
AHEWTLED, ThiTiE. Jb— |~qu=\= HEEENK T, KREGTRYENT—7
?Let&;@'ﬁxﬂijtﬁfﬂ’ﬁﬁ Y, BERICKOTUIBETELRLLZS ML
HIET,
ZDXU3a v TIE. start-time A /30 HHRELE T, TDFTavicky.,
BFEDHRHOSBEMNICEGZESF—ICEZDIENTEEXY, TDSHICEH, 58
ThicoOvoyV—AEEEINELGDTY,
1. FJ'J@W'J%':ﬁ (SN ZOEGDDIL.\DIE:\: % /HE_‘L/ %@DIL’\DIE:‘: %1@%[/&1_\&5%55_1
ERELET,

[edit protocols ospf area 0.0.0.0]

jweidley@mx240# set interface ge-0/0/1.0 authentication md5 2 key 4}QYWwR+A@V7Auf start-time

2011-03-31.16:32

2. ZTNTlE, REZHELTHELLD,

[edit protocols ospf area 0.0.0.0]
jweidley@mx240# show
interface ge-0/0/1.0 {
authentication {
md5 1 key "$9$N4bs4]Gi.fTGUF"; ## SECRET-DATA
md5 2 key "$9%$v4DM7Vg4ZjkPIG" start-time "2011-3-31.16:32:00 -0700"; ## SECRET-DATA

+—O—7—2aVFABICE Db, RELI. EETESNTPY—ZHF
ARTY.

OSPF M IC DL T k. http://www.juniper.net/books TN ETN TS
IJunos Cookbooky (7€ I\« F¥LwhE, O Reilly Media #17. 2006 &)
HEBRBLTIIEEL,

OSPFv3 Jb—hE3EE

OSPFV3 I, IPV6 X |~U—/7T0>11/ T4V ERR A R— 9% OSPF
IN—I3>TY, OSPFV3 Tld. stE. 7OMJVEREEDHIBRENTWE S, <

niE. =77 7obajlbé IPv6 A2y DA ICEREEA N Z ZM&%;&T%
PEIFTEWHTT, ZDfs. OSPFV3 JL—MEEEFTIE. IPSEC AR LE T,


http://www.juniper.net/books
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OSPFV3 JL— M EREEDRE S A
ZDFEITIE. OSPRV3 & H 2 T1588EDf8D IPSEC £Fa)747V > IT—
>av (SA) ZFRELEY, Junos Tl EHD/\v1BKUBES(7)IVIUX
LAY R—FENET, COFTIEMDS HERALETH. HRREICERETBEEI
2y T —2CEEE 7 IV A LA BEIRLTLIEEL,
1. REICENMET B> 7z OSPRV3 BREDSRIBLE T,

[edit protocols ospf3]

jweidley@X480# show

area 0.0.0.0 {
interface 100.0 {

passive;
B
interface ge-0/0/1;
}
2.IPSEC tFal )77V I—avAHRELET,
[edit]

jweidley@vX480# edit security ipsec security-association ospf3-auth-core

[edit security ipsec security-association ospf3-auth-core]
jweidley@vX480# set description ospf3-neighbor-auth-core

[edit security ipsec security-association ospf3-auth-core]
jweidley@vX480# set mode transport

[edit security ipsec security-association ospf3-auth-core]
jweidley@vX480# set manual direction bidirectional protocol ah

[edit security ipsec security-association ospf3-auth-core]
jweidley@X480# set manual direction bidirectional spi 256

% ?@@Iﬁfﬁ‘éﬁﬁﬁa‘%aﬁéﬁwj‘UXA%?ii LEd, TTTIEMDS ZFEAL

[edit security ipsec security-association ospf3-auth-core]
jweidley@vX480# set manual direction bidirectional authentication algorithm hmac-md5-96

4RI, F—fE, THHOHENRT—FERELET, MABD/\RT—FEHMMERY
V—lGEE L. BRI TEGRWF—ZFERTAIEZERHLET,

[edit security ipsec security-association ospf3-auth-core]

jweidley@vX480# set manual direction bidirectional authentication key ascii-text D5vw~\H, [bI0aG4j

5.5%5Elc IPSEC SA Z AT 5K S OSPFV3 ZRRELE I,

[edit security ipsec security-association ospf3-auth-core]
jweidley@vX480# top edit protocols ospf3 area 0.0.0.0

[edit protocols ospf3 area 0.0.0.0]
jweidley@VMX480# set interface ge-0/0/1 ipsec-sa ospf3-auth-core

6. TN Tl REZHRLTHELELD,
[edit protocols ospf3 area 0.0.0.0]
jweidley@VX480# up

[edit protocols ospf3]
jweidley@X480# show
area 0.0.0.0 {
interface 100.0 {
passive;
}
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interface ge-0/0/1 {
ipsec-sa ospf3-auth-core;

}
}

[edit protocols ospf3]

jweidley@MX480# top show security ipsec security-association ospf3-auth-core
description ospf3-neighbor-auth-core;

mode transport;
manual {

direction bidirectional {

protocol ah;
spi 256;

authentication {
algorithm hmac-md5-96;
key ascii-text "$9$W5I8XNs24DHmGDEyrvx72goalUjz3/AtOreYgoaiHTQF3ApSyK"; ## SECRET-DATA

}

IS-IS 533

Junos OS THR—FENBEREETlE. IRXTDIGP M R—bEINETH, &
IGP BN F 1) 7a8EICITENHIVET, ZLDY—EXTO/INAMZTIL
OSPF H IS-IS tMEDLNE ITH. ThicKUBREOAV/N—IIVRAERT—ZE
)74 & RIBTEBRLITTHEL MPLS (Multiprotocol Label Switching) Tk
STV IVIZT) TR BT BIENTEE T, IPRITHTIVLEETHN
BBHYE—RHEDEYTELR DoS WX L THEEES OSPF &, 1S-IS
&Ry I~'7—’71/'f‘\”—'€§b1’ﬁb72:b\i’_<‘:7b‘5\ HTYITELITALELIEVET,
Junos | ZJ’:)H’% IS-IS EREFDEETIX. VU X7—rPDU (LSP). IIHPDU,
Be2BLUBRY— 4 RES PDU (CSNP BELU'PSNP) ZEHLITARNTD
PDU ZA /I, T74IVLETMD5 FxvoH MEREATNET,

Ffee IS-IS T, NIV BXTLANIL 2 TV TIVE LU MD5 SZEEAE A
HR—FENTWVET, I FIVEBEETIE. TOMIIVEBFHFORZ v 717 1c&>
ng HERBITETTEDRTEDLS. AEDFIEY V3V EERKIC. MD5 &{EHRH
LEXY,

I.//\\\}[/-l D I1S-IS DIL\DIE%E)(}JLL_@_%HIE

[edit protocols isis]
jweidley@mx80# show

interface ge-0/0/1.0 {

level 2 disable;

}

interface 100.0 {
passive;

}

[edit protocols isis]

1. EBRICEMET BTV ISIS FREDSHIBLE T,

2. 50521 7% MD5 ICERELE T,

jweidley@mx80# set level 1 authentication-type md5

[edit protocols isis]

3.5 —EHRELT T, HBONRAT—FEMER)—ICBEE L. BEIC
WATEEWF—%FERTEHEESEDHLET,

jweidley@mx80# set Tevel 1 authentication-key D5vw~\H, [bI0aG4
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o

4. RE=EHESRLET,
[edit protocols 1isis]
jweidley@mx80# show
level 1 {
authentication-key "$9$wHgoGjHMTFnHk9puOEhSrev7V"; ## SECRET-DATA
authentication-type md5;
}
interface ge-0/0/1.0 {
Tevel 2 disable;

interface 100.0 {
passive;

}

Hello /X7y bR LT IS-IS BREEEBICT A E

LF2) T4 ZESITTRIET BT, 1S-IS Hello IRDEREETA VR TT—ATE
IR DEREEF — 2R E T HTELTELT,

]- Z1pY T@@J%ﬁ SN %E@{/77I_XTDIL\DIE9,(7>% Ebgzg-o

[edit protocols isis]
jweidley@mx80# edit interface ge-0/0/1.0

[edit protocols 1isis interface ge-0/0/1.0]
jweidley@mx80# set Tevel 1 hello-authentication-type md5

2. REEF—ARELET T, HBD/N\RT—FE#ER)Y—IcBEE L. BHICH
A TCEGWF—ZFERTAHTEZEBRZDHLET,

[edit protocols isis interface ge-0/0/1.0]

jweidley@mx80# set level 1 hello-authentication-key 4}QYWwR+A@V7Auf

3. RELAEHRLET,
[edit protocols 1isis interface ge-0/0/1.0]
jweidley@mx80# up

[edit protocols 1isis]
jweidley@mx80# show
Tlevel 1 {
authentication-key "$9$wHgoGjHMTFnHk9puOEhSrev7V"; ## SECRET-DATA
authentication-type md5;
3
interface ge-0/0/1.0 {
Tevel 2 disable;
Tevel 1 {
hello-authentication-key "$9$yDcKMXNds41GdVjq.PzFn/CtIc"; ## SECRET-DATA
hello-authentication-type md5;

}

}

interface 100.0 {
passive;

}

MMX.BELUT V=X F/INALAD Junos .2 TlEIS-ISD ey L ASFEFF—0O—
WA —IN—%ERTELXY, FMICDOULTIE http.//www.juniper.net/techpubs/
en_US/junosll.2/topics/example/authentication-keychain-hitless-isis.html

EHRBLTIEN


http://www.juniper.net/techpubs/en_US/junos11.2/topics/example/authentication-keychain-hitless-isis.html
http://www.juniper.net/techpubs/en_US/junos11.2/topics/example/authentication-keychain-hitless-isis.html

BGP 53:
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BGP (&, AS (Autonomous System) |cifid 27csh?D EGP (External Gateway
Protocol) T9, INEXTOHID IGP LERRIC. BGP T MD5 SRsEHHR—F
TNEY, Junos ik, BELGEF1)T1BHICHSTSeIC. MD5 KUESI(T
BAGTIVIVALE Y R—FLTOETH. LUTFDOHITIE MD5 ZERLE T,

MD5 (&, [LKFIBENTLBEESL/ \v>a7)VIJVXLT, 128 Ev D/ \wva
EZERMLE T, XEAV—Z— 3 BHERER IOXE T BT NTDBGP /7y e,
HEFEHDMDS /\Y1EZBALEY, ZEAIL—2—EBCGP /Ny b eR2
E3%& Ny bORBZNIET BHIIC. COFTvIY LMEEHERLE T,
BGP 0)}1/ Fnu\uﬁ%i ?6@ N EIL.\DJ-.E%7 D_/\)l/ Lﬁ)(j] kj%b\ 7\}1/_70
TEITEMICTEO. FEETTEICBNCTENZERT ILENHIET,
TDEIBEFREEICKY, KRBEGREICBVLWT REZEEEL. SREERES K
UF—EEZEBLPITEIENTELT,

tFa1UT4TS50T710RELT. External BGP A /N\—DREEIFET7 LNV TEE
ETRIEEAPREDHLET, cnlck., Y—eX a1 LZcEI@RDOF—%
FRL. INSDOF—HDHEEINGEVRIICTEIELNTEET,

MD5 LCckzo) BGP DLDJ—.E%ﬁXjJLLa_Zo)Eli

[edit protocols bgp]
jweidley@MX960# show

t:‘:J_IJT’l’7‘3777—’rxtLT\ %AKK_/ ‘/LJ‘_I-L/TE_TI t@nunﬁj&'fiﬁﬁb %’Z\
'f%\g_tuﬁb'ﬂlﬁl%@:\: HEATAHIENHERINE T, UTORATEINICHRE
(I\ o

1. RBRICENMES 52> TIL75 BGP SRED SRIELE T,

group session-to-ispl {

type external;
peer-as 65000;

neighbor 192.168.11.1;

}

[edit protocols bgp]

2. K/_,}l/ 9 /\o)EL\DIE%EXjJ L/ij_o %H%@/\le I\*Eﬁﬁlﬁfj_\u:/_
alic. BRI TERVREEF—Z2FERTAIEZEBRZHLET,

jweidley@vX960# edit group session-to-ispl

[edit protocols bgp group session-to-ispl]
jweidley@IX960# set neighbor 192.168.11.1 authentication-key 4}QYWwR+A@V7Auf

3. _nr‘_'éﬁs%ﬁgnu Lg_g_o

[edit protocols bgp group session-to-ispl]

jweidley@IX960# up

[edit protocols bgp]
jweidley@X960# show

group session-to-ispl {

type external;
peer-as 65000;

neighbor 192.168.11.1 {
authentication-key "$9$y8grWL4alUjkmcyoZjHTQEhSeM84aGUDHO1bsg]iHOBIhSe"; ## SECRET-DATA

}
}
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t_ v [\ L/XDIL.\DE# D_}[/j— /\ %'fﬁﬁﬁ LTL BGP DIL\DIE%EXjJLLa_%jj_If
Y1) TATS0T4RELT, BHNENRAT—RIZEBEMICEEITEOHNLNT
L&D, Thicik, IV—PFEREEF—bEENEITHN j(%ﬁ]f%f;ii‘y FI—UTIEKRE
TAEZEITEY., HBERICKOTUIBEBTELLLGESAREELNHIET,
DIL.\D.I-.E:F i BGP tTU /7 w3 /%U'&‘/ ["tl-j; CZ ‘E@"%C&biﬁfﬁgf‘*?—o
nig. By b REREEF—O— /LA —/\— &ﬂﬂem%@“
v U AEREEF—O— VA —/\—Tld. BHDF+— ID. HEME/NAT—F, &

KUEREHROSMAEF—F T — /73"[@%*1’1&?@ <_0):\'— FI—2E D
TIVAVZXLHOREENTWS BGP RA/N\—,LDty¥avV | B&ERMITONE T,

1. RBICEMES 52> 7)V75 BGP SRENSIRLE Y,

[edit protocols bgp]

jweidley@MX960# show

group session-to-core {
type internal;
local-address 10.10.10.170;
neighbor 10.10.10.86;

2.F—FI—VICEBHDF—%HRELEYI, +— ID DEHEIZ 0~ 63 T, Bk
DINRT—REMHMER) Y —IGBE LTe. BRICHRATERWEEEF—AFERTS
TEEHEHLET,

[edit protocols bgp]
jweidley@X960# top edit security authentication-key-chains key-chain core-bgp-keychain

[edit security authentication-key-chains key-chain core-bgp-keychain]
jweidley@X960# set key O secret D5vw~\H, [bIOaG4

[edit security authentication-key-chains key-chain core-bgp-keychain]
jweidley@ml0# set key 0 start-time 2011-04-01.00:01

3.F—FI—UIC2DOBEDF—ERELE T, COFIEZLETHRITEIRLET,

[edit security authentication-key-chains key-chain core-bgp-keychain]
jweidley@X960# set key 1 secret 4}QYWwR+A@V7Auf

[edit security authentication-key-chains key-chain core-bgp-keychain]
jweidley@MX960# set key 1 start-time 2011-07-01.00:01

4.BGP XA /\—D5RFEC MD5 7))V X L FERTBEOFRELE T,

[edit security authentication-key-chains key-chain core-bgp-keychain]
jweidley@X960# top edit protocols bgp group session-to-core

[edit protocols bgp group session-to-core]
jweidley@IX960# set neighbor 10.10.10.86 authentication-algorithm md5

5. BFERELIF—FI—VEXAMN—2ZIVEVTLET,

[edit protocols bgp group session-to-core]
jweidley@X960# set neighbor 10.10.10.86 authentication-key-chain core-bgp-keychain

6. ZNTIE. REZHRLTHELLD,
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[edit protocols bgp group session-to-core]
jweidley@X960# show
type internal;
local-address 10.10.10.170;
neighbor 10.10.10.86{
authentication-algorithm md5;
authentication-key-chain core-bgp-keychain;

}

[edit protocols bgp group session-to-core]
jweidley@MX960# top show security authentication-key-chains
key-chain core-bgp-keychain {
description "automatic key management for BGP with core";
key 0 {
secret "$9$bp24ZDi.5z37iH/tpOREcy1Kxd"; ## SECRET-DATA
start-time "2011-4-3.00:01:00 -0700";

}

key 1 {
secret "$9%$s9YIGQF//9tX7.PT3AtLxNVwg"; ## SECRET-DATA
start-time "2011-7-1.00:01:00 -0700";

87

+—O—7— 3V FABICEDfeth. RELIe, EETESNTP Y —2%H
BT HTENRARTT.

b LU ARREEF—O—) LA —/\—DFEMIC DUV TIE, http://www.juniper.net/
techpubs/en_US/junos10.4/topics/usage-guidelines/routing-configuring-
authentication-for-bgp.html?searchid=1265747436637 #&BLTLIEELN,

MPLS (Multi-Protocol Label Switching)

XY N =7 DBEBHADEABEL. tF 1) T Z58{L DB T MPLS (Multi-
Protocol Label Switching) E&REICIE. ZEOBELNSENTVEITH. xE
TINCEBEITHEITTETFEA, L. BEINTOVEVWW —XEDBT
INIVFENTY FORZEETOEITAIE. Z<D MPLS D554 & B IL.
EEEgTRIENTEEXT, T T TDET3 > TlE. MPLS DY VUEY &S558
TNV —RICDIHBET 5 HEZHBLE T,

MPLS DEREDHFTIX. A2 TT—RT family mpls ZHMICTEREHLHIE
¥, TOHREE. ZTDAVZ2TT—ATRELIE MPLS 7OV y &2 ROY
TLHEWES VAT LICIERTREDTY, 7/\AMAD BEINIL—2—DH5
DI+ MPLS N7y b EZETBHED. BEREAVZTI—RICDFH family-mpls
HERELTIEEL,

T, EQA2T7—HEOQTOrIVITBMLTWASD % RPD (Routing
Protocol Daemon) |ZiB%19 BICiE. Junos D protocols fEE T MPLS Z8B3%)
ICTBREHHIET, RATNTWAEEEROAR(ICIL, interface all ZHEN
LTWAEDEHYET, OOV FTMPLS FBELE T H. —E8D MPLS
WEITHLTT N\A A G E XIS RIEEEDHIET,

4218, MEBREAVATI—ATRERTONIILDIHEBMICLI, #HES
N3 MPLS DFFEARTLE Y, CE (CustomerEdge) BIDA 2T —RI&
MPLS [CE#ESILG W s, RELGEWLWTLIEEL,


http://www.juniper.net/techpubs/en_US/junos10.4/topics/usage-guidelines/routing-configuring-authentication-for-bgp.html?searchid=1265747436637
http://www.juniper.net/techpubs/en_US/junos10.4/topics/usage-guidelines/routing-configuring-authentication-for-bgp.html?searchid=1265747436637
http://www.juniper.net/techpubs/en_US/junos10.4/topics/usage-guidelines/routing-configuring-authentication-for-bgp.html?searchid=1265747436637
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MPLS, RSVP,
BEUIFIZLDPHER

CE - PE - ‘P‘E CE
S oD

PE PE

WEEAVZTT—ATMPLS, RSVP, LDP Z&ZhIcLIRE

42 DESITMPLS A VA2 TT—AERETBHE
42 DPE1DPAIBLU PEAIA>27T—XD MPLS #58ELE T,
1.8, A2 TT—ALANIVT family MPLS ZB%Ic T2 ELNHUE T,

[edit interfaces]
jweidley@PE1# set ge-0/0/1 unit 0 family mpls

[edit interfaces]
jweidley@PE1l# set ge-0/0/2 unit 0 family mpls

[edit interfaces]
jweidley@PE1l# set ge-0/0/3 unit 0 family mpls

2. 2RI, protocols MPLS T, PAIFTEXU PEMIFTA VA2 TI—ADHEFEERL
ESE IS

[edit]

jweidley@PE1l# edit protocols mpls

[edit protocols mpls]
jweidley@PE1l# set interface ge-0/0/1.0

[edit protocols mpls]
jweidley@PEl# set interface ge-0/0/2.0

[edit protocols mpls]
jweidley@PE1# set interface ge-0/0/3.0

[edit protocols mpls]
jweidley@PE1# show

interface ge-0/0/1.0;
interface ge-0/0/2.0;
interface ge-0/0/3.0;

MPLS D2 DFME LURBOREMICOVTUE. Ta L T4FZHELUIT
AZ— « )NFORE IThis Week : MPLS DEA J (http://www.juniper.net/
dayone) ZHBRLTIEEL,
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RSVP 235

[edit]

BLE X1 TREDTHDERE 89

F\)SVP 7QD f*:l)l/@’ﬁ’UHXUT‘E Wb\DIEa—%(—tLLCtD—(\ 1.::%5*1’1717‘/\’(X0)
HFN)YPR=2 37Dy 7Y TICBNTBEIICTELET,

Junos Tl&. RSVP 33T MD5 hM A R—bhENE T, Bk, Avt—IJHTA.
BLOVT VA KREZBFET BT, Ay E—IZAITAIDFEEDA VA
TI—ADSINTDRAN—ITEEINE T, B/ \7\'7 NIEMEME RS —
L:i@ébe\ ﬁ%tiiﬁfﬂuz dL\ElL\DIE:‘: %'fﬁﬁﬁ L/T<7Lg

RSVP ZBMICT 51 >R —T7T—ATCIIERE &R ELT%(@&’E&?’?‘ML&
¥ UTDRETETTY,

jweidley@PEl# edit protocols rsvp

[edit protocols rsvp]
jweidley@PE1# set inte

[edit protocols rsvp]
jweidley@PE1# show
interface ge-0/0/2.0 {

rface ge-0/0/2.0 authentication-key 4{QYBxwR+$@Vv7!uf

authentication-key "$9$d7V2azGi.fzDi"; ## SECRET-DATA

}

LDP E3:E

[edit]

COMBETIFRBEDEHINGOTLITERLTLLEN, Th4bE TN
e XA IN—DERLEDHHTHN. /\’TJI*U)V\]éLiEﬁEft*hiﬁ/u

Fle . RSVP Xyt —Y ORMGEEFEINT IP 7 FLADHCHIRT 258 EZ T 7
AT 04— IVTAIVZIGENT B EZHRDHLET,

RSVP FREEDEFMIC DL TIE. http://www.juniper.net/books TIENETNTL
% [Junos Cookbooky (77E/IN-FvL k&, O Reilly Media F17. 2006 &)
HEBLTLEETN

LDPWDH:LDPtV/a/®317/3/ZFU LITAVIAGRIREME D H B,
TUTELD TCP /N7y hHSDRE(IC Qu%i@'

LDP BEIIREBLRA V2T —RICDIHBEMICL, FREECL> TRV TELHED,

SIRETHIEELEOHLET, %ﬁ%ka)/\xv M’E"EE/T\U/—LL% Lfe. B

% L*& EU—(%EL\DIL\DE:F %1@% L/T(ft._

LR, RETY,

jweidley@PE1# edit protocols 1dp session 10.10.10.85

[edit protocols 1dp session 10.10.10.85]
jweidley@PE1l# set authentication-key 4{QYBxwR+$@Vv7!uf

[edit protocols Tdp session 10.10.10.85]

jweidley@PE1l# show

authentication-key "$9$pJpgulcyrvL7Vev"; ## SECRET-DATA
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=747

LDP?Li\ J:”)ﬁj]f&nquT’}l/ZI')Zl_\c‘iﬁﬁf'\— a— T /3 /0)71&50):\: 9:1_
> (http://www.juniper.net/techpubs/en_US/junosll.2/topics/reference/
configuration-statement/authentication-key-chains-edit-security.html ¢
BE) &R — i\*h?b\i‘d‘o TERD TSy b T4+—LEJunosD/N\—T 3 DEEE
HEERRLTEE

Ffee LDP Xyt —I D EEBEINTIC IP 7 RLADHICHIRT B/ EE T 71
T o=V I71IVRZITGBMT BT EEHEHLET,

LDP SREEDEEMICDULNTIE. http://www.juniper.net/books TN TN TS
IJunos Cookbooks (77N« £+ L v k&, O ReillyMedia #17. 2006 F)
HEBRLTIEEND

IV DIRE

RE (Routing Engine) (&, Ib—T7 17 I1BEREFDUMEHS CLI (Command
Line Interface) DIBHEET. TEIELEEARITLET, OT /1 AERR
2. ZD1)YV—RIC iBEUfJ‘%Z;?’L&b TINA ADREMEATAMEDNEREINDLD.
RE DY —XZ{RETHDRLEHHVET,

KEOINETTOEII3VTlE. EFa1aT7TIIHEWH—EREZEMNICT B HE
TFAT BT —ERZBMCTEHE BBV —EADEF1)71%28bT5H
E OJA VB — IR BEREROMEREERITSHE LIV —FT1
J7ORJ)VCRIEEBNCT DA EEHBLTEL LT, REDAT YT TlE
RSNV —RT7RLRETONIINDHEHFRIT BT 7A T I4—IVTA)V 2 &
BRALT IW—Ta 7TV %= RELET,

REICEET B IANRTCDOMS T olEER@AIT. EDWVofctxa) T4 URID
Ab’l‘ib\%%b\ DL\E&LT?D<(—&75\§ETT EH'J@tg/H/T N uunE*%ﬁb
otU\ IW—BZ—DMEREEINET7EDIHIV—T 4 VT BEREFR TEDTEZEHAAL
Flic, TNUIIV—To>77OMIVDREITIIRIIBEITH. BEDHB/\TY
EREBEEINTLEL/N Y M RE (Routing Engine) DEEDTOXVRILTS
A—F2DEZTLICHCTEIIETEEF A, HIZAE. WEEHNFEDNDTONIIL
THDONTYy b EBEWT, Ib—2— Jﬂzé%&?ﬁw%ﬂ“ﬁ'ﬂi&%UE@Z ZDEI%
INTY MEEREEF TV 7 CREMLE I A KEICKH>TRE DJV—%2—1)V—X (CPU
PAOIELUF1—) DEBEINSTEEDH BT, HBREDA /T
SFBTEIICHEVET, TORREMSICE,. FBEIN Y —Ahsn7ara)be
A bA—ILINTY SDBHDT7A T I4+—IV T4 )V 2%&BBL. RE ICENETESDK

DICTBDRELBHIET,
BEREBPIUOTNARICEOTEBINECLIEITNTNELS D, EDBRIBIC
HEATCERSIENGE T 7AT 04— IV IAIVZERTRTBDISH#ETT, LHL.
Junos &, HERESHID M ZEIR T BIMBDEEESE LA TVavERATWST8.,
HSWBIRFICHISTEEY, IV—TaFTITIvDtEFa ) T1@bEWNS vy
TDayOne 7wyl 1 ZEEINTWBDIEZDTSHTYT (TORX—IFEBOEE
BERESBLTIEEY), TTTRICEBERDHRBARVRT DEIIEHIETA. £
IS, IW—Ta VT IV I MNRES LT NI EBLGEZZRBEL, RETBET
DE&>ELTET I Z v I EBNALET,

T7AT 94— IV T4V ERESETTRTD Junos 75w b T4 —LTHBTT A/ \—
Fox7 (FvTty h ASIC %5E) DEWCEU BRI TIIBEE TS v 74—
LDIHDYR—MMIE>TWBEDEHIYET, T0ILR2EERFTTBHIIC. ERD
;?QIE%—AODWrTFM—)WwW CRAI B 8EEREERT S E%E58<

TPATIA—IVIAIWRICKBIV—TA VT TV DEF 1) T15810ICEE T B5E
MERRBRPIOBNIFa—MITIVIEDWTIE, BT 5R - I\VUR - Taz
7% IDay One:Securing the Routing Engine on M, MX, and T Series) (http://
www.juniper.net/dayone) #&RBLTLEEWV
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7747 04—IV 74 IVZDFEET

T7AT 4= V71 IV2EVER S BRANGHEL 2 8)HUET,
TIAIVNTERI: CDESETAIVETIE. BELLEWRAM XY bT—
g, FreldR—hET7OraVEIEEL. TNSEEBRLEYT, CDTrILE
DRBEDEHET. ZTOMINTDI STy %FFRILE T,
TIAIVNTIES | BTNV —AD5E. TN\ARICKRETNTWSHY—
EABLOEEBEND NS T v I EHFRTBT7AT7 T4— IV T 1)V 2 %VER
;?ﬁ ZDITAIVZDREDERHET. TOMIRTDIST7rvoEETRL
TIFIVNTIETDEEIE. X217 T IW—TFTA4VI0ITVIVDFEICR
WCY, CDEIavTlk. TI74IVNTHETOAE=FERLE Y,
T7FHIVNTETD T/ IVZADBE. BMEBLINTOY—ERXEZHFESVICE)
YEER BT, TIAIVMFRIDTAIVRITHENR. ZLDEERET A MDRE|C
HBUET, 7747 94— )VAEVER L. REICHLTAIAEHFTTEINEERTDHE
FTE. BEESELTUATOVARNESE|ICTEELNOTLES,
=T« 7aba)l (BGP. OSPF %&)
Tt AH—EX (SSH. J-Web. NETCONF 7%{&)
BEHY—ERX (SNMP. NTP. DNS 7%&¢&)
B LUOMNSTIVa—FTaF7arajl (ICMP. traceroute %)
T, UTFDEEBINERA TV MEEZTHWNTLIETLY,

T7AT7 74— IV T4V RIERAT—RLATY, 9hbE. ZhEYREIICT /N
AR CHTFIFERT Ny MCDWTEERLEEA.

T7AT7 04—V T71IbRIE. EHOSTAIBHRICWEINET, 2D
Junos 75Y NI+ —LTlE. T7AT7 74—V T4 IVRIEIN—RIT7 TS
AL —NCUEBEINEITH RNRNTST74XELT BHDT (V2%
RETDHEEFIE. Bl V=T« 70V EEEBBNEHNNG ST
ORIV E T« IVZDETEALICERB TSI EEHRDHLET,

Y—ERTEIC term ZDIIBTLEBRBLEY, I59DT&lcLh, R
EHDIDIR TG, BELSLUOINS TV a—Ta4 VI HRAICEVET,
ORIV EXUOCT—ERITDWTIFLEEIC deny D term H#ECELE T
ZhicEY, OB REEIBER CEBICESEVESICTETENTEEY,

T7A4T7 94— IV IAIVEDE IV T4 T Ty

T7AT 04— VT4 IVAEXIIFHEME DR T 5. BRICBETELGWES
DHIET, TOEITaVTlE T7AT7 74— ILT71ILEZDDIPTL &
FeBIBLP I TEDDEEEE N OMBNLET, FMlIc DWW TlE. Day
One:Securing the Routing Enginel %4> O—RLTLIEELY,

prefix-list IC&KBRA MK lERY b T—0 DT IV—TF1k
ZLDTT7ATI4—IVTlE. RARPRYNT—0GEEZTIVL—TILLT—DD
ATIxIMMIL. T7AT 4= IVIV—=IVTZDF T I b EBBITBLSICL
TWET, ThickY., 7TV MRICEOTRAN / Ry D=0 DT IV —T%
BEBIBHIEHNTE. RENDOMPILEVET,
TN ITBRIDOAITIE. Ry T—0BBY TRV IDEENEZ T L Try
JRAZAERRLE L&D,
1. mgmt-nets £S5 BID prefix-list Z/ERRLLE T,
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[edit]

jweidley@VX240# edit policy-options prefix-Tlist mgmt-nets

2.2 prefix-list (CEEY TRy D IP YTy MBIMLE T,

[edit policy-options prefix-1ist mgmt-nets]
jweidley@vX240# set 192.168.2.0/24

[edit policy-options prefix-1ist mgmt-nets]
jweidley@IX240# set 192.168.4.0/24

3. REEMRLET,

[edit policy-options prefix-1ist mgmt-nets]

jweidley@IX240# show
192.168.2.0/24;
192.168.4.0/24;

JU)=ZR SR FINARGETO—R—A IS T4 v BNMBITBE TS N T4—
LTI, prefix-list & address-set ZEBILGWVWESFELTLIEETL, £B5%
PR—FLTVWEITH. ZOFEHEENHELZVEY, address-set K zF1)74R
o —TERITNZDICH L. prefix-list (Z/\7y hAR—=ZAD T 1)L R1) T REBEIC
FERITNET,

apply-path (C K28 prefix-list DIERL

[edit]

TIAIVNTIRBED T 7AT 4 —IVT74IVETlE. BHEDRIMETOMIIVAEEFT]
L. ZDMI X TEIER TS, BENEMICESRIEENHIET, NTP U —
IN—%FZBLIEYHFLWLBGP E7ABMLIEBEIXESHBDTLLOD, HAH
DDEBY., T TT7AT IA—IVIAIVZEEHITDRELHY., Z5LHEWNET7
AT 04—V TAIVEZDELLEBELELEYET,

Junos O apply-path #EEHEFERITDE. AV 707 L—a v DEFEBRT—EL
TeINZ2—> % BT prefix-list ZEIMNI/ERR T AT ENTEEY, Thick, BL
IHRZIRVIRLEER T BRHEN G LGB D, REHNTIPITLEY, BREETH
BEMENMERENE T,

BlELT, REDNTPREEBDREZHEALT. ntp-servers EWLNDFETD prefix-
list ZER L CHELLD, NTPREIXUATDESICEYET,

jweidley@VX240# show system ntp

boot-server 192.168.3.2;

authentication-key 1 type md5 value "$9$-kboZjHqKvMWLNs4"; ## SECRET-DATA
server 192.168.3.2 key 1 prefer; ## SECRET-DATA

server 192.168.33.2 key 1; ## SECRET-DATA

trusted-key 1;

source-address 172.25.44.132;

[edit]

TTT. apply-path HFEALT prefix-list #RELE T, ThickW. NTPRED
ZEINDE, prefix-list NEEIMICEHFINDLDITHEIET,
1. ntp-servers EWLSERETD prefix-list ZERLE T

Tab@MX240# edit policy-options prefix-1list ntp-servers

[edit]

2.apply-path #EEA R LT, RERND NTP H—/I\—&5BELET,

Tab@MX240# set apply-path "system ntp server <¥*>"
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3. REZHRLE T,
[edit policy-options prefix-1ist ntp-servers]
Tab@vX240# show
apply-path "system ntp server <*>";

FlE3 bH5. D prefix-list DIED. [system ntp] FEETHRE TN TS NTP
server ARV RHOSEWHENDSZELNDHIVE T, KED IP 7L AZHERT S
([l LITFD&LSIT show | display inheritance A RAEFERLE T,

[edit policy-options prefix-1list ntp-servers]

1ab@VX240-REO# show | display inheritance

##

## apply-path was expanded to:

## 192.168.3.2;

## 192.168.33.2;

##

apply-path "system ntp server <*>";

apply-path Z{EATIRAD A Y ML Junos K> TEEBICENR prefix-list
DMERREN., #IFENBTETT,

STyl L—R )2y bEBRT DR —DIER
R)Y—FFERLTE S TavoIlcL— )Z Y N EBRIDIENTEETT, KR
Y= T7AT A=V I IVREEEL, TAIVZEIEREIC—BLIE NS T0y
I LR ZEHIBRLE T,

RIY—DOREIFFBICHETID, FHEOERITDLZINYF—TT,
RIS —DEE ERINS7IVIVX L ZTOERAEICDOVWTIAETIEHR

WEHA., SHHICDOWTIX. TOERGFI—MIT7IVOBOBEERZSIBLT
feEW, TOXT3>Tld. RIS =SS T —TFTAa VT I I U HIRET S
HIEDHHALE T,

ZTNTIE. 3Mbps DHIRZBER ISR Y —ZRELELLD,

LRV —DRFEIZEERLET, BRGERRZFERISE. 77170+ —IV T«
IVEDRED DD P I LGB HEFTT, ZORATIE limit EWSREIZRE
BL. &XHEE 3m] ZHALELLD,

[edit firewall]
jweidley@MX240# edit policer Timit-3m

2. RARA®EHEZRELE T, bandwidth-Timit I NIE bps TEZRLE T HN
=0 Junos CLI Tl &Y BHW P T LME (g (1,000,000,000). m(1,000,000).
H&U k (1,000)) ZERATELT,

[edit firewall policer Timit-3m]
jweidley@X240# set if-exceeding bandwidth-Timit 3m

3.burst-size-Timit ARV RIIWNEBETY, COOAXVFTIERELIERXKEZTHS
TAvIDIN=ANTBE, RIS VTICLBFEEEEEOERAA IR INE T, <
DIEIX. /N1 MBI TIRELTLIEEL,

[edit firewall policer Tlimit-3m]
jweidley@MX240# set if-exceeding burst-size-Timit 625k
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[edit firewall policer

4. Rl RELLELEWMEZBRATCNS 74V 7L TEDKSIBNEZRITTS
HE LE% ZORITIE. TDESBNS Ty ROy TLETD,

Timit-3m]

jweidley@MX240 # set then discard

[edit firewall policer
jweidley@vX240# up

[edit firewall]

uXﬁE%EEnrunga_o

Timit-3m]

jweidley@IX240# show policer Timit-3m

if-exceeding {

bandwidth-Timit 3m;
burst-size-1imit 625k;

}

then discard;

RO VTIEDWTESITRSAN, REHESRLTHLERIWNTLED, £25T528
T. ZOEMER burst-size-limit A< FOREICDWTOEBRAFDHDTENT
XY, OOV RDOHREMBENNETTEDE, BREIGRITICDEDHIET,
Fle. KETEDE. HRITRITVITHDITFONGEWEREENBYE T,

RUH—OFFAICDWTE. BTSSR < I\VIR « 2 =73 [DayOne:Securing
the Routing Engine on M, MX, and T Series) (http://www.juniper.net/
dayone) % 7z & http://www.juniper.net/books TN TN T W3 [Junos
Enterprise Routing, 2nd Editiony (Y OX04v9, I—YaF— BXUL 1/
JVEZE, O Reilly Media #17. 2008 ) Z&RLTILEWL

747 94— IV 711V 2DVERR

[edit]

RO REFBL T, BEBLHY—EREN STy IDIEHFRIL. IV—FTaT
IVINDZOMINTDN ST v BIBE T D, BEANG T 7147 04+— V7«
IWREVERLELELD,

1. &0lc. B prefix-list ZERLE T,

jweidley@vX240# edit policy-options prefix-1ist bgp-neighbors

[edit policy-options prefix-1ist bgp-neighbors]
jweidley@MX240# set apply-path "protocols bgp group <*> neighbor <*>"

[edit policy-options prefix-1ist bgp-neighbors]

jweidley@vX240# up

[edit policy-options]

jweidley@IX240# edit prefix-Tist ipv4-interfaces

[edit policy-options prefix-1list ipv4-interfaces]
jweidley@X240# set apply-path "interfaces <*> unit <*> family inet address <*>"

[edit policy-options prefix-Tlist ipv4-interfaces]

jweidley@MX240# up

[edit policy-options]

jweidley@VX240# edit prefix-Tist ospf-all-routers

[edit policy-options prefix-1list ospf-all-routers]
jweidley@vX240# set 224.0.0.5/32
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[edit policy-options prefix-1list ospf-all-routers]
jweidley@X240# set 224.0.0.6/32

[edit policy-options prefix-1list ospf-all-routers]
jweidley@IX240# up

[edit policy-options]
jweidley@X240# edit prefix-Tist ntp-servers

[edit policy-options prefix-1list ntp-servers]
jweidley@MX240# set apply-path "system ntp server <*>"

[edit policy-options prefix-1list ntp-servers]
jweidley@IX240# up

[edit policy-options]
jweidley@X240# edit prefix-Tist snmp-servers

[edit policy-options prefix-list snmp-servers]
jweidley@MX240# set apply-path "snmp community <*> clients <*>'

[edit policy-options prefix-1list snmp-servers]
jweidley@IX240# up

[edit policy-options]
jweidley@X240# edit prefix-Tist mgmt-nets

[edit policy-options prefix-Tlist mgmt-nets]
jweidley@IX240# set 192.168.3.0/24

[edit policy-options prefix-1ist mgmt-nets]
jweidley@MX240# set 192.168.33.0/24

[edit policy-options prefix-Tlist mgmt-nets]
jweidley@IX240# up

[edit policy-options]
jweidley@MX240# edit prefix-Tist radius-servers

[edit policy-options prefix-1ist radius-servers]
jweidley@MX240# set apply-path "system radius-server <*>"

[edit policy-options prefix-list radius-servers]
jweidley@vX240# up

[edit policy-options]
jweidley@MX240# edit prefix-Tist localhost

[edit policy-options prefix-1list Tocalhost]
jweidley@X240# set 127.0.0.0/8

[edit policy-options prefix-1list TocaTlhost]
jweidley@MX240# top

2 EATBEAFIVvIIV—T4 7 7ara)VEHFE TS term ZERLE T, T
DOFHITIE. BGP KLU OSPF ##FFILE T,

[edit]
jweidley@IX240# edit firewall family inet filter protect-re

[edit firewall family inet filter protect-re]
jweidley@X240# edit term allow-bgp
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[edit firewall family inet filter protect-re term allow-bgp]
jweidley@vX240# set from prefix-1ist bgp-neighbors

[edit firewall family inet filter protect-re term allow-bgp]
jweidley@vX240# set from protocol tcp

[edit firewall family inet filter protect-re term allow-bgp]
jweidley@MX240# set from destination-port bgp

[edit firewall family inet filter protect-re term allow-bgp]
jweidley@VX240# set then accept

[edit firewall family inet filter protect-re term allow-bgp]
jweidley@IX240# up

[edit firewall family inet filter protect-re]
jweidley@vX240# edit term allow-ospf

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@VX240# set from source-prefix-list ipv4-interfaces

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@MX240# set from destination-prefix-Tist ospf-all-routers

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@vX240# set from destination-prefix-list ipv4-interfaces

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@X240# set from protocol ospf

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@X240# set then accept

[edit firewall family inet filter protect-re term allow-ospf]
jweidley@IX240# up

3. RIS, EEINLEEBEXY N T—IH5D SSH (Secure Shell) lc&kdt+a7
BUE—RNTFICRABEHE T 5D term HERRLE T,

[edit firewall family inet filter protect-re]
jweidley@IX240# edit term allow-ssh

[edit firewall family inet filter protect-re term allow-ssh]
jweidley@vX240# set from prefix-1ist mgmt-nets

[edit firewall family inet filter protect-re term allow-ssh]
jweidley@VX240# set from protocol tcp

[edit firewall family inet filter protect-re term allow-ssh]
jweidley@MX240# set from destination-port ssh

[edit firewall family inet filter protect-re term allow-ssh]
jweidley@VX240# set then accept

[edit firewall family inet filter protect-re term allow-ssh]
jweidley@MX240# up

4.2y hD—UZBERT DI BIEY—/\—DH5D SNMP 77t A ZFFR] LK T,

[edit firewall family inet filter protect-re]
jweidley@X240# edit term allow-snmp

[edit firewall family inet filter protect-re term allow-snmp]
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jweidley@MX240# set from prefix-1list snmp-servers

[edit firewall family inet filter protect-re term allow-snmp]
jweidley@MX240# set from protocol udp

[edit firewall family inet filter protect-re term allow-snmp]
jweidley@IX240# set from destination-port 161

[edit firewall family inet filter protect-re term allow-snmp]
jweidley@X240# set then accept

[edit firewall family inet filter protect-re term allow-snmp]
jweidley@MX240# up

5.NTP H—/\EDEEAAEEFRILE S,

[edit firewall family inet filter protect-re]
jweidley@MX240# edit term allow-ntp

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@IX240# set from prefix-1ist ntp-servers

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@X240# set from prefix-1ist Tocalhost

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@MX240# set from protocol udp

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@IX240# set from destination-port ntp

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@IX240# set then accept

[edit firewall family inet filter protect-re term allow-ntp]
jweidley@MX240# up

6. RADIUS #—/\—H' 5D RADIUS LARYADIHZFHFRILE T, TDT1)L7Z
TlE RADIUS H—/\—DR— b Z2XETR—ELTERLTEY. AHT1ILZ
THBT8 RADIUS LARVRICR v FTHEDITEO>TVET,

[edit firewall family inet filter protect-re]
jweidley@MX240# edit term allow-radius

[edit firewall family inet filter protect-re term allow-radius]
jweidley@MX240# set from prefix-1ist radius-servers

[edit firewall family inet filter protect-re term allow-radius]
jweidley@X240# set from protocol udp

[edit firewall family inet filter protect-re term allow-radius]
jweidley@IX240# set from source-port 1812

[edit firewall family inet filter protect-re term allow-radius]
jweidley@X240# set from source-port 1813

[edit firewall family inet filter protect-re term allow-radius]
jweidley@IX240# set from source-port 1645

[edit firewall family inet filter protect-re term allow-radius]
jweidley@MX240# set then accept

[edit firewall family inet filter protect-re term allow-radius]
jweidley@X240# up
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7. 8572 —=T 4V 71RO ICMP 21 7L traceroute TfE£> UDP R—h
EEFAILE Y, fefcle 750 AV ICMP Ny MEIXRT7av o LE T,

[edit firewall family inet filter protect-re]

jweidley@IX240# edit term icmp-frags

[edit firewall family inet filter protect-re term qicmp-frags]
jweidley@MX240# set from protocol icmp

[edit firewall family inet filter protect-re term qicmp-frags]
jweidley@MX240# set from is-fragment

[edit firewall family inet filter protect-re term qicmp-frags]
jweidley@vX240# set then syslog discard

[edit firewall family inet filter protect-re term qicmp-frags]
jweidley@MX240# up

[edit firewall family inet filter protect-re]
jweidley@MX240# edit term allow-icmp

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@X240# set from protocol icmp

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@X240# set from icmp-type echo-request

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@MX240# set from icmp-type echo-reply

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@VX240# set from icmp-type unreachable

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@VX240# set from icmp-type time-exceeded

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@vX240# set then accept

[edit firewall family inet filter protect-re term allow-icmp]
jweidley@vX240# up

[edit firewall family inet filter protect-re]
jweidley@IX240# edit term allow-traceroute

[edit firewall family inet filter protect-re term allow-traceroute]
jweidley@vX240# set from protocol udp

[edit firewall family inet filter protect-re term allow-traceroute]
jweidley@vX240# set from destination-port 33434-33523

[edit firewall family inet filter protect-re term allow-traceroute]
jweidley@VX240# set then accept

[edit firewall family inet filter protect-re term allow-traceroute]
jweidley@X240# up

B. ML EINIEIRTDY Y3 %R 35 term Z/ERL LK, tcp-established
F—T—Fl&. ACK £ld RST EVMDERESNI TCP /Ny M—BLE T,
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[edit firewall family inet filter protect-re]
jweidley@MX240# edit term tcp-established

[edit firewall family inet filter protect-re term tcp-established]
jweidley@X240# set from protocol tcp

[edit firewall family inet filter protect-re term tcp-established]
jweidley@MX240# set from source-port ssh

[edit firewall family inet filter protect-re term tcp-established]
jweidley@IX240# set from source-port bgp

[edit firewall family inet filter protect-re term tcp-established]
jweidley@X240# set from tcp-established

[edit firewall family inet filter protect-re term tcp-established]
jweidley@IX240# set then accept

[edit firewall family inet filter protect-re term tcp-established]
jweidley@MX240# up

O.&FBIT. T 7AILETHEED term ZREL L INTD IS TrvoZ ROy 7L,
AJ58RLE T, Tog #7Favickt. PFE (Packet Forwarding Engine) M/
TTNINT Y ANV Z—BEROBMRIFEN, Syslog AT avick, Ib—F1>T
IINTINT Y ANy R—ERMREENE T,

[edit firewall family inet filter protect-re]

jweidley@X240# edit term default-deny

[edit firewall family inet filter protect-re term default-deny]
jweidley@X240# set then syslog log discard

[edit firewall family inet filter protect-re term default-deny]
jweidley@MX240# top

10. ZNTl&. 77147 04— IVEREZHERLTHELLD,
[edit]
jweidley@MX240# show policy-options
prefix-1ist bgp-neighbors {
apply-path "protocols bgp group <*> neighbor <*>";

prefix-1list ipv4-interfaces {
apply-path "interfaces <*> unit <*> family inet address <*>";

prefix-1list ospf-all-routers {
224.0.0.5/32;
224.0.0.6/32;

}

prefix-Tlist ntp-servers {
apply-path "system ntp server <*>";

prefix-Tlist snmp-servers {
apply-path "snmp community <*> clients <*>";

prefix-Tist mgmt-nets {
192.168.3.0/24;
192.168.33.0/24;
}
prefix-1list radius-servers {
apply-path "system radius-server <*>";

prefix-1list Tocalhost {
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127.0.0.0/8;
}

[edit]

jweidley@vX240# show firewall | no-more
family inet {

filter protect-re {
term allow-bgp {
from {
prefix-Tlist {
bgp-neighbors;

protocol tcp;
destination-port bgp;
}

then accept;

term allow-ospf {
from {
source-prefix-Tlist {
ipv4-interfaces;
}
destination-prefix-Tist {
ospf-all-routers;
ipv4-interfaces;
}
protocol ospf;
}
then accept;
}
term allow-ssh {
from {
prefix-Tlist {
mgmt-nets;
}

protocol tcp;
destination-port ssh;
}
then accept;
}
term allow-snmp {
from {
prefix-Tist {
snmp-servers;
}
protocol udp;
destination-port 161;
}
then accept;
}
term allow-ntp {
from {
prefix-Tist {
ntp-servers;
Tocalhost;
}
protocol udp;
destination-port ntp;
}
then accept;
}
term allow-radius {
from {
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prefix-Tist {
radius-servers;
}

protocol udp;
source-port [ 1812 1813 1645 ];
}
then accept;
}
term icmp-frags {
from {
is-fragment;
protocol icmp;
}
then {
syslog;
discard;
}
}
term allow-icmp {
from {
protocol icmp;
icmp-type [ echo-request echo-reply unreachable time-exceeded ];
}
then accept;
B
term allow-traceroute {
from {
protocol udp;
destination-port 33434-33523;
3
then accept;
}
term tcp-established {
from {
protocol tcp;
source-port [ ssh bgp 1;
tcp-established;
}

then accept;

}
term default-deny {

then {
log;
syslog;
discard;
}

L—M)ZyMIET7ATI4+—ILT1IVZDVERL

L—FUIvhT&Y, ToIVZICED 1 DOBEERENZBEINE T, FERAL
DOORBETAONIINDOIFEHFATEHIEICIMZA. L—F)Z YKo T, AT
NS 7100 DE%HBREHHERICHIRITSHIET. FAIINERANTHO>TH
W—TFT AT I VIVNCKED IS T v ERETEGVELIICLET,
BEABETDIO. FIDEIIVDTFATI+—IVTAIVEZEN—=RIC, BFEZX
ATDRZTavolcL—M)ZY b EERT BRI —FBMLTWNEE T, e
/b;;477‘1>9>% TCPSYN 75w FIEHSRETBH LU term £3810
L/ o
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LRI, ThENEGBL— P TS Trv I ZFIRTZRIT—ZWODODRE
LELELD,

[edit firewall]
jweidley@MX240#edit policer T1imit-10m

[edit firewall policer 1imit-10m]
jweidley@VX240#set if-exceeding bandwidth-T1imit 10m

[edit firewall policer Timit-10m]
jweidley@VX240#set if-exceeding burst-size-1imit 625k

[edit firewall policer Timit-10m]
jweidley@vX240#set then discard

[edit firewall policer 1imit-10m]
jweidley@MX240#up

[edit firewall]
jweidley@MX240#edit policer Timit-3m

[edit firewall policer Timit-3m]
jweidley@IX240#set if-exceeding bandwidth-Timit 3m

[edit firewall policer Timit-3m]
jweidley@vX240#set if-exceeding burst-size-Timit 15k

[edit firewall policer 1imit-3m]
jweidley@MX240#set then discard

[edit firewall policer 1imit-3m]
jweidley@IX240#up

[edit firewall]
jweidley@MX240#edit policer Timit-1m

[edit firewall policer Timit-1m]
jweidley@X240#set if-exceeding bandwidth-Timit 1m

[edit firewall policer Timit-1m]
jweidley@X240#set if-exceeding burst-size-Timit 15k

[edit firewall policer Timit-1m]
jweidley@MX240#set then discard

[edit firewall policer Timit-1m]
jweidley@IX240#up

[edit firewall]
jweidley@vX240#edit policer Timit-100k

[edit firewall policer Timit-100k]
jweidley@vX240#set if-exceeding bandwidth-Timit 100k

[edit firewall policer 1imit-100k]
jweidley@vX240#set if-exceeding burst-size-Timit 15k

[edit firewall policer Timit-100k]
jweidley@IX240#set then discard

[edit firewall policer Timit-100k]
jweidley@vX240#up
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[edit firewall]
jweidley@MX240#edit policer Timit-32k

[edit firewall policer Timit-32k]
jweidley@X240#set if-exceeding bandwidth-T1imit 32k

[edit firewall policer Tlimit-32k]
jweidley@X240#set if-exceeding burst-size-Timit 15k

[edit firewall policer Tlimit-32k]
jweidley@vX240#set then discard

[edit firewall policer Timit-32k]

jweidley@IX240#top
2. tF2) T EDRRIEFPVTETCHREICES, EWSTEFHYEEA, IV—
TAVT IV EES|IRET BIcdic. BEZ7OMIIVITRIS—EEBMLT,
ZO7ErIIVHBEYICEIET 5L DICLELELD, SSH FZ 71w 71E. 10Mbps
ICHIBRLE T, TOfElk. REICIOTIEETERLRLEINELNTEAD. #1
LW Junos A A=V B EDKBET 71 Ib% SCP (Secure Copy) c&>TRE
ICERX T AT EEBELTVET,

[edit firewall family inet filter protect-re]

jweidley@X240#set term allow-ssh then policer Timit-10m

3.SNMP rZ 74w 7% IMbps ICHIBRLELLD, TODETHNIK. XV bT—7
BEIONIIVDIV—TAVTIVIVICEEREZDTEEL 28D 0D #%
TRV TTENTEET,

[edit firewall family inet filter protect-re]

jweidley@MX240#set term allow-snmp then policer Timit-1m

3. NTF;J~574“/'7LC§§7(1%>/ Ny MIBEREEDH ThH B8, 32Kbps [l
FRLET,

[edit firewall family inet filter protect-re]
jweidley@X240#set term allow-ntp then policer Timit-32k

4.%Z LT, RADIUS S 74U TIIRBEDHEIFEEZEHEITNETITEW S, T
DOEITIE. +FZ 71 vo% 32Kbps IZHIFRLE S,

[edit firewall family inet filter protect-re]
jweidley@MX240#set term allow-radius then policer Timit-32k

7oy RIBHSRET B HE

7oV RHEIZ, IRXTDOIVRTLI)Y—REEEEDRTEEZBHIC. 2—FT v
TINARICKED/INT Y " EFE)DIFBEDTY, INETITRESN—RRI T
75v R TIE. ICMP KU TCPSYN /v bDMERENTEZLD.
NUADINT Y S 2A T TERAIBETIEHIEEA, TDEI3VTIE TV R
WETIFEoND7OrVTRIY—5BRALEY,

1. MICERIR T BRI —IX, tep-established (CRTHRENDTY, BEAMIC, 77
AT T4—)VT4)LZD tcp-established F—T— R, ACK £/zlZ RST Ew k
DREINIEIXRNTDINTY MEBET B, IV—FTa VT I IVHTIUR
WEICH L THEEICEARIREMNHIE T, TDsdH. TDOERMIT10Mbps DR
DY —%&EELET,

[edit firewall family inet filter protect-re]
jweidley@MX240#set term tcp-established then policer Timit-10m

2.BEVIRFDHIC. FSTIVa—Ta7 7OV EFR LEIFNIEE
DERAD BRIGIATLI)Y—ANEEENGEVNELD, HEZHRT2UEN
HBVET, bITNWYa—TaVTELUCNTH—IVABERDZLDIRRT,
ICMP h> 71w 9% IMbps |CHIFRT2DHEE TIZHEWLTLEDD,
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[edit firewall family inet filter protect-re]
jweidley@vX240#set term allow-icmp then policer 1imit-1m

3.traceroute > 71U % IMbps ICHIBRLE T,

[edit firewall family inet filter protect-re]
jweidley@X240#set term allow-traceroute then policer Timit-1m

4TCP 7Y RKELELT, SINKEARLLHOSNTVETH. ZDMD
TCPOAYbE—IVT ST DMERENSAIREMESHYE T, Z£IC. RST. FIN. &
KU SYN (ABFICACK 7SV ERETNTVEWEE) 757 HREEINE
TCP O rO— LNy MRS —EBRALELLD,

[edit firewall family inet filter protect-re]

jweidley@vX240#edit term synflood-protect

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@X240#set from source-prefix-1ist bgp-neighbors

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@X240#set from source-prefix-list mgmt-nets

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@vX240#set from protocol tcp

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@vX240#set from tcp-flags "(syn & lack) | fin | rst"

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@vX240#set then policer 1imit-100k

[edit firewall family inet filter protect-re term synflood-protect]
jweidley@MX240#set then accept

5.SYN 75w FBZMRMIFHETBICIE. D term Z 71V 2DIEERICEE
TERNENDIET,

[edit firewall family inet filter protect-re term synflood-protect]

jweidley@MX240#up

[edit firewall family inet filter protect-re]
jweidley@X240#insert term synflood-protect before term allow-bgp

6. TNTld. T7AT7 4=V TAIVZERI S —DREZHRLTHELLD,

[edit firewall family inet filter protect-re]
jweidley@X240#up 2

[edit firewall]
jweidley@X240#show | no-more
family inet {
filter protect-re {
term synflood-protect {
from {
source-prefix-Tlist {
bgp-neighbors;
mgmt-nets;
}
protocol tcp;
tcp-flags "(syn & lack) | fin | rst";

then {
policer 1imit-100k;
accept;
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}
term allow-bgp {
from {
prefix-Tist {
bgp-neighbors;
protocol tcp;
destination-port bgp;
3
then accept;
}
term allow-ospf {
from {
source-prefix-Tist {
ipv4-interfaces;
}
destination-prefix-Tist {
ospf-all-routers;
ipv4-interfaces;
}
protocol ospf;
}
then accept;
}
term allow-ssh {
from {
prefix-Tist {
mgmt-nets;
}
protocol tcp;
destination-port ssh;
3
then {
policer Timit-10m;
accept;
}
B
term allow-snmp {
from {
prefix-Tist {
snmp-servers;
}
protocol udp;
destination-port 161;
}
then {
policer Tlimit-1m;
accept;
3
}
term allow-ntp {
from {
prefix-1list {
ntp-servers;
localhost;
}
protocol udp;
destination-port ntp;
}
then {
policer Tlimit-32k;
accept;
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}
term allow-radius {
from {
prefix-Tist {
radius-servers;
}
protocol udp;
source-port [ 1812 1813 1645 ];
}
then {
policer Timit-32k;
accept;
}
}
term icmp-frags {
from {
is-fragment;
protocol icmp;
}
then {
syslog;
discard;
}
}
term allow-icmp {
from {
protocol icmp;
icmp-type [ echo-request echo-reply unreachable time-exceeded ];
}
then {
policer 1limit-1m;
accept;
}
3
term allow-traceroute {
from {
protocol udp;
destination-port 33434-33523;
}
then {
policer Timit-1m;
accept;
}
}
term tcp-established {
from {
protocol tcp;
source-port [ ssh bgp 1;
tcp-established;
}
then {
policer 1imit-10m;
accept;
}
term default-deny {
then {
log;
syslog;
discard;
}



}
policer Timit-10m {
if-exceeding {
bandwidth-T1imit 10m;
burst-size-1imit 625k;
}
then discard;
}
policer Timit-1m {
if-exceeding {
bandwidth-Timit 1m;
burst-size-1imit 15k;
}
then discard;
}
policer Timit-100k {
if-exceeding {
bandwidth-Timit 100k;
burst-size-1limit 15k;
}
then discard;
}
policer Timit-32k {
if-exceeding {
bandwidth-1imit 32k;
burst-size-1imit 15k;
}

then discard;

T7A4T7 94— IV T4 IV 2DERE
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[edit interfaces 1o0]
jweidley@X240# show
unit 0 {

family inet {

}
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}

T7AT IA—=ILTAIVRITIE. EQOFBDEZ Ty IR RICT D %IRRT Bl
BEHHIEYT, J1IVR2EEBRIHAEICIE. UTD 2 DHhHIET,
AT INTY IRV RN T—IDSA VB TI—RICABEEIC, T7AT 04—
IWIA)VRAEBEETNE T,
A INTY MDA RTI—ADSHETITKEEIL. T7AT7 74—V T71ILZ2
LBEITNET,
CTTE =T Aa T IV HRETDOHIC. D 4.4 ITRTESIC, o0 1
;7I;X(Aﬁ)E}DT(%F574W75ﬁ%tLﬁ77477#—w74W7%
ELELLD,

00 AFIT74)L7Z

~o -

FS DYk bST0vI& RE b5 71099 (100 AFIT71IL2SBY)

filter {

CZ TN T BB TlE. protect-re 7% % 100.0 /271 —XITEBLET,

input protect-re;

address 10.10.10.170/32;

bV B EFE

T7AT 74—V T71IVZCDWTEDEREREZ ZD, TAME{TolehICBERE
LEBICOV 74T L —aryAEOIy I REEICE BEICKEY, T5ICEDF—
INRITHEBDIEEARDTETT, =L, Junos . TOKSEOEESITST
DITEII DV DD DIEBEDNHIATNTWVE Y, Tl BTHERE EIFSHDT
v IEWNDOHBYET,

BASHRIICEZRBRNE LK. REERMEEEE. 77147 04— IV T741IVZ
HAVYV—JUR—bDSOZVNTBIETY, TNICKY. TNNALADSEHHHETN
CT 7R TCEGLEBAIREEEEBR CEEX T,

fefzL. BICOAVY—ILT7 0t A FERTEDDITTIRHEVE A, ZTDHE, 2 X
Ty 7OAZY O AERME TS commit confirmed <min> A RE(ERT BT
ETY, TOARVRDOANE. BERIEIRBINETH, BEEERRIC2EED
commit ZFITIBHEC. TOEBIIMFEEINETEA, DFV 2EHD commit & A
FLEVWEFIEERBIRAYT L REIEBEEMICcO—)L/\yIENET, Thid.
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TINAZADSHOHINZDEFSTENTERRBESLVLVIAT Y FTY,
7 741~ commit confirm DfElL 10 3TY, 2> TT/\ 1 ALSEHESHEEN.
W—T4VTEFHHATAvIENTLESHBEICE. TOREIARTESHLEL
NELA. FEUN commitconfirm OMEIFZEERIEETY, O—/L/\v7EREEL
TE2DHEZHETLED, TOEBOHNIE. VE—FT7IEX, IV—T4V T
BRERGEZHINITAHTENTEER Y, TNTIEHRELTHELLD,

[edit interfaces 100 unit 0]

jweidley@IX240# commit confirmed 2

commit confirmed will be automatically rolled back in 2 minutes unless confirmed
commit complete

# commit confirmed will be rolled back in 2 minutes
[edit interfaces 100 unit 0]
jweidley@MX240#

Broadcast Message from root@vX240
(no tty) at 1:47 EDT...

Commit was not confirmed; automatic rollback complete.

[edit interfaces 100 unit 0]
jweidley@MX240#

E3—DDTVZvUlE. OV REFxEEMICLT—RMIC Default Permit &%
Default Deny &HD EICHATEIETY, TDOHETIE. 774V TEHRID
OV &L, 77147 04— IV 74 IVRICEDENTEDHTEWHEZHERT ST
EDTEFT, TNTIEFRELTHELLD,

[edit firewall family inet filter protect-RE]

Tab@X240# show

term temp-default-permit {

then {
Tog;
accept;
3
term default-deny {
then {
Tog;
syslog;
reject;
}
}
R, show firewall log XY FEFEMLT BRI Ty IHREL TS
WHHERTEE Y, 774704 — VAT DHEADRITKWZELHIETH. H
N7 LGANTHELED,
jweidley@X240> show firewall log
Log :
Time Filter Action Interface Protocol Src Addr Dest Addr
20:09:26 protect-re A fxp0.0 IGMP 172.25.46.190 224.0.0.1
20:09:26 protect-re A xp0.0 ubpP 172.25.46.6  172.25.46.255
20:09:19 protect-re A fxp0.0 IGMP 172.25.45.140 224.0.0.1
20:09:17 protect-re A fxp0.0 IGMP 172.25.46.96 224.0.0.1
20:09:11 protect-re A fxp0.0 IGMP 172.25.46.180 224.0.0.1
20:09:07 protect-re A fxp0.0 IGMP 172.25.46.182 224.0.0.1
20:09:05 protect-re A fxp0.0 ubpP 172.25.46.15 172.25.46.255
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show firewall log detail O FAEFEAL T, EETR—MEBER—FERRE
BBTELTEEY, BEERN S Ty I/DMETINTOWGEWTEERERLIES, —
BFICBINLTe 7 74 )V b TR DEAIEHIBRL TREE TS
REBIIBNITDTI7ZvolEk. A0 2—%2FRALTT/IN\AAHRELTWABEEL
STAVIDEERARNBIETY, AEBAT NV I7IRETERT—R2EIFESN
TWBTz&., show firewall log AX > FERITLIEEEIC. TINAADISTry
JT [ HINTWS] KOCBRBTEEHIET, HURZ—E clear BKU show
firewall counters A REHEFEDLE TERTRIET. EOREDT—42HIE
BEINTVWABHZERIIEREICHBTENTEET,
jweidley@X240> show firewall

Filter: protect-re

Counters:

Name Bytes Packets
count-syn 4840069 55160
count-ping 69624648 229862
default-deny 4805044704 28671684

AETIE. TEETEHEAESS Junos T/INAADtFa21) Fo381{bIC DL TEREAL
TEFLfe, 72T, B—O OS ICEH-TEBETNB Ak, ZLTE
. DEEMEEEBICLEDS Junos T/NA ANt F 1) T A58{t T S1%kE7
&‘;& JuCos BIRICHEFFAENTWDF 1) T EEDEBS LS E 0B CE
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UCCO R—LR—=I :

http://www.disa.mil/ucco/index.html

DISAAPL 7AEAAAK

http://www.disa.mil/ucco/apl_process.html?panel=1#A_Services

UCAPLDTAME%Z—
http://www.disa.mil/ucco/testing_facilities/

FIPS R—LNR—=I !
http://csrc.nist.gov/groups/STM/cmvp/index.html
FIPS €21—)URREE X b -
http://csrc.nist.gov/groups/STM/cmvp/validation.html#02
NIAP R—LR—I .

http://www.niap-ccevs.org/

NIAP KEBFF AR EHRE T AT 7)) .
http://www.niap-ccevs.org/pp/

NIAP MBS A S
http://www.niap-ccevs.org/vpl/

HIBEAER—Z)L (CCEVS DEEH) :
http://www.commoncriteriaportal.org/

DISASTIG :
http://iase.disa.mil/stigs/
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82 C . BALANIVDEF2) TR EH

LTOHEIF AED Web XR— (http://www.juniper.net/dayone) Hh5 .rtf
BRI LIeT771IVELTAFTELT,

set version 10.4R6.5

set system host-name MX240

set system time-zone America/New_York

set system default-address-selection

set system no-redirects

set system no-ping-record-route

set system no-ping-time-stamp

set system internet-options tcp-drop-synfin-set

set system authentication-order [ radius tacplus ]

set system ports console Tog-out-on-disconnect

set system ports console insecure

set system ports auxiliary disable

set system ports auxiliary insecure

set system diag-port-authentication encrypted-password <PASSWORD>

set system pic-console-authentication encrypted-password <PASSWORD>

set system root-authentication encrypted-password <PASSWORD>

set system radius-server 192.168.3.20 port 1812

set system radius-server 192.168.3.20 secret <PASSWORD>

set system radius-server 192.168.4.20 port 1812

set system radius-server 192.168.4.20 secret <PASSWORD>

set system tacplus-server 192.168.3.40 port 49

set system tacplus-server 192.168.3.40 secret <PASSWORD>

set system tacplus-server 192.168.4.40 port 49

set system tacplus-server 192.168.4.40 secret <PASSWORD>

set system radius-options password-protocol mschap-v2

set system accounting events login

set system accounting events change-Tog

set system accounting events interactive-commands
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set

set

set

set

set

set
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system
system
system
system
system

system

accounting
accounting
accounting
accounting
accounting

accounting

destination

destination

destination

destination

destination

destination

radius server 192.168.3.20 accounting-port 1813

radius server 192.168.3.20 secret <PASSWORD>
radius server 192.168.4.20 accounting-port 1813
radius server 192.168.4.20 secret <PASSWORD>
tacplus server 192.168.3.40 port 49

tacplus server 192.168.3.40 secret <PASSWORD>

set system accounting destination tacplus server 192.168.4.40 port 49

set system accounting destination tacplus server 192.168.4.40 secret <PASSWORD>

set system Togin message .\n\tUNAUTHORIZED USE OF THIS SYSTEM\n\tIS STRICTLY PROHIBITED!\n\tPlease
contact \/company-noc@company.com\/ to gain\access to this equipment if you need authorization.\n"

set system login retry-options tries-before-disconnect 3

set system login retry-options backoff-threshold 1

set system login retry-options backoff-factor 6

set system login retry-options minimum-time 30

set system login class tierl idle-timeout 10

set system login class tierl login-alarms

set system login class tierl login-tip

set system login class tierl permissions maintenance

set system login class tierl permissions network

set system login class tierl permissions view

set system login class tierl permissions view-configuration

set system login class tierl deny-commands .(start *)|(set cli idle-timeout) |(request system
software) | (request system zeroize)|(request chassis)"

set system Togin class tier2 idle-timeout 15

set system login class tier2 login-alarms

set system login class tier2 permissions clear

set system login class tier2 permissions configure

set system login class tier2 permissions interface-control

set system login class tier2 permissions maintenance

set system login class tier2 permissions network

set system login class tier2 permissions rollback

set system login class tier2 permissions routing-control

set system login class tier2 permissions view



set system Togin class tier2 permissions view-configuration

set system Togin class tier2 deny-commands .(start *)|(set cli idle-timeout)|(request system

software) | (request system zeroize)"

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system
system

system

login class tier2 deny-configuration .(groups)"

login class tier3 idle-timeout 20

login class tier3 Tlogin-alarms

Togin class tier3 permissions all

login user
login user
login user
login user
login user
login user
login user
login user
login user
login user
login user
login user

login user

login password
login password
login password

login password

emergency full-name .Emergency Only Local Account"

emergency uid 2010

emergency class tier3

emergency authentication encrypted-password <PASSWORD>

tierl

tierl

tierl

tier2

tier2

tier2

tier3

tier3

tier3

full-name .Login template for Tierl Users"
uid 2001

class tierl

full-name .Login template for Tier2 Users"
uid 2002

class tier2

full-name .Login template for Tier3 Users"
uid 2003

class tier3

minimum-Tength 15
change-type character-sets
minimum-changes 4

format shal

services ssh root-Togin deny

services ssh protocol-version v2

services ssh connection-Timit 10

services ssh rate-Tlimit 2

services web-management https local-certificate ssl-cert

services web-management session idle-timeout 30

services web-management session session-1limit 4

syslog user * any emergency

k=
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set system
set system
set system
set system
set system
set system
set system
set system
set system
set system
set system
set system
set system
set system

set system
<PASSWORD>

set system
set system
set system
set system
set system
set system

set system

syslog host 192.168.3.2 any any

syslog host 192.168.3.2 Tog-prefix MX240
syslog host 192.168.4.2 any any

syslog host 192.168.4.2 log-prefix MX240
syslog file messages any info

syslog file messages authorization info
syslog file User-Auth authorization any
syslog file User-Auth interactive-commands any
syslog file audit interactive-commands any
syslog file processes daemon any

syslog console any any

syslog time-format year

syslog time-format millisecond

archival configuration transfer-on-commit

archival configuration archive-sites .scp://jweidley@192.168.3.2:/Configs" password

ntp boot-server 192.168.3.2

ntp authentication-key 1 type md5

ntp authentication-key 1 value <PASSWORD>
ntp server 192.168.3.2 key 1

ntp server 192.168.3.2 prefer

ntp server 192.168.33.2 key 1

ntp trusted-key 1

set interfaces ge-0/0/4 description ---unused---

set interfaces ge-0/0/4 disable

set interfaces fxp0 unit O description .00B Management"

set interfaces fxp0 unit 0 family inet address 172.25.46.170/24

set interfaces 100 unit 0 family inet filter input protect-re

set snmp Tocation DC1l-Rack:8-Row:?2

set snmp contact .CompanyName NOC:123.456.7890"

set snmp v3 usm local-engine user nms-user authentication-sha authentication-key <PASSWORD>

set snmp v3 usm local-engine user nms-user privacy-aesl28 privacy-key <PASSWORD>
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set snmp v3 vacm security-to-group security-model usm security-name nms-user group inventory-view

set snmp v3 vacm access group inventory default-context-prefix security-model usm security-level
privacy read-view inventory-view

set snmp v3 vacm access group inventory default-context-prefix security-model usm security-level
privacy notify-view inventory-view

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

snmp

v3

v3

v3

v3

v3

v3

v3

v3

v3

v3

v3

target-address nmsl address 192.168.3.2

target-address nmsl tag-list chassis-trap-receivers

target-address nmsl target-parameters

target-parameters
target-parameters
target-parameters
target-parameters

target-parameters

noc-snmpv3-settings
noc-snmpv3-settings
noc-snmpv3-settings
noc-snmpv3-settings

noc-snmpv3-settings

notify chassis-trap-list type trap

noc-snmpv3-

parameters
parameters
parameters

parameters

settings
message-processing-model v3
security-model usm
security-level privacy

security—name nms-user

notify-filter chassis-traps

notify chassis-trap-Tlist tag chassis-trap-receivers

notify-filter chassis-traps oid jnxChassisOKTraps include

engine-id use-mac-address

view inventory-only oid jnxBoxAnatomy include

view

view

view

view

view

inventory-only oid system include

view Timited oid 1.3.6.1.2.1.2 include

client-1ist performance 192.168.10.0/28

client-1ist performance 192.168.20.0/28

client-1ist partner 172.16.1.0/28

client-1ist partner 172.16.10.0/28

community .S8M!y:4b" view inventory-only

community .S8M!y:4b"

community .S8M!y:4b"

community .S8M!y:4b"

community .CfL!d4#2"

system-level oid jnxBoxAnatomy include
system-level oid 1.3.6.1.2.1.2 include
system-level oid 1.3.6.1.2.1.14 include

system-level oid 1.3.6.1.2.1.15 include

authorization read-only

clients 192.168.3.3/32

clients 192.168.33.3/32

view system-Tevel
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set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set
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snmp community
snmp community
snmp community
snmp community
snmp community
routing-option
routing-option

routing-option

.CfL!d4#2" authorization read-only

.CfL!d4#2" client-list-name performance

.XH#5AGp9" view limited

.XH#5AGp9" authorization read-only

.XH#5AGp9" client-1ist-name partner

s static route 0.0.0.0/0 next-hop 172.25.46.1

s router-id 10.10.10.170

s autonomous-system 65501

protocols rsvp interface ge-0/0/2.0 authentication-key <PASSWORD>

protocols bgp
protocols bgp
protocols bgp
protocols bgp
protocols bgp
protocols bgp

protocols bgp

keychain

set

set

set

set

set

set

set

set

set

set

group

group

group

group

group

group

group

session-to-ispl type external

session-to-ispl peer-as 65000

session-to-ispl neighbor 192.168.11.1 authentication-key <PASSWORD>
session-to-core type internal

session-to-core Tlocal-address 10.10.10.170

session-to-core neighbor 10.10.10.86 authentication-algorithm md5

session-to-core neighbor 10.10.10.86 authentication-key-chain core-bgp-

protocols isis level 1 authentication-key <PASSWORD>

protocols isis
protocols isis
protocols isis
protocols isis
protocols isis
protocols ospf
protocols ospf

protocols ospf

level 1 authentication-type md5

interface ge-0/0/1.0 level 2 disable

interface ge-0/0/1.0 level 1 hello-authentication-key <PASSWORD>

interface ge-0/0/1.0 level 1 hello-authentication-type md5

interface 100.0 passive

export advertise-static

area

area

0.0.0.0 interface ge-0/0/1.0 authentication md5 1 key <PASSWORD>

0.0.0.0 interface ge-0/0/1.0 authentication md5 2 key <PASSWORD>

protocols ospf area 0.0.0.0 interface ge-0/0/1.0 authentication md5 2 start-time .2011-3-
31.16:32:00 -0400"

set protocols ospf3 export advertise-static

set

set

set

set

protocols ospf3 area 0.0.0.0 interface 100.0 passive

protocols ospf3 area 0.0.0.0 interface ge-0/0/1.0 ipsec-sa ospf3-auth-core

protocols 1ldp session 10.10.10.85 authentication-key <PASSWORD>

protocols rip authentication-type md5



set

set

set

set

set

set

set

set

set
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protocols rip authentication-key <PASSWORD>

protocols rip group eng-group export advertise-static

protocols rip group eng-group neighbor ge-0/0/1.0 authentication-type md5

protocols rip group eng-group neighbor ge-0/0/1.0 authentication-key <PASSWORD>

protocols 11dp interface all disable

protocols 11dp interface ge-0/0/0

protocols 11dp interface ge-0/0/3

policy-options prefix-1ist bgp-neighbors apply-path .protocols bgp group <*> neighbor <*>"

policy-options prefix-1ist ipv4-interfaces apply-path .interfaces <*> unit <*> family 1inet

L

address <*>

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

policy-options prefix-1list ospf-all-routers 224.0.0.5/32

policy-options prefix-1list ospf-all-routers 224.0.0.6/32

policy-options prefix-Tist ntp-servers apply-path .system ntp server <*>"
policy-options prefix-1ist snmp-servers apply-path .snmp community <*> clients <*>"
policy-options prefix-1list mgmt-nets 192.168.3.0/24

policy-options prefix-1ist mgmt-nets 192.168.33.0/24

policy-options prefix-1ist radius-servers apply-path .system radius-server <*>"
policy-options prefix-1list Tocalhost 127.0.0.0/8

policy-options policy-statement advertise-static from protocol static

policy-options policy-statement advertise-static then accept

security certificates local ssl-cert <CERTIFICATE>

security ipsec security-association ospf3-auth-core description ospf3-neighbor-auth-core
security ipsec security-association ospf3-auth-core mode transport

security ipsec security-association ospf3-auth-core manual direction bidirectional protocol ah
security ipsec security-association ospf3-auth-core manual direction bidirectional spi 256

security ipsec security-association ospf3-auth-core manual direction bidirectional

authentication algorithm hmac-md5-96

set

security ipsec security-association ospf3-auth-core manual direction bidirectional

authentication key ascii-text <PASSWORD>

set

set

security authentication-key-chains key-chain core-bgp-keychain key 0 secret <PASSWORD>

security authentication-key-chains key-chain core-bgp-keychain key 0 start-time .2011-4-

1.00:01:00 -0400"

set

security authentication-key-chains key-chain core-bgp-keychain key 1 secret <PASSWORD>
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set security authentication-key-chains key-chain core-bgp-keychain key 1 start-time .2011-7-
1.00:01:00 -0400"

set firewall family inet filter

neig

set
nets

set

set
fin

set
set
set
set
set
set

set
inte

set
all-

set
inte

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

hbors

firewall

firewall

firewall
| rst"

firewall
firewall
firewall
firewall
firewall
firewall

firewall
rfaces

firewall
routers

firewall
rfaces

firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall
firewall

firewall

family

family

family

family
family
family
family
family
family

family

family

family

family
family
family
family
family
family
family
family
family
family
family
family
family
family
family

family

inet

inet

inet

inet
inet
inet
inet
inet
inet

inet

inet

inet

inet
inet
inet
inet
inet
inet
inet
inet
inet
inet
inet
inet
inet
inet
inet

inet

filter

filter

filter

filter
filter
filter
filter
filter
filter

filter

filter

filter

filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter
filter

filter

protect-re

protect-re

protect-re

protect-re

protect-re
protect-re
protect-re
protect-re
protect-re
protect-re

protect-re

protect-re

protect-re

protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re

protect-re

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

synflood-protect from source-prefix-Tist bgp-

synflood-protect from source-prefix-Tist mgmt-

synflood-protect from protocol tcp

synflood-protect from tcp-flags .(syn & !ack)

synflood-protect then policer 1imit-100k
synflood-protect then accept

allow-bgp from prefix-Tist bgp-neighbors
allow-bgp from protocol tcp

allow-bgp from destination-port bgp
allow-bgp then accept

allow-ospf from source-prefix-Tlist ipv4-

allow-ospf from destination-prefix-1ist ospf-

allow-ospf from destination-prefix-list ipv4-

allow-ospf from protocol ospf
allow-ospf then accept

allow-ssh from prefix-1ist mgmt-nets
allow-ssh from protocol tcp

allow-ssh from destination-port ssh
allow-ssh then policer Timit-10m
allow-ssh then accept

allow-snmp from prefix-list snmp-servers
allow-snmp from protocol udp
allow-snmp from destination-port 161
allow-snmp then policer Timit-1m
allow-snmp then accept

allow-ntp from prefix-list ntp-servers
allow-ntp from prefix-list localhost
allow-ntp from protocol udp

allow-ntp from destination-port ntp



set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall
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set

set

set

set

set

set

set

set

set

set

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

firewall

family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family
family

family

family
family
family
family
family
family
family
family
family

family

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

inet

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

filter

protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re

protect-re

protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re

protect-re

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

term

fH8 125

allow-ntp then policer Timit-32k
allow-ntp then accept

allow-radius from prefix-1list radius-servers
allow-radius from protocol udp
allow-radius from source-port 1812
allow-radius from source-port 1813
allow-radius from source-port 1645
allow-radius then policer Timit-32k
allow-radius then accept

icmp-frags from is-fragment

icmp-frags from protocol icmp
jcmp-frags then syslog

icmp-frags then discard

allow-icmp from protocol +icmp
allow-icmp from icmp-type echo-request
allow-icmp from icmp-type echo-reply
allow-icmp from icmp-type unreachable
allow-icmp from icmp-type time-exceeded
allow-icmp then policer Timit-1m
allow-icmp then accept
allow-traceroute from protocol udp

allow-traceroute from destination-port 33434-

allow-traceroute then policer Timit-1m
allow-traceroute then accept
tcp-established from protocol tcp
tcp-established from source-port ssh
tcp-established from source-port bgp
tcp-established from tcp-established
tcp-established then policer Timit-10m
tcp-established then accept
default-deny then Tog

default-deny then syslog
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set firewall family inet filter protect-re term default-deny then discard
set firewall policer Timit-10m if-exceeding bandwidth-Timit 10m
set firewall policer Timit-10m if-exceeding burst-size-Timit 625k
set firewall policer 1imit-10m then discard

set firewall policer 1imit-3m if-exceeding bandwidth-Timit 3m

set firewall policer Timit-3m if-exceeding burst-size-Timit 15k
set firewall policer Timit-3m then discard

set firewall policer Timit-1m if-exceeding bandwidth-Timit 1m

set firewall policer Timit-1m if-exceeding burst-size-Tlimit 15k
set firewall policer Timit-1m then discard

set firewall policer Timit-100k if-exceeding bandwidth-Timit 100k
set firewall policer Timit-100k if-exceeding burst-size-Timit 15k
set firewall policer Timit-100k then discard

set firewall policer 1imit-32k if-exceeding bandwidth-Timit 32k
set firewall policer Timit-32k if-exceeding burst-size-Timit 15k

set firewall policer Timit-32k then discard
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