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Installers of the software for Windows
released to the following products:
SDHC/SDXC Memory Card with embedded
NFC functionality, FlashAir", and SDHC
Memory Card with embedded TransferJet
" functionality, may have a security
vulnerability when loading Dynamic Link

Libraries

15 May, 2017
Toshiba Corporation Storage & Electronic Devices Solutions Company

Toshiba informs the users of SDHC/SDXC Memory Card with embedded NFC
functionality, FlashAir" and SDHC Memory Card with Embedded TransferJet

" Functionality (“Products”) that a security vulnerability has been found in the installers



of the software for Windows (“Software”), available at the Toshiba website.

If you downloaded the installers before March 23rd 2017 at the Toshiba website, please
delete the installers from your Windows PC without executing them.

As our immediate workaround to this issue, the affected installers of the Software have
been unavailable at the Toshiba website since March 23rd 2017.

The updated installers of the Software will be available at the Toshiba website as soon
as completed.

If you have already installed the Software, you can continue using the Software
because the Software will cause no problems. Nevertheless, please delete the installers
of the Software from your Windows PC to avoid executing them.

If you want to install or update the Software on your Windows PC, please use the
updated installers that will be available on or after April 13th 2017 at the Toshiba

website.
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SDHC Memory Card with embedded wireless LAN functionality
FlashAir" (SD-WD/WC series<W-02>)

Model

SD-NFC64GB

SD-NFC32GB

SD-NFC16GB

SD-NFC08GB

SD-NFC32GA

SD-NFC16GA
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SD-WB008G 8GB

«(@).

Wireless LAN
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SD-WL008G 8GB

SDHC Memory Cardwith embedded wireless LAN functionality
FlashAir" (SD-WB/WL series)

TOSHIBA

: 10 S
SD-TJA016G  16GB

7 TransferJet

SDHC Memory Card with embedded TransferJet” functionality

Affected Software

The installers of the Software listed below have the vulnerability if downloaded before
March 23rd 2017:

® SDHC/SDXC Memory Card with embedded NFC functionality Software Update Tool
@ SDHC Memory Card with embedded wireless LAN functionality FlashAir™ Configuration Software

@ SDHC Memory Card with embedded wireless LAN functionality FlashAir™ Software Update tool (SD-
WE series<W-03>)

@ SDHC Memory Card with embedded wireless LAN functionality FlashAir™ Software Update tool (SD-
WD/WC series<W-02>)

@ SDHC Memory Card with embedded wireless LAN functionality FlashAir™ Software Update tool (SD-
WB/WL series)



@ SDHC Memory Card with embedded TransferJet™ functionality Configuration Software

@ SDHC Memory Card with embedded TransferJet™ functionality Software Update tool.
Vulnerability description

The affected installers of the Software, downloaded before March 23rd 2017, contain an
issue with their DLL (Dynamic Link Libraries) path, which may insecurely load DLL if

executed.

Impact

If your Windows PC contains unauthorized DLL maliciously implanted by an attacker
and you execute the affected installers of the Software downloaded before March 23rd

2017, the affected installers may cause insecure operations on your Windows PC.

Solution

If your Windows PC has one or more of the affected installers of the Software, listed
below, downloaded before March 23rd 2017, please delete the affected installers from
your Windows PC without executing them. If you have already installed the Software,
you can continue using the Software because the Software will cause no problems.
Nevertheless, please delete the installers from your Windows PC to avoid executing

them.



Affected Software Name

SDHC/SDXC Memory Card
with embedded NFC functionality Software Update
Tool
V1.00.03 or earlier

SDHC Memory Card
with embedded wireless LAN functionality FlashAir"
Configuration Software V3.0.2 or earlier

SDHC Memory Card
with embedded wireless LAN functionality FlashAir~
Software Update tool (SD-WE series<W-03>) V3.00.01

SDHC Memory Card
with embedded wireless LAN functionality FlashAir~
Software Update tool (SD-WD /WC series<W-
02>) V2.00.03 or earlier

SDHC Memory Card
with embedded wireless LAN functionality FlashAir~
Software Update tool (SD-WB/WL series) V1.00.04 or
earlier

SDHC Memory Card
with embedded Transferdet” functionality
Configuration Software V1.02 or earlier

SDHC Memory Card
with embedded Transferdet” functionality
Software Update tool V1.00.06 or earlier

Affected Installers Name

NFCSDFWUpdateToolV1_v10003.exe
NFCSDFWUpdateToolV1_v10001.exe

FlashAir.exe

FlashAirFWUpdateToolV3_v30001.exe

FAFWUpdateToolV2_v20003.exe
FAFWUpdateToolV2_v20002.exe

FAFWUpdatelns_v10004.exe

Transferdet.exe

TransferdetFWUpdateToolV1_v10006.exe
TransferdetFWUpdateToolV1_v10005.exe
TransferdetFWUpdateToolV1_v10004.exe

How to delete the installers

Please follow the procedure below to delete the installers from your Windows PC:

The procedure below is an example for Windows 8.1.
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1. Open “File Explore” from the Taskbar.

2. Open “This PC" if your PC runs Windows 8.1 or Windows 10. (Open “Computer” if

Y3 0=

Computer View

Location Network

© v 1 M, ThisPC »

4 Favourites 4 Folders (6)
& Downloads
Bl Desktop
= Recent places

2 4= B = W

Properties Open Rename  Access Map network Add a network
media v drive ¥ location

‘M This PC
fu Desktop Desktop Documents
| Documents = Devices and drives (2)
% Downloads

W Music f=]i=i
& Pictures .. - :
B Videac N IS

3. Type in the file name you are looking for in the search box appearing on the upper

N =

This PC
Computer View ~ @
= 5 E-,ﬁ w = ‘. ﬂ Uninstall or ¢hange a program
“J *® = =4 - 18 System properties
Properties Open Rename  Access Map network Add anetwork  Open Control .
media  drive~ Io¢ation Panel @ Manage
Location Network System
@ -7 [-'!J Search This PC 0
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4. If you find the file name you are looking for, right-click on the file and left-click on

)
P | D = | Search Tools  Application Tools FlashAir.exe - Search Results in (C:) - O n—
Home Share View Search Manage X 0
| Current folder === Wyyper €5 Recent searches v
’ J B
A = s s X
. All subfolders U size~ [2) Advanced options ~
This "= Date Openfile Close
pC  J® Searchagainin >  modifiedv = Other properties ~ | Save search loction = search
ocatio Refine Options
®© v 1 /2 » SearchResultsin Open v & | FlashAirere x
% Run as administrator 3
4 Favourites \ ‘ Troubleshoot compatibility Date modified: 03/04/2017 18:01
% Downloads —  C\Users\tsb\A Pin to Start Size: 1,26 KB
Deskt
- s ‘ Share with » Date modified: 31/03/2017 13:00
&l Recent places C:\Windows\In Size: 56.0 KB
Send to »
A | Date modified: 31/03/201713:00
Eeer C\Windows\n 4t Size: 6.0 KB
UESE0p Copy
£/ Documents \ Date modified: 16/03/2017 15:48
& Downloads — C:\Program Fil{ Create shortcut Size: 1.22 MB
i Miskc \ Date modified: 07/04/201610:56
= Pictures — C:\Windows\In Sname Size: 56.0 KB
# Videos I g
S & | | et uestion Date modified: 07/04/2016 10:56
. ~— C:\Windows\In Properties Size: 56.0 KB
€ Network OW FlashAir.exe Date modified: 05/04/2016 16:45
C\Users\tsb\Documents\3.2 Type: Application Size: 423 MB s
22items 1 item selected 42.3 MB = =

Availability of updated installers

If you want to install or update the Software on your Windows PC, please use the
updated installers that will be available on or after April 13th 2017 at the Toshiba

website. The updated installer files will be named as listed below.



Affected Software Name

SDHC/SDXC Memory Card
with embedded NFC functionality
Software Update ToolV1.00.03

SDHC Memory Card
with embedded wireless LAN functionality

FlashAir"
Configuration Software V3.0.3

SDHC Memory Card
with embedded wireless LAN functionality

FlashAir"
Software Update tool (SD-WE series<W-
03>) V3.00.02

SDHC Memory Card
with embedded wireless LAN functionality

FlashAir"
Software Update tool (SD-WD /WG
series<W-02>) V2.00.04

SDHC Memory Card
with embedded wireless LAN functionality

FlashAir"
Software Update tool (SD-WB/WL
series) V1.00.04

SDHC Memory Card
with embedded Transferdet” functionality
Configuration Software V1.02

SDHC Memory Card
with embedded Transferdet” functionality
Software Update tool V1.00.08

References

Updated Installers Name
(zipped files)

NFCSDFWUpdateToolV1_v10003_a.zip

FlashAir_tool_v303_a.zip

FlashAirFWUpdateToolV3_v30002_a.zip

FAFWUpdateToolV2_v20004_a.zip

FAFWUpdatelns_v10004_a.zip

Transferdet_tool_v102_a.zip

TransferdetFWUpdateToolV1_v10008_a.zip

Learn more about this vulnerability

Notes

Released on
April 13th 2017

Released on
April 13th 2017

Released on
April 24th 2017

Released on
May 15th 2017

Released on
April 24th 2017

Released on
April 24th 2017

Released on
April 24th 2017
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