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WIDE DNS

o DNS
- M-root |p AS112

o

ICANN RSSAC (DNS Root Server System Advisory Committee)
http://www.icann.org/committees/dns-root/

CAIDA (Cooperative Association for Internet Data Analysis)
http://www.caida.org/

o DNS

ISC OARC (An Operations, Analysis, and Research Center)
https://oarc.isc.org/docs/dns-oarc-overview.html

o DNS

JPNIC

o DNSQC




WIDE DNS

. dsc (passive), dnstop (passive)
. skitter (active)

. dnstop (passive)
. rootprobe (active), NeTraMet (passive)




skitter
. Bradley Huffaker

traceroute

13

- BGP anycast

http://www.caida.org/tools/measurement/skitter/




NeTraMet DNS (1/2)

oNeTraMet
- : Nevil Brownlee

- RTFM (Real-Time Flow Measurement): RFC2721-2724

; (
o SNMP
http://www?2.auckland.ac.nz/net/NeTraMet/
cNeTraMet DNS

http://www.caida.org/analysis/workload/netramet/dns/
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NeTraMet DNS (2/2)

(2004/10 from u-tokyo)
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rootprobe (1/4)

occTDL
http://mawi.wide.ad.jp/mawi/dnsprobe/

DNS Server Set
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rootprobe (2/4)

(2004/11/14-21 from home in
tokyo)
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rootprobe (3/4)
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rootprobe (4/4)
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Toward Lowering the Load on Root DNS Servers

oDuane Wessels F-root @NANOG26 (2002/10)
- 44.9% Repeated QNAME: ID
- 25.4% Repeated Query: ID
- 12.5% Unknown TLD: TLD: local, localhost, domain, c
- 7.3% A for A: A (WIN2K )

- 4.4% Referral Not Cached:
- 2.2% Legitimate:
- 1.9% Nonprintable in QNAME: QONAME

- 1.6% rfc1918 PTR:
- 0.0% Unused Query Class: IN, CH, HS, NONE, ANY
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dnstop (1/2)

: Duane Wessels

opcap DNS
ocurses DNS
- src addr
- dst addr
- Query type

Top Level Domain
Second Level Domain

http://dns.measurement-factory.com/tools/dnstop/




dnstop (2/2)

Query Type count A
#07 14 0.0
A7 21333 21.8
NS7? 314 0.3
CNAME? 18 0.0
SOA? 388 0.4
PTR? 10564 10.8
MX? 10097 10.3
TXT? 865 0.9
AAAA7 49598 50.8
SRV? 79 0.1
AG7 3700 3.8
ANY? 671 0.7
#164437 2 0.0
#165887 1 0.0
#167337 1 0.0
#169897 1 0.0
#170637 1 0.0
#176217 1 0.0




DSC: A DNS STATISTICS COLLECTOR (1/6)

o : Duane Wessels
o Collector
- pcap DNS

o client addr, /24 subnet, message length
o Opcode, Response Code, Qtype, Qclass, Qname length,
= TLD, IDN, EDNS, DNSSEC, etc
- 60 XML
o Query Only, Reply Only, Qtype, IDN, AAAA, Query for root
o Extractors
- XML

o Graphers

- ploticus (http://ploticus.sourceforge.net/)
http://dns.measurement-factory.com/tools/dsc/




dsc (2/6)

1/4 NXDOMAIN
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dsc (3/6)
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dsc (4/6)

1/2 A

Dreakdown ol DHS queries by type
Generated: Friday, Apr 38, 2884, 16:15:32 UTC
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dsc (5/6)
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TLD

Ho=t Mopular TLD=s queried: BB to 4G:1G WTC, Apr 0, 0004

dsc (6/6)
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DNS

odnsmon

http://dnsmon.ripe.net/
odnsreport.com
- DNS
http://www.dnsreport.com/
o checkdns.net
- DNS
http://www.checkdns.net/




0 DNS

o WIDE DNS
- skitter, NeTraMet, rootprobe, dnstop, dsc




