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Chapter 1. System Information and Control

The system services described in this chapter operate on the system as a whole rather than on
individual objects within the system. They mostly gather information about the performance and
operation of the system and set system parameters.

ZwQuerySystemlnfor mation

ZwQuerySystemlnformation queries information about the system.

NTSYSAPI
NTSTATUS
NTAPI
ZwQuer ySyst em nf or mat i on(
I N SYSTEM | NFORMATI ON_CLASS Syst em nf or mati ond ass,
IN QUT PVAO D System nformation,
I N ULONG Syst enl nf or mati onLengt h,
QUT PULONG ReturnLengt h OPTI ONAL

);
Parameters
Systeminfor mationClass

The type of system information to be queried. The permitted values are a subset of the
enumeration SYSTEM | NFORMATI ON_CLASS, described in the following section.

Systeminformation

Points to a caller-allocated buffer or variable that receives the requested system
information.

Systeml nfor mationLength

The sizein bytes of Syst em nf or mat i on, which the caller should set according to the
given Syst em nf or mat i onCl ass.

ReturnLength
Optionally pointsto a variable that receives the number of bytes actually returned to
Syst em nf or mat i on; if Syst em nf or mat i onLengt h istoo small to contain the
available information, the variable is normally set to zero except for two information

classes (6 and 11) when it is set to the number of bytes required for the available
information. If thisinformation is not needed, Ret ur nLengt h may be anull pointer.

Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS | NVALI D_I NFO_CLASS,
STATUS_NOT_| MPLEMENTED, OF STATUS_| NFO_LENGTH_M SMATCH.
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Related Win32 Functions

Get Syst enl nf 0, Get Ti neZonel nf or mat i on, Get Syst enfli meAdj ust ment , PSAPI functions, and
performance counters.

Remarks

ZwQuerySystemlnformation is the source of much of the information displayed by "Performance
Monitor" for the classes Cache, Memory, Objects, Paging File, Process, Processor, System, and
Thread. It is also frequently used by resource kit utilities that display information about the system.

The Ret ur nLengt h information is not always valid (depending on the information class), even when
the routine returns STATUS_SUCCESS. When the return value indicates

STATUS_I NFO_LENGTH_M SMATCH, only some of the information classes return an estimate of the
required length.

Some information classes are implemented only in the "checked" version of the kernel. Some, such as
Syst ental | Count s, return useful information only in "checked" versions of the kernel.

Some information classes require certain flags to have been set inNt G obal Fl ags at boot time. For
example, Syst enbj ect | nf or mat i on requiresthat FLG_MAI NTAI N_OBJECT_TYPELI ST be set at boot
time.

Information class Syst enNot | npl errent ed1 (4) would return STATUS_NOT | MPLEMENTED if it were
not for the fact that it uses DbgPri nt to print the text "EX: Syst enPat hl nf or mati on now

avai | abl e vi a SharedUser Dat a. " and then calls DogBr eakPoi nt . The breakpoint exceptionis
caught by a frame based exception handler (in the absence of intervention by a debugger) and causes
ZwQuerySystemlnformation to return with STATUS_BREAKPO NT.

ZwSetSystemlnformation

ZwSetSysteminformation sets information that affects the operation of the system.

NTSYSAPI

NTSTATUS

NTAPI

ZwSet Syst em nf or mat i on(
I N SYSTEM | NFORMATI ON_CLASS Syst em nf or mati ond ass,
IN QUT PVO D System nformation,

I N ULONG Syst em nf ormati onLength

)
Parameters
Systeminfor mationClass

The type of system information to be set. The permitted values are a subset of the
enumeration SYSTEM | NFORVATI ON_CLASS, described in the following section.

file://J\NewRiders\chapters\zd877.html 7/12/01



Chapter 1: System Information and Control Page 3 of 63

Systeminformation

Points to a caller-allocated buffer or variable that contains the system information to be
Set.

Systeml nfor mationLength

The sizein bytes of Syst em nf or mat i on, which the caller should set according to the
given Syst em nf or mat i onCl ass.

Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS | NVALI D_I NFO_CLASS,
STATUS_NOT_| MPLEMENTED Or STATUS_| NFO_LENGTH_M SMATCH.

Related Win32 Functions

Set Syst enili neAdj ust ment .
Remarks

At least one of the information classes uses the Syst em nf or mat i on parameter for both input and
output.

SYSTEM_INFORMATION_CLASS

The system information classes available in the "free" (retail) build of the system are listed below
along with aremark as to whether the information class can be queried, set, or both. Some of the
information classes labeled "Syst emNot | npl enent edXxx " are implemented in the "checked” build,
and afew of these classes are briefly described later.

Query Set
typedef enum _SYSTEM | NFORMATI ON_CLASS {

Syst enBasi cl nf or nati on, /10 Y N
Syst enProcessor | nformati on, /11 Y N
Syst enPer f or mancel nf or mat i on, /12 Y N
Syst enili meCf Dayl nf or mat i on, /1 3 Y N
Syst enNot | npl enent ed1, /1 4 Y N
Syst enProcessesAndThr eadsl nformation, // 5 Y N
Syst ental | Count s, /1 6 Y N
Syst enConfi gurati onl nf ormati on, 117 Y N
Syst enPr ocessor Ti nmes, /1 8 Y N
Syst end obal Fl ag, /19 Y Y
Syst enNot | npl enent ed2, /1 10 Y N
Syst enivodul el nf or mat i on, /1 11 Y N
Syst enlLockl nf or mati on, /1 12 Y N
Syst enNot | npl enent ed3, /1 13 Y N
Syst enNot | npl enent ed4, /1 14 Y N
Syst enNot | npl enent ed5, /1 15 Y N
Syst enHandl| el nf or mat i on, /1 16 Y N
Syst enthj ect | nf or mat i on, [l 17 Y N
Syst enPagefi | el nfornati on, /1 18 Y N
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Syst enl nstructi onEmul ati onCount s,

Syst enl nval i dIl nf oCl ass1,

Syst enCachel nf or nat i on,

Syst enPool Tagl nf or mati on,

Syst enProcessor Stati stics,

Syst enDpcl nf or mati on,

Syst enNot | npl enent ed6,

Syst enlLoadl nage,

Syst enlnl oadl nage,

Syst enTli neAdj ust nent

Syst enNot | npl enent ed7,

Syst enNot | npl enent ed8,

Syst enNot | npl enent ed9,

Syst enCr ashDunpl nf or mat i on,

Syst enExcepti onl nformat i on,

Syst enCr ashDunpSt at el nf or mati on,

Syst enKer nel Debugger | nf or mati on,

Syst enCont ext Swi t chl nf or mati on,

Syst enRegi st ryQuot al nf or mati on,

Syst enLoadAndCal | | mage,

SystenPrioritySeparation,

Syst enNot | npl enent ed10,

Syst enNot | npl enent ed11,

Syst enl nval i dIl nf oCl ass2,

Syst enl nval i dIl nf oCl ass3,

Syst enili neZonel nf or nati on,

Syst enlLookasi del nf or mat i on,

Syst enSet Ti meSl i pEvent,

Syst enCr eat eSessi on,

Syst enDel et eSessi on,

Syst enl nval i dl nf oCl ass4,

Syst enRangeSt art | nf ormati on,

SystenVerifierlnfornmation,

Syst emAddVeri fi er,

Syst enSessi onPr ocessesl nf or mati on
} SYSTEM_| NFORVATI ON_CLASS;
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SystemBasicl nfor mation

typedef struct _SYSTEM BASIC | NFORMATION { // Information Cass 0O
ULONG Unknown;
ULONG Maxi mum ncr enent ;
ULONG Physi cal PageSi ze;
ULONG Nunber O Physi cal Pages;
ULONG Lowest Physi cal Page;
ULONG Hi ghest Physi cal Page;
ULONG Al | ocationGranul arity;
ULONG Lowest User Addr ess;
ULONG Hi ghest User Addr ess;
ULONG Acti veProcessors;
UCHAR Number Processors;
} SYSTEM BASI C_| NFORMATI ON, *PSYSTEM BASI C_| NFORMATI ON;

Members
Unknown
Always contains zero; interpretation unknown.

Maxi muml ncrement
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The maximum number of 100-nanosecond units between clock ticks. Also the number of
100-nanosecond units per clock tick for kernel intervals measured in clock ticks.

PhysicalPageSze

The sizein bytes of aphysical page.
Number OfPhysical Pages

The number of physical pages managed by the operating system.
LowestPhysicalPage

The number of the lowest physical page managed by the operating system (numbered
from zero).

HighestPhysical Page

The number of the highest physical page managed by the operating system (numbered
from zero).

AllocationGranularity

The granularity to which the base address of virtual memory reservations is rounded.
LowestUser Address

The lowest virtual address potentially available to user mode applications.
HighestUser Address

The highest virtual address potentially available to user mode applications.
ActiveProcessors

A bit mask representing the set of active processorsin the system. Bit O is processor O;
bit 31 is processor 31.

Number Processors
The number of processorsin the system.
Remarks

Much of the datain this information class can be obtained by calling the Win32 function
Get Syst enl nf 0.
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SystemPr ocessor | nfor mation

typedef struct _SYSTEM PROCESSOR | NFORMATION { // Information Cass 1
USHORT Processor Archi tecture;
USHORT Processor Level ;
USHORT Pr ocessor Revi si on;
USHORT Unknown;
ULONG Feat ureBits;
} SYSTEM PROCESSOR | NFORMATI ON, *PSYSTEM PROCESSOR | NFORMATI ON;

Members
Processor Architecture

The system’ s processor architecture. Some of the possible values are defined in winnt.h
with identifiers of the form PROCESSOR_ARCHI TECTURE_* (where ™’ isawildcard).

ProcessorLevel

The system’ s architecture-dependent processor level. Some of the possible values are
defined in the Win32 documentation for the SYSTEM | NFO structure.

Processor Revision

The system'’ s architecture-dependent processor revision. Some of the possible values are
defined in the Win32 documentation for the SYSTEM | NFO structure.

Unknown
Always contains zero; interpretation unknown.
FeatureBits

A bit mask representing any special features of the system’s processor (for example,
whether the Intel MM X instruction set is available). The flags for the Intel platform

include:
Intel Menonic Value Descri ption
VMVE 0x0001 Vi rtual - 8086 Mbde Enhancenents
TCS 0x0002 Time Stanmp Counter
0x0004 CR4 Regi ster
cvov 0x0008 Condi ti onal Mv/Cnp Instruction
PGE 0x0010 PTE d obal Bit
PSE 0x0020 Page Size Extensions
MIRR 0x0040 Menory Type Range Registers
CXS 0x0080 CVMPXCHGB8 I nstruction
MUX 0x0100 MUX Technol ogy
PAT 0x0400 Page Attribute Table
FXSR 0x0800 Fast Fl oating Point Save and Restore
SI VD 0x2000 Streami ng SI MD Ext ension
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Remarks

Much of the datain this information class can be obtained by calling the Win32 function

CGet Syst eml nf o.

SystemPer for mancel nfor mation

typedef struct _SYSTEM PERFORMANCE | NFORMATION { //
LARGE
LARGE
LARGE
LARGE

ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG

| NTEGER | dl eTi ne;

| NTEGER ReadTr ansf er Count ;
| NTEGER Wit eTransfer Count;
| NTEGER O her Tr ansf er Count ;
ReadQper ati onCount ;

Wi teQperationCount;

O her Oper ati onCount ;
Avai | abl ePages;

Tot al Conmi t t edPages;
Total ConmitLinmt;
PeakCommi t nent ;

PageFaul t s;
WiteCopyFaul ts;
TransitionFaul ts;
Reservedl;

DemandZer oFaul t s;
PagesRead;

PageReadl os;

Reserved2[ 2] ;

Pagefi | ePagesWitten;
Pagefi | ePageWit el os;
MappedFi | ePagesWitten;
MappedFi | ePageWi t el os;
PagedPool Usage;
NonPagedPool Usage;
PagedPool Al | ocs;
PagedPool Fr ees;
NonPagedPool Al | ocs;
NonPagedPool Fr ees;

Tot al Fr eeSyst enPt es;
Syst enCodePage;

Tot al Syst enDr i ver Pages;
Tot al Syst enCodePages;

Smal | NonPagedLookasi deLi st Al l ocateHi ts;

Smal | PagedLookasi deLi st Al | ocateHits;
Reserveds3;

MrByst emCachePage;
PagedPool Page;

Syst enDr i ver Page;

Fast ReadNoWai t ;

Fast ReadWai t ;

Fast ReadResour ceM ss;
Fast ReadNot Possi bl €;
Fast Mil ReadNoWai t ;

Fast Mil ReadWai t ;

Fast Mil ReadResour ceM ss;
Fast Mil ReadNot Possi bl e;
MapDat aNoWai t ;

MapDat aWai t ;

MapDat aNoWai t M ss;
MapDat aWai t M ss;

Pi nMappedDat aCount ;
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ULONG Pi nReadNoWai t ;
ULONG Pi nReadWai t ;
ULONG Pi nReadNoWai t M ss;
ULONG Pi nReadWai t M ss;
ULONG CopyReadNoWai t ;
ULONG CopyReadWai t ;
ULONG CopyReadNoWai t M ss;
ULONG CopyReadWai t M ss;
ULONG Ml ReadNoWai t ;
ULONG Ml ReadWai t ;
ULONG MIl ReadNoWai t M ss;
ULONG Ml ReadWai t M ss;
ULONG ReadAheadl os;
ULONG LazyWi t el os;
ULONG LazyW it ePages;
ULONG Dat aFl ushes;
ULONG Dat aPages;
ULONG Cont ext Swi t ches;
ULONG FirstLevel TbFills;
ULONG SecondLevel TbFi |l | s;
ULONG Systental | s;

} SYSTEM PERFORMANCE | NFORMATI QN, *PSYSTEM PERFORVANCE | NFORMATI ON,;

Members
IdleTime

The total idle time, measured in units of 100-nanoseconds, of all the processorsin the
system.

ReadTransfer Count

The number of bytesread by al callstoZwReadFile.
WriteTransfer Count

The number of byteswritten by all callsto ZwWriteFile.
Other Transfer Count

The number of bytes transferred to satisfy all other 1/0 operations, such as
ZwDevicel oControlFile.

ReadOperationCount

The number of callsto ZwReadFile.
WriteOper ationCount

The number of callsto ZwWriteFile.
Other OperationCount

The number of callsto al other I/O system services, such asZwDevicel oControlFile.
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AvailablePages

The number of pages of physical memory available to processes running on the system.
Total CommittedPages

The number of pages of committed virtual memory.
Total CommitLimit

The number of pages of virtual memory that could be committed without extending the
system’ s pagefiles.

PeakCommitment

The peak number of pages of committed virtual memory.
PageFaults

The number of page faults (both soft and hard).
WriteCopyFaults

The number of page faults arising from attempts to write to copy-on-write pages.
TransitionFaults

The number of soft page faults (excluding demand zero faults).
DemandZeroFaults

The number of demand zero faults.
PagesRead

The number of pages read from disk to resolve page faults.
PageReadl os

The number of read operationsinitiated to resolve page faults.
PagefilePagesWritten

The number of pages written to the system’ s pagefiles.

PagefilePageWritel os
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The number of write operations performed on the system’ s pagefiles.
MappedFilePagesWritten
The number of pages written to mapped files.
MappedFilePageWritel os
The number of write operations performed on mapped files.
PagedPoolUsage
The number of pages of virtual memory used by the paged pool.
NonPagedPoolUsage
The number of pages of virtual memory used by the nonpaged pool.
PagedPool Allocs
The number of allocations made from the paged pool.
PagedPool Frees
The number of allocations returned to the paged pool.
NonPagedPool Allocs
The number of allocations made from the nonpaged pool.
NonPagedPool Frees
The number of allocations returned to the nonpaged pool.
Total FreeSystemPtes
The number of available System Page Table Entries.
SystemCodePage
The number of pages of pageable operating system code and static datain physical
memory. The meaning of "operating system code and static data’ is defined by address
range (lowest system address to start of system cache) and includes a contribution from

win32k.sys.

Total SystemDriver Pages
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The number of pages of pageable device driver code and static data.

Total SystemCodePages
The number of pages of pageable operating system code and static data. The meaning of
"operating system code and static data” is defined by load time (SERvI CE_BOOT_START
driver or earlier) and does not include a contribution from win32k.sys.

SmallNonPagedLookasideListAllocateHits

The number of times an allocation could be satisfied by one of the small nonpaged
lookaside lists.

SmallPagedLookasideListAll ocateHits

The number of times an allocation could be satisfied by one of the small-paged lookaside
lists.

MmSystemCachePage
The number of pages of the system cache in physical memory.
PagedPool Page
The number of pages of paged pool in physical memory.
SystemDriverPage
The number of pages of pageable device driver code and static datain physical memory.
FastReadNoWait
The number of asynchronous fast read operations.
FastReadWait
The number of synchronous fast read operations.
FastReadResourceMiss
The number of fast read operations not possible because of resource conflicts.
FastReadNotPossible

The number of fast read operations not possible because file system intervention
required.

FastMdIReadNoWait
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The number of asynchronous fast read operations requesting a Memory Descriptor List
(MDL) for the data.

FastMdIReadWait
The number of synchronous fast read operations requesting an MDL for the data.
FastMdIReadResourceMiss

The number of synchronous fast read operations requesting an MDL for the data not
possible because of resource conflicts.

FastMdIReadNotPossible

The number of synchronous fast read operations requesting an MDL for the data not
possible because file system intervention required.

MapDataNoWait
The number of asynchronous data map operations.
MapDataWait
The number of synchronous data map operations.
MapDataNoWaitMiss
The number of asynchronous data map operations that incurred page faults.
MapDataWaitMiss
The number of synchronous data map operations that incurred page faults.
PinMappedDataCount
The number of requests to pin mapped data.
PinReadNoWait
The number of asynchronous requests to pin mapped data.
PinReadWait
The number of synchronous requests to pin mapped data.

PinReadNoWaitMiss
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The number of asynchronous requests to pin mapped data that incurred page faults when
pinning the data.

PinReadWaitMiss

The number of synchronous requests to pin mapped data that incurred page faults when
pinning the data.

CopyReadNoWait

The number of asynchronous copy read operations.
CopyReadWait

The number of synchronous copy read operations.
CopyReadNoWaitMiss

The number of asynchronous copy read operations that incurred page faults when reading
from the cache.

CopyReadWaitMiss

The number of synchronous copy read operations that incurred page faults when reading
from the cache.

MdlReadNoWait

The number of synchronous read operations requesting an MDL for the cached data.
MdlReadWait

The number of synchronous read operations requesting an MDL for the cached data.
MdlReadNoWaitMiss

The number of synchronous read operations requesting an MDL for the cached data that
incurred page faults.

MdlReadWaitMiss

The number of synchronous read operations requesting an MDL for the cached data that
incurred page faults.

ReadAheadl os

The number of read ahead operations performed in anticipation of sequential access.
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LazyWritelos

The number of write operations initiated by the Lazy Writer.
LazyWritePages

The number of pages written by the Lazy Writer.
DataFlushes

The number of cache flushesin response to flush requests.
DataPages

The number of cache pages flushed in response to flush requests.
ContextSwitches

The number of context switches.
FirstLevel ThFills

The number of first level translation buffer fills.
SecondLevel TbFills

The number of second level translation buffer fills.
SystemCalls

The number of system calls executed.
Remarks

Slightly longer descriptions of many of the members of this structure can be found in the Win32
documentation for the NT Performance Counters.

SystemTimeOfDayl nfor mation

typedef struct _SYSTEM TI ME_OF DAY_| NFORMATION { // Information Cass 3
LARGE | NTECER Boot Ti ne;
LARGE | NTEGER Current Ti ne;
LARGE | NTEGER Ti neZoneBi as;
ULONG Current Ti meZonel d;
} SYSTEM TI ME_OF_DAY_| NFORVATI ON, *PSYSTEM TI ME_OF_DAY_| NFORMATI ON;

Members
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BootTime

The time when the system was booted in the standard time format (that is, the number of
100-nanosecond intervals since January 1, 1601).

CurrentTime
The current time of day in the standard time format.
TimeZoneBias

The difference, in 100-nanosecond units, between Coordinated Universal Time (UTC)
and local time.

CurrentTimeZoneld
A numeric identifier for the current time zone.
Remarks

None.

SystemPr ocessesAnd T hreadsl nfor mation

typedef struct _SYSTEM PROCESSES { // Information Cass 5
ULONG Next EntryDel t a;
ULONG Thr eadCount ;
ULONG Reservedl[ 6];
LARGE | NTEGER Cr eat eTi ne;
LARCE | NTEGER User Ti ne;
LARGE | NTEGER Ker nel Ti ne;
UNI CODE_STRI NG Pr ocessNane;
KPRI ORI TY BasePriority;
ULONG Processl d;
ULONG I nheri t edFronPr ocessl d;
ULONG Handl eCount ;
ULONG Reserved2[ 2];
LLLONG Pri vat ePageCount ;
VM _COUNTERS VnCount er s;
| O COUNTERS | oCounters; // Wndows 2000 only
SYSTEM THREADS Thr eads[ 1] ;
} SYSTEM PROCESSES, *PSYSTEM PROCESSES;

typedef struct _SYSTEM THREADS {
LARGE | NTEGER Ker nel Ti ne;
LARCE | NTEGER User Ti ne;
LARGE | NTEGER Cr eat eTi ne;
ULONG Wi t Ti ne;
PVO D Start Address;
CLIENT_ID dientld;
KPRIORITY Priority;
KPRI ORI TY BasePriority;
ULONG Cont ext Swi t chCount ;
THREAD_STATE St at e;
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KWAI T_REASON Wi t Reason;
} SYSTEM THREADS, *PSYSTEM THREADS;

Members
NextEntryDelta

The offset, from the start of this structure, to the next entry. A Next Ent ryDel t a Of zero
indicates that thisisthe last structure in the returned data.

ThreadCount
The number of threads in the process.
CreateTime

The creation time of the processin the standard time format (that is, the number of 100-
nanosecond intervals since January 1, 1601).

UserTime

The sum of the time spent executing in user mode by the threads of the process,
measured in units of 100-nanoseconds.

Kernel Time

The sum of the time spent executing in kernel mode by the threads of the process,
measured in units of 100-nanoseconds.

ProcessName

The name of the process, normally derived from the name of the executable file used to
create the process.

BasePriority

The default base priority for the threads of the process.
Processid

The process identifier of the process.
InheritedFromProcessld

The process identifier of the process from which handles and/or address space was
inherited.

HandleCount
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The number of handles opened by the process.
VmCounters

Statistics on the virtual memory usage of the process. VM COUNTERS is defined thusin
ntddk.h:

typedef struct _VM COUNTERS {
ULONG PeakVi rtual Si ze;
ULONG Virtual Si ze;
ULONG PageFaul t Count ;
ULONG PeakWdr ki ngSet Si ze;
ULONG Wor ki ngSet Si ze;
ULONG Quot aPeakPagedPool Usage;
ULONG Quot aPagedPool Usage;
ULONG Quot aPeakNonPagedPool Usage;
ULONG Quot aNonPagedPool Usage;
ULONG Pagefi | eUsage;
ULONG PeakPagefi | eUsage;

} VM_COUNTERS, *PVM _COUNTERS;

loCounters

Statistics on the I/O operations of the process. Thisinformation is only present in
Windows 2000. | O COUNTERS is defined thus:

typedef struct _| O COUNTERS {
LARGE_| NTEGER ReadOper ati onCount ;
LARGE_| NTEGER Wit eOper ati onCount;
LARGE_| NTEGER O her Oper ati onCount ;
LARCGE | NTEGER ReadTr ansf er Count ;
LARCGE | NTEGER Wit eTr ansf er Count ;
LARCGE | NTEGER O her Tr ansf er Count ;

} 1 O_COUNTERS, *PlI O COUNTERS;

PrivatePageCount

The current size, in bytes, of the private (non-shared) pages of the process. Normally has
the same value as the VM Counters member PagefileUsage.

Threads

An array of SYSTEM THREADS structures describing the threads of the process. The
number of elementsin the array is available in the Thr eadCount member.

The members of SYSTEM THREADS follow.
Kernel Time
The time spent executing in kernel mode, measured in units of 100-nanoseconds.

UserTime
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The time spent executing in user mode, measured in units of 100-nanoseconds.
CreateTime

The creation time of the thread in the standard time format (that is, the number of 100-
nanosecond intervals since January 1, 1601).

WaitTime

The time at which the thread last entered await state, measured in clock ticks since
system boot.

SartAddress

The start address of the thread.
Clientld

The client identifier of the thread, comprising a process identifier and a thread identifier.
Priority

The priority of the thread.
BasePriority

The base priority of the thread.
ContextSwnitchCount

The number of context switches incurred by the thread.
Sate

The execution state of the thread. Permitted values are drawn from the enumeration
THREAD_STATE.

typedef enum {
Statelnitialized,
St at eReady,
St at eRunni ng,
St at eSt andby,
St at eTer m nat ed,
StateWi t,
StateTransition,
St at eUnknown

} THREAD STATE;

WaitReason
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An indication of the reason for await. Some possible values are defined in the
enumeration KWAI T_REASON, but other values may also be used.

typedef enum KWAI T_REASON {
Executi ve,
Fr eePage,
Pagel n,
Pool Al | ocati on,
Del ayExecuti on,
Suspended,
User Request,
W Executi ve,
W Fr eePage,
W Pagel n,
W Pool Al | ocati on,
W Del ayExecuti on,
W Suspended,
W User Request ,
W Event Pai r,
W Queue,
W LpcRecei ve,
W LpcRepl vy,
W Vi rtual Menory,
W PageQut ,
W Rendezvous,
Spar e2,
Spar e3,
Spar e4,
Spar e5,
Spar e6,
W Ker nel

} KWAI T_REASON;

Remarks

The format of the data returned to the Systeminformation buffer is a sequence of SYSTEM PROCESSES
structures, chained together viathe Next Ent r yDel t a member. The Thr eads member of each

SYSTEM PROCESSES structure isan array of Thr eadCount SYSTEM THREADS structures. The end of the
process chain is marked by aNext Ent r yDel t a value of zero.

The Process Status APl (PSAPI) function EnunPr ocesses uses thisinformation classto obtain alist
of the process identifier in the system.

A demonstration of the use of thisinformation class to implement a subset of the Tool Help Library
appearsin Example 1.1.

The addition of the | oCount er s member to SYSTEM PROCESSES structure in Windows 2000 has the

consequence that Windows NT 4.0 applications that access the Thr eads member fail when run under
Windows 2000; for example, the pstat.exe resource kit utility suffers from this problem.

SystemCallCounts

typedef struct _SYSTEM CALLS | NFORMATION { // Information Cass 6
ULONG Si ze;
ULONG Nunber O Descri pt or Tabl es;
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ULONG Nunber O Rout i nesl nTabl e[ 1] ;
/1 ULONG Cal | Counts[];
} SYSTEM CALLS | NFORNMATI ON, *PSYSTEM CALLS | NFORMATI ON;

Members
Sze

The sizein bytes of the returned information.
Number OfDescriptor Tables

The number of system service dispatch descriptor tables for which information is
available.

Number OfRoutinesInTable
An array of the count of routinesin each table.
Remarks

Information on the number of callsto each system service is only gathered if the "checked" version of
the kernel is used and memory is allocated by the creator of the table to hold the counts.

The counts of calls to each system service follow the array Nunber Of Rout i nesl nTabl e.

SystemConfigurationl nfor mation

typedef struct _SYSTEM CONFI GURATI ON | NFORMATION { // Information Class 7
ULONG Di skCount ;
ULONG Fl oppyCount ;
ULONG CdRonTCount ;
ULONG TapeCount ;
ULONG Seri al Count ;
ULONG Par al | el Count ;
} SYSTEM _CONFI GURATI ON_I NFORMATI ON, *PSYSTEM CONFI GURATI ON_| NFORMATI ON,;

Members
DiskCount

The number of hard disk drivesin the system.
FloppyCount

The number of floppy disk drivesin the system.
CdRomCount

The number of CD-ROM drivesin the system.
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TapeCount

The number of tape drivesin the system.
Serial Count

The number of seria portsin the system.
ParallelCount

The number of paralel portsin the system.
Remarks

Thisinformation is a subset of the information available to device drivers by calling
| 0Get Confi gurationl nformation.

SystemPr ocessor Times

typedef struct _SYSTEM PROCESSCOR TIMES { // Information C ass 8
LARGE | NTECER 1 dI eTi ne;
LARGE | NTEGER Ker nel Ti ne;
LARGE | NTECER User Ti ne;
LARGE_| NTEGER DpcTi ne;
LARCE_| NTEGER I nterrupt Ti me;
ULONG I nt errupt Count ;
} SYSTEM PROCESSOR _TI MES, *PSYSTEM PROCESSOR TI MES;

Members
IdleTime

Theidle time, measured in units of 100-nanoseconds, of the processor.
KernelTime

The time the processor spent executing in kernel mode, measured in units of 100-
nanoseconds.

UserTime

The time the processor spent executing in user mode, measured in units of 100-
nanoseconds.

DpcTime

The time the processor spent executing deferred procedure calls, measured in units of
100-nanoseconds.
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InterruptTime

The time the processor spent executing interrupt routines, measured in units of 100-
nanoseconds.

I nterruptCount
The number of interrupts serviced by the processor.
Remarks

An array of structuresis returned, one per processor.

SystemGlobalFlag

typedef struct _SYSTEM GLOBAL FLAG { // Information Cass 9
ULONG d obal Fl ag;
} SYSTEM GLOBAL_FLAG *PSYSTEM GLOBAL_FLAG

Members
GlobalFlag
A bit array of flags that control various aspects of the behavior of the kernel.
Remarks
This information class can be both queried and set. SeDebugPri vi | ege isrequired to set the flags.
Some flags are used only at boot time and subsequent changes have no effect. Some flags have an

effect only when using a"checked" kernel.

The flags recognized by the "gflags’ resource kit utility are:

FLG_STOP_ON_EXCEPTI ON 0x00000001
FLG_SHOW LDR_SNAPS 0x00000002
FLG_DEBUG | NI TI AL_COVVAND 0x00000004
FLG_STOP_ON_HUNG GUI 0x00000008
FLG_HEAP_ENABLE_TAI L_CHECK 0x00000010
FLG_HEAP_ENABLE_FREE_CHECK 0x00000020
FLG_HEAP_VALI DATE_PARAVETERS  0x00000040
FLG_HEAP_VALI DATE_ALL 0x00000080
FLG_POOL_ENABLE_TAI L_CHECK 0x00000100
FLG_POOL_ENABLE_FREE_CHECK 0x00000200
FLG_POOL_ENABLE_TAGG NG 0x00000400
FLG_HEAP_ENABLE_TAGG NG 0x00000800
FLG_USER_STACK_TRACE_DB 0x00001000
FLG_KERNEL_STACK_TRACE_DB 0x00002000
FLG_MAI NTAI N_OBJECT_TYPELI ST ~ 0x00004000
FLG_HEAP_ENABLE_TAG BY DLL 0x00008000
FLG_| GNORE_DEBUG PRI V 0x00010000
FLG_ENABLE_CSRDEBUG 0x00020000

FLG_ENABLE_KDEBUG SYMBOL_LOAD 0x00040000
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FLG_DI SABLE_PAGE_KERNEL_STACKS 0x00080000
FLG_HEAP_ENABLE_CALL_TRACI NG 0x00100000
FLG_HEAP_DI SABLE CQALESCI NG 0x00200000
FLG_ENABLE_CLOSE_EXCEPTI ONS 0x00400000
FLG_ENABLE_EXCEPTI ON_LOGE NG  0x00800000
FLG_ENABLE_DBGPRI NT_BUFFERI NG 0x08000000

SystemM odulel nfor mation

typedef struct _SYSTEM MODULE | NFORMATION { // Infornmation Cass 11
ULONG Reserved[ 2] ;
PVA D Base;
ULONG Si ze;
ULONG FI ags;
USHORT | ndex;
USHORT Unknown;
USHORT LoadCount ;
USHORT Modul eNameOf f set ;
CHAR | mageNane[ 256] ;
} SYSTEM MODULE_| NFORMATI ON, * PSYSTEM MODULE | NFORMATI ON;

Members
Base

The base address of the module.

Sze

The size of the module.
Flags

A bit array of flags describing the state of the module.
Index

The index of the module in the array of modules.
Unknown

Normally contains zero; interpretation unknown.
LoadCount

The number of references to the module.
ModuleNameOffset

The offset to the final filename component of the image name.
ImageName
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The filepath of the module.
Remarks

The datareturned to the Syst enl nf or mat i on buffer isauULONG count of the number of modules
followed immediately by an array of SYSTEM MODULE_| NFORVATI ON.

The system modules are the Portable Executable (PE) format files loaded into the kernel address
space (ntoskrnl.exe, hal.dll, device drivers, and so on) and ntdil.dll.

The PSAPI function EnunDevi ceDri ver s uses thisinformation class to obtain alist of the device
driversin the system. It is also used by the PSAPI functionsGet Devi ceDr i ver Fi | eName and
Cet Devi ceDri ver BaseNane.

The code in Example 1.3 uses this information class.

SystemL ocklnformation

typedef struct _SYSTEM LOCK_ | NFORMATION { // Information C ass 12
PVO D Addr ess;
USHORT Type,;
USHORT Reservedl;
ULONG Excl usi veOmnner Thr eadl d;
ULONG Acti veCount ;
ULONG Cont ent i onCount ;
ULONG Reserved2[ 2];
ULONG Nunber O Shar edWai t er s;
ULONG Nunber O Excl usi veWi t er s;
} SYSTEM LOCK | NFORMATI ON, *PSYSTEM LOCK | NFORMATI ON,;

Members
Address
The address of the ERESOURCE structure.
Type
Thetype of the lock. Thisis awaysRTL_RESOURCE_TYPE (1) .
ExclusiveOwner Threadld

The thread identifier of the owner of the resource if the resource is owned exclusively,
otherwise zero.

ActiveCount
The number of threads granted access to the resource.

ContentionCount
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The number of times athread had to wait for the resource.
Number OfSharedWaiters

The number of threads waiting for shared access to the resource.
Number OfExclusiveWaiters

The number of threads waiting for exclusive access to the resource.

Remarks

The datareturned to the Syst enl nf or mat i on buffer isaULONG count of the number of locks
followed immediately by an array of SYSTEM LOCK_| NFORVATI ON.

The locks reported on by thisinformation class are only available to kernel mode code. The locks

support multiple reader single writer functionality and are known as "resources." They are initialized
by theroutineExI ni ti al i zeResour ceLi t e and are documented in the DDK.

SystemHandlel nfor mation

typedef struct _SYSTEM HANDLE | NFORMATION { // Information C ass 16
ULONG Pr ocessl d;
UCHAR Obj ect TypeNumnber ;
UCHAR Fl ags; // 0x01 = PROTECT _FROM CLOSE, 0x02 = INHERI T
USHORT Handl e;
PVO D bj ect;
ACCESS_MASK Gr ant edAccess;
} SYSTEM HANDLE | NFORMATI ON, *PSYSTEM HANDLE | NFORMATI ON,;

Members
Processid

The process identifier of the owner of the handle.
ObjectTypeNumber

A number which identifies the type of object to which the handle refers. The number can
be trand ated to a name by using the information returned by ZwQueryObject.

Flags
A bit array of flags that specify properties of the handle.
Handle

The numeric value of the handle.
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Object
The address of the kernel object to which the handle refers.
GrantedAccess

The access to the object granted when the handle was created.

Remarks

The datareturned to the Syst enl nf or mat i on buffer isaULONG count of the number of handles
followed immediately by an array of SYSTEM HANDLE_| NFORVATI ON.

Examples of the use of thisinformation class to implement utilities that list the open handles of
processes appear in Example 1.2 and Example 2.1 in Chapter 2, "Objects, Object Directories, and
Symbolic Links."

SystemObj ectl nformation

typedef struct _SYSTEM OBJECT _TYPE | NFORMATION { // Information O ass 17
ULONG NextEntryOff set;
ULONG Onj ect Count ;
ULONG Handl eCount ;
ULONG TypeNunber ;
ULONG | nval i dAttri butes;
GENERI C_MAPPI NG Generi cMappi ng;
ACCESS MASK Val i dAccessMask;
POOL_TYPE Pool Type;
UCHAR Unknown;
UNI CODE_STRI NG Nane;
} SYSTEM OBJECT_TYPE_| NFORMVATI ON, *PSYSTEM OBJECT_TYPE_| NFORMATI ON;

typedef struct _SYSTEM OBJECT_| NFORMATI ON {
ULONG Next EntryOf f set ;
PVO D bj ect;
ULONG Cr eat or Processl d;
USHORT Unknown;
USHORT Fl ags;
ULONG Poi nt er Count ;
ULONG Handl eCount ;
ULONG PagedPool Usage;
ULONG NonPagedPool Usage;
ULONG Excl usi veProcessl d;
PSECURI TY_DESCRI PTOR SecurityDescri ptor;
UNI CODE_STRI NG Nane;
} SYSTEM OBJECT_| NFORMATI ON, *PSYSTEM OBJECT | NFORMATI ON,;

Members
NextEntryOffset

The offset from the start of the Syst em nf or mat i on buffer to the next entry.

file://J\NewRiders\chapters\zd877.html 7/12/01



Chapter 1: System Information and Control Page 27 of 63

ObjectCount

The number of objects of thistype in the system.
HandleCount

The number of handles to objects of thistypein the system.
TypeNumber

A number that identifies this object type.
InvalidAttributes

A bit mask of the 0BJ_Xxx attributes that are not valid for objects of thistype. The
defined attributes are

OBJ INHERI T

OBJ_PERMANENT

OBJ_EXCLUSI VE

OBJ_CASE | NSENSI TI VE

OBJ_OPENI F

OBJ_OPENLI NK

OBJ_KERNEL HANDLE /1 W ndows 2000 only

GenericMapping

The mapping of generic access rights to specific access rights for this object type.
ValidAccessMask

The valid specific access rights for this object type.
Pool Type

The type of pool from which this object type is allocated (paged or nonpaged).
Unknown

I nterpretation unknown.
Name

A name that identifies this object type.

The members of SYSTEM OBJECT | NFORMATI ON follow.

NextEntryOffset
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The offset from the start of the Syst em nf or mat i on buffer to the next entry.
Object
The address of the object.
CreatorProcessld
The process identifier of the creator of the object.
Unknown
Normally contains zero; interpretation unknown.
Flags

A bit array of flags that specify properties of the object. Observed values include:

S| NGLE_HANDLE_ENTRY 0x40
DEFAULT_SECURI TY_QUOTA 0x20
PERMANENT 0x10
EXCLUSI VE 0x08
CREATOR_I NFO 0x04
KERNEL _MODE 0x02

Pointer Count

The number of pointer references to the object.
HandleCount

The number of handle references to the object.
PagedPoolUsage

The amount of paged pool used by the object.
NonPagedPoolUsage

The amount of nonpaged pool used by the object.
ExclusiveProcessld

The process identifier of the owner of the object if it was created for exclusive use (by
specifying OBJ_EXCLUSI VE).

SecurityDescriptor

The security descriptor for the object.
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Name

The name of the object.

Remarks

Thisinformation classis only available if FLG_MAI NTAI N_OBJECT_TYPELI ST was setin
Nt G obal Fl ags at boot time.

The format of the data returned to the Syst em nf or mat i on buffer is a sequence of

SYSTEM OBJECT_TYPE_| NFORVATI ON structures, chained together viathe Next Ent r yOf f set member.
Immediately following the name of the object type is a sequence of SYSTEM OBJECT_| NFORVATI ON
structures, which are chained together viatheNext Ent r yOf f set member. The ends of both the
object type chain and the object chain are marked by aNext Ent r yOf f set value of zero.

The use of thisinformation class to implement a utility that lists the open handles of processes
appearsin Example 1.2.

SystemPagefilel nfor mation

typedef struct _SYSTEM PAGEFI LE | NFORMATION { // Information O ass 18
ULONG Next EntryOff set ;
ULONG Current Si ze;
ULONG Tot al Used;
ULONG PeakUsed;
UNI CODE_STRI NG Fi | eNanre;
} SYSTEM PACGEFI LE | NFORMATI ON, *PSYSTEM PACGEFI LE | NFORMATI ON;

Members
NextEntryOffset
The offset from the start of the Syst em nf or mat i on buffer to the next entry.
CurrentSze
The current size in pages of the pagefile.
TotalUsed
The number of pages in the page file that are in use.
PeakUsed
The peak number of pagesin the page file that have been in use.
FileName

The filepath of the pagefile.
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Remarks

None.

Systeml nstructionEmulationCounts

t ypedef
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG
ULONG

struct _SYSTEM | NSTRUCTI ON_EMULATI ON_| NFORMATION { // Info Class 19
Segnent Not Pr esent ;
TwoByt eOpcode;
ESprefi x;
CSprefi x;
SSprefi x;
DSprefi x;
FSPrefi x;
GSprefi x;
OPER32pr efi x;
ADDR32pr ef i X;

| NSB;

I NSW

QUTSB;

auTsw

PUSHFD;

POPFD,

| NTnn;

| NTG,

| RETD,

| NBi nm

[ NW mm

QUTBI mm

OQUTW mm

| NB;

I NW

QUTB;

autw

LOCKpr ef i x;
REPNEpr ef i x;
REPpr ef i x;

HLT;

CLl;

ST,

Generi cl nval i dOpcode;

} SYSTEM | NSTRUCTI ON_EMULATI ON_| NFORVATI ON, *PSYSTEM | NSTRUCTI ON_EMULATI ON_I NFORNMAT

Remarks

The members of this structure are the number of times that particular instructions had to be emulated
for virtual DOS machines. The prefix opcodes do not themselves require emulation, but they may
prefix an opcode that does require emulation.

SystemCachel nfor mation

t ypedef
ULONG
ULONG
ULONG
ULONG
ULONG

struct _SYSTEM CACHE | NFORMATION { // Information Cass 21
Syst enCacheWsSi ze;

Syst enCacheWsPeakSi ze;

Syst enCacheWsFaul t s;

Syst enCacheVM ni num

Syst enCacheWs Maxi num
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ULONG Transi ti onShar edPages;
ULONG Transi ti onShar edPagesPeak;
ULONG Reserved[ 2] ;
} SYSTEM CACHE_I NFORNMATI ON, *PSYSTEM CACHE_| NFORMATI ON;

Members
SystemCacheWsS ze

The sizein bytes of the system working set.
SystemCacheWsPeakS ze

The peak size in bytes of the system working set.
SystemCacheWsFaults

The number of page faultsincurred by the system working set.
SystemCacheWsMinimum

The minimum desirable size in pages of the system working set.
SystemCacheWsMaximum

The maximum desirable size in pages of the system working set.
TransitionSharedPages

The sum of the number of pagesin the system working set and the number of shared
pages on the Standby list. Thisvalueis only valid in Windows 2000.

TransitionSharedPagesPeak

The peak of the sum of the number of pages in the system working set and the number of
shared pages on the Standby list. Thisvalueis only valid in Windows 2000.

Remarks

Thisinformation class can be both queried and set. When setting, only the Syst enCacheVM ni num
and Syst enCacheWs Maxi numvalues are used.

SystemPool Tagl nfor mation

typedef struct _SYSTEM POOL_TAG | NFORMATION { // Information O ass 22
CHAR Tag[ 4];
ULONG PagedPool Al | ocs;
ULONG PagedPool Fr ees;
ULONG PagedPool Usage;
ULONG NonPagedPool Al | ocs;
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ULONG NonPagedPool Fr ees;
ULONG NonPagedPool Usage;
} SYSTEM POOL_TAG | NFORMATI ON, *PSYSTEM POOL_TAG | NFORVATI ON,;

Members
Tag

The four character tag string identifying the contents of the pool allocation.
PagedPool Allocs

The number of times a block was allocated from paged pool with this tag.
PagedPool Frees

The number of times a block was deall ocated to paged pool with this tag.
PagedPoolUsage

The number of bytes of paged pool used by blocks with this tag.
NonPagedPool Allocs

The number of times a block was alocated from nonpaged pool with this tag.
NonPagedPool Frees

The number of times a block was deallocated to nonpaged pool with this tag.
NonPagedPoolUsage

The number of bytes of nonpaged pool used by blocks with this tag.
Remarks

Thisinformation classis only available if FLG_POOL_ENABLE_TAGG NG was Set in Nt G obal Fl ags at
boot time.

The data returned to the Systemlinformation buffer is aULONG count of the number of tags followed
immediately by an array of SYSTEM POOL_TAG | NFORVATI ON.

The data returned by thisinformation class is displayed by the "poolmon™ utility.

SystemPr ocessor Statistics

typedef struct _SYSTEM PROCESSOR STATISTICS { // Information O ass 23
ULONG Cont ext Swi t ches;
ULONG DpcCount ;
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ULONG DpcRequest Rat e;
ULONG Ti nel ncrenent ;
ULONG DpcBypassCount ;
ULONG ApcBypassCount ;
} SYSTEM PROCESSOR_STATI STI CS, *PSYSTEM PROCESSOR_STATI STI CS;

Members
ContextSwitches

The number of context switches performed by the processor.
DpcCount

The number of deferred procedure calls (DPC) that have been added to the processor’s
DPC queue.

DpcRequestRate

The number of DPCs that have been added to the processor’ s DPC queue since the last
clock tick.

Timel ncrement
The number of 100-nanosecond units between ticks of the system clock.
DpcBypassCount
The number of DPC interrupts that have been avoided.
ApcBypassCount
The number of kernel APC interrupts that have been avoided.
Remarks
An array of structuresis returned, one per processor.

The Ret ur nLengt h information is not set correctly (always contains zero).

SystemDpcl nformation

typedef struct _SYSTEM DPC | NFORMATION { // Information O ass 24
ULONG Reser ved;
ULONG Maxi munDpcQueueDept h;
ULONG M ni munDpcRat €;
ULONG Adj ust DpcThr eshol d;
ULONG | deal DpcRat €;
} SYSTEM DPC_| NFORMATI ON, *PSYSTEM DPC_| NFORVATI ON;

Members
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MaximumbDpcQueueDepth

The maximum depth that the DPC queue should attain. If this depth is exceeded and no
DPCs are active, a DPC interrupt is requested.

MinimumDpcRate

The minimum rate at which DPCs should be requested. If the current request rate is
lower and no DPCs are active, a DPC interrupt is requested.

AdjustDpcThreshold
A parameter that affects the interval between retuning of the DPC parameters.

|deal DpcRate
Theideal rate at which DPCs should be requested. If the current rate is higher, measures
are taken to tune the DPC parameters (for example, by adjusting the maximum DPC
gueue depth).

Remarks

Thisinformation class can be both queried and set. SeLoadDr i ver Pri vi | ege iSrequired to set the
values.

These parameters only affect Medi um nport ance and Hi ghl npor t ance DPCs.

The Ret ur nLengt h information is not set correctly (always contains zero).

SystemL oadl mage

typedef struct _SYSTEM LOAD IMAGE { // Information C ass 26
UNI CODE_STRI NG Modul eNane;
PVO D Modul eBase;
PVA D Unknown;
PVO D EntryPoi nt;
PVO D ExportDirectory;
} SYSTEM LOAD | MAGE, *PSYSTEM LOAD | MAGE;

Members
ModuleName

The full path in the native NT format of the module to load. Required on input.
ModuleBase

The base address of the module. Valid on output.
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ModuleSection
Pointer to a data structure describing the loaded module. Valid on outpui.
EntryPoint
The address of the entry point of the module. Valid on output.
ExportDirectory
The address of the export directory of the module. Valid on output.
Remarks
Thisinformation class can only be set. Rather than setting any information (in a narrow sense of
"setting™), it performs the operation of loading a module into the kernel address space and returns

information on the loaded module.

After loading the module, MrPageEnt i reDri ver (documented in the DDK) is called to make the
entire modul e pageable. The module entry point is not called.

Thisinformation classis valid only when ZwSetSysteml nfor mation isinvoked from kernel mode.

SystemUnloadl mage

typedef struct _SYSTEM UNLOAD | MAGE { // Information O ass 27
PVO D Modul eBase;
} SYSTEM UNLOAD | MAGE, *PSYSTEM UNLOAD | MAGE;

Members

ModuleSection

Pointer to the data structure describing the loaded module.
Remarks

Thisinformation class can only be set. Rather than setting any information (in a narrow sense of
"setting”), it performs the operation of unloading a module from the kernel address space.

Even if the moduleis adevice driver, theDri ver Unl oad routineis not called.

Thisinformation classis only valid when ZwSetSysteml nfor mation is invoked from kernel mode.

SystemTimeAdjustment

typedef struct _SYSTEM QUERY_TI ME_ADJUSTMENT { // Information C ass 28
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ULONG Ti neAdj ust nent ;
ULONG Maxi mum ncr enent ;
BOOLEAN Ti meSynchr oni zati on;
} SYSTEM QUERY_TI ME_ADJUSTMENT, *PSYSTEM QUERY_TI ME_ADJUSTMENT;

typedef struct _SYSTEM SET _TI ME_ADJUSTMENT { // Information Cl ass 28
ULONG Ti neAdj ust nent ;
BOOLEAN Ti meSynchr oni zati on;

} SYSTEM SET_TI ME_ADJUSTMENT, *PSYSTEM SET_TI ME_ADJUSTMENT;

Members
TimeAdjustment

The number of 100-nanosecond units added to the time-of-day clock at each clock tick if
time adjustment is enabled.

Maxi muml ncrement

The maximum number of 100-nanosecond units between clock ticks. Also the number of
100-nanosecond units per clock tick for kernel intervals measured in clock ticks.

TimeSynchronization
A boolean specifying that time adjustment is enabled when true.
Remarks

This information class can be both queried and set. SeSyst ent i mePri vi | ege iSsrequired to set the
values. The structures for querying and setting values are different.

The Ret ur nLengt h information is not set correctly (always contains zero).

SystemCrashDumplnformation

typedef struct _SYSTEM CRASH DUMP_I NFORMATION { // Information Class 32
HANDLE Cr ashDunpSecti onHandl e;
HANDLE Unknown; // W ndows 2000 only

} SYSTEM CRASH_DUMP_| NFORMATI ON, *PSYSTEM CRASH_DUMP_| NFORMATI ON;

Members
CrashDumpSectionHandle
A handle to the crash dump section.
ModuleSection
A handle to an unknown object. Thisinformation isonly present in Windows 2000.

Remarks
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If a crash dump section exists, anew handle to the section is created for the current process and
returned in Cr ashDunpSect i onHandl e; otherwise, Cr ashDunpSect i onHandl e contains zero.

In Windows 2000, SeCr eat ePagefi | ePri vi | ege iSrequired to query the values.

SystemExceptionl nfor mation

typedef struct _SYSTEM EXCEPTI ON | NFORMATION { // Information O ass 33
ULONG Al i gnnent Fi xupCount ;
ULONG Excepti onDi spat chCount ;
ULONG Fl oat i ngEnul ati onCount ;
ULONG Reser ved;
} SYSTEM EXCEPTI ON_| NFORMATI ON, * PSYSTEM EXCEPTI ON_| NFORMATI ON;

Members
AlignmentFixupCount
The numbers of times data alignment had to be fixed up since the system booted.
ExceptionDispatchCount
The number of exceptions dispatched since the system booted.
FloatingEmul ationCount

The number of times floating point instructions had to be emulated since the system
booted.

Remarks

None.

SystemCrashDumpStatel nfor mation

typedef struct _SYSTEM CRASH DUMP_STATE | NFORMATION { // Information O ass 34
ULONG CrashDunpSecti onExi st s;
ULONG Unknown; // Wndows 2000 only

} SYSTEM CRASH DUMP_STATE | NFORVATI ON, *PSYSTEM CRASH DUMP_STATE | NFORVATI ON;

Members
CrashDumpSectionExists

A boolean indicating whether a crash dump section exists.
ModuleSection

Interpretation unknown. Thisinformation is only present in Windows 2000.
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Remarks

In Windows 2000, this information class can also be set if SeCr eat ePagefi | ePri vi | ege isenabled.

SystemK er nel Debugger | nfor mation

typedef struct _SYSTEM KERNEL DEBUGGER | NFORMATION { // Information C ass 35
BOOLEAN Debugger Enabl ed;
BOOLEAN Debugger Not Pr esent ;

} SYSTEM KERNEL_ DEBUGGER | NFORMATI ON, *PSYSTEM KERNEL DEBUGGER | NFORMATI ON;

Members
DebuggerEnabled

A boolean indicating whether kernel debugging has been enabled or not.
Debugger NotPresent

A boolean indicating whether contact with aremote debugger has been established or
not.

Remarks

None.

SystemContextSwitchlnfor mation

typedef struct _SYSTEM CONTEXT _SW TCH | NFORMATION { // Information C ass 36
ULONG Cont ext Swi t ches;
ULONG Cont ext Swi t chCount er s[ 11] ;

} SYSTEM CONTEXT_SW TCH_I NFORMATI ON, * PSYSTEM CONTEXT_SW TCH_| NFORMATI ON;

Members
ContextSwitches
The number of context switches.
ContextSwitchCounters
Normally contains zeroes; interpretation unknown.
Remarks
The resource kit utility "ker npr of " claimsto display the context switch counters (if the "-x" option is

specified), but it only expects nine Cont ext Swi t chCount er s rather than eleven. It displays the
information thus:
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Context Switch I nformation
Fi nd any processor
Find | ast processor
I dl e any processor
Idle current processor
Idle | ast processor
Preenpt any processor
Preenpt current processor
Preenpt |ast processor
Switch to idle

[clololololoNoNoNe)

SystemRegistryQuotal nfor mation

typedef struct _SYSTEM REQ STRY_QUOTA | NFORMATION { // Information O ass 37
ULONG Regi stryQuot a;
ULONG Regi stryQuot al nUse;
ULONG PagedPool Si ze;

} SYSTEM REG STRY_QUOTA | NFORMATI ON, *PSYSTEM REGQ STRY_QUOTA | NFORMATI ON,;

Members
RegistryQuota

The number of bytes of paged pool that the registry may use.
RegistryQuotalnUse

The number of bytes of paged pool that the registry is using.
PagedPool Sze

The sizein bytes of the paged pool.
Remarks

This information class can be both queried and set. Sel ncr easeQuot aPri vi | ege iSrequired to set
the values. When setting, only the Regi st r yQuot a valueis used.

SystemL oadAndCalllmage

typedef struct _SYSTEM LOAD AND CALL IMAGE { // Information Class 38
UNI CODE_STRI NG Modul eNane;
} SYSTEM LOAD AND CALL_| MAGE, *PSYSTEM LOAD AND CALL_I| MAGE

Members
ModuleName

The full path in the native NT format of the module to load.
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Remarks

Thisinformation class can only be set. Rather than setting any information (in a narrow sense of
"setting™), it performs the operation of loading a module into the kernel address space and calling its
entry point.

The entry point routine is expected to bea__stdcal I routine taking two parameters (consistent with
the Dri ver Ent ry routine of device drivers); the call arguments are two zeroes.

If the entry point routine returns afailure code, the module is unloaded.

Unlike ZwL oadDriver, which loads the module in the context of the system process,
ZwSetSystemlnformation |oads the module and invokes the entry point in the context of the current
process.

SystemPrioritySeparation

typedef struct _SYSTEM PRI ORI TY_SEPARATION { // Information Cl ass 39
ULONG PrioritySeparation;
} SYSTEM PRI ORI TY_SEPARATI ON, *PSYSTEM PRI ORI TY_SEPARATI ON,;

Members
PrioritySeparation

A value that affects the scheduling quantum period of the foreground application. In
Windows NT 4.0, Pri ori t ySepar at i on takes avalue between zero and two (the higher
the value, the longer the quantum period). In Windows 2000, the low order six bits of
PrioritySeparation areused to configure the scheduling quantum.

Remarks

None.

SystemTimeZonel nfor mation

typedef struct _SYSTEM TI ME_ZONE | NFORMATION { // Information C ass 44
LONG Bi as;
WCHAR St andar dNane[ 32] ;
SYSTEMII ME St andar dDat e;
LONG St andar dBi as;
WCHAR Dayl i ght Name[ 32] ;
SYSTEMII ME Dayl i ght Dat e;
LONG Dayl i ght Bi as;
} SYSTEM TI ME_ZONE_| NFORMATI ON, *PSYSTEM TI ME_ZONE_| NFORMATI ON;

Members

Bias
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The difference, in minutes, between Coordinated Universal Time (UTC) and local time.
SandardName

The name of the timezone when daylight saving time is not in effect.
SandardDate

A SYSTEMTI ME structure specifying when daylight saving time ends.
SandardBias

The difference, in minutes, between UTC and local time when daylight saving time is not
in effect.

DaylightName

The name of the timezone when daylight saving time isin effect.
DaylightDate

A SYSTEMTI ME structure specifying when daylight saving time starts.
DaylightBias

The difference, in minutes, between UTC and local time when daylight saving timeisin
effect.

Remarks

This structure isidentical to the TI ME_ZONE_I NFORMATI ON structure returned by the Win32 function
Cet Ti mreZonel nf or mat i on.

SystemL ookasidel nfor mation

typedef struct _SYSTEM LOOKASI DE | NFORMATION { // Information O ass 45
USHORT Dept h;
USHORT Maxi munDept h;
ULONG Tot al Al | ocat es;
ULONG Al | ocat eM sses;
ULONG Tot al Fr ees;
ULONG Fr eeM sses;
POOL_TYPE Type;
ULONG Tag;
ULONG Si ze;
} SYSTEM LOOKASI DE_| NFORMATI ON, *PSYSTEM LOOKASI DE | NFORMATI ON;

Members
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Depth

The current depth of the lookaside list.
MaximumDepth

The maximum depth of the |lookaside list.

Total Allocates

The total number of allocations made from the list.

AllocateMisses

Page 42 of 63

The number of times the lookaside list was empty and a normal allocation was needed.

TotalFrees

The total number of allocations made from the list.

FreeMisses

The number of times the lookaside list was full and a normal deallocation was needed.

Type

The type of pool from which the memory for the lookaside list is allocated. Possible

values are drawn from the enumeration POOL_TYPE:

typedef enum _POOL_TYPE ({
NonPagedPool ,
PagedPool ,
NonPagedPool Must Succeed,
Dont UseThi sType,
NonPagedPool CacheAl i gned,
PagedPool CacheAl i gned,
NonPagedPool CacheAl i gnedMust S,
MaxPool Type
NonPagedPool Sessi on = 32,
PagedPool Sessi on,

NonPagedPool Must SucceedSessi on,

Dont UseThi sTypeSessi on,

NonPagedPool CacheAl i gnedSessi on,

PagedPool CacheAl i gnedSessi on,

NonPagedPool CacheAl i gnedMust SSessi on

} POOL_TYPE;

Tag

The tag identifying allocations from the lookaside list

Sze
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The size of the blocks on the lookaside list.

Remarks

An array of structures are returned, one per lookaside list. The number of structures can be obtained
by dividing the Ret ur nLengt h by the size of the structure.

The lookaside lists reported on by thisinformation class are only available to kernel mode code. Their
purpose is to speed the allocation and deallocation of blocks of memory from paged and nonpaged
pool. A nonpaged lookaside list isinitialized by the routine ExI ni ti al i zeNPagedLookasi deLi st .

Lookaside lists are documented in the DDK.

SystemSetTimeSlipEvent

typedef struct _SYSTEM SET TIME SLIP _EVENT { // Information Cl ass 46
HANDLE Ti meSli pEvent;
} SYSTEM SET_TI ME_SLI P_EVENT, *PSYSTEM SET_TI ME_SLI P_EVENT;

Members
TimeSipEvent
A handle to an event object. The handle must grant EVENT_MODI FY_STATE access.
Remarks
Thisinformation class can only be set. SeSyst ent i mePri vi | ege iSrequired to set the value. The

Ti meSl i pEvent will be signaled when the kernel debugger has caused time to slip by blocking the
system clock interrupt.

SystemCreateSession

typedef struct _SYSTEM CREATE SESSION { // Information O ass 47
ULONG Sessi onl d;
} SYSTEM CREATE_SESSI ON, *PSYSTEM CREATE_SESSI ON;

Members
Sessionld

Anidentifier for the session. Valid on output.
Remarks

Thisinformation class can only be set. It creates a Windows Terminal Server session and assigns the
session an identifier. Thisinformation classis valid only when Windows Terminal Server is running.
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In all other cases, the return status iSSTATUS | NVALI D_SYSTEM SERVI CE.

SystemDeleteSession

typedef struct _SYSTEM DELETE SESSION { // Information O ass 48
ULONG Sessi onl d;
} SYSTEM DELETE_SESSI ON, *PSYSTEM DELETE_SESSI ON;

< h3>Members
Sessionld

An identifier for the session
Remarks

Thisinformation class can only be set. Thisinformation classis valid only when Windows Terminal
Server isrunning. In al other cases the return status iISSTATUS_| NVALI D_SYSTEM SERVI CE.

SystemRangeStartI nfor mation

typedef struct _SYSTEM RANGE START | NFORMATION { // Information O ass 50
PVAO D SystenRangeStart;
} SYSTEM RANGE_START_| NFORMATI ON, *PSYSTEM RANGE_START_| NFORMATI ON;

Members
SystemRangeSart

The base address of the system (kernel) portion of the virtual address space.
Remarks

None.

SystemVerifiernformation

Format unknown.

Remarks

Thisinformation class can be both queried and set. SeDebugPri vi | ege isrequired to set the values.

Thisinformation class queries and sets information maintained by the device driver verifier. The
"Driver Verifier" isdescribed in the DDK documentation.

SystemAddVerifier
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Format unknown.
Remarks
Thisinformation classis only valid when ZwSet Systeml nfor mation is invoked from kernel mode.

This information class configures the device driver verifier. The "Driver Verifier" is described in the
DDK documentation.

SystemSessionPr ocessesl nfor mation

typedef struct _SYSTEM SESSI ON PROCESSES | NFORMATION { // Information O ass 53
ULONG Sessi onl d;
ULONG BufferSize;
PvA D Buffer;

} SYSTEM SESSI ON_PROCESSES | NFORMATI ON, *PSYSTEM SESSI ON_PROCESSES | NFORMVATI ON,;

Members
Sessionld
The Sessionld for which to retrieve alist of processes and threads.
BufferSze
The sizein bytes of the buffer in which to return the list of processes and threads.
Buffer

Points to a caller-allocated buffer or variable that receives the list of processes and
threads.

Remarks

Unlike other information classes, thisinformation class uses the Syst ent nf or mat i on argument of
ZwQuerySystemlnformation as an input buffer.

The information returned is in the same format as that returned by
Syst enPr ocessesAndThr eads| nf or mat i on, but contains information only on the processes in the
specified session.

The following information classes are only availablein "checked" versions of the kernel.

SystemPool Block sl nfor mation

typedef struct _SYSTEM POOL_BLOCKS | NFORVATION { // Info Classes 14 and 15
ULONG Pool Si ze;
PVO D Pool Base;
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USHORT Unknown;
ULONG Nunber O Bl ocks;
SYSTEM POOL_BLOCK Pool Bl ocks[ 1] ;
} SYSTEM POOL_BLOCKS | NFORMATI QN, *PSYSTEM POOL_BLOCKS | NFORMATI ON;

typedef struct _SYSTEM POOL_BLOCK {
BOCOLEAN Al | ocat ed;
USHORT Unknown;
ULONG Si ze;
CHAR Tag[ 4] ;
} SYSTEM POOL_BLOCK, *PSYSTEM POCOL_BLOCK;

Members
PoolSze
The size in bytes of the pool.
PoolBase
The base address of the pool.
ModuleSection
The alignment of the pool; interpretation uncertain.
Number OfBlocks
The number of blocks in the pool.
PoolBlocks

An array of SYSTEM POOL_BLOCK structures describing the blocks in the pool. The
number of elementsin the array is available in the Number Of Bl ocks member.

The members of SYSTEM POOL_BLOCK follow.
Allocated

A boolean indicating whether thisis an allocated or free block.
ModuleSection

I nterpretation unknown.
Sze

The sizein bytes of the block.

Tag
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The four character tag string identifying the contents of the pool allocation.

Remarks

Information class 14 returns data on the paged pool and information class 15 returns data on the
nonpaged pool.

The paged and nonpaged pools reported on by these information classes are only available to kernel

mode code. Blocks are allocated from paged and nonpaged pool by the routineSExAl | ocat ePool Xxx.
The use of pool memory is documented in the DDK.

SystemM emor yUsagel nfor mation

typedef struct _SYSTEM MEMORY USAGE | NFORMATION { // Info O asses 25 and 29
ULONG Reserved,;
PVO D EndOf Dat a;
SYSTEM MEMORY_USAGE MenoryUsage[ 1];

} SYSTEM MEMORY_USAGE | NFORMATI ON, *PSYSTEM MEMORY_USAGE | NFORVATI ON;

typedef struct _SYSTEM MEMORY_USACGE {
PVO D Nane;
USHORT Val i d;
USHORT St andby;
USHORT Modi fi ed;
USHORT PageTabl es;
} SYSTEM MEMORY_USAGE, *PSYSTEM MEMORY_ USAGE;

Members
EndOfData

A pointer to the end of the valid datain the Syst em nf or mat i on buffer.
MemoryUsage

An array of SYSTEM MEMORY_USAGE structures describing the usage of physical memory.
The number of elements in the array is deducible from the EndOf Dat a member.

The members of SYSTEM MEMORY_USAGE follow.
Name

The name of the object using the memory. This can be either a Unicode or ANSI string.
Valid

The number of valid pages used by the object. If the object is a process, thisisthe
number of valid private pages.

Sandby
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The number of pages recently used by the object that are now on the Standby list.
Modified

The number of pages recently used by the object, which are now on the Modified list.
PageTables

The number of pagetable pages used by the object. The only objects that use pagetables
are processes. On an Intel platform using large (4-MByte) pages, the pagetables are
charged against nonpaged pool rather than processes.

Remarks
Information class 29 does not provide the information on the pages in the Standby and Modified lists.

There is no indication of whether the nameis a Unicode or ANSI string other than the string data
itself (for example, if every second byte is zero, the string must be Unicode).

Information class 25 is able to account for the use of almost all the physical memory in the system.
The difference between sum of theval i d, St andby and Modi f i ed pages and the

Nunber Of Physi cal Pages (returned by the Syst enBasi cl nf or mat i on class) isnormally close to the
number of pages on the Free and Zeroed memory lists.

Example 1.1: A Partial ToolHelp Library Implementation

#include "ntdll.h"
#i ncl ude <tl hel p32. h>
#i ncl ude <stdi o. h>

struct ENTRIES {
ULONG O f set;
ULONG Count ;
ULONG | ndex;
ENTRIES() : Ofset(0), Count(0), Index(0) {}
ENTRIES(ULONG m ULONG n) : O fset(m, Count(n), Index(0) {}

s

enum EntryType {
ProcessType,
Thr eadType,
MaxType

NT: : PSYSTEM PROCESSES Get Pr ocessesAndThr eads()

ULONG n = 0x100;
NT: : PSYSTEM PROCESSES sp = new NT: : SYSTEM PROCESSES[ n] ;

whil e (NT:: ZwQuer ySyst eml nf or mati on(
NT: : Syst enPr ocessesAndThr eads| nf or mat i on,
sp, n * sizeof *sp, 0)
== STATUS_| NFO_LENGTH_M SMATCH)
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delete [ ] sp, sp = new NT:: SYSTEM PROCESSES[n = n * 2];

return sp;

}
ULONG ProcessCount ( NT: : PSYSTEM PROCESSES sp)

ULONG n = O;
bool done = fal se;

for (NT::PSYSTEM PROCESSES p = sp; !done;
p = NT:: PSYSTEM PROCESSES( PCHAR(p) + p->NextEntryDelta))
n++, done = p->NextEntryDelta == O0;

return n;

}
ULONG Thr eadCount ( NT: : PSYSTEM PROCESSES sp)

ULONG n = O;
bool done = fal se;

for (NT::PSYSTEM PROCESSES p = sp; !done;
p = NT:: PSYSTEM PROCESSES( PCHAR(p) + p->NextEntryDelta))
n += p->ThreadCount, done = p->NextEntryDelta == O;

return n;

}
VO D AddPr ocesses( PPROCESSENTRY32 pe, NT:: PSYSTEM PROCESSES sp)

bool done = fal se;

for (NT::PSYSTEM PROCESSES p = sp; !done;
p = NT:: PSYSTEM PROCESSES( PCHAR(p) + p->NextEntryDelta)) {

pe->dwSi ze = si zeof *pe;
pe->cnt Usage = O;
pe- >t h32Pr ocessl D = p->Processl d;
pe- >t h32Def aul t Heapl D = O;
pe- >t h32Mbdul el D = O;
pe- >cnt Threads = p->ThreadCount;
pe- >t h32Par ent Process|I D = p->I nherit edFr onProcessl d;
pe->pcPri O assBase = p->BasePriority;
pe- >dwFl ags = O0;
sprintf(pe->szExeFile, "%*Is",
p- >ProcessNane. Length / 2, p->ProcessNane. Buffer);

pe++;
done = p->NextEntryDelta == 0;

}
}

VO D AddThr eads( PTHREADENTRY32 te, NT::PSYSTEM PROCESSES sp)
bool done = fal se;

for (NT::PSYSTEM PROCESSES p = sp; !done;
p = NT:: PSYSTEM PROCESSES( PCHAR(p) + p->NextEntryDelta)) {

for (ULONGi = 0; i < p->ThreadCount; i++) {
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te->dwSi ze = sizeof *te;
te->cnt Usage = O;
te->t h32Threadl D = DWORD( p->Threads[i]. i entld. Uni queThread);
t e- >t h320wner Processl D = p->Processl d;
te->tpBasePri = p->Threads[i].BasePriority;
te->tpDeltaPri = p->Threads[i].Priority
- p->Threads[i].BasePriority;
t e- >dwFl ags = O;

te++;

}

done = p->NextEntryDelta == 0;
}
}

tenpl at e<cl ass T>
BOOL Get Entry(HANDLE hSnapshot, T entry, bool first, EntryType type)

ENTRIES *entries = (ENTRI ES*) MapVi ewX Fi | e( hSnapshot, FILE MAP_WRI TE,
0, 0, 0);
if (entries == 0) return FALSE;

BOOL rv = TRUE;
entries[type].lndex = first ? 0 : entries[type].lndex + 1;

if (entries[type].Index >= entries[type]. Count)
Set Last Error (ERROR_NO_MORE_FI LES), rv = FALSE;

if (entry->dwSi ze < sizeof *entry)
Set Last Err or (ERROR_I NSUFFI Cl ENT_BUFFER), rv = FALSE;

if (rv)
*entry = T(PCHAR(entries)+entries[type].Ofset)[entries[type].|ndex];

UnmapVi ewX Fi l e(entries);

return rv;

HANDLE
W NAPI
Cr eat eTool hel p32Snapshot (DWORD fl ags, DWORD)

NT: : PSYSTEM PROCESSES sp =
(flags & (TH32CS_SNAPPROCESS | TH32CS_SNAPTHREAD))
? Get ProcessesAndThreads() : O;

ENTRI ES entri es[ MaxType];
ULONG n = sizeof entries;

if (flags & TH32CS_SNAPPRCCESS) {
entries[ ProcessType] = ENTRI ES(n, ProcessCount(sp));
n += entries[ProcessType]. Count * sizeof (PROCESSENTRY32);

}
if (flags & TH32CS_SNAPTHREAD) {

entries[ ThreadType] = ENTRIES(n, ThreadCount(sp));
n += entries[ ThreadType] . Count * sizeof (THREADENTRY32);

}
SECURI TY_ATTRI BUTES sa = {sizeof sa, 0, (flags & TH32CS_INHERIT) != 0};
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HANDLE hMap = Creat eFi | eMappi ng( HANDLE( OxFFFFFFFF) , &sa,
PAGE_READWRITE | SEC COWM T, 0, n, 0);

ENTRI ES *p = (ENTRI ES*) MapVi ek Fi | e(hMap, FILE_MAP_ WRITE, 0, 0, 0);

for (int i 0; i < MaxType; i++) p[i] = entries[i];

if (flags & TH32CS_SNAPPROCESS)
AddPr ocesses( PPROCESSENTRY32( PCHAR(p) + entri es[ProcessType]. Offset),
sp);
if (flags & TH32CS_SNAPTHREAD)
AddThr eads( PTHREADENTRY32( PCHAR(p) + entri es[ ThreadType]. O fset),

sp);
UnnmapVi ewOr Fi | e(p);
if (sp) delete [ ] sp;

return hMap;
}

BOOL
W NAPI
Thr ead32Fi r st (HANDLE hSnapshot, PTHREADENTRY32 te)

return GetEntry(hSnapshot, te, true, ThreadType);
}

BOOL
W NAPI
Thr ead32Next ( HANDLE hSnapshot, PTHREADENTRY32 te)

return GetEntry(hSnapshot, te, false, ThreadType);
}

BOOL
W NAPI
Pr ocess32Fi r st (HANDLE hSnapshot, PPROCESSENTRY32 pe)

{
return GetEntry(hSnapshot, pe, true, ProcessType);

}

BOOL
W NAPI
Pr ocess32Next (HANDLE hSnapshot, PPROCESSENTRY32 pe)

return GetEntry(hSnapshot, pe, false, ProcessType);
}

ZwQuerySystemlnformation with an information class of

Syst enPr ocessesAndThr eads| nf or mat i on returns a superset of the information concerning
processes and threads that is available viathe ToolHelp library (if it were implemented in Windows
NT 4.0). Example 1.1 uses this information class to implement a subset of the ToolHelp library; the
remaining functions of the ToolHelp library are addressed in later chapters.

The Win32 function Cr eat eTool hel p32Snapshot returns a handle to a snapshot of the processes
and threads (and modules and heaps) in the system. The Win32 documentation states that this handle
(and the snapshot itself) isfreed by calling d oseHandl e. ZwQuer ySysteml nfor mation aso returns
a""snapshot,” but this snapshot isjust datain a caller-supplied buffer. To implement the documented
behavior of Cr eat eTool hel p32Snapshot , it is necessary to encapsul ate the information returned by
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ZwQuerySystemlnformation in akernel object so that C oseHandl e can freeit.
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The only suitable kernel object is a section object (known as a file mapping object by Win32). The

ideaisto create a paging-file backed section object and then map a view of this section into the

address space so that the information returned from ZwQuer ySysteml nfor mation can be copied to
it. The view is then unmapped so that closing the section handle will free the snapshot (mapped views
prevent the section object from being del eted).

The routines that return information from the snapshot must then just map the section, copy the

relevant data to the caller-supplied buffer, and unmap the section.

Example 1.2: Listing Open Handles of a Process

#include "ntdll.h"
#i ncl ude <stdlib. h>
#i ncl ude <stdi o. h>
#i ncl ude <vect or>
#i ncl ude <map>

#pragma war ni ng(di sabl e: 4786) // identifier was truncated in the debug info

struct OBJECTS_AND TYPES {

s

std:: map<ULONG NT: : PSYSTEM OBJECT_TYPE_| NFORVATI ON, std:: | ess<ULONG >

types;
std:: map<PVQ D, NT:: PSYSTEM OBJECT_I NFORMATI ON, std::|ess<PVO D> >
obj ect s;

std: : vect or <NT: : SYSTEM HANDLE_| NFORMATI ON> Get Handl es()

{

}

ULONG n;
PULONG p = new ULONG n = 0x100];

whil e (NT:: ZwQuer ySyst eml nf or mati on( NT: : Syst enHandl el nf or nati on,
p, n * sizeof *p, 0)
== STATUS_| NFO_LENGTH_M SMATCH)
delete [ ] p, p = new ULON@ n *= 2];
NT: : PSYSTEM HANDLE | NFORMATI ON h = NT: : PSYSTEM HANDLE_| NFORMATI ON(p + 1);

return std::vector<NT:: SYSTEM HANDLE | NFORMATI ON>(h, h + *p);

OBJECTS _AND TYPES Get Obj ect sAndTypes()

{

ULONG n;
PCHAR p = new CHAR n = 0x1000];

whil e (NT:: ZwQuer ySyst eml nf or mati on( NT: : Syst enObj ect | nf or nati on,
p, n * sizeof *p, 0)
== STATUS_| NFO_LENGTH_M SMATCH)
delete [ ] p, p = new CHAR[ n *= 2];
OBJECTS_AND _TYPES oat s;
for (NT::PSYSTEM OBJECT_TYPE_| NFORVATI ON

t = NT:: PSYSTEM OBJECT_TYPE_| NFORMATI ON(p) ; :
t = NT:: PSYSTEM OBJECT_TYPE_| NFORVATI ON(p + t->Next EntryCffset)) {
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oats.types[t->TypeNunber] = t;

for (NT::PSYSTEM OBJECT_I NFORMATI ON
0 = NT:: PSYSTEM OBJECT | NFORMATI ON( PCHAR(t - >Narne. Buf f er)
+ t->Nane. Maxi munLengt h); ;
0 = NT:: PSYSTEM OBJECT | NFORMATI ON(p + o->NextEntryOifset)) {

oat s. obj ect s[ 0- >Chj ect] = o;
if (o->NextEntryOifset == 0) break;

}
if (t->NextEntryOifset == 0) break;
}

return oats;

}

int main(int argc, char *argv[ ])

{

if (argc == 1) return O;

ULONG pid = strtoul (argv[1], 0, 0);

OBJECTS _AND TYPES oats = Get Obj ect sAndTypes();

std: :vector <NT:: SYSTEM HANDLE | NFORMATI ON> handl es = Get Handl es() ;
NT: : SYSTEM OBJECT | NFORMATI ON def obj = {0};

printf("CObject Hnd Access FI Atr #H #P Type Nanme\ n") ;

for (std::vector<NT:: SYSTEM HANDLE | NFORVATI ON>: @i terator
h = handl es. begin(); h !'= handles.end(); h++) {

if (h->Processld == pid) {

NT: : PSYSTEM OBJECT_TYPE_| NFORVATI ON

t = oats.types[ h->0hject TypeNunber];
NT: : PSYSTEM OBJECT_| NFORVATI ON

0 = oats.objects[h->hject];

if (o ==0) o = &defobj;

printf("% %04hx %6l x %@x 9%8hx ¥8ld %l d % 14.*S % *S\n",
h- >Obj ect, h->Handl e, h->G ant edAccess, int(h->Fl ags),
o- >Fl ags, o->Handl eCount, o0->Poi nter Count,
t->Nane. Lengt h, t->Nane. Buffer,
o- >Nane. Lengt h, o->Nane. Buffer);

}

return O;

}

Example 1.2 assumes that the Nt G obal Fl ag FLG_MAI NTAI N_OBJECT_TYPELI ST was set at boot
time. An alternative method of obtaining alist of open handles using a combination of
ZwQuerySystemlnformation and ZwQuer yObject appears in Chapter 2, "Objects, Object
Directories, and Symbolic Links," in Example 2.1.

The program uses the address of the kernel object to which a handle refersto correlate the
information returned by the information classes Syst enHandl el nf or mat i on and
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Syst enObj ect | nf or mat i on; a Standard Template Library (STL) map is used for this purpose.

Thelist of handlesin the system is scanned for handles owned by a particular process identifier, and
then information about the handle and the object to which it refersis displayed.

ZwQuerySystemEnvironmentValue

ZwQuerySystemEnvironmentValue queries the value of a system environment variable stored in
the non-volatile (CMOS) memory of the system.

NTSYSAPI
NTSTATUS
NTAPI
ZwQuer ySyst enEnvi ronment Val ue(
I N PUNI CODE_STRI NG Nan®,
QUT PVA D Val ue,
I N ULONG Val uelLengt h,
QUT PULONG ReturnLengt h OPTI ONAL

);
Parameters
Name
The name of system environment value to be queried.
Value

Points to a caller-allocated buffer or variable that receives the requested system
environment value.

ValuelLength
The size in bytes of val ue.

ReturnLength
Optionally points to a variable that receives the number of bytes actually returned to
Val ue. If Val ueLengt h istoo small to contain the available data, the variableis set to the
number of bytes required for the available data. If thisinformation is not needed by the
caler, Ret ur nLengt h may be specified as a null pointer.

Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS_PRI VI LEGE_NOT_HELD,
STATUS_BUFFER_OVERFLOW OF STATUS_UNSUCCESSFUL .

Related Win32 Functions

None.
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Remarks
SeSyst enEnvi r onnent Pri vi | ege iSrequired to query system environment values.

The information returned in Buf f er isan array of WCHAR. The Ret ur nLengt h value contains the
length of the string in bytes.

ZwQuerySystemEnvironmentValue queries environment values stored in CMOS. The standard
Hardware Abstraction Layer (HAL) for the Intel platform only supports one environment value,

"Last KnownGood," which takes the values "TRUE" and "FALSE." It is queried by writing Oxb to port
0x70 and reading from port 0x71. A value of zero isinterpreted as "FALSE," other values as "TRUE."

ZwSetSystemEnvironmentValue

ZwSetSystemEnvironmentValue sets the value of a system environment variable stored in the non-
volatile (CMOS) memory of the system.

NTSYSAPI

NTSTATUS

NTAPI

ZwSet Syst enEnvi r onnent Val ue(
I N PUNI CODE_STRI NG Nane,

I N PUNI CODE_STRI NG Val ue

)
Parameters
Name
The name of system environment value to be set.
Value
The value to be set.
Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS_PRI VI LEGE_NOT_HELD or
STATUS_UNSUCCESSFUL .

Related Win32 Functions

None.
Remarks

SeSyst enEnvi r onnent Pri vi | ege isrequired to set system environment values.
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ZwSetSystemEnvironmentValue sets environment values stored in CMOS. The standard HAL for
the Intel platform only supports one environment value, "Last KnownGood," which takes the values
"TRUE" and "FALSE." It is set by writing Oxb to port 0x70 and writing O (for "FALSE") or 1 (for
"TRUE") to port Ox71.

ZwShutdownSystem

ZwShutdownSystem shuts down the system.

NTSYSAPI

NTSTATUS

NTAPI

ZwShut downSyst enq

I N SHUTDOMN_ACTI ON Acti on

)
Parameters
Action

The action to be performed after shutdown. Permitted values are drawn from the
enumeration SHUTDOWN_ACTI ON.

typedef enum _SHUTDOAN ACTI ON {
Shut downNoReboot ,
Shut downReboot ,
Shut downPower O f

} SHUTDOWN_ACTI ON;

Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS_PRI VI LEGE_NOT_HELD.
Related Win32 Functions

Exi t Wndows( Ex), I niti at eSyst enShut down.

Remarks

SeShut downPr i vi | ege isrequired to shut down the system.

User-mode applications and services are not informed of the shutdown (drivers of devices that have
registered for shutdown notification by calling 1 oRegi st er Shut downNot i fi cat i on are informed).

The system must have hardware support for power-off if the power-off action isto be used
successfully.

ZwSystemDebugControl
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ZwSystemDebugControl performs a subset of the operations available to a kernel mode debugger.

NTSYSAPI
NTSTATUS
NTAPI
ZwSyst enDebugCont r ol (
I N DEBUG_CONTROL_CODE Cont r ol Code,
I N PVA D | nput Buf fer OPTI ONAL,
I N ULONG | nput Buf f er Lengt h,
OUT PVA D Cut put Buf f er OPTI ONAL,
I N ULONG Qut put Buf f er Lengt h,
QUT PULONG ReturnLengt h OPTI ONAL

)
Parameters
ControlCode

The control code for operation to be performed. Permitted values are drawn from the
enumeration DEBUG_CONTROL_ CODE.

typedef enum _DEBUG CONTROL_CODE {
DebugCet Tracel nformation = 1,
DebugSet | nt er nal Br eakpoi nt,
DebugSet Speci al Cal I,
Debugd ear Speci al Cal | s,
DebugQuer ySpeci al Cal | s,
DebugDbgBr eakPoi nt

} DEBUG_CONTRCOL_CODE;

I nputBuffer
Points to a caller-allocated buffer or variable that contains the data required to perform
the operation. This parameter can be null if the Cont r ol Code parameter specifies an
operation that does not require input data.

InputBuffer Length
The sizein bytes of | nput Buf f er .

OutputBuffer
Points to a caller-allocated buffer or variable that receives the operation’ s output data.
This parameter can be null if the Cont r ol Code parameter specifies an operation that does
not produce output data.

OutputBufferLength

The sizein bytes of qut put Buf fer .

ReturnLength
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Optionally pointsto a variable that receives the number of bytes actually returned to
Qut put Buf f er . If thisinformation is not needed, Ret ur nLengt h may be anull pointer.

Return Value

Returns STATUS_SUCCESS or an error status, such as STATUS_PRI VI LEGE_NOT_HELD,
STATUS | NVALI D_I NFO_CLASS Or STATUS_| NFO_LENGTH_M SMATCH.

Related Win32 Functions

None.

Remarks
SeDebugPri vi | ege isrequired to use ZwSystemDebugControl in Windows 2000.

ZwSystemDebugControl allows a process to perform a subset of the functions available to a kernel
mode debugger.

The system should be booted from a configuration that has the boot.ini "/ DEBUG" (or equivalent)
option enabled; otherwise a kernel debugger variable needed for the correct operation of internal
breakpointsis not initialized.

The data structures used by ZwSystemDebugContr ol are defined in windbgkd.h (included with the
Platform SDK). An up-to-date copy of thisfileis needed to compile the code in Examples 1.3 and
1.4. One of the structures used by ZwSystemDebugControl includes a union that has grown over
time, and ZwSystemDebugControl checks that the input/output buffers are large enough to hold the
largest member of the union.

DebugGetTracel nformation

typedef struct _DBGKD GET | NTERNAL BREAKPO NT { // DebugGet Tracel nfornmati on
DWORD_PTR Br eakpoi nt Addr ess;
DWORD FI ags;
DWORD Cal | s;
DWORD MaxCal | sPer Peri od;
DWORD M nl nstructi ons;
DWORD Maxl nstructions;
DWORD Tot al | nst ructi ons;
} DBGKD _GET_| NTERNAL BREAKPO NT, *PDBGKD_ GET | NTERNAL_BREAKPQO NT;

#def i ne DBGKD_| NTERNAL_BP_FLAG COUNTONLY 0x01 // don't count instructions
#defi ne DBGKD_| NTERNAL_BP_FLAG | NVALID 0x02 // disabled BP

#def i ne DBGKD_| NTERNAL_BP_FLAG SUSPENDED 0x04 // tenporarily suspended
#defi ne DBGKD_| NTERNAL_BP_FLAG DYING 0x08 // kill on exit

DebugGet Tr acel nf or mat i on does not require an InputBuffer and returns an array of
DBGKD_GET_| NTERNAL_BREAKPO NT structures in the output buffer, one for each of the internal
breakpoints set.

Instruction counting counts the instructions from the breakpoint until the return from the routine
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containing the breakpoint. Ideally, the breakpoint should be placed at the beginning of aroutine. The
user mode debugger (windbg, cdb, ntsd) command "wt" performs user mode instruction counting.

If instruction counting is enabled, M nl nst r uct i ons contains the minimum number of instructions
encountered when executing the routine, MaxI nst r uct i ons contains the maximum, and

Tot al I nstructi ons contains the total number of instructions executed by all invocations of the
routine (since the breakpoint was inserted).

Cal | s isthe number of times the breakpoint has been encountered.

Fl ags indicates whether instruction counting is enabled and whether the breakpoint has been
suspended.

DebugSeti nter nalBreakpoint

typedef struct _DBGKD_MANI PULATE_STATE {

DWORD Api Nunber ;

WORD Processor Level ;

WORD Processor;

DWORD Ret ur nSt at us;

uni on {
DBGKD_READ MEMORY ReadMenory;
DBGKD VRl TE_MEMORY Wit eMenory;
DBGKD_READ MEMORY64 ReadMenory64;
DBGKD VRl TE_MEMORY64 Wit eMenory64;
DBGKD_GET_CONTEXT Get Cont ext ;
DBGKD_SET_CONTEXT Set Cont ext ;
DBGKD VRl TE_BREAKPOI NT W i t eBr eakPoi nt;
DBGKD_RESTCRE_BREAKPO NT Rest oreBr eakP0| nt;
DBGKD_CONTI NUE Cont i nue;
DBGKD_CONTI NUE2 Cont i nue2;
DBGKD_READ WRI TE_| O ReadW it el o;
DBGKD_READ WRI TE_| O EXTENDED ReadW i t el oExt ended:;
DBGKD_QUERY_SPECI AL_CALLS QuerySpeci al Cal | s;
DBGKD_SET_SPECI AL_CALL Set Speci al Cal | ;
DBGKD_SET_| NTERNAL_BREAKPO NT Set | nt er nal Br eakpoi nt ;
DBGKD_GET_| NTERNAL_BREAKPO NT Get | nt er nal Br eakpoi nt ;
DBGKD_GET_VERSI ON Get Ver si on;
DBGKD_BREAKPOI NTEX Br eakPoi nt Ex;
DBCGKD_PAGEI N Pagel n;
DBGKD READ WRI TE_MSR ReadW it eMsr;

}ou
} DBGKD MANI PULATE_STATE, *PDBGKD_NMANI PULATE_STATE;

typedef struct _DBGKD SET | NTERNAL BREAKPO NT { // DebugSet | nt er nal Br eakpoi nt
DWORD_PTR Br eakpoi nt Addr ess;
DWORD FI ags;

} DBGKD_SET | NTERNAL_BREAKPO NT, *PDBGKD_SET_| NTERNAL_BREAKPO NT;

DebugSet | nt er nal Br eakpoi nt does not require an Qut put Buf f er and expectsthel nput Buf f er to
point to a DBGKD_MANI PULATE_STATE structure. The only valuesin this structure that are required are
the two valuesin the DBGKD _SET | NTERNAL _BREAKPQO NT structure. | nput Buf f er Lengt h isthe size
of the DBGKD_MANI PULATE_STATE structure.

Br eakpoi nt Addr ess isthe address of the breakpoint. If a breakpoint already exists at this address,

the FI ags are used to manipulate the breakpoint, otherwise a new breakpoint is established.
Breakpoints are deleted by setting the DBGKD_| NTERNAL_BP_FLAG | NVALI D flag and are temporarily

file://J\NewRiders\chapters\zd877.html 7/12/01



Chapter 1: System Information and Control Page 60 of 63

suspended by setting the DBGKD_| NTERNAL_BP_FLAG_SUSPENDED flag. The counting or non-counting
nature of the breakpoint can be controlled by setting or clearing the
DBGKD_| NTERNAL_BP_FLAG COUNTONLY flag.

Breakpoints can be set at any address, but if the addressis not at the start of an instruction then an
STATUS_| LLEGAL_| NSTRUCTI ON exception may be raised resulting in a system crash. The intention is
that breakpoints should be set at the start of routines but, particularly if instruction counting is
disabled, thisis not essential.

DebugSet SpecialCall

typedef struct _DBGKD SET SPECI AL_CALL { // DebugSet Speci al Cal |
DWORD Speci al Cal | ;
} DBGKD_SET_SPECI AL_CALL, *PDBGKD_SET_SPECI AL_CALL;

DebugSet Speci al Cal | does not require an OutputBuffer and expectsthel nput Buf f er to point to a
DBGKD_MANI PULATE_STATE structure. The only value in this structure that is required isthe valuein
the DBGKD _SET_SPECI AL_CALL structure. | nput Buf f er Lengt h must be four rather than the size of
the DBGKD_MANI PULATE_STATE structure—thisis a bug.

"Specia Calls' are routines that should be treated specially when counting the instructions executed
by some routine. The specia calls set by the kernel debugger are:

HAL! @f Lower | rql @

HAL! @f Rel easeSpi nLock @

HAL! @Hal Request Sof t war el nt er r upt @
NTOSKRNL! SwapCont ext

NTOSKRNL! @i Unl ockDi spat cher Dat abase@

Whether the members of thislist are necessary or sufficient to ensure correct operation of the
instruction counting feature is difficult to say.

DebugClear SpecialCalls

DebugCl ear Speci al Cal | s requires neither an | nput Buf f er nor an Qut put Buf f er . It clearsthelist
of specia cals.

DebugQuerySpecialCalls

typedef struct DBGKD QUERY _SPECI AL _CALLS { // DebugQuerySpecial Calls
DWORD Nunber O Speci al Cal | s;
/1 DWORD Special Calls[ ];

} DBCGKD_QUERY_SPECI AL_CALLS, *PDBGKD_QUERY_SPECI AL_CALLS;

DebugQuer ySpeci al Cal | s does not require an | nput Buf f er and expects the Qut put Buf f er to point
to a buffer large enough to hold aDBGKD_MANI PULATE_STATE structure and an array of DWORDs, one
per special call. It returns alist of the special calls.

DebugDbgBreakPoint

DebugDbgBr eakPoi nt requires neither an | nput Buf f er nor an Qut put Buf f er . If the kernel debugger
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isenabled it causes a kernel mode debug break point to be executed. This debug control code is only
valid in Windows 2000.

The code in Examples 1.3 and 1.4 demonstrates how to set internal breakpoints and get trace
information.

Example 1.3: Setting an Internal Breakpoint

#include "ntdll.h"

#i ncl ude "wi ndbgkd. h"
#i ncl ude <i magehl p. h>
#i ncl ude <stdlib. h>

voi d LoadModul es()

{

}

ULONG n;

NT: : ZwQuer ySyst enl nf or mat i on( NT: : Syst emvbdul el nf or mati on,
&n, 0, &n);

PULONG p = new ULONE n];

NT: : ZwQuer ySyst enl nf or mat i on( NT: : Syst enivbdul el nf or mati on,
p, n * sizeof *p, 0);

NT: : PSYSTEM MODULE | NFORVATI ON nodul e
= NT: : PSYSTEM MODULE | NFORVATI ON(p + 1);

for (ULONGi = 0; i < *p; i++)
SymioadMbdul e(0, 0, nodul e[i]. | mageNane,
nmodul e[i] .l nmageNane + nodul e[i]. Modul eNameOr f set ,
ULONG nmodul e[i]. Base), nodul e[i]. Size);

delete [ ] p;

DWORD Get Addr ess( PSTR expr)

{

}

PCHAR s;
ULONG n = strtoul (expr, &s, 16);

if (*s == 0) return n;
| MAGEHLP_SYMBOL synbol ;

synbol . Si zeOf Struct = sizeof synbol;
synbol . MaxNaneLengt h = si zeof synbol . Nane;

return SymGet SynFronNane(0, expr, &synbol) == TRUE ? synbol . Address :

voi d Set Speci al Cal | (DWORD addr)

}

DBGKD_MANI PULATE_STATE op = {0};
op. u. Set Speci al Cal | . Speci al Cal | = addr;

NT: : ZwSyst enDebugCont r ol ( NT: : DebugSet Speci al Cal |, &op, 4, 0, 0, 0);

voi d Set Speci al Cal | s()

DBGKD_NMANI PULATE_STATE op[ 4] ;
NT: : ZwSyst enDebugCont r ol ( NT: : DebugQuer ySpeci al Cal | s,
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0, 0, op, sizeof op, 0);

if (op[0].u.QuerySpecial Calls. Number O Special Calls == 0) {
Set Speci al Cal | (Get Address("HAL! Kf Lowerlrqgl"));
Set Speci al Cal | ( Get Addr ess( " HAL! Kf Rel easeSpi nLock ));
Set Speci al Cal | ( Get Addr ess(" HAL! Hal Request Softwarel nterrupt”));
Set Speci al Cal | ( Get Addr ess(" NTOSKRNL! SwapCont ext ")) ;
Set Speci al Cal | ( Get Addr ess(" NTOSKRNL! Ki Unl ockDi spat cher Dat abase")) ;

}
}

int main(int argc, char *argv[ ])
if (argc < 2) return O;
NT: : SYSTEM KERNEL_DEBUGGER | NFORVATI ON kd;
NT: : ZwQuer ySyst em nf or mat i on( NT: : Syst enKer nel Debugger | nf or mati on,
&kd, sizeof kd, 0);
i f (kd. Debugger Enabl ed == FALSE) return O;
Enabl ePri vi | ege( SE_DEBUG _NAME) ;

Syminitialize(0, 0, FALSE);
SynBet Opt i ons( SynGet Opti ons() | SYMOPT_DEFERRED LOADS);

LoadModul es() ;

Set Speci al Cal | s();

DBGKD_MANI PULATE_STATE op = {0};

op. u. Set | nt er nal Br eakpoi nt . Br eakpoi nt Address = Get Address(argv[1]);

op. u. Set I nt ernal Breakpoint.Flags = argc < 3 ? 0 : strtoul (argv[2], 0, 16);

NT: : ZwSyst enDebugCont r ol ( NT: : DebugSet | nt er nal Br eakpoi nt ,
&op, sizeof op, 0, 0, 0);

return O;

}

If the kernel debugger is not enabled, an important debugger variable is not initialized. Therefore,
Example 1.3 first uses ZwQuer ySystemInfor mation to check the debugger status and if it is
enabled, the program then sets the special calls and creates or updates a breakpoint.

The program aso demonstrates how to obtain alist of the kernel modules and their base addresses.
Thisinformation is needed by the Imagehlp API routines, which are used to translate symbolic names
into addresses.

The program assumes that Synt.oadMbdul e will find the correct symbol files; if this routine finds the
wrong symbol files (for example, symbols for a checked rather than free build), a system crashis
almost guaranteed.

Example 1.4. Getting Trace Information

#i nclude "ntdll.h
#i ncl ude "wi ndbgkd. h"
#i ncl ude <stdio. h>

int main()
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DBGKD_GET_| NTERNAL_BREAKPOI NT bp[ 20] ;
ULONG n;

Enabl ePri vi | ege( SE_DEBUG _NAME) ;

NT: : ZwSyst enDebugCont r ol ( NT: : DebugGet Tr acel nf or mati on,
0, 0, bp, sizeof bp, &n);

for (int i =0; i * sizeof (DBGKD_GET_|I NTERNAL_BREAKPQO NT) < n; i ++)
printf("%x %x %d %d %d %d %d\n",
bp[i]. Breakpoi nt Address, bp[i].Fl ags,
bp[i].Calls, bp[i].MxCall sPerPeriod,
bp[i].Mnlnstructions, bp[i].Mxlnstructions,
bp[i]. Total I nstructions);

return O;

}

The output produced by Example 1.4 after an internal breakpoint had been set at
NTOSKRNL! Nt Cr eat ePr ocess Was.

80193206 0 6 0 19700 21010 121149
Therefore, the minimum number of instructions executed by Nt Cr eat ePr ocess was 19,700, the

maximum number was 21,010, and the average number was about 20,191.
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