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. ADODB
. Apache
. CGl.pm
. Crypt-DES

. DBD-MySQL
. DBI

. Digest-HMAC
. Digest-MD5

. Digest-SHA
. Expat

. FontConfig
. Fping

. FreeTDS

. FreeType2
. Fruity

. GD2

. LibNet

. ModSSL

. NRPE

. NSCA

NTP
Nagios-Plugins
Nagios2.0
Net-SNMP
Nmap

Nuvola
OpenLDAP
OpenRadius
OpenSSH
OpenSSL
PHP5

Perl5.8
SendEmail
SleepyCatDB
Smokeping
T1lib
TIME-HiRes
XPM

Bison

cqilib

0L DFEREDESWNTAS I OEY , Bt DY R—rF—LOTAODIRAREEICL>THR

Gawk
Gdbm
gettext

glib
GNU-findutils
jpegsrc
libart_Igpl
libol

libpng
PostgreSQL
Qstat
readline
RRDTool
sendEmail
syslog-ng
tcl8

tk8

zlib
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A Unix X—=zx75454 >
o

check_dhcp
check_dig
check_disk
check_dns
check_file_age
check_fping
check_ftp
check_hpjd
check_http
check_icmp
check_ifoperstatus
check_ifstatus
check_imap
check_linux_disk_io
check_linux_memory
check_linux_net_io
check_load
check_log
check_mailqg
check_mysq|
check_net_connstate
check_nntp
check_nntps

check_nrpe
check_ntp
check_oracle
check_novell
check_mssq|l
check_pgsql
check_ping
check_pop
check_procs
check_rpc
check_sensors
check_simap
check_smtp
check_snmp
check_spop
check_ssh
check_ssmtp
check_swap
check_tcp
check_time
check_udp
check_udp2
check_unix_open_fh

L/ :
/Lf Windows R—z7545 1>

check_counter.vbs
check_counter2.vbs
check_counter2_rate.vbs
check_counter_rate.vbs
check_printque.vbs
check_process.vbs
check_process2.vbs
check_service.vbs
check_service2.vbs
mssql_buf_cache_hit.vbs
mssq|_latch_waits.vbs
mssql_lock_wait_time.vbs
mssql_log_growth.vbs
mssql_log_growth1.vbs
mssql_log_used.vbs
mssql_log_used1.vbs
mssql_transactions.vbs
wmi_cpu.vbs
wmi_disks.vbs
wmi_drive.vbs
wmi_exchange_diskfile.vbs
wmi_exchange_mailbox_receiveq.vbs
wmi_exchange_mailbox_sendq.vbs

wmi_exchange_mailbox_size.vbs
wmi_exchange_mta_workq.vbs
wmi_exchange_public_receiveq.vbs
wmi_exchange_public_sendq.vbs
wmi_mem.vbs
wmi_mssql_buf_cache_hit.vbs
wmi_mssql_latch_waits.vbs
wmi_mssql_lock_wait_time.vbs
wmi_mssql_log_growth.vbs
wmi_mssql_log_used.vbs
wmi_mssq|_transactions.vbs
wmi_printqueue.vbs
wmi_process.vbs
wmi_service.vbs

wmi_swap.vbs
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Network Devices ¢
e % Graphs Trends
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SYSLOG Histogram Histogram
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Switch Bridge Summary Sox Signoff
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Console
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Los Angeles Network Director
Master Server

tﬁ-::zrlmul i | ]: r;j

Network Director + Network Collector
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B.FE. Legacy Network Monitor
(such as What's up Gold,
HP OpenView or IBM Tivoly)

Tokyo Network Director Hong Kong Network Director
Child Server A Child Server B




t k .
m? rector Network Director

E B

RA:

RAREIE AR T—E2ANERENBIDEDH DA E1—3—%ELET . COAVE1—E3—IFIPFRLRZHEH->TL
HIEEHNIE HF-oTWEWIELHYFET , U—/N\— IL—3— RAYF. . T7A4T724+—)L. PBX. BRI HEZEEE. SAN.
TV —2a F FO9SRE—HEDTINAREIEVY I Iz 7 THAHEELHYET,

RRAR T IL—T:
LR—rELUVRTEZBHETB1DOUEDRRAMNDST IL—TDIETT,

H—ER:

TRRAMA T O OMIBEE T HINTGA—F— AT—R R F=IEERDIETT,
HJ—EX S IL—T:
LR—FBEIUVRFTEZEEMNETBIDULEDS—ERDTIIL—TDIETT,
o

BUFLE, XY= LICHEENREL-IGEICEMEINDAIAYDZETT,
A E kR

FHmElE. Y —EXD ARG PICHELEFADERINITEONIERHEEIELET,

avR:

O URITEBETEDOMEED-OIZEER. TSN, 51T, H—ERXADBIE. U—ERDBEH . Y—ERARUMNIERS—, KRR
RDIREE. RARA RNV RS—RAIZERZRSINET,

H—E XDKTFEZ:
BHOY—ERDRT—ARARIZEDE, 7OT14TH—ERDRIEZNFHTHETT,



t k .
m? rector Network Director

E B

H—EX IXHL—av:
HAEHNEELNHLI T —EADBIERITRNGN OGS ORI —VEBEL IR VLT - IR—Dr—I2&
MEBBEEITHETT,

RAFDEKTFRI !
BHORANDAT—RRIZEDE, TOTATERANDRIEEZ R T H2ETT,

RRR IRHL—Sav:
1824 % AR SR A L DBMER T RNE NI B DRI T~V EBEELEX VNI —) TH—Sv—IZBA
EEMEETHETT.

eRR A MER:
PERARAMERE (. CGITRAAT-OIERAINAHER T, BAATREAGHRANIET 5 EMDERTT , RYT—UT 1L
HB—TlE, BE. ICMPOEHLER A/ yrOREFEEDHTY 5719 HSmokepingERLET,

YhoR U —E RiEER:
VisR U —E R1EHREIE . CGIIRZ A= FRAINZIERT. RAAREL Y —EXIZET2EMDIEHRTT . FYT—2
TALOA—TIE. BE. NITA—IVARATARFEEIFY—ERGREOY—ERB OO SIEREINT=T57FRLTWET,

H—E X HiEHER:

H—ERHAEREIFCPUE AR, ATYFERR, @S0 Foav B, Fldd—/N\—IL—LOEBKEZHIZEHLT
. OK. WARNING. CRITICAL. E£1=IXUNKOWNE&E LS 1=4FEFEED A T—ERAFLEL . U—EX S RIZEET BFEHRD &
T,

INTHF—RURT—A:

INDHA—IVRT—REIF BEREINTWBAR Y —ERBLIURACD /N T+—T o ADFHIEFHREINE ., 1. LR—r T 51=
DIERAINE T, INT+—IVRT—21FE =, CPUFERZE, ATVERE, BT o avmE#. £k ——L
—LDBEKEZICEHLTOREHRELYET,



(?twork
irector

Network Director &%

9T 4 H)V A—/N—E 22— (Tactical Overview)
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<) https: / /www.wansecurity.com/wanmon/ 2 v © (G

Monitoring Performance
Tactical Monitoring Overview Service Check Execution Time: 0.03 / 60.29 / 1.385 sec

Last Updated: Wed Mar 29 06:41:24 PST 2006
Updated every 300 seconds
Naglos® - www.nagios.org

Logged In as rtsmith

] o o

o
g Host Detall
‘_)\s bigllama

# (5 Host Group

+ E’J Service Group
@ Status Map

# [ Problems
E? Comments
;D Downtime

2 o

W) Trends
) Avaliabilty

o & Aerts

f) Histogram

‘t’) History

‘f’) Summary
ﬁ) Notifications
& Event Log
< Network Collector

{#¥ Process

@ Performance

0“° Scheduling Queue
‘Q View Config

(., Manage Configuration

E'/ Backup Configuration

Done

Network Outages
0 Outages

0 Down

62 Critical

61 Unhandled Problems
1 Acknowledged

Flap Detection

N/A

0 Unreachable

17 Warning

14 Unhandled Problems
1 Acknowledged

2 Disabled

Notifications

3 Services Disabled
2 Hosts Disabled

Hosts
17 Up

Services
2 Unknown
2 Unhandled Problems

Monitoring Features
Event Handlers

All Services Enabled
All Hosts Enabled

Service Check Latency:

Host Check Execution Time:
Host Check Latency:

# Active Hast / Service Checks:

35,00/ 267.43  119.333 sec
0.01/4.59 / 3.432 sec
0.00 / 148,63 / 18.282 sec
17/ 471

# Passive Host / Service Checks: 0/ 0

Network Health

-
S —

0 Pending
390 Ok 0 Pending
Active Checks Passive Checks
2 Services Disabled 44 Services Disabled
All Hosts Enabled All Hosts Enabled

www.wansecurity.com @
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& ® e : =il
L & 527 2 https:/ /www.wansecurity.com/wanmon/ v G
= Host Status Totals Service Status Totals
m Current Network Status Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Last Updated: Sun Mar 26 08:48:32 PST 2006 17 0 0 0 393 18 2 58 0
! o Updated every 300 seconds
- Naglos® - www.naglos.org All Problems All Types All Problems All Types
g Tactical Overview Logoedinies? 0 17 ﬂ 471
View History For all hosts
© service Detal View Notifications For All Hosts
@ Host Detal View Host Status Detal For All Hosts
hostname
% Service Status Details For All Hosts
® [ Host Group
@ [ service Group Service Status Last Check Duration Attempt Status Information
o status Map 22", check htp_time [ oK  2006-03-26T08:45:06 0d 1h 44m 365 Y3 HTTP OK HTTP/1.1 200 OK - 278 bytes In 0.620 seconds
= & problems
. check_ssh OK 2006-03-26T08:45:06 1d 20h 58m 10s 3 SSH OK - OpenSSH_3.9p1 (protocol 1.99)
@ Service
@ Host =« Q; check_disk_/tmp Iy OK  2006-03-26T08:45:0577d 21h 16m 10s Y3 DISK OK - free space: /tmp 100 MB (100%):
» R CaRaes check_disk_/var/tmp [I oK  2006-03-26T08:45:05 0d2h18més Y3 DISK OK - free space: /var/tmp 25 MB (100%):
Z Comments
9 Downtime check_disk_gigs_/ Iy OK 2006-03-26T08:43:32 77d 21h 16m 4s 3 DISK OK - free space: [ 9 GB (24%):
check_disk_gigs_/data I OK 2006-03-26T08:45:05 18d 12h 45m 235 Y3 DISK OK - free space: /data 11 GB (4%):
h check_dns [ oK  2006-0326T08:45:0577d 21h 15ms7s 13 DNS OK- 0.002seconds respanee tme wansecurlty.com returns
@ Trends check_dns. expect [ OK  2006-03-26T08:45:05 59 %h 26m 285 Y3 DNS OK:/0.002 seconds A R e L L L
W) avaliabiity e FTP OK - 0.003 second response time on port 21 [220 ProFTPD
= check_ftp_time I\ OK  2006-03-26T08:45:0547d 12h 30m 375 /3 1.2.10 Server (capaclty.wansecurly.com) [72.35.232.130]]
. check_http Iy OK 2006-03-26T08:45:05 12d 8h 50m 24s 3 HTTP OK HTTP/1.1 200 OK - 5623 bytes in 0.002 seconds
uﬂ) Notifications
@ Event L OK ‘percent_used'=95:98:99:0: 2067188 LowFree=13608
09 Cached=770576 HighFree=93992 MemTotal=2067188
\) Network Collector check_linux_mem Iy OK 2006-03-26T08:45:05 9d 1h 36m 18s 13 SwapCached=0 LowTotal=895796 Buffers=315164
Active=1291552 Inactive=305692 SwapTotal=524280
), SwapFree=524268 MemFree=107600 HighTotal=1171392
m check_local,_Joad | OK  2006-03-26T08:45:05 9d 13n 38m49s Y3 OK - load average: 0.39, 1.00, 1.12
check_local_procs I OK 2006-03-26T08:45:05 77d 21h 15m 37s 3 PROCS OK: 132 processes with STATE = VSZ
check_local_users Iy OK 2006-03-26T08:45:05 77d 21h 15m 34s 3 USERS OK - 2 users currently logged in
Uptime: 152525 Threads: 38 Questions: 32543 Slow queries: 0
check_mysql Iy OK 2006-03-26T08:43:32 13d 13h 58m 51s Y3 Opens: 0 Flush tables: 1 Open tables: 64 Querles per second
avg: 0.213
OK - "TIME_WAIT'=3:100: 130:0: U CLOSING=1 CLOSE_WAIT=0
1 " ore CONNECTING=0 SYN_SENT=2 DISCONNECTING=0 CLOSE=0
check_net_connstate TIME_WAIT Iy OK  2006-03-26T08:45:05 12d 21h 52m 48s 13 SYN_ RECV=0 FIN WAIT1=0 CONNECTED=0 LAST ACK=0
ESTABLISHED=161 FIN_WAIT2=0 UNKNOWN=0 LISTEN=27
check_pop Iy OK 2006-03-26T08:45:0547d 12h 25m 37s 3 POP OK - 0.007 second response time on port 110 [+OK ready]

Find: (Q

Done

(] Match case

www.wansecurity.com @
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RAMEHROEBEE TIE. RAMNIBET AIEREEETE RAMITUREEHETTEET . P DZDHRANMIIE., BED
HHAEEBE LI-TExtra Host Notes)(BEA LEDAERDTZAAV)HAHYET , ZDIFE . RACDICMP®D F5 B
WO YRARDF Y IEFEEDHT=SmokepingREAAILD T ZII1ZHYFET M, B RAMER THNIEAELLTEE SN
9,

Nagios (&)
> AE <) https: / /www.wansecurity.com/wanmon/ aw G
Host T‘
9 Host Information bigllama.ddo.jp |
Last Updated: Wed Mar 29 06:26:10 PST 2006 (bigllama) |
(A) Updated every 300 seconds |
Nagios® - www.nagios.org
Logged In as rtsmith Member of |
© Tactical Overview |
View Status Detall For This Host No hostgroups
© service Detal View Alert History For This Host |
Host Detall View Trends For This Hast
? : View Alert Histogram For This Host biglisma.ddo.lp :
" |bigllama View Avallability Report For This Hast
# [ Host Group View Notifications This Host @ |
® () service Group U !
S p— Extra Host Notes ||
us Map
= (Cent0S 4.2) |
% [ problems @ |
& comments This is Tom's bigllama !
2 powntime |
Host State Information Host Commands |
m Host Status: up “ Locate host on map |
0 PING OK - Packet koss = 0%, RTA = 132.29
. % status Information: - * Disable active checks of this hast :
‘f) Trends Performance Data: ) Re-schedule the next check of this hast !
@ Current Attempt: 1/10
:EJ? i"s‘z"“w State Type: HARD ® Submit passive check result for this hast |
= d Last Check Type: ACTIVE % Stop accepting passive checks for this host I
) Histogram Last Check Time: 2006-03-28T20: 14: 10 |
@ History Status Data Age: 0d 10h 12m 0s *x Stop obsessing over this host SRSy
i/) - Next Scheduled Active Check: N/A % Disable notifications for this host |
) Summary . ¥
) Y] . E 000 IS \) Schedule downtime for this host |
cﬁ) Notifications Check Duration: 4.165 seconds |
E? Event Log Last State Change: 2006-03-28T00: 55: 16 S@ Disable notifications for all services on this hast |
- Current State Duration: 1d 5h 30m 54s W E
. \ Enable notifications for all services on this host
< Network Collector Last Host Notification: 2006-03-28T00: 55: 16 4 I
: Current Notification Number: 0 (-) Schedule a check of all services on this host |
|‘\\ &: 1s This Host Flapping? N/A % Disable checks of all services on this hast |
2 = Q9 T e Clng: /A v Enable checks of all services on this hast |
: In Scheduled Downtime? NO vV ! ! |
49 Process Last Update: 2006-03-29T06:25:38 P4 Disable event handler for ths host |
@0 Performance Active Checks: ENABLED % Disable fiap detection for this hast !
@° Scheduling Queue Passive Checks: ENABLED L
&, View Confl Obssssing: ENABLED
3 < Notifications: ENABLED
@ Manage Configuration Event Handler: ENABLED
E Backup Configuration Flap Detection: ENABLED
Host Comments
\:'{‘Add a new comment
£y
’ Delete all comments £
Done www.wansecurity.com ﬂ
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(&) Nagios ()

2

) https: / /www.wansecurity.com/wanmon/ v (Gl

it
ella

® B <

@ Tactical Overview

@ Host Deta

) |hostname
—~

% [ Host Group

# [ service Group
& Status Map

+ [ problems
& comments

:_.) Downtime

(>

Alerts
) Notifications
\;? Event Log

< Network Collector
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ProblemZE /=IETroubleE 2 —EHEI(X. BN HHHRA L, BEDHHI Y —EREBEEDHHHRRAL, RYLT—IEEDT AN

TERRTEET,

e 06 Nagios o
<3 v CL) v @’;] AI! ) https: / /www.wansecurity.com/wanmon/ av | ©I(CF
Host Status Totals Service Status Totals u
m Current Network Status Up Down Unreachable Pending Ok Warning Unknown Critical Pending
Last Updated: Sun Mar 26 08:43:59 PST 2006 17 0 0 0 394 16 2 59 0
! Updated every 300 seconds
- Naglos® - www.nagios.org All Problems All Types All Problems All Types
Logged In as rtsmith
@ Tactical Overview el 0 17 7 471
View History For all hosts
© service Detal View Notifications For All Hosts
@ Host Detall View Host Status Detail For Al Hosts
\l hostname
= . Service Status Details For All Hosts
® (5 Host Group Display Filters:
. Host Status Types: All
[+ ED Service Group Host Praperties: Any
@ Status Map Service Status Types: All Problems IL
Service Pi tes: A
=2 b Problems e e o
“ Service Host Service Status Last Check Duration Attempt Status Information
@ Host dopn-wed <) check nttp_MuttBetpoker.com (22 5l ||} CRITICAL 2006-03-26708:42:38 20 14n 10m 35 313 Connection refused
@ Network Outages check_http_www.CigarPokerRoom.com || CRITICAL 2006-03-26T08:39:3677d 21h 10m 165 33 (Service Check Timed Out)
|2 Comments
g e check_http_www.WorkdSuperPoker.com || CRITICAL 2006-03-26T08:42:38 6d Oh 56m 225 3/3 CRITICAL - string not found
: ella \Z"j wmi_mssql_log_used_CP_DoylesRoom E WARNING 2006-03-26T08:41:16 0d 3h 33m 23s 3/3 Warning - ‘CP_DoylesRoom' Percent Log Used : 56%
M 6 wmi_mssql_log_used_Hollywood FFL E WARNING 2006-03-26T08:38:40 1d 8h 37m4s 3/3 Warning - ‘Hollywood FFL' Percent Log Used : 50%
) Trends wmi_mssql_log_used_model J‘)E WARNING 2006-03-19T08:01:22 18d 5h 24m 29s 33 Warning - ‘model Percent Log Used : 62%
© avaiabiny wmi_mssql_log_used_pubs J‘)E WARNING 2006-03-19T08:01:22 18d 2h 46m 455 3/3 Warning - ‘pubs’ Percent Log Used : 62%
® D Aens
ﬂ) Notifications fiyOL \:/c:jf') ssh_wmi_drive_c E WARNING 2006-03-26T08:38:42 3d 22h 55m 7s 33 Warning - ¢: Disk Utilization 92%
{# EventLog
enswan .‘//':,’Q ssh_check_disk i WARNING 2006-03-26T08:41:16 6d 21h 53m 6s 33 DISK WARNING - free space: / 6300 MB (37%):
< Network Collector - =g / g / space: / (37%)
S\, serveriron400 \Z{‘ If_operational_status ethernet2-1 CRITICAL 2006-03-26T08:41:21 36d 13h 32m 46s 3/3 CRITICAL: Interface GigabitEthernet2/1 (index 65) s down.
_—- . - . s - WARNING: Interface GigabitEthernet2/3 (Index 67) is
m 9 if_operational_status ethernet2-3 WARNING 2006-03-26T08:39:3636d 13h 37m 30s 33 administratively down.
if_operational_status ethernet2-5 CRITICAL 2006-03-26T08:38:4536d 13h 32m 125 3/3 CRITICAL: Interface GigabitEthernet2/5 (Index 69) is down.
If_operational_status ethernet2-6 CRITICAL 2006-03-26T08:41:18 36d 13h 32m 6s 3/3 CRITICAL: Interface GigabitEthernet2/6 (index 70) is down.
if_operational_status ethernet2-7 CRITICAL 2006-03-26T08:36:55 36d 13h 32m 6s 3/3 CRITICAL: Interface GigabitEthernet2/7 (index 71) is down.
if_operational_status ethernet2-8 CRITICAL 2006-03-26T08:39:37 50d 5h 48m 20s 3/3 CRITICAL: Interface GigabitEthernet2/8 (Index 72) s down.
4 1 . a1:93 3 WARNING: Interface FastEthernet3/1 (index 129) is
if_operational_status ethernet3-1 WARNING 2006-03-26T08:41:21 36d 13h 36m 59s 33 administratively down.
If_operational_status ethernet3-11 CRITICAL 2006-03-26T08:36:5543d 10h 50m 155 33 CRITICAL: Interface FastEthernet3/11 (index 139) is down. A
if_operational_status ethernet3-13 CRITICAL 2006-03-26T08:41:23 50d 5h 47m 55 3/3 CRITICAL: Interface FastEthernet3/13 (index 141) is down. X

© Find:

Q

Done

[C1Match case

www.wansecurity.com @
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RAMIAABMEY—EROAD L

RARIAVREY —ERAAVCDAAIZEST, FYRT—VEBE L, Y—ERXERAMDREBEZEHL . RRANEEH—
EXBHOILKREZHE. BEOHLIEEICET HFILEERT ENTEFET, SIS D RYNT -V EEELNEEBERD

REDETKAZHERTEET,

8066

& =

[ e

@ Tactical Overview
@ Service Detall
© Host Detail
\)\‘ bigllama

# |2 Host Group

+ Ej Service Group

ﬁ Status Map

# () Problems

;) Downtime

W) Trends
W) avaiabilty

3 ) Aerts

o) Notifications
% EventLog
< Network Collector

(&7 Process

& Performance

0"0 Scheduling Queue
5& View Config

é Manage Configuration

t/ Backup Configuration

https:/ /www.wansecurity.com/wanmon/cgi-bin/extinfo.cgi?&type=3

Nagios (&)

i\ ) https:/ /www.wansecurity.com/wanmon/ = Gl

All Host and Service Comments

Last Updated: Wed Mar 29 05:43:37 PST 2006
Updated every 300 seconds

Nagios® - www.nagios.org
Logged In as résmith

[ Host C | Service C ]

Host Comments

®
Add a new host comment

Nﬂa‘:'e Entry Time Author Comment cor‘;g‘em Persistent Type Expires Actions
This host appears to be having a network interface
bigliama 2006-03-29705:37:38 rtsmith Issuel. I will disable notifcations for this host for the 3 Yes User N/A ’
time being.

This hast has been scheduled for flexible
downtime starting between 2006-03-29T05:41:13
biglama 2006-03-29705:43:32 (9% and 2006-03-29707:56:13 and lasting for aperiod 4 No  neded na @
“ of 0 hours and 30 minutes. Notifications for the
host will not be sent out during that time period.

Service Comments

w ,
Add a new service comment

Host Comment

T Service Entry Time Author Comment 1D Persistent Type Expires Actions

Iknowthisis
a problem
dbpn-web check_http_MultiBetPoker.com 2006-03-19721:10: 10 rtsmith and I will fix
It as soon as
passible.
I know this
diskis
2006-03-24T01:14:29 rtsmith o}“;’;‘gg ?:‘v‘m 2 Yes  Acknowledgement N/A (@
maek more
space later.

1 Yes Acknowledgement  N/A ’

openswan ssh_check_disk_/

www.wansecurity.com @
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OEIALLADRT P a—IUE

BIVEBALDRTDa—)ViElE, KYERLGLUR—MEREL. BIEOBERERIELET . 75—LICIRYEISNH I ELL,
FYEREGZLR—rEIREL ., FIHEEDREZRIELET . T2/ LK BEOREDEENTHONHERIC, EE D
BREESHREREZRIERETEEFY,

e 06 Nagios o

S https:/ /www.wansecurity.com/wanmon/ =4 '

\
m (V) External Command Interface

Last Updated: Wed Mar 29 05:41: 13 PST 2006
m;l ) Nagios® - www.nagios.org
Y Logged in as résmith

@ Tactical Overview

L
()
>

You are requesting to schedule downtime for a particular host

© service Detal

@ Host Detail Command Options Command Description

.\%Ibigllama This command Is used to schedule downtime for 2

= Host Iblgllama particular host. During the specified downtime, Nagios
# (3 Host Group Name: will not send notifications out about the host. When the

= Author scheduled downtime expires, Nagios will send out
% (D) service Group {Your |rtsmith notifications for this host s it normally would.

@ Status Map Name): Scheduled downtimes are preserved across program
5 [ Problems Comment: II will replace the network card in this system. shutdowns and restarts. Both the start and end times

should be specified in the following format:

2 Comments mm/dd/yyyy hh:mm:ss. If you select the fixed
E’ ;;pgered NA v option, the downtime will be In effect between the start
3 Downtime . and end times you specify. If you do not select the

Start fixed option, Nagios will treat this as *flexible”
P, Time: |2006-03-291'05:41:13 downtime. Flexible downtime starts when the host goes
m 2) End down or becomes unreachable (sometime between the
Time: |2006—03-29707:56: 13 start and end times you specified) and lasts as long as
& ) the duration of time you enter. The duration fiekds do
.I;) Trends Type: |m | not apply for fixed downtime.
) Avallabilty If Flexlble.z,lo— Hours|30 Minutes
a EJ Alerts Duration:
) Notfications fiose. | schedule triggered downtime for all child hosts v/
E‘? Event Log
< Network Collector Commit | Reset
Config (2)
Please enter all required infor ion bef itting the d
@¥ Process Required fields are marked in red.
@ Performance Failure to supply all required values will result in an error.
000 Scheduling Queue
‘Q View Config
6 Manage Configuration
E/ Backup Configuration
Done www.wansecurity.com ﬂ
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Y—EXRT— MOREE

TDTSTITRENBESIC, H—ERRTF—FDBED YT STIk>T, Ry T— I BEEEFEEDRR EIZHBEED
Y—ERXADERTIERZEZHEZET HEMNAREIZLRYET, TOYUS571E. OK, WARNING. CRITICALIKRETH>1-EFRHD
B& (%) ERLTVET . 458, BRIRICRDOBEEA RSN 555 . UNKNOWNERRLES . 2045714, [Reporting]
57 DT B[Trends]y—ILEEALTHERENET,

806

@ Tactical Overview
g Service Detall
© Host Detail
% bigllama

+ E] Haost Group

+ EJ Service Group
@ Status Map

+ E] Problems
& comments
9 Downtime

) Trends
) avaliabilty
= [ Aens
ﬁ) Notifications
{# EventLog
\) Network Collector

@¥ Process

Q Performance

0‘° Scheduling Queue
‘\% View Config

6 Manage Configuration
E/ Backup Configuration

https:/ /www.wansecurity.com/wanmon/cgi-bin/trends.cqi?t1=1142023917&t2=1142633933&host=capacity&service=check_local_load&assumeinitialstates =yes&initia...

2

Nagios

Network Director &%

S https: //www.wansecurity.com/wanmon/

WARNING
Time Range: Tue Mar 14 01:27:55 200610 Tue Mar 14 01:42:55 2006
Duration: &/ & 15m Os

State Info: WARNING - koad average: 3.58, 2.97, 2.32 2006-03-01T00:00:00 t0 2006-03- 20T05:47:45

”Loégwed e Duration: 28d Sh 47m 45s
View Trends For This Host
View Avallability Report For This Service
View Alert Histogram For This Service
View Alert History This Service
View Notifications For This Service

State History For Service “check_local_load” On Host “capacity”
Wed Mar 1 00:00:00 2006 to Wed Mar 29 05:47:45 2006

3v | O (G

Service 'check_local_load' On Host 'capacity’

First assumed service state: ~ Backtracked archives:

Ok

Unknown

Critical

Indeterminate

Wed Mar 1 00:00:00 2006
3:42:
7:d4d:
Thu Mar 9 10
Fri Mar 10 01:49:29 2006
Fri Mar 10 17:21:38 2006
Sat Mar 11 08:19:52 2006
Sun Mar 12 00:18:58 2006
Sun Mar 12 15:40:11 2006
Mon Mar 13 07:33:50 2006
Mon Mar 13 22:15:55 2006
Tue Mar 14 14:40:55 2006
Thu Mar 16 06:49:50 2006
Sun Mar 19 05:55:03 2006
Wed Mar 22 11:34:50 2006
Fri Mar 24 14:18:43 2006

Service Ok Ad s
Report period: 2Zoom factor:
| This Month ~ 4 I
Update
Ok 1 (89.134%) 25d dh 8m 54s
Unknown : (0.0002) Od Oh Om 0s
Critical 1 (0.132%) 0d Oh 53m 42s

Indeterminate: (0.0002) 0d Oh Om Os

Wed Mar 29 05:47:45 2006

www.wansecurity.com @
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RABMRT— FOBEE

RARRT—FDERETRTIII7TIE, FYLT—OEBEN, UTDITSTTRTIIHEDRANDERLGEREZR T
ERERZBINTEET, LTOSS571E, UP. DOWN, UNREACHABLEDIREE TH-1-BE RN B (%) ERLTULE
T, 458, BERNICRAOBRARSNZEE . UNKNOWNERRLET . DS S5TIE. [Reporting]27 D FIZH S
[Trends]Y—IL&EFERALTERSNE T,

806 Nagios (=)
\:] v =] /\l ) https: / /www.wansecurity.com/wanmon/ av ©G
= DOWN Host 'bigllama’
m € TimeRange: Tue Mar 21 04:57:57 20060 Wed Mar 22 08:46:02 2006 4 e hensl  Rcumciad rchhes
Duration: 1d 3h 50m 5s 3_:)6 Hast Up ~| 8
2 e e ey 2006-01-01T00:00:00 to 2006-03-29T05:45: 16 Report period: Zoom factor:

L) Monite 2) Tomaad b Duraton: 87d 5h 45m 165 ["his vear =l =

é Tactical Overview View Avaliabllity Report For This Host Update

View Status Detall For This Host
© service Detall View Alert History For This Hast
é Host Detall View Notifications For This Hast
% bigllama

# [ Host Group

% (D service Group State History For Host ‘higllama’
@ Status Map Sun Jan 1 00:00:00 2006 to Wed Mar 29 05:45:16 2006
+ [ problems F—
@ G Up Up 1 (98.407%) 85d 20h 24m 10s
;D Downtime Down Down 1 (1.5932) 1d Sh 2im 6s
Unreachable Unreachable : (0.0002) 0d Oh Om Os
{ 8 : Indeterminate Indeterminate: (0.000%) 0d Oh Om 0s
Q = 288888 8 &
< c o C o CcoC o <
o~ N NN N NN N o~
f)hends < L= B A= s Y o o B Y=
o R e oE E
"y) Avallability =3 N0 MG O~ O 0
— = g T
+DAievts f=3 0N DWW DT F 10
< S O HO OO <
o) Notifications - oHnYad T 9
< Network Collector i === e
@ 2E2EAR & 2
,\;\v
7\ comg )
{@¥ Process
@ Performance
Q‘fo Scheduling Queue
‘% View Config
:, Manage Configuration
t{ Backup Configuration
https:/ /www.wansecurity.com/wanmon/cgi-bin/trends.cgi?tl=1142053790&t2=1143938168&host=bigllama&assumeinitialstates=yes&initialassumedhoststate=3&initi...  www.wansecurity.com ﬂ
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Yb—EXDARMY

H—EXQOAAELR—MI, U —EXRKRDEEELIZELZY . OK. WARNING. CRITICALDIKEEIZH 5P —E ANER
[ZIXAIBERIR T D 2a— LSRN TV DO ERLET . T VAL LDRAT 21— )L ENE RO ARICEEERITTILE
HBYUFELA. BE. HEANICRANOBEARLSNDIEAE . UNKNOWNERTRLET . CDSJ S571&. NagiosRT D
[Reporting] 27 D TFIZ3 5 [Availability] V—ILEERLTERINET,

e 06 Nagios e
7] < ]
LA

b htps: / /www.wansecurity.com/wanmon/ =4 [C]'

- Service 'check_local_load' On Host 'capacity’
& 9 Service Avallability Report &

First assumed service state:
Last Updated: Wed Mar 29 05:53:53 PST 2006

Naglos® - www.nagios.org 2006-0}01T00:00190 1o 2006-03-29T05:53:53 | Service Ok ~|
(2 Logged In s resmith Duration: 28d 5h 53m 53s Report period: Backtracked archives:
@ Tactical Overview View Avaliabilty Report For This Host | This Month =l |8
. View Avallablility Report For All Services Update ‘
© service Detall View Trends For This Service —_—
g Host Detall View Alert Histogram For This Service
- View Alert History This Service
Q Jbigliama View Notifications For This Service
# [ Host Group [ Avaliability report completed in 0 min 0 sec ]
® [ service Group
ﬁ Status Map Service State Breakdowns:
® [5) problems
& comments
) Downtime State Type / Reason Time % Total Time % Known Time
. Unscheduled 25d 4h 15m 25 89.136% 89.136%
& (A) OK Scheduled 0d Oh Om 0s 0.000% 0.000%
f) Trends Total 25d 4h 15m 25 89,136% 89.136%
';’) Avalizblity Unscheduled 3d Oh 45m 9s 10.732% 10.732%
# (O Aerts WARNING Scheduled 0d 0h Om 0s 0.000% 0.000%
Notifications
4:) ! Total 3d Oh 45m 95 10.732% 10.732%
& EventLog
\) Network Collector Unscheduled 0d Oh Om O0s 0.000% 0.000%
UNKNOWN Scheduled 0d 0h Om 0s 0.000% 0.000%
w7 Total 0d Oh Om O0s 0.000% 0.000%
- Q Unscheduled 0d Oh 53m 425 0.132% 0.132%
&7 Process CRITICAL Scheduled 0d Oh Om Os 0.000% 0.000%
@ Performance
Q, o Total 0d Oh 53m 42s 0.132% 0.132%
@® Scheduling Queue
4§‘ View Config Nagios Not Running 0d Oh Om Os 0.000%
6 Manage Configuration Undetermined Insufficient Data 0d 0h Om 0s 0.000%
Y‘._V Backup Configuration Total 0d Oh Om 0s 0.000%
All Total 28d 5h 53m 53s 100.000% 100.000%
A
v
Done www.wansecurity.com (@

19



f.:twork
irector

Network Director &%

RA MDA

RALDRAELAR—E, RAMRROBEEIFEGY, I RAREMREE TR Da—ILLEONERLEY, FVU3 L4
DRTTa—)VEIE, ATRMLR—MIREZRIFT EEHYFERA. TR AT FURKIZE VA LDRrD
—IVEHOCENFERICEETT . TDRIICTHIET, RYb T RAM H—EXDHLHEAR DKREICEE T HRTAMK
LR—b2ENHESNET,

e 06 Nagios (= )
(ﬁl v @—1 /\E Y https: //www.wansecurity.com/wanmon/ =R 4
Host 'bigllama’
&.j (¥) Host Availability Report First assumed host state: First assumed service
P L2t L prn e e, £2.00: 0. 0 ESU20 2006-03-01700:00:00 to 2006-03-29706:38:35 | Host Up > [sevieoxk
i 2gios® - wWww.nagios.org .
m (2) Logged in as resmith Duration: 28d 6h 38m 36s Report perlod: Backtracked archives:
@ Tactical Overview View Avaliabilty Repart For All Hasts This Month |
View Trends For This Hast
© service Detal View Alert Histogram For This Host _Undate |
© Host Detal View Status Detail For This Host
- View Alert History For This Host
(2 |bigllama View Notifications For This Host
# [ Host Group [ Avaliability report completed in 0 min 0 sec ]
5 [ service Group
@ Status Map Host State Breakdowns:
=S (NN & S N N N 0 B
E? Comments
& Downtime State Type / Reason Time % Total Time % Known Time
— Unscheduled 26d 21h 17m 30s 95.086% 95.086%
m (A up Scheduled 0d Oh Om Os 0.000% 0.000%
@) Trends Total 26d 21h 17m 30s 95.086% 95.086%
'f‘) Avallability Unscheduled 1d 9h 2im 6s 4,914% 4,914%
2 @ Herts DOWN Scheduled 0d 0 0m 0s 0.000% 0.000%
&
g JuSaTe Total 1d 9h 21m 6s 4.914% 4.914%
‘i}) History
& Unscheduled 0d Oh Om 0s 0.000% 0.000%
) Summary
4) Notifications UNREACHABLE Scheduled 0d Oh Om 0s 0.000% 0.000%
& Event Log Total 0d Oh Om Os 0.000% 0.000%
< Network Collector Nagios Not Running 0d 0h Om Os 0.000%
S), Undetermined Insufficient Data 0d Oh Om 0s 0.000%
m A) Total 0d 0h Om 0s 0.000%
&7 Process All Total 28d 6h 38m 365 100.000% 100.000%
& Performance
%" Scheduling Queue
(‘)ﬂ y mlfg Q State Breakdowns For Host Services:
¢ lew Con
° J Service % Time OK % Time Warning %o Time Unknown % Time Critical %o Time Undetermined
@ Manage Configuration
g check_http_time 95.023% (95.023%) 0.000% (0.000%) 0.000% (0.000%) 4.977% (4.977%) 0.000%
@ Backup Configuration
check_ssh 95.054% (95.054%) 0.000% (0.000%) 0.009% (0.009%) 4.937% (4.937%) 0.000%
Average 95,038% (95.036%) 0.000% (0.000%) 0.005% (0.005%) 4.957% (4.957%) 0.000%
Host Log Entries:

Done

[ View full log entries ]

www.wansecurity.com @
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B—EXAMRVMDER NS A

Y—ERAMRUVMDERN S LIE., HFEHBATH —ERIZEBRLTWVzARUMERLTUWET, TOERN FAIL, #f
A7 BRET. linux_disk_io_kbytes|ZA R r#% . /dev/ihad[ZB#HZRLTWET , ZOLKR—KE[Alerts]D FIZ$H S
[Reporting]2 7 A MD[Histogram]Y—IL&ZERAL TERSINET,

06 Nagios o
S f-'gl /\B .} htps:/ /www.wansecurity.com/wanmon/ v Gl
P __]J, Service 'linux_disk_io_kbytes_/dev/hda' On Host 'capacity’
| &S ) Service Alert Histogram ) SR f\eiynr{zjae
] Lt dm‘:ffé ;:S_’.j;vﬁgg-gfﬁjs‘ e 2006-03-22706:06: 01 to 2006-03-29T06:06:01 Last 7 Days x| |yes |
| [ A R Logéed o raonth Duration: 7d Oh Om Os Breakdown type: Initial states logged:
Day of the Month | yes v|

@ Tactical Overview
@ Service Detal

View Trends For This Service

View Avaliabllity Report For This Service

View History This Service

Events to graph: Ignore repeated

states:

@ Hast Deta View Notifications For This Service All service events Xljno |
._{[bigllama State types to graph:
# [5) Host Group Hard and soft states v | Update
3 [ service Group @
d& Status Map
# [ Problems
Y_‘:-? Comments Event History For Service “linux_disk_io_kbytes_/dev/hda’ On Host “capacity’
) Downtime Wed Mar 22 06:06:01 2006 to Wed Mar 29 06:06:01 2006
; & EVENT TYPE MIN  MAX  SUM  AVG
‘w F R 9 Recovery (0Ok): 0 8 62  2.00
@ Trends 8 0 8 53 1.71
r S
e 3 7 . 0 0 0 0.00
) Aveleblly 5 6 Critical o 3 9 0.29
= Lritical: .
- alerts w
& Al P .
"_‘_’) Histogram < a
W) History -g 5
"_’) Summary =
4) Notifications 2
> il —— A
74 /
{# EventLog . YA OVAN

\) Network Collector

o0

<

Done

NS0 W~ 00 o

~ N
|

Day of the Month

www.wansecurity.com f@
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gtwork
irector

RAMARMDER NI S A
RAMARUMDERN S L& HEABATRIAMIBERLTOD ARV MERLTOEY, TOERMN S A, &7
BE DR RbigllamalZBiR T SRR ARUMIERLTWET,  ZDOLR—FK[Alerts]D TIZ#H H[Reporting] 27 A D

[Histogram]V— L& AL THEREINET .

e 06 Nagios =
\J_J 2 ﬁg] AB <) https:/ /www.wansecurity.com/wanmon/ v [CI'
_ Host 'bigllama’
][ U - - Report period: Assume state
- | V) Host Alert Histogram " EeiT
@ L‘ﬁ“’:'dcfffé ;Y;d,’__’;ﬁgg'j;;;”s‘ L 2006-03-0LT00:00:00 to 2006-03-29T06: 24:52 nis Month = yes ~|
! A Logged In as rtsmith Duration: 28d 6h 24m 525 Breakdown type: Initial states logged:
@ Tactical Overview View Trends For This Host Day of the Month < no |
. N View Avaliabllity Report For This Host Events to graph: Ignore repeated
© service Deta View Status Detall For This Host states:
@ Host Deta View History For This Host All host events >||no ~|
ol ey — View Notifications For This Host :
,)\_'Iblgllama State types to graph:
% [ Host Group Hard and soft states _v| Update
% [ service Group @
& status Map
% [5) problems
@? Comments Event History For Host ‘higllama’
) Downtime Wed Mar 1 00:00:00 2006 to Wed Mar 29 06:24:52 2006
" [\ EVENT TYPE MIN  MAX  SUM AVG
- R Z & | | | Recovery (Up): 0 2 5 0.16
. i |
< - [ | Down: 0 11 41 1.32
) Trends @ 3 | \ I'l ' \
@ 2 || Unreachable: 0 0 0 0.00
S : \ M [
= & Aerts &
- 6 [ II II |I
@) Histogram 2 I ||
@ L i
% vy ;o | | |
‘f‘_’) Summary = |I J II I| \
4) Notifications 2 | / |
\_.;'47 Event Log |1 )’\
= S 1
& Network Collector HNO SN W00 S dNO SN W0 0C dN®OSEID w00 o
oo o NN NN NN NN NN M
° \y
{ A
Day of the Month

47 Process
@ performance

0°° Scheduling Queue

& View Config

5
) Manage Configuration
T2 At O B ssmmilnm

Done

www.wansecurity.com @
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75— MBE

T5—hEBEY—ILIE. BRIV AT LNSERSINE=7S5—DE—EZRLET ., 75—, BEl. 75— FDEE KX+
H—EX, R T—9)  U—ER, Y—ERRT—h,, P5—MZIBEETBHHRRAN, N—FRXT—+ERIEVYINRT—DE
HEoMNIREN, U—ERXB ABEHRDIEBEBIZHITENTULET,

806 Nagios o
> A : =
v https: / /www.wansecurity.com/wanmon v
=) & p) & hups:// ty.com/ / a
N All Hosts and Services 'r
V) Alert History SELURECRTE
N';:‘"g:‘";ﬂ Al state types_v|
Last Updated: Wed Mar 29 06:44:13 PST 2006 .
m e R e gy de o Ry Mok
: Logged in as rtsmith 00:00:00 Al Zlerts |
<« PST 2006

View Status Detall For All Hosts to

© Tactical Overview
View Notifications For All Hosts

9 Service Detall

@ Host Detal

Qg
[+ E}] Host Group
[+ Eﬁ Service Group

I™" Hide Fiapping Alerts
I™" Hide Downtime Alerts
SR I Hide Process Messages

I Oider Entries First .

Update

o status Map @
® | Problems
& comments
,} Downtime March 29, 2006 06:00
. < @ [2006-03-297T06:37: 16] SERVICE ALERT: supafly01;ssh_wmi_mssql_log_used_tempdb; WARNING;HARD;3;Warning - tempdb® Percent Log Used :
E =/ 57%
h (2 @ [2006-03-29T06:37: 11] SERVICE ALERT: supafiy01;ssh_wmi_mssql_log_used_msdb; WARNING; HARD; 3;Warning - ‘msdb’ Percent Log Used :
- =/ 50%
b Trends @ [2006-03-29T06: 33: 25] SERVICE ALERT: supafiy01;ssh_wmi_mssql_log_used_msdb; WARNING;SOFT;2;Warning - ‘msdb’ Percent Log Used : 50%
% BEZE @ [2006-03-29T06: 33: 23] SERVICE ALERT: supafiy01;ssh_wmi_mssql_log_used_tempdb; WARNING;SOFT;2;Warning - ‘tempdb® Percent Log Used :
= Alerts =/ 50%
4 [2006-03-29T06: 32: 32] SERVICE ALERT: dbpn-web;check_http_www.WinnersOnlyPoker.com;OK; SOFT; 2; HTTP OK HTTP/1.1 200 OK - 0.432
6 ; second response time
y‘b [2006-03-29706: 32: 32] SERVICE ALERT: dbpn-web;check_http_ThanksfortheAction.com; OK;SOFT; 2;HTTP OK HTTP/1.1 200 OK - 0.350 second
; response time
’5 Summary [2006-03-29T06:32: 11] SERVICE ALERT: capacity;check_disk_/var/tmp;OK;SOFT;2; DISK OK - free space: /var/tmp 25 MB (100%):
% T @ [2006-03-297T06:31:02] SERVICE ALERT: supafiy01;ssh_wmi_mssql_log_used_msdb; WARNING;SOFT; 1;Warning - ‘msdb' Percent Log Used : 50%
Z Event Log =

< Network Collector

2\ o

¥ Process

@ Performance

9‘0 Scheduling Queue
‘§ View Config

& Manage Configuration

@ Backup Configuration

Stopped

@ [2006-03-29T06: 30:49] SERVICE ALERT:
=/ 50%
(1) [2006-03-29T06: 29: 15] SERVICE ALERT:

=/ - 7.045 second response time

® [2006-03-29T06: 29: 11] SERVICE ALERT:

200 OK - 7.288 second response time

[2006-03-29T06: 28: 23] SERVICE ALERT:

[2006-03-29T06: 27:57] SERVICE ALERT:

[2006-03-29T06: 26: 56] SERVICE ALERT:

@ [2006-03-29T06: 25: 33] SERVICE ALERT:

@ [2006-03-29T06: 25: 17] SERVICE ALERT:
=/ Used : 55%

[2006-03-29T06: 24:07] SERVICE ALERT:

—~ response time

supafiy01;ssh_wmi_mssql_log_used_tempdb; WARNING;SOFT;1;Warning - tempdb® Percent Log Used :
dbpn-web;check_http_ThanksfortheAction.com; WARNING;SOFT; 1L; HTTP WARNING: HTTP/1.1 200 OK
dbpn-web;check_http_www.WinnersOnlyPoker.com; WARNING;SOFT; 1;HTTP WARNING: HTTP/L.1
capacity;check_disk_/var/tmp; CRITICAL; SOFT; 1; DISK CRITICAL - free space: /var/tmp 7 MB (30%):
ella;wmi_mssq|_transactions_tempdb; OK; SOFT;2;OK - tempdb® Transactions : 1/s
ella;wmi_mssq|_transactions__Total; OK; SOFT;2;0K - *_Total' Transactions : 3/s
ella;wmi_mssq|_transactions_tempdb; WARNING;SOFT; 1;Warning - ‘tempdb’ Transactions : 5/s
ella;wmi_mssql_log_used_CP_Holllywood; WARNING; HARD; 3;Warning - 'CP_Holllywood' Percent Log
dbpn-web;check_http_EasyOddsPoker.com;OK; SOFT;2;HTTP OK HTTP/1.1 200 OK - 0.352 second

www.wansecurity.com f@



@twork
irector

75—k Y2 U—-LKR—F}
75— RU—LR—FDER T, *obT—o EBEE DB EBMAORRMEL Y —E RITHLTERER ;75—
TRCERRT BCENTEET, LTS RT—FOBE. ARMPERF S LLR—ERLTAUTA—ERHDOT T—
MFRU—DLKR—MEREETY

e o6
el
C

=,

© Tactical Overview
© service Deta
© Host Deta
2 |pigliama
# [ Host Group
% [ service Group
o Status Map
% [ problems
& comments
) Downtime

W) Histogram

) History

't’) Summary
;ﬁ;:) Notifications
{# Event Log
2 Network Coliector

£

Done

RDR—I~ i<

Nagios

/j\} >_, https: //www.wansecurity.com/wanmon/

(<

Alert Summary Report

Last Updated: Wed Mar 29 06:02:44 PST 2006
Nagios® - www.naglos.org

A) Logged in as résmith

Network Director &%

Standard Reports:

Report Type:

25 Most Recent Hard Alerts hd

Create Summary Report!

Custom Report Options:

Report Type:
Report Perlod:

If Custom Report Period...

Start Date (Inclusive):

A End Date (Inclusive):

Limit To Hostgroup:
Limit To Servicegroup:
Limit To Host:
Alert Types:
State Types:
Host States:

Y ) Service States:

Max List Items:

Most Recent Alerts |
Last 7 Days |
March ||t J2008

March | |29 |2006

hosts hd

== ALL SERVICEGROUPS ** |
**ALL HOSTS == |
Hast and Service Alerts |

Hard and Soft States v |

All Host States ~|
All Service States hd
s

Create Summary Report!
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Network Director &%

Nagios

L vanon

© Tactical Overview
g Service Detall
© Host Detail
% bigllama

+ E) Hast Group

+ E) Service Group
£ Status Map

® h_f) Problems
{# comments
9 Downtime

’5 Trends

@) avaiizbiity
o &9 Aerts
) Histogram
@) History
f) Summary
ﬁ) Notifications

{# EventLog
< Network Collector

O\ ot

Done

i\ Jhups://www.wansecurity.com/wanmon/

Most Recent Alerts For Hostgroup 'hosts'
Alert Summary Report

Last Updated: Wed Mar 29 06:03:40 PST 2006
Naglos® - www.naglos.org
Logged in as rtsmith

2006-03-227T06: 03:40 to 2006-03-29T06:03:40
Duration: 7d Oh Om 0s

Gl

Report Options Summary:

Alert Types:  Host & Service Alerts
State Types:  Soft & Hard States
Host States:  Up, Down, Unreachable

Service States: Ok, Warning, Unknown, Critical

Alert

Displaying moast recent 50 of 110 total matching alerts

State

Generate New Report

9

Time Type Host Service State Type Information
2006-03-297T05:51:33 Sirg:e capacity linux_disk_io_kbytes /dev/hda  OK SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes_read:8.0 kbytes wrtn:1428.0
2006-03-29705:47:53 S::;e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:48.0 kbytes_wrtn:75896.0
2006-03-28T22: 10:49 Si’g:e capacity lnux_disk_o_kbytes /dev/hda OK  SOFT OK - Average Kbytes/sec on device:hda over 10 sec kbytes_read: 388.0 kbytes_wrtn: 1620.0
2006-03-28722:08:40 S:rl\e/;e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn:75360.0
2006-03-28T20:44:47 Si’gf capacity lnux_disk_o_kbytes /dev/hda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn: 1044.0
2006-03-28T20:41:02 S::;e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read: 54430.0 kbytes_wrtn:924.0
2006-03-28T20:17:59 Si’gf capactty lnux_disk_o_kbytes /dev/hda OK  SOFT OK - Average Kbytes/sec on device:hda over 10 sec kbytes_read:0.0 Kbytes_wrtn: 2300.0
2006-03-28T720:15:22 S::;e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn:40808.0
2006-03-28T17:24:03 Si’gf capacity lnux_disk_o_kbytes /dev/hda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_ wrtn: 1500.0
2006-03-28T17:20:36 S::;e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn:76008.0
2006-03-28T08: 53: 58 52’.;’? capactty linux_disk_o_kbytes /dev/hda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn:2260.0
2006-03-28T08:51: 02 S:::e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:2.0 kbytes wrtn:77232.0
2006-03-28T03:53: 58 Si’g:'z capactty linux_disk_o_kbytes /dev/hda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes_read: 12,0 kbytes wrtn: 1172.0
2006-03-28T03:50:50 S:rl\e/:e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read: 12.0 kbytes_wrtn:54220.0
2006-03-28T02:37:41 Si’;:'z capacty lnux_disk_lo_kbytes /dev/nda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec Kbytes._read:56.4 kbytes wrtn:21743.6
2006-03-28T02:34:43 S:rl\e/:e capacity linux_disk_lo_kbytes_/dev/hda WARNING SOFT Warning - Average kbytes/sec on device:hda over 10 sec kbytes_read:0.0 kbytes_wrtn:66416.0
2006-03-28T01: 55:43 S:’;:E capacty lnux_disk_lo_kbytes /dev/nda OK  SOFT OK - Average kbytes/sec on device:hda over 10 sec kbytes, read: 0.0 kbytes.wrtn: 1000.0 <
2006-03-28T01:52:05 SV canacity linuy disk in khvtes [devihda WARNING SOFT Warnina - Averaae khvtes/sec an device:hda aver 10 sec khvtes. read:0.0 khvtes wrin:42100.0 b4
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Nagios

<j' EA’;] @ ﬁ \;Lht(ps://www.wansecurity.com/wanmon/

[C5 vome  SE

é Tactical Overview

Contact Notifications

Last Updated: Wed Mar 29 06:06:36 PST 2006

9 Service Detall
@ Host Detal
\%bigllama o
+ D Host Group
+ E) Service Group SUpO
@ Status Map St
% [ problems ela
@ Comments ella
2 Downtime ella
: . ella
'f}_) Trends ella
) Avallabiity ela
o &7 Aerts
W) Histogram =
"f) —— supafty0L
?\v_) Summary —
cﬂ) Notifications supafly0l
{# Event Log ela
< Network Collector ella
supafiy0L
- ! 9 supafiy01
ella

Transferring data from www.wansecurity.com...

supaflyOL ssh_wmi_mssql_log_growth NEW_PLATINUM

supafty0L
ella
ella

Nagios® - www.nagios.org
Logged In as rtsmith

Service
ssh_wmi_mssql_log_used__ Total
ssh_wmi_mssql_log_used_tempdb
wmi_mssq|_transactions_tempdb

wmi_mssql_log_used_CP_Holllywood
wmi_mssq|_transactions_tempdb
wmi_mssql_transactions__Total
wmi_mssql_transactions_tempdb
wmi_mssq|_transactions__Total
wmi_mssq|_transactions_tempdb
ssh_wmi_drive_c
ssh_wmi_mssql_log_used_tempdb
wmi_mssq_log_used_Hollywood FFL
ssh_wmi_mssql_log_used_tempdb
wmi_mssql_log_used_CP_Holllywood
wmi_mssql_log_used_tempdb
ssh_wmi_mssql_log_used_Jane
ssh_wmi_mssql_log_used_tempdb
wmi_mssql_log_used_CP_Holllywood

ssh_wmi_mssql_log_growth__Total
wmi_mssq|_transactions_tempdb

wmi_mssq|_transactions_tempdb

All Contacts

Log File Navigation

Latest Wed Mar 1 00:00:00 PST
Archive

Type
WARNING
WARNING

OK

OK
WARNING

OK

OK
WARNING
WARNING
CRITICAL

OK
WARNING
WARNING
WARNING
WARNING
WARNING

OK

OK
CRITICAL
CRITICAL

OK
WARNING

«

2006
to

Present..

File: nagios.log

Time
2006-03-29T06:02: 26
2006-03-29705:57:02
2006-03-29705: 56: 56
2006-03-29705:56:32
2006-03-29705:48: 24
2006-03-29705:39:32
2006-03-29705:39: 29
2006-03-29705: 34:46
2006-03-29705:34:39
2006-03-29705:32:57
2006-03-29705:30: 30
2006-03-29705:18: 11
2006-03-29705: 12:52
2006-03-29705: 11:52
2006-03-29705:07: 15
2006-03-29705:00: 19
2006-03-29704:57: 29
2006-03-29T04:46:42
2006-03-29T04:45:31
2006-03-29T04:45: 21
2006-03-29704:38:17
2006-03-29T04:34: 38

Contact
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex
alex

Notification
Command

notify-by-email
notify-by-email
notify-by-email
notify-by-email
notify-by-email
notify-by-email
notify-by-emall
notify-by-email
notify-by-email
notify-by-email
notify-by-emall
notify-by-emall
notify-by-email
notify-by-email
notify-by-emall
notify-by-emall
notify-by-emall
notify-by-email
notify-by-email
notify-by-email
notify-by-emall
notify-by-emall

av|© (G

Notification detail level for all contacts:
| All notifications A
Older Entries First:

[ Update

Information
Warning - _Total Percent Log Used : 71%
Warning - tempdb Percent Log Used : 55%
OK - tempdb Transactions : 0/s
OK - CP_Holllywood Percent Log Used : 42%
Warning - tempdb Transactions : 7/s
OK - _Total Transactions : 0/s
OK - tempdb Transactions : 0/s
Warning - _Total Transactions : 8/s
Warning - tempdb Transactions : 5/s
Critical - ¢: Disk Utilization 98%

OK - tempdb Percent Log Used : 40%
Warning - HollywoodFFL Percent Log Used : 51%
Warning - tempdb Percent Log Used : 55%
Warning - CP_Holllywood Percent Log Used : 53%
Warning - tempdb Percent Log Used : 53%
Warning - Jane Percent Log Used : 51%
OK - tempdb Percent Log Used : 45%
OK - CP_Holllywood Percent Log Used : 45%
Critical - NEW_PLATINUM Log Growth : 38
Critical - _Total Log Growth : 41
OK - tempdb Transactions : 0/s

Warning - tempdb Transactions : 5/s

www.wansecurity.com @

Network Director &%

26



gtwork
irector

Ka ¥4 N=t/4

ARUROTIE NagiosAT I7 A ILRITAR UM ET R T—ERRLET . ARNUMMIIE BRI, 75—, TATSLDBIEE

Network Director &%
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806 Nagios (=
<:| 2 Lif’ij] @ \l https:/ /fwww.wansecurity.com/wanmon/ =RAK 3
Log File
m (V) Current Event Log [Latest e I oder Entries First:
Last Updated: Wed Mar 29 06:40: 10 PST 2006 o) 00:00:00 PST 2006 _Updzte |
l — Naglos® - www.nagios.org to
m; Logged in as rtsmith Present.. @
© Tactical Overview File: nagios.log
© service Detal
© Host Detall March 29, 2006 06:00
- % bigliama ».QEI) [2006-03-29T06: 37: 16] SERVICE NOTIFICATION: alex;supafly01;ssh_wmi_mssql_log_used_tempdb; WARNING; notify-by-email; Warning - tempdb Percent Log Used :
; g :::Zzu: up ®5[7;$s-03-291'06:37:16] SERVICE ALERT: supafly01;ssh_wmi_mssql_log_used_tempdb; WARNING; HARD; 3;Warning - ‘tempdb’ Percent Log Used : 57%
@ Status Map \_‘E) WO}ZSTOS: 37:11] SERVICE NOTIFICATION: alex;supafly01;ssh_wmi_mssql_log_used_msdb; WARNING; notify-by-email; Warning - msdb Percent Log Used :
+ ED Problems @ [2006-03-29T06:37: 11] SERVICE ALERT: supafly01;ssh_wmi_mssql_og_used_msdb; WARNING; HARD; 3;Warning - ‘msdb’ Percent Log Used : 50%
@ Comments @ [2006-03-29T06: 33: 25] SERVICE ALERT: supafiy01;ssh_wmi_mssql_log_used_msdb; WARNING;SOFT;2;Warning - ‘msdb’ Percent Log Used : 50%
3 Do ® [2006-03-29T06: 33: 23] SERVICE ALERT: supafly01;ssh_wmi_mssql_log_used_tempdb; WARNING;SOFT;2;Warning - tempdb' Percent Log Used : 50%
) [2006-03-29T06: 32:32] SERVICE ALERT: dbpn-web;check_http_www.WinnersOnlyPoker.com;OK; SOFT; 2; HTTP OK HTTP/1.1 200 OK - 0.432 second response time
h 2 [2006-03-29T06: 32: 32] SERVICE ALERT: dbpn-web;check_http_ThanksfortheAction.com; OK; SOFT;2; HTTP OK HTTP/1.1 200 OK - 0.350 second response time
) Trends [2006-03-29706:32: 11] SERVICE ALERT: capacity;check_disk_/var/tmp;OK;SOFT;2;DISK OK - free space: /var/tmp 25 MB (100%):
_ % i:/::zmlrty ‘-‘lﬂ/') [2006-03-29T06: 31:09] SERVICE NOTIFICATION: alex;supafly01;ssh_wmi_drive_h; UNKNOWN; notify-by-email; Error!
- ) Histogram @ [2006-03-297T06: 31:02] SERVICE ALERT: supafiy01;ssh_wmi_mssql_og_used_msdb; WARNING;SOFT; 1;Warning - ‘msdb" Percent Log Used : 50%
& History ® [2006-03-29T06: 30:49] SERVICE ALERT: supafly01;ssh_wmi_mssql_log_used_tempdb; WARNING;SOFT; 1;Warning - tempdb’ Percent Log Used : 50%
»b Summary ® Eﬁqjﬂw:azm SERVICE ALERT: dbpn-web;check_http_ThanksfortheAction.com; WARNING; SOFT; 1;HTTP WARNING: HTTP/1.1 200 OK - 7.045 second
ﬂ) Notifications ® [2006-03-29T06: 29: 11] SERVICE ALERT: dbpn-web;check_http_www.WinnersOnlyPoker.com; WARNING;SOFT; 1;HTTP WARNING: HTTP/1.1 200 OK - 7.288 second

D Network Collector

OV,

N cotoraion G
(&7 Process
® Performance
9°° Scheduling Queue
{Q View Config
6 Manage Configuration
@ Backup Configuration

Stopped

response time
[2006-03-29T06: 28: 23] SERVICE ALERT: capacity;check_disk_/var/tmp;CRITICAL; SOFT; 1; DISK CRITICAL - free space: /var/tmp 7 MB (30%):

[2006-03-29T06: 27:57] SERVICE ALERT: ella;wmi_mssq|_transactions_tempdb;OK;SOFT; 2;0K - ‘tempdb’ Transactions : 1/s
[2006-03-29T06: 26: 56] SERVICE ALERT: ella;wmi_mssq|_transactions__Total; OK;SOFT;2;0K - *_Total' Transactions : 3/s
® [2006-03-29T06: 25: 33] SERVICE ALERT: ella;wmi_mssq|_transactions_tempdb; WARNING;SOFT; 1;Warning - ‘tempdb’ Transactions : 5/s
QEI) Lﬁogzms; 25:17] SERVICE NOTIFICATION: alex;eliz;wmi_mssql_log_used_CP_Holllywood; WARNING; notify-by-email; Warning - CP_Holllywood Percent Log
® [2006-03-29T06: 25: 17] SERVICE ALERT: ella;wmi_mssql_log_used_CP_Holllywood; WARNING; HARD; 3;Warning - ‘CP_Holllywood® Percent Log Used : 55%
[2006-03-29T06: 24:07] SERVICE ALERT: dbpn-web;check_http_EasyOddsPoker.com;OK; SOFT; 2; HTTP OK HTTP/1.1 200 OK - 0.352 second response time
® [2006-03-29T06: 23:55] SERVICE ALERT: ella;wmi_mssql_transactions__Total; WARNING;SOFT; 1;Warning - *_Total' Transactions : 9/s
® [2006-03-29T06: 21:55] SERVICE ALERT: ella;wmi_mssql_log_used_CP_Holllywood; WARNING;SOFT; 2;Warning - ‘CP_Holllywood' Percent Log Used : 53%
® Eg;q:tzj:r‘eos 21:23] SERVICE ALERT: dbpn-web;check_http_EasyOddsPoker.com; WARNING;SOFT; 1;HTTP WARNING: HTTP/1.1 200 OK - 6.238 second
1 [2006-03-29T06: 18:41] SERVICE ALERT: ella;wmi_mssql_log_used_CP_Holllywood; WARNING; SOFT; 1;Warning - ‘CP_Holllywood" Percent Log Used : 51%
QEI) [2006-03-29706: 16:39] SERVICE NOTIFICATION: alex;supafly01;ssh_wmi_mssql_log_used_tempdb;OK;notify-by-email;OK - tempdb Percent Log Used : 41%
Q [2006-03-29T06: 16:39] SERVICE ALERT: supafly01;ssh_wmi_mssql_log_used_tempdb;OK;HARD;3;OK - ‘tempdb’ Percent Log Used : 41%
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Nagios

Network Director &%

& @

[ ome

© Tactical Overview

é Service Detall
@ Host Detal

;Uhostname

® () Host Group

[+ ED Service Group

@ Status Map
® () problems

& comments

) Downtime

. s

W) Trends

) avaliabilty
i+ ED Alerts

@ Notifications

{# EventLog

< Network Collector

DN conrat

¥ Process
@ Performance

()
Q View Config

6 Manage Configuration
@ Backup Configuration

\)’ https:/ /www.wansecurity.com/wanmon/

wansec-2948
wansec-2948
wansec-2924
wansec-2924
wansec-2924
wansec-2924
wansec-2924
serveriron400
ella
capacity
wansec-2948
wansec-2948
wansec-2948
wansec-2948
wansec-2948
wansec-2948
serveriron400
serveriron400
dbpn-web
dbpn-web
dbpn-web
dbpn-web
dbpn-web
dbpn-web
supafiy01
supafly0L
ella
capacity

capacity

e o

if_operational_status Fal0
if_operational_status CoS1
If_stats VL300
if_operational_status Nu0
bandwidth_usage VL300
bandwidth_usage Fa0-6
bandwidth_usage Fa0-23
If_operational_status ethernet2-1
wmi_cpu
linux_net_lo_bytes
If_stats Nu0
If_operational_status Fa35
if_operational_status Fa30
if_operational_status Fa26
if_operational_status Fal8
bandwidth_usage CoS1L
if_operational_status ethernet3-2
bandwidth_usage ethernet3-12
check_http_TiltZeroPoker.com
check_http_www.PremierBetPoker.com
check_http_HighRollersCardRoom.com
check_http_DoylesRoom.net
check_http_JazzPokerRoom.com
check_http_DoylesRoom.com
ssh_wmi_mssql_log_growth__Total
ssh_wmi_mssq|_lock_wait_time
wmi_mssql_log_growth_BESMgmt
check_swap_usage

check_snmp_sys_desc

Tooo oo EIToTIET T

2006-03-29T05:27:47
2006-03-29705:27:47
2006-03-29705:27:47
2006-03-29705:27:47
2006-03-29705:27:47
2006-03-29705:27:47
2006-03-29T05:27:47
2006-03-29105:27:47
2006-03-29705: 29:47
2006-03-29705:29:47
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:27:48
2006-03-29705:31:21
2006-03-297T05:33: 11
2006-03-29705:33: 11
2006-03-29705:33: 11
2006-03-29705:33:13
2006-03-29705:33:13
2006-03-29705:31:23
2006-03-29705:31:23
2006-03-29705:31:23

2006-03-29705:31:23

av | ©I(Cr

Tooo oo EIToTIDEr T

2006-03-29705:32:47
2006-03-29T05:32:47
2006-03-29705:32:47
2006-03-29T05:32:47
2006-03-29705:32:47
2006-03-29T05:32:47
2006-03-29705:32:47
2006-03-29105:32:47
2006-03-29705:32:47
2006-03-29T05: 32:47
2006-03-29705:32:48
2006-03-29T05: 32:48
2006-03-29705:32:48
2006-03-29T05: 32:48
2006-03-29705:32:48
2006-03-29T05: 32:48
2006-03-29705:32:48
2006-03-29T05:32:48
2006-03-29705:33:00
2006-03-29705: 34: 11
2006-03-29705: 34: 11
2006-03-29705: 34: 11
2006-03-29705: 34: 16
2006-03-29T05: 34: 21
2006-03-29705: 34:23
2006-03-29T05: 34:23
2006-03-29705:34:23
2006-03-29T05: 34:23

2006-03-29705:34: 23

S e
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 () m
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 ()
ENABLED 9 () <
ENABLED 9 () v
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{\B_\ S https:/ /www.wansecurity.com/wanmon/ = 4

Logged In As: rtsmith

BETHIA—ToY—R

|Search by name

Search

Home | Main Config | CGI Config | Resources | Commands | Time Periods | Contacts | Contact Groups | Templates | Hosts | Host Groups | Service Groups | Import | Export

@ Tactical Overview

gz:’“m‘?e“a‘ Host Tree
|
\)\> hostname [Reload] [List by Hostgroup]

+ E) Host Group

- Network Director
# [ service Group

& fuzion_router
& Status Map )
. @ R asterisk.cr
& comments S
;D P fayawaru.cr
krob
. o ..openswan
Eh & supaflyvpn
%
3;) Trends fiyol
f % l::nzbmv supafiy0l
(=] r
o ). Wansec-2948
) Histogram serveriron400
) History nsec
) summary - ansen 28t
capacity
ﬁ) Notifications o D
& EventLog e
< Network Collector .- fatasha
ela
S, X
Config (¥ )
Done

Network Director Config Utility

Select your host from the tree on the left or choose one of the main configuration options above.

Main Config
This allows you to make madifications to the Naglos core configuration file nagios.cfg.

CGI Config
Make changes to the CG!I config to add new users to Network Director, and make general modifications to the
cgl.cfg

Resources
Resources are where macras are kept which are hidden from the config browser. Use the resource macros to store
passwords, keys and other sensitive data.

Commands

A command definition s just that. [t defines 2 command. Commands that can be defined Include service checks,
service notifications, service event handlers, host checks, host notifications, and host event handlers. Command
definitions can contain macros, but you must make sure that you include only thase macras that are “valid” for the
clrcumstances when the command will be used. More information on what macros are avallable and when they are
“valid” can be found here. The different arguments to a command definition are outlined below.

Time Periods

A time period s 2 list of times during various days that are considered to be “valid” times for notifications and service
checks. It consists one or more time periods for each day of the week that “rotate” once the week has come to an
end. Exceptions to the normal weekly time range rotations are not suported.

Contacts
A contact definition s used to identify someone who should be contacted in the event of a problem on your
network. The different arguments to a contact definition are described below.

Contact Groups

A contact group definition s used to group one or more contacts together for the purpaose of sending out
alert/recovery notifications. When a hast or service has a problem or recovers, Nagios will find the appropriate
contact groups to send notifications to, and notify all contacts in those contact groups. This may sound complex,
but for most people it doesn't have to be. It does, however, zliow for flexibllity in determining who gets notified for
particular events. The different arguments to a contact group definition are outlined below.

Templates

One of the benefits of using the template-based config file format is that you can create object definitions that have
some of their properties inherited from other object definitions. The notion of object inheritence, along with
documentation on how to do it, is described here. I strongly suggest that you familiarize yourself with object
Inheritence ance vail read aver the dacumentation nresented helow. as inheritence will make the ioh of creatina
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RXYNIT—=0FT4 VIO I —DKRR NRE

RARRTED YAV, AF U logging]l. Fxv¥[checks]. 75 vE 4 [flapping]. Y —E X[services]. ¥ IL—F A\
—< v [group membership]. 8 23& 4 J)L—F[contact groups]. 53R4T+ A— 3 [extended information](¥' 57, /
—k. 792 3y) . &kEBEZR[dependencies]. TRARAhL—3r[escalations],. FxyIaAILEDINTA—4
[check_command parameters]’EE DHRR L TONTA DT R TOEELI—FNERETHEMNTEET , LLTILOpenBSD

=&k (natasha) DHITY,

@ Tactical Overview
© service Deta
© Host Deta
2 |hostname

# 3 Host Group

+ B Service Group
o3 Status Map

# () Problems
& comments
;.) Downtime

il o

'5 Trends
) avaiiabiity
® D aers
) Notfications
\_f Event Log
< Network Collector

® |
| A
47 Process
@ Performance
O"u Scheduling Queue
& View Config
9
@ Manage Configuration
Y._V Backup Configuration

Done

A

{n) ) https: //www.wansecurity.com/wanmon/

N\

N—h

Home | Main Config | CGI Config | Resources | Commands | Time Periods | Contacts | Contact Groups | Templates | Hosts | Host Groups | Service Groups | Import | Export

Nagios

Network Director &%

v [CF

Search by name

Logged In As: rtsmith

Search

[Reload] [List by Hostgroup]
Network Director
= .. fuzion_router

asterisk.cr

bigliama

fayawaru.cr

krob

~,..openswan
=, supaflyvpn

Network Director > fuzion_router > wansec-2948 > wansec-2924 > natasha >

General | Checks | Flapping | Loaqing | Netifications | Services | Group Membership | Contact Groups | Extended Information | Dependencies | Escalations | Check

Command Parameters

[ Delete This Host ]

Host Name: natasha

Address: 72.35.232.251

Description: natasha.wansecurity.com
Inherits From: generic-host

[ Edt]

Add A New Child Host
Host Name
ela

X

Description
ella.crashperfect.com

x.crashperfect.com

www.wansecurity.com (@
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FYNT—=ITALIE—F  FELIRTDFARL—TAV T VAT LERFETRTOSNMPZRH TES RV T —VRKE
MNOCPUEAELA—RTPAL—UEEEL,. 71T HIENTEES, TOYSTTIE. SQL Server 2000%iZEIL T

Network Director

LV BWindows 2000 Server® CPUfE A E &linux Kernel 2.6. DLinuxA—KR7ARL—U%FRLTLVET,

Capacity Load Average Utilization and Statistics

re 06 Ella percent CPU usage statistics Utilization and Statistics =N
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Winblows CPU usage stats

0

Ella percent CPU usage statistics (Last 14 Days)
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max=23)

Tue 18
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Winblows CPU usige stats

Done

Ella percent CPU usage statistics (Last 60 Days)

% HHHH

www.wansecurity.com @

~
A
v
V

(J} L https: / /www.wansecurity.com/wanmon/cgi-foo/super_graph.cgizhost=car = v () (Gl

Capacity Load Average (Last 2 Hours)
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Network Director
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£ 0O #EE

DRAT VAT LIE ARV ERMAYE—DF AT R TIEE T DANRLERFETHIANZRALERATVES, RO
JIE. RFC31B4ICEODTERINIZVRATLARNUDAFT U T DT IFIRRAVE—RTY , DRAT EEMV VR ESN
LTzUnix> AT LB LULUNXD L RAYT T—F2(syslogd) TEASNTWVEL . IRETIE. L—F RAYF . T7AT I+
— )L EBIZIEARBLT TV r—2a il — BRI YN T — IR BT RTICEASINTLVET , Windows> AT LTIE
ESTL&LS, WindowsDEventLog7 ) r— a3  ICEEEH T HSnare /) T D7 U T ILAL LIZAR AT # 5
CERELET,

FYRT =LY —DBEF. BEREGHDAOT Avt—DDREBITHLEELNIILOHRREY ) 2 —Sa Z iR,
TREZRAML—R2ERVND—VEBENRTEFISER T DEIIT 20 L. I AFHTZELES . RvbT—2
ALYE—IEUTORBED V) 1—av ez HMLFET,

TERNDODRAOTIERODEFT7—hA4T LEFNIE
RAESLVEZED=HDOFHMFEREZR VNI —VEEE (IR
SIM (Security Information Management), BIfFH UMD IR FHIE S D ZIE (F=1ELFTLELUTIZRESNALY):

- ISO 17799

- FFIEC (Federal Financial Institutions Examination Council)

- SOX (Sarbanes—Oxley Act of 2002)

-  GLBA (Gramm-Leach Billey Financial Modernization)

- HIPAA (Health Insurance Portability and Accountability Act of 1996)
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UDPL RXOS Ayt—Td, *ybkDT—9aL 932 —0D/—F(NCNode), = ERy T —2aL93—D/—FDISRA
(NCNodes)IZ&>TLANES AU MZEHBHNFET , NCNodeslE, RykT—HaLH2—IRE—95X 48— (NCMC)IZfELE
— kI TAFRIERVN T =D T—EANEETHLIGEEICETINET . TORI AT T—R(FNESIN  FE
ENDREICVRAAT T—EFE|Y LU TANCMCIZEEINET, ZLTEIY HTENI=NCMCH—/\—D1D(Z K> THEE
NET, BELGI IILA—ASYIEFRALT. TRE—H—/N\—(F RS —LB B DT —ER—XTHEFAD I ILE—IL
—LIZH LTI RAT ARV LAY E—DFBELE T AV E—UNTAILEZ—IL—ILICEE T DE ARVMERIT D FESN.
T—hATT—ER—=R[ZEEINFET . RUVEBOT7—HA47 05 T—2L. BEEINn, 9 EETHENTEET,

I4ILE IL—IL

FyRT—HaL YR —IE. BRRESELERYET—SEE . UNIX. WindowsH—/N\—EENSDAT EARU R AYyE—UF L
F9, I EF—AOYI(E, FybT—2aL T2 —DWebA o B3—D A AMBHLRB LV R EMNRIRE T, 84 (XU5/4 Tk
EEIZH AL, ROGNAEBDOHIN—EDTAIEF—AIVIEERELELIz, FYRT—0aL 03— UTDIAOT Ayt
—SBATDIT4INE—ODYIERAIAATNET,

Windows Server& D —9 X T—33> B fh(Windows EventLog API)

. Logon failure reported by users . Resource access denied report

. User disabled report . User authentication denied

. Logon Failure report by computers . Password reset by user

. Software install/uninstall report . Active directories: User added/deleted

* Logon Access report by users and computers . Access rights to shared, files and folders
. Critical service downtime time report . Active Directories: Computers

. Resource access success report added/deleted

. User authentication granted . Group policy changed

. Resource access denied report . SQL Server: Logon failure

. User authentication granted . User lockout report

. SQL Server: Logon

RDR—I ik
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UNIX, Linux, BSD. Solaris&UNIXZRD L AT Ly

Network Collector &l

XY RD)=O0F4VLOI—DT 4V =)L (FiZ)

. Logon failure report .
. Intrusion Detection report .
. Logon success report *

. Root activity report

. Root (Administrative) logon report
. Audit Policy changed report

. Password change reports

. Privileged user activities .
. Privilege escalation report (su or sudo) .
. SSHD failed login

. FTP and (x)inetd activities

Remote volume mounts

Local Firewall logs

PF Logs

IPtables Logs

IPFW Logs

IPF Logs

Local media mounts

Mail messages (Postfix, Sendmail, Qmail)
MySQL

PostgreSQL

Cisco. Foundry. Nokia. Checkpoint, FW1, IOS Routers. Sourcefire IDS

. Login failures .
. Intrusion Detection report .
. Logon success report .
. Configured changed .
. MAC identity assumption .
. Matching packet rules .
. Packets passed .
. Packets Dropped .
. Packets Rejected .
. Packets Returned .
. TCP Checksum mismatches .
. Mangled packets .

Fragmented packets
Interface flapping errors
Duplex errors

Failed exploit attempts
Connect resets by peer
Successful exploit attempts
Attempted exploit match
Attempted DoS match
ICMP floods

Interface errors
Interface discards
VLAN Hops
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Xy b=V 05 —-DEFHRER

Corporate HQ LAN

GigE Switches
: — NC Master
Servers

Corporate Headquarters
Tokyo, Japan

(Network Collector)
Master Cluster

DB Primary DB Secondary

Mirrored Storage Arrays

+m¢ IP TeIephony
CallManager Router Cisco Qatalyst alancer
9 Switch
VolP Server

IP Phone
-l

File Server - /

Relational Database

¥ TaVal = 4. 1
CISCOTO S Router j—e

Cisco PIX Firewall

Remote Facility
New York, NY, USA

TCP Connection —+H———

UDP Message @ —>
GigE Fiber Team &=
Fibre Channel

Network Monitoring
Network Director
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Xy MND)—=2aV 049 —0EEFVY TF+

LTFTOBm+* v 7F¥—7Tld, Z4NVF— - IRX—DAVPF A2 —=—Tx—REFEN, FILWLWT 4
IV — - JL—=I)LEEBMLTWET,

e 06 Network Collector 2.5.1 =1 006 Network Collector 2.5.1 o
) A ] AN

& B ﬁ; {n) https://ndmonitor.wise-worth.com/nc, v \G] SR < {n! https://ndmonitor.wise-worth.com/nc, = ¥ [C,\

2 Network Collector 2.5.1 )

Network Collector

Queries Vendors Products Product Filters Product Types Queries Vendors Products Product Filters Product Types

Edit Product Type Edit Vendors
Product e [ 1] vendor [ ]
* Ricol
PBX Get Record Panasonic Get Record
TUPS | ~Olympus
0s Oki
Printer Netscreen M
Hub Netgear
KVM NEC
DS Microsoft
Load Balancer Lexmark
Switch Kyocera Mita
Router Konica Minolta
Server Hitachi
Application HP
Firewall Fujitsu
Fujifilm "/
Epson
Dell
Corega
Cisco
Check Point
Find: (Q ) Match case Find: (Q ] Match case
Done www.wansecurity.com ﬂ Done www.wansecurity.com ﬂ

ATy T 1 ATy T2
ZUBEANY X MIAEWEET” Product ZUNSY =Y RN WNMESIT Vendor i S
Type” MHEM Bl : 77 AT7—D+—)b) B8R0 (1 : Cisco)
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UTOEEF* v 7Fv¥—TlE. F4NF— - IR—DA M- A25—T—REFEL, FILLWT 1

W& — - Jb—=I)VEEMLTWET,

Network Collector 2.5.1

/_ﬂ\} https://ndmonitor.wise-worth.com/nc, = ¥ Gl

2 Network Collector 2.5.1

Network Collector ‘

Updated: Saturday June 24, 2006 @ 23:
NetworkCollector®
C dd

Queries Vendors Products Product Filters

Product Types

Edit Vendor
Vendor Name
Product Type

Selected

Switch
Router
IDS
Hub
Firewall
Application

Not Selected
VPN Appliance
UPS
Storage Router
Server
Printer
PBX
0s
Load Balancer
KVM
Cache Server
Access Point
Access Concentrator
ATA Telephone Adaptor

iEdit Vendor:

VENDORJP

To select multiple records hold control key

Done

ATy 73

vww.wansecurity.com @

N>#— (Vendor) #ZRL T, RRSNEEA
44 7 (Product Types) EBEERIFTTS SN,

806

v B =
L i A

Network Collector 2.

Network Collector

d: Sund

Network Collector 2.5.1

/J\L\ https://ndmonitor.wise-worth.com/nc v

530

Queries Vendors Products

Done

Product Filters

Product Types

Edit Product, Choose Product

Vendor

Product

ATv7 4
ZAEBGEMBY X MR VEE(E"Product”H 53180

( Cisco )

| Cisco PIX 515

Cisco 7200 Series

Cisco uBR900 Series

Cisco uBR7100 Series

Cisco 7300 Series

Cisco 7400 Series

Cisco 7500 Series

Cisco 7600 Series

Cisco 7700 Series

Cisco 11000 Series

Cisco 12000 Series Gigabit Switch Routers (GSR)
Cisco 11500 Series of Content Services Switches (CSS)
Contact Center Solutions

Catalyst 500 Series

Catalyst 2900 Series

Catalyst 2900 XL Series

Catalyst 2900 LRE

Catalyst 2940 Series

Catalyst 2950 Series

Catalyst 2950 LRE

Catalyst 2970 Series

(51 : PIX515)

www.wansecurity.com ﬂ
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AV A —=T—REFEWN, FILWT 4
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Queries Vendors Products Product Filters Product Types

Add Filter for a Cisco Product (Insert failed)
Vendor ( Cisco )
Product (PIX515)

Filter Name [Deny tcp source outside

SysLog Message [%PIX-4-106023: Deny tcp src outside: 202.59.167.8/80 dst inside: 204.9.116.43/]

Filter Regex |PIX.*: Deny (tcp|udp) src outside:((\d+)(\.\d+){3}/\d+) dst Inside:((\d+)(]

Oops!
1 Regex Did not Validate.
Find: (Q ) Match case
Done www.wansecurity.com ﬂ

ATvT5
TZ4I)V%— - JL—I)L%E"” Filter Rule” 5,
T4 )y —EEDB~NEBI (ff : PIX515)

Network Collector 2.5.1 (&)

006 Network Collector 2.5.1
\F M L:‘/; /_E\} https://ndmonitor.wise-worth.com/nc
< Network Collector 2.5.1

Network Collector

Queries Vendors Products

Product Filters Product Types

Add Filter for a Cisco Product Product was successful
Vendor ( Cisco )

Product (PIX515)

Filter Name [

Add
Edit
Remove

Render

SysLog Message |

Filter Regex |

Add Fiter

ATy 76
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Network Collector &l
Xy hNDO=oaL o4 —0BEEF v TF ¥

806 Network Collector 2.5.1 =) e 06 Network Collector 2.5.1 o
S i > {n! https://ndmonitor.wise-worth.com/nc, = ¥ c @ - l,::?] {NIL\ https:/ /ndmonitor.wise-worth.com/nc, = ¥ Gl
< Network Collector 2.5.1 2 Network Collector 2.5.1
Network Collector Network Collector
Queries  Vendors  Products  Product Filters  Product Types Queries  Vendors  Products  Product Filters  Product Types
Querles (A "*" represents all entries) Network Collector query results
Host (72.35.232.129 v Priority [notice
Return to query form SEVERITY LEGENED
Date (70060308 i Date Displaying 5 results matching your query [ console by console | INFO DEBUG NOTICE WARNING ERROR |CRITICAE
SEQ HOST PRIORITY  DATE TIME MESSAGE
Time through Time

Search Message Igonsole by *

Records Per Page

Search Order

Find: (Q

Done

ATy T7
HRE L - HTY—%FET

[ Match case

www.wansecurity.com @

2006-03-08

%SYS-5-CONFIG

nfigured from console by cor

%SYS-5-CONFIG

%SYS-5-CONFIG

nfigured from console by cor

%SYS-5-CONFIG_I!

gured from console by co:

%SYS-5-CONFIG

gured from console by console

Result Page: [1]

Query executed In 0.015174150466919 seconds

Find: (Q

Done

ATy 78
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[ Match case
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/
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Network Collector
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CERY (Wil 0L 72
BEITARN/NDEE
BEDNEHRVATLOTE
BEROLHROMER
I—2IbDAV AL

ROTS—LICET HFHMDIREICKHEHE
WEDT AR

N—=25~DHE
BERVATLDERERTERYAAD

46



(;twork
irector

&

R

Network Director

UBESITTNWE L,

MBI DOVWTIETRFETITERIZEL, ELKBRELBLEIFET,

ndmonitor-info @wise-worth.com
+81 (0)3.3505.2303

47



